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1 Introduction

GFI WebMonitor is a comprehensive monitoring solution that enables you to monitor and filt er
net wor k us er gbfowsmg dnd filerdewhlbadstin real -time. It also enables you to
block web connections in progress as well as to scan traffic for viruses, trojans, spyware and
phishing material.

It is the ideal solution to transparently and seamlessly exercise a substantial degree of control
over your network usersd browsing and downl oading
ensure legal and best practice initiatives without alien ating your network users.

1.1 Who is This Manual For?

This manual is for system administrator s who want to use GFI WebMonitor in standalone proxy
mode (for example, in environments where there is no Microsoft ISA Server or Microsoft
Forefront TMG).

GFI WebMonitor

standalone proxy

Figure 1 - Environment: GFI WebMonitor in standalone proxy mode

For environments with Microsoft ISA Server or Microsoft Forefront TMG, a dedicated version of
GFlWebMonitor (GFI WebMonior for ISA/TMG) is available. For more information, refer to:
http://www.gfi.com/isa  -server-monitoring -security .

1.2 About this M anual

The aim of this manual is to help yo u install and run GFI WebMonitor on your network with
minimum configuration effort. It describes:

» The various network environments that GFI WebMonitor can support.
» How to install GFI WebMonitor to monitor your environment.
» How to get GFI WebMonitor running on default settings.

This manual is structured as follows:

CHAPTER DESCRIPTION

Chapter 1 Introduction
Introduces this manual and provides information on GFI WebMonitor editions.
Chapter 2 About GFI WebMonitor

Provides a high-level overview of how GFI WebMonitor works and the different
installation environments supported.

Chapter 3 Installin g in Gateway M ode

Provides information o n how to install GFI WebMonitor in Gateway mode.
Chapter 4 Installing in Simple Proxy Mode

Provides information on how to install GFI WebMonitor in Simple Proxy mode.
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CHAPTER DESCRIPTION

Chapter 5 Launching GFI WebMonitor
Provides a high-level overview of the user console.

Chapter 6 Miscellaneous
Provides information on topics that do not strictly fall within other chapters.

Chapter 7 Troubleshooting

Provides all the necessary information on how to deal with any problems encountered
while using GFI WebMonitor. Also provides extensive support information.

Chapter 8 Glossary
Defines technical terms used within GFI WebMonitor.

1.2.1 Administration and Configuration Manual

Detailed administration and configuration guidelines are provided in the  Administration and
Configuration Manual that is installed with the product or separately downloadable from the GFI
website at http://www.gfi.com/products/gfi -webmonitor/manual .

1.3 Terms Used in This M anual

The following terms are used in this manual:

TERM DESCRIPTION

= Additional information and references essential for the operation of GFI  WebMonitor.

=7
Important notifications and cautions regarding potential issues that are comm only

& encountered.

3 Step by step navigational instructions to access a specific function.

Bold text Items to select such as nodes, menu options or command buttons.

<ltalic text> Parameters and values that you must replace with the applicable value, such as custom

paths and filenames.

For any technical terms and their definitions as used in this manual, refer to the  Glossary
chapter in this manual.

1.4 GFI WebMonitor Editions

GFI WebMonitor is available in three editions. Each edition caters fo r system administrators with
different requirements:

» WebFilter Edition : Filters web traffic and website use per user(s), group(s) and/or IP(s) and
manages Internet access during specific periods, based on web categories defined wi thin its
built -in WebGrade database

» WebSecurity Edition : Provides a high degree of web security for downloaded web traffic
This is achieved through the built -in download control mo dule and multiple anti -virus and
anti-spyware engines.

» Unified Protection Edition : Provides all the features of the WebFilter Edition and the
WebSecurity Edition in a single package.
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1.5 GFI WebMonitor Licensing

For more information about licensing, refer to GFI Software Ltd. website at:
http://lwww.gfi.com/products/gfi ~ -webmonitor/pricing/licensing

For more information on how GFI WebMonitor counts users for licensing purposes, refer to
Knowledge Base article:

http://kbase.gfi.com/showarticle.asp?id=KBID003528 .
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2 About GFI WebMonitor

2.1 How Does GFI WebMonitor Work?

BlacklistiWhitelist filtering e WebSecurity

miodule

Dowmnbcad Control

|

| |
I l
I |
I |
I |
' :
| WebFilter I
| E] module Anti-Virus Scans \
|

I |
I |
I |
I |
| l
I |
I l
I |

WahGrade
Database

Anti-Phishing
Engine

GFI WebMonitor =

Figure 2 - How does GFI WebMonitor work?

o Request initiation:  Users request a webpage or a download from the Inte rnet. The incoming
traffic generated by the userod6s request is forwar

e Blacklist/Whitelist filtering: ~ The internal GFI WebMonitor blacklist/whitelist filtering
mechanism analyzesthe user ID, IP addressand requested URLs taking the following actions:

Blocks web traffic requests » by blacklisted users and/or IP addresses, or

»  to access blacklisted URLs

Automatically allows web traffic ~ requests » by whitelisted users and/or IP addresses, or
»  to access whitelisted URLs

Forwards web traffic requests (to the WebFilter » by users and/or IP addresses that are neither

module) blacklisted nor whitelisted

» to access URLs that are neither blacklisted nor
white listed.

9 WebFilter module: Analyzes web traffic received from the blacklist/whitelist filtering
mechanism against a list of categori esstoredin GF I  We b M MehGtaderdd@iabase. These
categories are used to classify and then filter web pagesrequested by users.

For more information about the se categories, refer to Knowledge Base article:
htt p://kbase.gfi.com/showarticle.asp?id=KBID003165 .
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Web traffic is blocked, allowed or quarantined according to configured policies. Quarantined

web traffic can be manually approved or rejected by the administrators accordingtoth e user &
needs and requirements. Approved quarantined URLs are moved in a temporary whitelist ; a
mechanism used to approve access to a site for a user or IP address for a temporary period.

— | The WebFilter module is only available in the WebFilter Edition and the Unified

—.1 Protection Edition of GFI WebMonitor. In the WebSecurity Edition , web traffic is
sent directly from the white list/blacklist filtering mechanism to the WebSecurity
module.

0 WebSecurity module: Analyzes web traffic through the download control module and scans
incoming web traffic for viruses, spyware and other malware .

Infected material is allowed, blocked and quarantined or blocked and deleted according to the
configured policies. Web traffic is also scanned for phishing material against a list of phishing
sites stored in the updatable database of phishing sites. Web traffic generated from a known
phishing element is rejected while approved web material is forwarded to the user.

= The WebSecurity module is only available in the WebSecurity Edition and Unified
— 1 Protection Edition of GFI WebMonitor. In the WebFilter Edition, WebSecurity
processing is not performed, and we b traffic is forwarded on to the user.

Forwarding of approved web material by GFI WebMonitor to the user
depends on the network environment;  thatis, where GFI WebMonit or is
installed.

2.2 How to Deploy GFI WebMonitor

2.2.1 Introduction

GFI WebMonitor deployment depends on the network infrastructure and the network role of the
machine where GFI WebMonitor is to be installed. The following diagram is aimed to help you
choose the correct GFI WebMonitor installation mode to suit your environment.

Install GFI
WebMonitor

Do | have
No a server
configured
as an internet
gateway?
Yes
Do | have -
a router that supports port cgz:‘:g“:: ::]e
blacking or Internet Gataway
traffic forwarding?
Y Y
Install GFI Install GFI
WebMonitor in WebMonitor in
Simple Proxy Mode Gateway Mode

Figure 3 - Choosing your environment flow chart
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2.2.2 Internet Gateway Environme nt

Install GFI WebMonitor in Gateway mode when an internet gateway is used by client machines to
access the internet. GFI WebMonitor can be installed on the internet gateway machine to filter
and process all outgoing/incoming HTTP/HTTPStraffic generated from/to user machines.

&N

End User

AN

End User GFI WebMonitor

&N

End User

Client Traffic

Figure 4 - GFlI WebMonitor installed on a gateway machine

To install GFI WebMonitor on an Internet gateway, refer to the Installing in Gateway Mode
chapter in this manual.

2.2.3 Simple Proxy E nvironment

Install GFI WebMonitor in Gateway mode when using a router/gateway for port blocking or
traffic forwarding .

Port Blocking

The router/gateway must be configured to allow both  HTTP/HTTPStraffic generated from GFlI
WebMonitor machine and Non-HTTP/HTTPStraffic generated from client machines. In addition,
it must also block HTTP/HTTPStraffic g enerated from client machines.

— | Client machines must be configured to use the GFI WebMonitor machine as the
\—1 default proxy server .
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[N

End User Internet Gateway

8 i Non-HTTR/HTTPS

Filtered traffic

3 traffic

Clients
HTTRIHTTPS
End User Traffic
Filtered
HTTPHTTPS
Traffic
End User

GFI WebMonitor

Figure 5 - GFI WebMonitor installed on a proxy machine connected to a router supporting port blocking

Traffic Forwarding

The router/gateway must be configured to allow outgoing web traffic generated by GFI
WebMonitor only. In addition, it must forward client HTTP/HTTPStraffic to GFI WebMonitor.

Ny

End User Internet Gateway

8 |§ @ Filtered traffic
-
GFl WebMonitor
End User Traffic HTTP/HTTPS traffic
is forwarded to
& |§ GFI WebMonitor Proxy
End User

GFI WebMonitor

Figure 6 - GFI WebMonitor installed on a prox y machine connected to a router supporting traffic forwarding
To install GFI WebMonitor on a proxy server, refer to the Installing in Simple Proxy Mode chapter
in this manual.
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3 Installin g in Gateway Mode

3.1 Introduction

This chapter provides you with information related to the installation of

machine configured as an Internet Gateway .

3.2 System Requirements

3.2.1 Software

TYPE SOFTWARE REQUIREMENTS

Supported Operating Systems

Other required components

3.2.2 Hardware

»

»

»

»

»

»

»

»

»

»

»

Microsoft Windows Server 2003 (x86)
Microsoft Windows Server 2008 (x86 or x64)
Microsoft Windows Server 2008 R2 (x64)
Microsoft Windows XP SP2

Microsoft Windows Vista

Microsoft Windows 7

Microsoft Internet Explorer 7 or later
Microsoft.NET Framework 2.0
Microsoft Message Queuing Service (MSMQ)

Routing and Remote Access configuration on Microsoft
Windows Server 2003/2008

Microsoft SQL Server 2000 or later (for reporting
purposes)

Minimum hardware requirements depend on the GFI WebMonitor edition.

EDITION HARDWARE REQUIREMERT
All Editions »  Two Network Interface Cards

WebFilter Edition

WebSecurity Edition

Unified Protection Edition

»

»

»

»

»

»

»

»

»

Processor: 2.0 GHz

RAM: 1 GB (Recommended 4GB)

Hard disk: 2 GB of available disk space
Processor: 2.0 GHz

RAM: 1 GB (Recommended 4GB)

Hard disk: 10 GB of available disk space
Processor: 2.0 GHz

RAM: 2 GB (Recommended 4GB)

Hard disk: 12 GB of available disk space

= Allocation of hard disk space depends on your environment. The size specified
= | in the requirements is the minimum required to install and use GFlI

WebMonitor. The recommended size is between 150 and 250GB.

Installing in Gateway Mode
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3.3 Installation

3.3.1 Pre-requisites

Before installing GFI WebMonitor on an Internet Gateway Server, ensure that:

1. Client machines are configured to use the server as the default internet gateway

2. The serverds network cards are connected:
» one to the internal netw ork (LAN)

» one to the external network (WAN).

3. Start Routing and Remote Access service if installing GFI WebMonitor on Microsoft Windows
Server 2003 or Microsoft Windows Server 2008. For more information, refer to the Configuring
Routing and Remote Accesssection in this manual.

4. Ensure that the listening port (default 8080) is not blocked by your firewall. For more
information on how to enable firewall ports on Microsoft Windows Firewall, refer to
http://kbase.gfi.com/showarticle.asp?id=KBID003879

3.3.2 Upgrades

In order to upgrade GFI WebMonitor, obtain the latest version from
http://www.gfi.com/pages/webmon  -selection-download.asp. The upgrade procedure is similar
to the installation procedure. For more information, refer to the Installation Procedure section
in this chapter.

If installing a new version of GFI WebMonitor on a different infrastructure,
it is recommended to uninstall  the previous version before installing the
new one.

3.3.3 Installation P rocedure

Run the installer as a user with administrative privileges on the target machine.
1. Double click the GFI WebMonitor executable file.

2. If the current version of Microsoft .NET Framework is not compatible with the required
version, a warning dialog will be displayed. Click OK This will stop the installation process.
Install the required Microsoft .NET Framework version and start the installation of GFI
WebMonitor again.

3. Choose whether you want the installation wizard to search for a newer build of GFI
WebMonitor on the GFI website and click Next.

4. Read the licensing agreement. To proceed with the installation select | accept the terms in
the license agreement and click Next.
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i'e!:" GFEI WebMonitor 2011 - InstallShield Wizard

WebMonitor Configuration - Access Permissions
Specify who will be able ko access the GFI WebMaonitor Web inkerface,

By default only an administrator logoed in on this computer will be authorized to access the GFI
WebMonitor web interface. GFI WebMonitor can be configured to allow other users/computers
ko access its web based interface ower the network,

Enter the user name or the computer IP which will be granted access to GFI WebMonitor;

127.0.0.1;192,1658.3.51,;192.168.200.7;192. 163, 3.51

MOTE: Specify usernamels) in the format DOMAIM|Username,
MOTE: The IP of this compuker is already added to the access permission lisk,

MOTE: You can specify maore than one userfcomputer, Separate entries with a semicalon () eqg.
127.0.0.1;COMPANY \user 1 COMPANY \User2; 172.16.135. 16

[ < Back. ” Mexk = ] [ Cancel ]

Screenshot1 - Installation: Access Permissions

5. Key in the user name or the IP address that will be used to access the web interface of GFlI
WebMonitor and click Next.

— | More than one user or machine can be specified. Separate entries with
—1 semicolons 0; 0

i'.z!:" GEI WebMonitor 2011 - InstallShield Wizard

Customer Information
Please enter your infaormation,

User Mame:

|Eh:||:- Jones

Qrganizakion:

|m';.=C|:|mpany

License key:

|E~.faluati|:|n

[ < Back. ” Mexk = ] [ Cancel ]

Screenshot 2 - Installation: Customer Information

6. Key in the User Name and Organization . If you have a license key, update the License Key
details and click Next.

— | The license key can be keyed in after installation or expiration of the evaluation
—.1 period of GFI WebMaitor. For more information, refer to the  Entering Your
License Key After Installation section in this manual.
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i'.z!:" GEI WebMonitor 2011 - InstallShield Wizard

Service Logon Information
The Fallowing logon information is used by the WebManikar Service

The GFI WebMaonitor service needs ko run with administr ative privileges for proper
functionality. Please enter the username and password of an account with administrative
privileges. Please make sure that the account is active and does not have the password set to
expire, For domains, user names must be in the format of DOMAINUsertame.,

ser Mame: |au:|mini5tratu:ur

Password: |**********

MOTE: The username and password provided musk have "Logon As Service” rights, IF it doesn't
it will be switched OM automatically for the specified account, These credentials will only be
used to create and run as new service in the services control panel.

[ = Back ” Mexk = ] [ Cancel ]

Screenshot3 - Installation: Service Logon Information

7. Key in the logon credentials of an account with administrative privileges and click  Next.

—_ | The user account must have Log on as a service rights; otherwise, rights are
—.1 automatically assigned. For more information, refer to the  Assigning Log On As A
Service Rghts section in this manual.

i'e!:" GFEI WebMonitor 2011 - InstallShield Wizard

Mail Settings
Enker administrator email and SMTP mail server setkings

Please enter the details of the SMTP server and email address that are to be used by GFI
WebMonitor 2011 For email reparting.

From: lwebMonitor@127.0.0.1

To: |Administratnr@12?.ﬂ.ﬂ. 1

SMTP Server: |12?.III.IZI.1 Port: |25

[ Verify Mail Settings ]

[ < Back ” Mexk = ] [ Cancel ]

Screenshot 4 - Installation: Mail Settings

8. Provide the SMTP mail server details and email address to which administrator notifications
will be sent.

Optionally click Verify Mail Settings to send a test email. Click Next.
9. Click Next to install in default location or click Change to change installation path.

10. If the Microsoft Message Queuing Service (MSMQ) is not installed, a message will prompt the
user that the installation requirements have not been met. Click  Next to install the service
automatically .
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11. Click Install to start the installation, and wait for the installation to complete.
12. Click Finish to finalize setup.

13. After the installation, GFI WebMonitor Configuration Wizard is launched automatically . This
will help you configure the server in gateway mode.

14. In the welcome screen, click Next.
15. Select Gateway mode as your network environment and click Next.

16. In the Current Gateway Configuration screen, select the internal network card and click
Next.

17. Click Finish to apply settings.

3.3.4 Launching GFI WebMonitor
There are 2 options for launching the GFI WebMonitor web console :

» Option 1: click Start 3 Programs 3 GFI WebMonitor 3 GFI WebMonitor. Further
information can be found in the section entitled Launching GFI WebMaonitorin this document.

» Option 2: Key in the URL htt p://monitor.isa  in a web browser on the same machine.

— | If using the GFI WebMonitor through the web browser interface on the same
— 1 machine, Internet Explorer must be configured to use a proxy server . For more
information refer to Microsoft Internet Explorer section in this manual.

To launch GFI WebMonitor installation from machines of users and/or IP addresses that were
allowed access to the application during installation :

» Key in the URL http://monitor.isa  in a web browser from their machine. The Internet browser
must be configured to use specific proxy settings to enable this access.

3.4 Post-installation Action s: Configure Proxy Settings

Configure the user machines to use GFlI WebMonitor machine as the default proxy. This can be
achieved by:

» Option 1: Configuring the client machines using the Group Policy object (GPO) feature within
the Active Directory.

» Option 2: Configuring Internet browsers to use specific proxy settings on each client machine
manually.

— | The client internet browser can be configured to detect the proxy settings

|—.1 automatically. This is possible if WPAD is enabled in GFI WebMonitor proxy
settings. For more information, refer to the  Enabling WPAD in Proxy Settings
section in this manual.

3.4.1 Configuring GFI WebMonitor M achine as th e Default Proxy U sing GPO in
Microsoft Windows Server 2003

To configure the Proxy Settings on all client machines to use GFI WebMonitor as a proxy server
through Microsoft Windows Server 2003 GPO:

1. Navigate to Start 3 Programs 3 Administrative Tools 3 Active Directory Users and
Computers on the Domain Controller.

2. Under the domain node, r ight-click the organizational unit where you wish to apply the group
policy and click Properties .
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— | To apply the grou p policy to all the computers on the domain, right -click on the
—.1 domain node directly and click Properties .

masterdomain.com Properties ﬂ |

Generall Managed By Group Palicy |

to the Group Policy

Ta improve Group Policy management | upoar,

M anagement Conzole [GPMLC].

i
Current Group Palicy Object Links for masterdomain
S

| Mo Overnde | Dizabled |

Group Policy Object Links
Default Cromain Palicy

Group Palicy Objects higher in the lizt have the highest priarity.
Thiz list obtained from: win2k3zery. masterdomain. com

New | add. | Edt | s

Options... | Delete... | Properties | [N |

™ BElock Policy inheritance

k. I Carnicel | Smply |

Screenshot5 - Active Directory GPO dialog

3. Select Group Policy tab in the Domain Properties dialog.

4. Select Default Domain Policy from the list and click Edit.

'fii Group Policy Dbject Editor [_ O]
File  Action Wiew Help
& = | =30
_E—_j‘ Default Domain Policy [winzk3sery.masterdomain.com] Poli | Mame | Description |
E@ Computer Configuration %Bruwser User Interface Title, bitmaps, logos, etc,
D Software Settings @Cnnnection Connection settings, proxy and ...
[:l Wlnu:llo.ws 5‘_3'5'5""'35 .@]URLS Favorites, Links and Important ...
: =-03 Admmfstratl'?-'e Templates By Isecurity Zones & Ratings and Authenticods
Eﬁ User Conifiguration Pru:ugrarns Default pragram settings and ex...

-] Software Settings
E|[:| Windows Settings
¢ Lgf pemote Installstion Services
|| Scripts {Logon/Lagaff)
Sl Security Settings
[-(_]] Falder Redirection
i ‘m Internet Explorer Maintenance
[:l Adrminiskrative Templates

< | ol

Screenshot6 - GPO Editor window

3

5. Expand User Configuration 3 Windows Settings 3 Internet Explorer Maintenance
Connection and double-click Proxy Settings to open the Proxy Settings dialog.
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erdine N < |

Proxy Setkings |

‘fou can specify what proxy servers, if any, wou wank wour users ko conneck ko, Use semicolons { ;3 ko
separake entries.

v ;gnal:ule progy sekkingst

—Proxy Servers — Exceptions
Address of proxy Fark Do nok Use prasy server Far
1 wrte: 1921685110 . Is0e0 | addresses beqginning with:
2, Secure: [192.168.5.10 | Boan =
3.FTR:  [1921685110 : [a0e0 |
4, Gopher: |1 52168510 : | B0E0
5. Socks: |1E|2.1EE=.5.1EI : |=3|:u3|:| =
v Do not use proxy server For
[~ Use the same prosy server For all addresses lacal (inkranet) addresses.,

Ik I Zancel | Spmly Help

Screenshot7 - Proxy Settings dialog

6. Check Enable proxy settings checkbox.
7. Uncheck Use the same proxy server for all addresses checkbox.

8. Key in the proxy server IP address and the port used (Default 8080) in the HTTP and FTP text
boxes.

9. Click OKto apply changes.

10. Close all open windows.

3.4.2 Configuring GFI WebMonitor Machine as the Default Proxy U sing GPO in
Microsoft Windows Server 2008

To configure the Proxy Settings on all client machines to use GFI WebMonitor as a proxy server
through Microsoft Windows Server 2008 GPO:

1. In command prompt key in mmc.exe and pressEnter.

2. In the Console Root window, navigate to File 3 Add/Remove Snap-i n t open the Add or
Remove Snap-ins window.
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Add or Remove Snap-ins |

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ns, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:
Snap-n | Vendor ﬂ | Console Root Edit Extensions... |
..J:‘,JIDevice Manager Microsoft! A Group Policy Management
1= Disk Management Microsoft e |
£ DNS Microsaft
Event Viewer Microsoft 1 Moye Up |
£3 Exchange Server 2007 Microsoft
~ Folder Microsoft i Mowve Down |

}LGroup Paolicy Management Microsoft Add > |

ﬁ_" Group Policy Management E... Microsofti
d_; Group Policy Object Editor Microsoft |
ﬁ_" Group Policy Starter GPO Ed... Microsoft!
P'J Internet Information Servic... Microsofti
,'E‘I'Internet Information Servic...

vy [P Security Monitor Microsoft 1.7
4 | 3 Advanced...

Description:

© 2007 Microsoft Corpaoration. All rights reserved. This product is licensed.

Allows management of Group Policy across sites, domains, and organizational units within one or mare forests.

oK I Cancel |

Screenshot8 - Add/Remove Snapins window

3. Select Group Policy Management from the Available snap -ins list, and click Add.
4. Click OK.

= Consolel - [Console Root\Group Policy Management\Forest: techcom.com\Domains\techcom.com ]

File —Action View Favorites Window Help |-|E’|§|

o A EalN=RENEN * Mo
| Console Root

= ;’-‘l Group Policy Management . ) . - - -
= _ﬁ Forest: tachcom.com Linked Group Policy Objects |Group Policy Inhentance I Delegation I

techcom_com

& 55 Domains Link Order = | GPO | Enforced | Link Enabled | GPO

=h= tE"':':'"-"':':'"-' 1 i/ Defautt Domain Policy Mo Yes Enab
=z Default Domain Policy

3| Domain Controllers

3 | Microsoft Exchange Secu
=t Group Policy Objects

5 WMI Filters

]| Starter GPOs

N | 5 <] I i

Screenshot9 - Console Root domain window

HEHEEH

5. Expand Group Policy Management 3 Forest 3 Domains and <domain>, then select the
organizational unit where you wish to apply the group policy.

— | To apply the group policy to all the computers on the domain, select the domain
—.1 node directly.

6. Right-click Default Domain Policy and click Edit to open the Group Policy Management
Editor .
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oup Po Anageme dito i ] S

File  Action View Help

&= | Hm=H
_: Default Domain Policy [TECHCOMO2, TECHCOM.COM] Palicy | Name | Description |
i Cemputer Canfiguration @Connecﬁon Settings Settings for connection settings
=] V.e_-, US_E" Configuration @Aummaﬁc Browser Configurat... Settings for automatic browser ...
& [ Policies el Proxy Settings Settings for proxy
_| Software Settings @User Agent String Settings for user agent string

B[] Windows Settings
?ﬂ; Remote Installation Services
= Scripts (Logon/Logoff)
Security Settings
(L7 Folder Redirection
% Policy-based QoS5
= Internet Explorer Maintenance
Browser User Interface

Connection

i URLs
B ] Security
ﬁl Programs

| Administrative Templates: Policy definitions (AD
~| Preferences

4] | i

Screenshot 10 - GPO Editor window

7. Expand User Configurat ion 3 Policies 3 Windows Settings 3 Internet Explorer
Maintenance 3 Connection and double-click Proxy Settings to open the Proxy Settings dialog.

Ce s < |

Proxy Settings |

‘You can spedfy what proxy servers, if any, you want your users to connect to. Use semicolons (; ) to
separate enfries. Gopher cannot be customized in Internet Explorer 7.

¥ Enable proxy settings

—Proxy Servers —Exceptions
Address of proxy Port Do not use proxy server for
1. HTTP: |152.1'BE.5.'I1D : IBUBU | addresses beginning with:
2. Secure: |1 92.168.5.10 : |susn =
3. FTP: |192.153.5.11u - |ausn
4, Gopher: IW : IW
5. Socks:  [192.168.5.10] : | 8080 =

¥ Do notuse proxy server for
[~ Use the same proxy server for all addresses local (intranet) addresses.

QK I Cancel | Spply Help

Screenshot11 - Proxy Settings dialog

8. Check Enable proxy settings checkbox.
9. Uncheck Use the same proxy server for all addresses checkbox.

10. Key in the proxy server IP address and the port used (Default 8080) in the HTTP and FTP text
boxes.

11. Click OKto apply changes
12. Close Proxy Settings dialog.

13. Close Group Policy Management Editor dialog and save the management console.
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& When using Active Directory, the administrator can disa  ble the Internet
connection settings tab from the client machines. For more information,
refer to the Disabling Internet Connections Settings on Client Machines section
in this manual .

3.4.3 Configuring Inte rnet Browsers to Use a Proxy S erver

You can also configure each individual user machine manually to set the GFI WebMonitor
machine as the default proxy. This section shows how to configure proxy settings in the most
commonly used internet browsers.

Microsoft Internet Explorer
1. Launch Microsoft Internet Explorer
2. From the Tools menu, choose Internet Options and select the Connections tab.

3. Click LAN settings button.

Local Area Network (LAN) Settings

Automatic configuration

Automatic configuration may override manual setkings, To ensure the
use af manual setkings, disable automatic configuration.

[ ] Automatically detect settings

|:| Ilse automatic configuration script

Proxy server

Ilse a proxy server For wour LA {These settings will not apply to
dial-up or YPM connections).

Address: | mvprosy Part: | G030

[ |Bypass proxy server For local addresses

[ Ok ][ Cancel ]

Screenshot12 - LAN Settings dialog

4. Check Use a proxy server for your LAN checkbox.

5. Key in the proxy server name or IP address of the GFI WebMonitor machine and the port used
(Default 8080) in the Address and Port text boxes.

— | If WPAD is enabled in GFI WebMonitor proxy settings check the Automatically
—.1 detect settings checkbox in the Automatic configuration area. For more
information, refer to the Enabling WPAD in Proxy Settingssection in this manual.

6. Click OKto close LAN Settings dialog.
7. Click OKto close Internet Options dialog.
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Mozilla Firefox

1. Launch Mozilla Firefox .

2. Click Tools 3 Options 3 Advanced tab 3 Network tab.

Options X

[=—
Main Tabs Content  Applications  Privacy  Secority  Adwanced

Connection

Caonfigure haw Firefox connecks ba the Internet Settings...

Cffline Storage

e

s up ko g0 o | MB of space for the cache Clear Mo

Tell me when a website asks to store data For offline use Excepkions...

The Following websites have stored data for affline use:

Ik l ’ Cancel ] ’ Help

Screenshot 13 - Mozilla Firefox: Options dialog

3. Click Settings button to open the Connection Settings dialog.
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X

Connection Settings

Configure Proxies to Access the Inkernet
() Mo proxy
() Auto-detect prowy settings For this network.

{(#) Manual praxy configuration:

HTTP Proxy: | 192.168.5.110 | Port: | BoE0
[ ] Use this proxy server for all protocals

S5LProxy: | 192,168.5.10 | Port: | BoE0 o

ETP Proxy: | 192.168.5.110 | Port: | s0ED o

Gopher Proxy: | 192.168.5.10 | Port: | Bom0

SOCKS Host: | 192,168.5.10 | Port: | goE0 o

() SOCKS wd (3) SOCKS vS

Mo Prosey For: | localhost, 127.0.0.1] |
Example: .mozila.org, .net.nz, 192, 168.1.0/24

{:} Autamatic prosy configurakion LIRL:

(04 l [ Zancel ] [ Help

Screenshot 14 - Mozilla Firefox: Connection Settings dialog

4. Select Manual proxy configuration
5. Uncheck Use this proxy server for all protocols checkbox.

6. Key in the proxy server IP address and the port used (Default 8080) in the HTTP Proxy, FTP
Proxy and related Port text boxes.

— | If WPAD is enabled in GFI WebMonitor proxy settings, select Auto-detect proxy
—.1 settings for this network . For more information, refer to the Enabling WPAD in
Proxy Settings section in this manual.

7. Click OKto close Connection Settings dialog.

8. Click OKto close Options dialog.
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Google Chrome

1. Launch Google Chrome.

@ Goaqgle Chrome
C | | ¥ htp/itocls.google.com chrome;int/en/welcome.himl P O~ | F~
[ Customize Links [ ] Free Hotmal [ ) Windows Marketplace [ Windows Media [ e téb (Slitazl
e window Chrl+R
[ e incognito windoey Chrl+-3hift+M
GO@S e C h ro m e v Blways show bookmarks bar Chr+B
Full screen F11
What makes Google Chrome different :
Histary Ctrl+H
Bookmark manager Chrl+-3hift+6
| One box for everything Downloads Chrh]
e Clear browsing data, .. CtrH-Shift+Del
Mok o Moy Impart bookmarks & settings...
Iewy Tah page G ||n.ww
(M)JPS Seanch Googhe x Bome: b Options
Search hllgﬂl
L * == About Google Chrome
Application shortcuts - - - Help F1

Exit

View all features £~ T TP R - ) e P
& il | ]
Screenshot 15 - Google Chrome: Customize and Control Google Chrome menu

2. Click Customize and Control Google Chrome 3 Options.

S
Google Chrome Options %
| Basics | Minor Tweaks | Under the Hood l
| Al all cookies w | |
Metwork

Set up a prowy ko conneck ko the nebwaork,

[ Change proxy settings

Web Content
Motify me when a pop-up is blocked

Google Gears: [ Change Google Gears settings

Security

You hawe chosen ko open certain file bypes automatically after dovnloading,
You can clear these settings so that downloaded files don't open automaticals, 22

[ Reset to defaulks

Screenshot 16 - Google Chrome: Under the Hood tab

3. In the Google Chrome Options dialog, click Under the Hood tab.

4. Click Change proxy settings button t o open Internet Properties dialog.
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5. Select the Connections tab.

6. Click LAN settings button.

Local Area Network [LAN) Settings

Butomatic configuration

Autamatic configuration may override manual setkings. To ensure the
use af manual setkings, disable automatic configuration.

[ ] Automatically detect settings

|:| Ilse automatic configuration script

Proxy server

Ilse a proxy server For wour LA {These settings will not apply to
dial-up or YPM connections).

Address: | mvprosy Part: | G030

[ ]Bvpass proxy server for local addresses

[ Ok ][ Cancel ]

Screenshot17 - LAN Settings dialog

7. Check Use a proxy server for your LAN checkbox.

8. Key in the proxy server name or IP address and the port used (Default 8080) in the Address
and Port text boxes.

— | If WPAD is enabled in GFI WebMonitor proxy ®ttings check the Automatically
—.1 detect settings checkbox in the Automatic configuration area. For more
information, refer to the Enabling WPAD in Proxy Settingssection in this manual.

9. Click OKto close LAN Settings dialog.
10. Click OKto close Internet Options dialog.
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4 Installing in Simple Proxy Mode

4.1 Introduction

This chapter provides you with information related to the installation of ~ GFI WebMonitoron a
machine configured as a Proxy server.

4.2 System Requirements

4.2.1 Software

GFI WebMonitor in Simple Proxy mode can be installed on:

Supported Operating Systems »  Microsoft Windows Server 2003 (x86)

»  Microsoft Windows Server 2008 (x86 or x64)
»  Microsoft Windows Server 2008 R2 (x64)

»  Microsoft Windows XP SP2

»  Microsoft Windows Vista

»  Microsoft Windows 7

Other required components »  Microsoft Internet Explorer 7 or later
»  Microsoft. NET Framework 2.0
»  Microsoft Message Queuing Service (MSMQ)

»  Microsoft SQL Server 2@0 or later (for reporting
purposes)

4.2.2 Hardware

Minimum hardware requirements depend on the GFI WebMonitor edition.

All Editions »  Router/gateway that supports traffic forwarding or port
blocking
WebFilter Edi tion »  Processor: 2.0 GHz

» RAM: 1 GB (Recommended 4GB)

» Hard disk: 2 GB of available disk space
WebSecurity Edition »  Processor: 2.0 GHz

» RAM: 1 GB (Recommended 4GB)

»  Hard disk: 10 GB of available disk space
Unified Protection Edition »  Processor: 2.0 GHz

» RAM: 2GB (Recommended 4GB)

»  Hard disk: 12 GB of available disk space

— | Allocation of hard disk space depends on your environment. The size specified in
—.1 the requirements is the minimum required to install and use GFI WebMonitor.
The recommended size is between 150 and 250GB.
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4.3 Installation

4.3.1 Pre-requisites

Before installing GFI WebMonitor on a Proxy server, the router/gateway must be configured to:
» Block all outgoing HTTP/HTTPStraffic gen erated from the clie nt machines

» Allow outgoing HTTP/HTTPStraffic gene rated by GFI WebMonitor only

» Allow Non-HTTP/HTTPStraffic generated from client machines.

In this environment, traffic forwarding can be used to forward HTTP/HTTPStraffic fromth e
client machines to GFI WebMonitor machine. For more information, refer to the  Configuring
Commonly Used Routerssection in th is manual.

4. Ensure that the listening port (default 8080) is not blocked by your fi  rewall. For more
information on how to enable firewall ports on Microsoft Windows Firewall, refer to
http://kbase.gfi.com/showarticle.asp?id=KBID003879

4.3.2 Upgrades

In order to upgrade GFI WebMonitor, obtain the latest version from
http://www.gfi.com/pages/webmon  -selection-download.asp.

= The upgrade process is similar to the installation instructions. For more
= information, refer to the Installation Procedure section in this chapter.

is recommended to uninstall GFI WebMonitor before installing the new
version.

| —=HA
& If installing a new ver sion of GFl WebMonitor on a different infrastructure, it

4.3.3 Installation P rocedure

Run the installer as a user with administrative privileges on the target machine.
1. Double click the GFI WebMonitor executable file.

2. If the current version of Microsoft .NET Framework is not compatible with the required
version, a warning dialog will be displayed. Click OK This will stop the installation process.
Install the required Microsoft . NET Framework version and start the installation of GFI
WebMonitor again.

3. Choose whether you want the installation wizard to search for a newer build of GFI
WebMoanitor on the GFI website and click Next.

4. Read the licensing agreement. To proceed with t he installation select | accept the terms in
the license agreement and click Next.
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i'e!:" GFEI WebMonitor 2011 - InstallShield Wizard

WebMonitor Configuration - Access Permissions
Specify who will be able ko access the GFI WebMaonitor Web inkerface,

By default only an administrator logoed in on this computer will be authorized to access the GFI
WebMonitor web interface. GFI WebMonitor can be configured to allow other users/computers
ko access its web based interface ower the network,

Enter the user name or the computer IP which will be granted access to GFI WebMonitor;

127.0.0.1;192,1658.3.51,;192.168.200.7;192. 163, 3.51

MOTE: Specify usernamels) in the format DOMAIM|Username,
MOTE: The IP of this compuker is already added to the access permission lisk,

MOTE: You can specify maore than one userfcomputer, Separate entries with a semicalon () eqg.
127.0.0.1;COMPANY \user 1 COMPANY \User2; 172.16.135. 16

[ < Back. ” Mexk = ] [ Cancel ]

Screenshot 18 - Installation: Access Permissions

5. Key in the user name or the IP addressthat will be used to access the web interface of GFlI
WebMonitor and click Next.

— | More than one user or machine can be specified. Separate entries with
—4 semicolons 06; 0

i'.z!:" GEI WebMonitor 2011 - InstallShield Wizard

Customer Information
Please enter your infaormation,

User Mame:

|Eh:||:- Jones

Qrganizakion:

|m';.=C|:|mpany

License key:

|E~.faluati|:|n

[ < Back. ” Mexk = ] [ Cancel ]

Screenshot 19 - Installation: Customer Information

6. Key in the User Name and Organization . If you have a license key, update the License Key
details and click Next.

— | The license key can be keyed in after installation or expiration of the evaluation
—.1 period of GFI WebMonitor. For more information, refer to the  Entering Your
License Key After Installation section in this manual.
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i'.z!:" GEI WebMonitor 2011 - InstallShield Wizard

Service Logon Information
The Fallowing logon information is used by the WebManikar Service

The GFI WebMaonitor service needs ko run with administr ative privileges for proper
functionality. Please enter the username and password of an account with administrative
privileges. Please make sure that the account is active and does not have the password set to
expire, For domains, user names must be in the format of DOMAINUsertame.,

ser Mame: |au:|mini5tratu:ur

Password: |**********

MOTE: The username and password provided musk have "Logon As Service” rights, IF it doesn't
it will be switched OM automatically for the specified account, These credentials will only be
used to create and run as new service in the services control panel.

[ = Back ” Mexk = ] [ Cancel ]

Screenshot 20 - Installation: Service Logon Information

7. Key in the logon credentials of an account with administrative privileges and click  Next.

— | The user account must have Log on as a service rights. For more information,
—.1 refertothe Assigning Log On As A Servic&ights section in this manual.

i'e!;" GEI WebMonitor 2011 - InstallShield Wizard

Mail Settings
Enker administrator email and SMTP mail server setkings

Please enter the details of the SMTP server and email address that are to be used by GFI
WebMonitor 2011 For email reparting.

From: lwebMonitor@127.0.0.1

To: |Administratnr@12?.ﬂ.ﬂ. 1

SMTP Server: |12?.III.IZI.1 Port: |25

[ Verify Mail Settings ]

[ < Back ” Mext = ] [ Cancel ]

Screenshot21 - Installation: Mail Settings

8. Provide the SMTP mail server details and email address to which administrator notifications
will be sent. Select Verify Mail Settings to send a test email. Click Next.

9. Click Next to install in default location or click  Change to change installation pat h.

10. If the Microsoft Message Queuing Service (MSMQ) is not installed, a message will prompt the
user that the installation requirements have not been met. Click  Next to install the service
automatically.

11. Click Install to start the installation and wait for the installation to complete.

12. Click Finish.
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13. After the installation, GFI WebMonitor Configuration Wizard is launched automatically . This
will help you configure the serverin simple proxy mode.

14. In the welcome screen, click Next.

15. Select Simple proxy mode as your network environment and click Next.

— | To view help on how to configure most commonly used routers, select the Click
— 1 here link. For more information, refer to the Configuring Commonly Used Routers
section in this manual.

16. Click Finish to apply proxy settings.

4.3.4 Post-installation T est
To test the installation from the machine where GFl WebMonitor was installe d:

» Option 1: Click Start 3 Programs 3 GFI WebMonitor 3 GFI WebMonitor. Further
information can be found in the section entitled Launching GFI WebMaonitorin this document.

» Option 2 : Key in the URL http://monitor.isa  in a web browser on the same machine.

— | If using the GFI WebMonitor through the web browser interface on the same

— 1 machine, Internet Explorer must be configur ed to use a proxy server. For more
information refer to Microsoft Internet Explorer section in this manual.

To test GFI WebMonitor installation from machines of users and/or IP addr esses that were
allowed access to the application during installation :

» Key in the URL http://monitor.isa  in a web browser from their machine. The Internet browser
must be configured to use specific proxy settings to enab le this access.

4.4 Post-installation A ctions : Configure Proxy Settings

Configure the user machines to use GFI WebMonitor machine as the default proxy. This can be
achieved by:

» Option 1: Configuring the client machines using the Group Policy object (GPO) featu re within
the Active Directory.

» Option 2 : Configuring Internet browsers to use specific proxy settings on each client machine
manually.

— | If WPAD is enabled, the client internet browser can be config ured to detect the
—.1 proxy settings automatically. For more information, refer to the  Enabling WPAD
in Proxy Settings section in this manual.

4.4.1 Configuring GFI WebMonitor Machine as the Default Proxy U sing GPO in
Microsoft Windows Server 2003

To configure the Proxy Settings on all client machines to use GFI WebMonitor as a proxy server
through Microsoft Windows Server 2003 GPO:

1. Navigate to Start 3 Programs 3 Administrative Tools 3 Active Directory Users and
Computers on the Domain Controller.

2. Under the domain node, right -click the organizational unit where you wish to apply the group
policy and click Properties .

— | to apply the group policy to all the computers on the domain, right -click on the

—.1 domain node directly and click Properties .

Installing in Simple Proxy Mode GFI WebMonitor 2011 727


http://monitor.isa/
http://monitor.isa/

masterdomain.com Properties [ 2] |

Generall b anaged By Group Palicy |

To improve Group Policy management, ypgrade o the Group Policy

kM anagement Conzole [GPMC).

i
Current Group Palicy Object Links for masterdomain
SRR

Group Policy Object Links | Mo Overnde | Dizabled |
Default Dromain Palicy

Group Palicy Objects higher in the lizt have the highest priarity.
Thiz izt abtained from: win2k3zery. masterdomain. com

New | agd. | Edt | s

Options... | Delete... | Properties | [N |

[ BElock Policy inheritance

k. I Canicel | Smply |

Screenshot 22 - Active Directory GPO dialog

3. Select Group Policy tab in the Domain Properties dialog.

4. Select Default Domain Policy from the list and click Edit.

'fi Group Policy Dbject Editor M=] E3
File Action Wiew Help
& = | B ®
=} Defaulk Domain Policy [winzk3sery. masterdamain.com] Pali | HMame | Description |
E@ Computer Configuration @Bruwser User Interface Tite, bitmaps, logos, ete.
D Software Settings @Cnnnection Connection sektings, proxy and ...
[:l Windows Settings RS Favorites, Links and Important ...
-3 Admln!stratl*.v'e Templates S]Securitv Zones & Ratings and Authenticade
E@ User Configuration F‘ru:ugrarns Default programn sektings and ex...

[:l Software Settings
EID Windows Settings
i gl Remate Installation Services
|| Scripts {Logon/Logaff)
Hg Security Settings
F-(_] Folder Redirection
: '@ Internet Explorer Maintenance
[:l Administrative Templates

< | ol
| | |

Screenshot 23 - GPO Editor window

5. Expand User Configuration 3 Windows Settings 3 Intern et Explorer Maintenance 3
Connection and double-click Proxy Settings to open the Proxy Settings dialog.
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erdine N < |

Proxy Setkings |

‘fou can specify what proxy servers, if any, wou wank wour users ko conneck ko, Use semicolons { ;3 ko
separake entries.

v ;gnal:ule progy sekkingst

—Proxy Servers — Exceptions
Address of proxy Fark Do nok Use prasy server Far
1 wrte: 1921685110 . Is0e0 | addresses beqginning with:
2, Secure: [192.168.5.10 | Boan =
3.FTR:  [1921685110 : [a0e0 |
4, Gopher: |1 52168510 : | B0E0
5. Socks: |1E|2.1EE=.5.1EI : |=3|:u3|:| =
v Do not use proxy server For
[~ Use the same prosy server For all addresses lacal (inkranet) addresses.,

Ik I Zancel | Spmly Help

Screenshot 24 - Proxy Settings dialog

6. Check Enable proxy set tings checkbox.
7. Uncheck Use the same proxy server for all addresses checkbox.

8. Key in the proxy server IP address and the port used (Default 8080) in the HTTP and FTP text
boxes.

9. Click OKto apply changes.

10. Close all open windows.

4.4.2 Configuring GFI WebMonitor M achine as the Default Proxy U sing GPO in
Microsoft Windows Server 2008

To configure the Proxy Settings on all client machines to use GFI WebMonitor as a proxy server
through Microsoft Windows Server 2008 GPO:

1. In the command prompt key in mmc.exe and pressEnter.

2. In the Console Root window, navigate to File 3 Add/Remove Snap-i n t open the Add or
Remove Snap-ins window.
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Add or Remove Snap-ins |

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ns, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:
Snap-n | Vendor ﬂ | Console Root Edit Extensions... |
..J:‘,JIDevice Manager Microsoft! A Group Policy Management
1= Disk Management Microsoft e |
£ DNS Microsaft
Event Viewer Microsoft 1 Moye Up |
£3 Exchange Server 2007 Microsoft
~ Folder Microsoft i Mowve Down |

}LGroup Paolicy Management Microsoft Add > |

ﬁ_" Group Policy Management E... Microsofti
d_; Group Policy Object Editor Microsoft |
ﬁ_" Group Policy Starter GPO Ed... Microsoft!
P'J Internet Information Servic... Microsofti
,'E‘I'Internet Information Servic...

vy [P Security Monitor Microsoft 1.7
4 | 3 Advanced...

Description:

© 2007 Microsoft Corpaoration. All rights reserved. This product is licensed.

Allows management of Group Policy across sites, domains, and organizational units within one or mare forests.

oK I Cancel |

Screenshot 25 - Add/Remove Snapins window

3. Select Group Policy Management from the Available snap -ins list, and click Add.
4. Click OK.

= Consolel - [Console Root\Group Policy Management\Forest: techcom.com\Domains\techcom.com ]

File —Action View Favorites Window Help |-|E’|§|

o A EalN=RENEN * Mo
| Console Root

= ;’-‘l Group Policy Management . ) . - - -
= _ﬁ Forest: tachcom.com Linked Group Policy Objects |Group Policy Inhentance I Delegation I

techcom_com

& 55 Domains Link Order = | GPO | Enforced | Link Enabled | GPO

=h= tE"':':'"-"':':'"-' 1 i/ Defautt Domain Policy Mo Yes Enab
=z Default Domain Policy

3| Domain Controllers

3 | Microsoft Exchange Secu
=t Group Policy Objects

5 WMI Filters

]| Starter GPOs

N | 5 <] I i

Screenshot 26 - Console Root domain window

HEHEEH

5. Expand Group Policy Management 3 Forest 3 Domains and <domain>, then select the
organizational unit where you wish to apply the group policy.

— | To apply the group policy to all the computers on the domain, select the domain
—.1 node directly.

6. Right-click Default Domain Policy and click Edit to open the Group Policy Management
Editor .
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File  Action View Help

&= | Hm=H
_: Default Domain Policy [TECHCOMO2, TECHCOM.COM] Palicy | Name | Description |
i Cemputer Canfiguration @Connecﬁon Settings Settings for connection settings
=] V.e_-, US_E" Configuration @Aummaﬁc Browser Configurat... Settings for automatic browser ...
& [ Policies el Proxy Settings Settings for proxy
_| Software Settings @User Agent String Settings for user agent string

B[] Windows Settings
?ﬂ; Remote Installation Services
= Scripts (Logon/Logoff)
Security Settings
(L7 Folder Redirection
% Policy-based QoS5
= Internet Explorer Maintenance
Browser User Interface

Connection

i URLs
B ] Security
ﬁl Programs

| Administrative Templates: Policy definitions (AD
~| Preferences

4] | i

Screenshot 27 - GPO Editor window

7. Expand User Configurat ion 3 Policies 3 Windows Settings 3 Internet Explorer
Maintenance 3 Connection and double-click Proxy Settings to open the Proxy Settings dialog.

Ce s < |

Proxy Settings |

‘You can spedfy what proxy servers, if any, you want your users to connect to. Use semicolons (; ) to
separate enfries. Gopher cannot be customized in Internet Explorer 7.

¥ Enable proxy settings

—Proxy Servers —Exceptions
Address of proxy Port Do not use proxy server for
1. HTTP: |152.1'BE.5.'I1D : IBUBU | addresses beginning with:
2. Secure: |1 92.168.5.10 : |susn =
3. FTP: |192.153.5.11u - |ausn
4, Gopher: IW : IW
5. Socks:  [192.168.5.10] : | 8080 =

¥ Do notuse proxy server for
[~ Use the same proxy server for all addresses local (intranet) addresses.

QK I Cancel | Spply Help

Screenshot 28 - Proxy Settings dialog

8. Check Enable proxy settings checkbox.
9. Uncheck Use the same proxy server for all addresses checkbox.

10. Key in the proxy server IP address and the port used (Default 8080) in the HTTP and FTP text
boxes.

11. Click OKto apply changes
12. Close Proxy Settings dialog.

13. Close Group Policy Management Editor dialog and save the management console created.
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& When using Active Directory, the administrator ~ can disable the Internet
connection settings tab from the client machines. For more information,
refer to the Disabling Internet Connections Settings on Client Machines section
in this manual .

4.4.3 Configuring Internet Browsers to Use a Proxy S erver

You can also configure each individual user machine manually to set the GFI WebMonitor
machine as the default proxy. This section shows how to configure the most commonly used
Internet browsers to use a proxy server .

Microsoft Internet Explorer
1. Launch Microsoft Internet Explorer
2. From the Tools menu, choose Internet Options and select the Connections tab.

3. Click LAN settings button.

Local Area Network [LAM) Settings

Automatic configuration

Automatic configuration may override manual settings, To ensure the
use af manual setkings, disable aukamatic confiquration,

[ ] automatically detect settings

|:| IJse automatic configuration scripk

Proxy server

Use a prowy server for wour LAN (These settings will nok apply to
dial-up or YPM connections),

Address: | myproxy Port: | G030

[ ]Bypass proxy server For local addresses

[ Ok l[ Cancel ]

Screenshot29 - LAN Settings dialog

4. Check Use a proxy server for your LAN checkbox.

5. Key in the proxy server name or IP addressof the GFI WebMonitor machine and the port used
(Default 8080) in the Address and Port text boxes.

— | If WPAD is enabled in GFI WebMonitor proxy settings check the Automatically
—.1 detect settings checkbox in the Automatic configuration area. For more
information, refert o the Enabling WPAD in Proxy Settingssection in this manual.

6. Click OKto close LAN Settings dialog.
7. Click OKto close Internet Options dialog.

Mozilla Firefox
1. Launch Mozilla Firefox .

2. Click Tools 3 Options 3 Advanced tab 3 Network tab.
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Options
f:' r'] r‘ﬁ
- "é == Ja
J EI "—'EJ % = e
Main Tahs Conktent  Applicakions  Privacy  Security  Advanced

]

K| Update | Encryption

Connection

Configure how Firefox connecks to the Internet Seftings...

Cffline Storage

e

s up ko g0 o | MB of space for the cache Clear Mo

Tell me when a website asks to store data For offline use Excepkions...

The Following websites have stored data for affline use:

[ Ik l ’ Cancel ] ’ Help

Screenshot 30 - Mozilla Firefox: Options dialog

3. Click Settings button to open the Connection Settings dialog.

%]

Connection Settings

Configure Proxies to Access the Inkernet
() Mo proxy
() Auka-detect prowy settings For this network

{(®) Manual proxy configuration:

Mo Procey For

HTTP Proxy: | 192.168.5.110 | Port: | aom0 % l
[ ] Use this proxy server For all protacals
SSL Proxeyt | 192,168.5.10 | Port: | soED o
ETP Proxy: | 192.168.5.110 | Port: | BoE0
Gopher Proxy: | 192.168.5.10 | Port: | s0ED o
SOCKS Host: | 192,168.5.10 | Port | BoE0 o
() SOCKS w4 (3) SOCKS vS

| localhost, 127.0.0.1]

Example: .mozila.org, .net.nz, 192, 168.1.0/24
{:} Automatic procey configuration URL:

()4

l [ Cancel ] [ Help
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Screenshot 31 - Mozilla Firefox: Connection Settings dialog

4. Select Manual proxy configuration
5. Uncheck Use this proxy server for all protocols  checkbox.

6. Key in the proxy server IP address and the port used (Default 8080) in the HTTP Proxy, FTP
Proxy and related Port text boxes.

— | IfWPAD is enabled in GFI WebMonitor proxy settings, select Auto -detect proxy
—.1 settings for this network . For more information, refer to the  Enabling WPAD in
Proxy Settings section in this manual.

7. Click OKto close Connection Settings dialog.

8. Click OKto close Options dialog.

Google Chrome

1. Launch Google Chrome.

& Googls Chrome
C || 9¢ hiip:/ftools.google.com /chrome/int fenfwelcome.himl b O~ F-
D Customize Links D Free Hokmail D Windows Marketplace D Windows Media E ety il
e window Chrl+R
[ Mew incogniko window Ctrl+shift+1
GO@S e Ch rom e v Blways show bookmarks bar Chr+B
Full screen F11
What makes Google Chrome different :
Histary Ctrl+H
Bookmark manager Chrl+-3hift+6
One hox for EVEmhillg 8 ceoge Mags Mo Ty Downloads Chrl+
% E i%m Clear browsing data. .. Crrl+Shift+Del
Mok s Mot Impart bookmarks & settings...
Mew Tab page G . |onmupmvg-wuw
0“8 Seanch Googhe for Bons chub Options
tor
L " S oo B B About Google Chrome
Application shortcuts Help F1
. Exit
View all features i : — — -1 -
< "
= o

Screenshot 32 - Google Chrome: Customize and Control Google Chrome menu

2. Click Customize and Control Google Chrome 3 Options.
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I EEEE——————————————————————, -
Google Chrome Options %

| Basics | Minor Tweaks | Under the Hood |

| Al all conkies w |
Shiow cookies

MNetwork

[ >

Set up a prowy ko conneck ko the nebwaork,

[ Change proxy settings

Web Content
Motify me when a pop-up is blocked

Google Gears: | Change Google Gears settings

Security

You hawe chosen ko open certain file bypes automatically after dovnloading,
You can clear these settings so that downloaded Files don't open automatically,

Reset to defaulks

Screenshot33 - Google Chrome: Under the Hood tab

3. In the Google Chrome Options dialog, click Under the Hood tab.
4. Click Change proxy settings button t o open Internet Properties  dialog.
5. Select the Connections tab.

6. Click LAN settings button.

Local Area Network [LAN) Settings

Automatic configuration

Automatic configuration may override manual setkings, To ensure the
use af manual setkings, disable automatic configuration.

[ ] Automatically detect settings

|:| Ilse automatic configuration script

Proxy server

Ilse a proxy server For wour LA {These settings will not apply to
dial-up or YPM connections).

Address: Part: | G030 Advanced. ..

[ |Bypass proxy server For local addresses

[ Ok ][ Cancel ]

Screenshot34 - LAN Settings dialog

7. Check Use a proxy server for yo ur LAN checkbox.
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8. Key in the proxy server name or IP address and the port used (Default 8080) in the Address
and Port text boxes.

— | If WPAD is enabled in GFI WebMonitor proxy ttings check the Automatically
—1 detect settings checkbox in the Automatic configuration area. For more
information, refer to the Enabling WPAD in Proxy Settingssection in this manual.

9. Click OKto close LAN Settings dialog.
10. Click OKto close Internet Options dialog.
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5 Launching GFI WebMonitor

51 Introduction

This chapter provides you with information related to the launching of ~ GFI WebMonitorand an
overview of the applicationds consol e

5.2 Launching GFI WebMonitor

To launch GFI WebMonitor, navigate to Start 3 Programs 3 GFI WebMonitor 3 GFI
WebMonitor .

5.3 Navigating the C onsole

GFI WebMoni t praovides you with all thé administrative functionality to monitor and
manage network inter net traffic.

GF1 WebMonitor &
GFIWebMonitor
n eﬂldc Contrats <<
4 GF]\WebMonitor
o I Lot Ebeched Reguests T Top Calegoriea By Bundwicth I Top Bsockea Categaries I Hes over Tene
g Dahivoard I Last Blocknd Secunty Thests I~ Top Caligones By Stes ¥ Todsy's Statistics [ Bantrascth Lisags Trends
LZ] Meritaring I Last Biocind Cadegories ¥ sits and Bardwidi Chart
' WhReist kcleourity: 0 Evahastion  WebBHer- 0 Evaistion (10 days let) [~ musorairasty onrr [0 o] sewands <
% Biwclist
4 WebFilter Edition Toduy's Statiatacs A ¥ | Hits and Bandwidth Chart o
* Webteamily Ediion Todwy's Sl tice
3 Coafiguration Processed Fequetts 248 i
. ) Tolnl Bandwicth Consumed e il‘\ g
n oy Current Ackive Conneciions: ] . f I|I -
T i Infamatice P T —— 0 H i s
# UEFInting AV Searred Direwdonds a \ ‘l\/ 3
%) Help arankined Biosked I\ i
) AN 8 ArtiFtahing [ 0
Dowriosd & bt [ 2 B g =T=TE
Vish Fitesing =] /|

Screenshot 35 - GFI WebMonitor console view

o Navigation Bar - The navigation bar is located on the left -hand side of the console, and
contains a number of nodes used to view and configure settings. The available nodes are:

v

> Dashboard - A graphical overview of GFI WebMonitor activity .
» Monitoring - Enables generation of several reports.
» Whitelist/Blacklist - Permanent and/or temporary whitelisting and blacklisting functions.

» WebFilter Edition - Provides access management for specific website categories for users,
groups and IP addresses duringspecified periods.

» WebSecurity Edition - Provides access management and control restrictions to web
applications for users, groups and IP addresses.

» Configuration - Provides configuration settings and administrative features for GFI
WebMonitor.

» Licensing and Version Information - Provides access to the licensing setup and version
information.

» Quarantine - Provides configuration and management of quarantined items that were blocked

by GFI WebMonitor.
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» Help - Provides helponallaspect s of GFI WebMonitords functi ona

e Viewing Pane - The viewing pane is located on the right -hand side of the console, and
enables the administrator to view and configure settings ac cording to the node selected from
the Navigation Bar.
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6 Miscellaneous

6.1 Introduction

The miscellaneous chapter gathers all the other information that falls outside the initial
configuration of GFI WebMonitor.

6.2 Entering Your License K ey Afte r I nstallation

After installing GFI WebMonitor, you can enter your license key without re -installing or re -
configuring the application.

To enter your license key :

1. Navigate to the Licensing node.

2. In the License Key text box, key in the license key provided by GFI Software Ltd..

3. Click Save Settings.

6.3 Enabling WPAD in Proxy Settings

To allow client browsers to detect proxy settings automatically, Web Proxy  AutoDiscovery
(WPAD)can be enabled within GFI WebMonitor.

To enable WPAD:

1. Navigate to Configuration 3 Proxy Settings 3 General.

Network Configuration

Configure the network interface and port on which the proxy listens to incoming connections.

192168.200.7 » | 3030

D Lizten on all network interfaces

Uze WPAD for network clients

@' Publizh the IP of the GFI'WebMonitar proxy inWeaD
'D' Publizh the host name of the GFIWehtonitar proxy inWeAD

MOTE: Proxy will always listen for web connections from this computer (127 .0.0.1:3050)

Screenshot36 - Configuration: Proxy Settings 3 General view - Network Configuration

2. From the Network Configuration area, select the Use WPAD for network clients to allow
client machines to detect the server as the default proxy.

3. Select:
Publish the IP of the GFI WebMonitor proxy in Includes the GFI WebMonitar IP address in the
WPAD WPAD.dat file
Publish the host name of the GFI WebMonitor Includes the GFI WebMonitor host name in the
proxy in WPAD WPAD.dat file
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4. Click Save Settings to finalize enabling WPAD

6.4 Refreshing Cached Microsoft Internet Explorer S ettin gs

Microsoft Internet Explorer may cache previously configured Internet settings. To ensure that
the updated Internet settings are automatically detected by a client browser:

. Launch Microsoft Internet Explorer  on the client machine.

. From the Tools menu, choose Internet Options and select the Connections tab.

. Click LAN settings button.

. Uncheck Automatically detect settings  checkbox.

. Click OKto close LAN Settings dialog.

. Click OKto close Internet Options dialog.

. Restart Internet Explorer.

. Repeat steps 2 to 3.

© 00 N oo O b~ W N Bk

. Check Automatically detect settings  checkbox.

10. Click OKto close LAN Settings dialog.

11. Click OKto close Internet Options dialog.

12. Restart Internet Explorer to refresh the cached Internet Explorer settin  gs.
For more information visit:

http://technet.microsoft.com/en  -us/library/cc302643.aspx

6.5 Configuring Chained Proxy

Client machines can be configured to forward web traffic to the GFI WebMonitor server. In
addition, the GFI WebMonitor server forwards the filtered traffic to a proxy server.

To configure GFI WebMonitor to forward web traffic to another proxy machine:

1. Navigate to Configuration 3 Proxy Settings 3 General.

Chained Proxy

WebMu:un'rtu:ur Prosey will route the web traffic to the followwing procey:
Address: Part:
Use the followwing user credentisls as an aternative to the default proxy authentication credertials.

(Leave hlank to dizable aternative authentication)

Lzername: Pazzword:

Test Proxy Chaining

Click here for more information

Screenshot37 - Configuration: Chained Proxy
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2. From the Chained Proxy area, select the WebMonitor Proxy will route the web traffic to
the following proxy: checkbox.

3. Key in the proxy server IP address in the Address text box and key in the chained proxy 6 s
(default 8080) in the Port text box.

4. If proxy authentication requires alternate credentials, key in the required credentials in the
Username and Password fields.

= If no credentials are keyed in, the default user crede ntials are used.

=

5. (Optional) Click the Test Proxy Chaining button to test the connection between the GFlI
WebMonitor machine and the proxy server.

6. Click Save Settings.

6.6 Configuring Routing and Remote Access

When installing GFI WebMonitor in Gateway mode on a Microsoft Windows Server 2003 or
Microsoft Windows Server 2008, the Routing and Remote Access must be configured to use
Network Address Translation (NAT). This can be done by:

1. Navigate to Start 3 Programs 3 Administrative Tools 3 Routing and Remote Access.

2. Right-click the <machine name> and select Configure and Enable Routing and Remote
Access.

3. Click Next in the Routing and Remote Access Server Setup Wizard dialog.

4. Select Network address translation (NAT) and click Next.

Routing and Remote Access Server Setup Wizard

MNAT Internet Connection

2
Y'ou can zelect an exizting interface or create a new demand-dial interface for %J
chent computers to connect to the Internet.

¥ ze thiz public interface to connect ko the Intermet;

Hame | Dezcrption | IP Address
Microzoft Virtual Mach...  [DHCF]

Internal [LAM] Microzoft Virtual Machi..  192.168.5.100

" Create a new demand-dial interface ko the Intemest

& demand-dial interface iz activated when a client uzes the [nternet. Select this
option if this server connects with a modem or by uzing the Point-to-Point Protocal
aver Ethermet. The Demand-Dial Interface YWizard will ztart at the end aof this wizard.

¥ Enable securty or the selected interface by setting up Basic Firewal,
B asziz Firewall prevents unauthonized users from gaining access to this server
through the [nternet.

For maore information about netwark: interfaces, zee Bouting and Bemote Access Help.

< Back I Mewxt > I Cancel

Screenshot 38 - Microsoft Windows Server 2003: Routing and Remote Access Server Setup Wizard dialog

5. Select Use this public interface to connect to the Internet

port

Miscellaneous GFI WebMonitor 2011 741



6. Select the network card connected to the external network and click  Next.
7. Click Finish.

To confirm that the Routing and Remote Access service is started:

1. From command prompt, key in services.msc

2. Check that the status of the Routing and Remote Access service is Started .

6.7 Configuring Commonly Used Routers

When installing GFI WebMonitor in Simple Proxy mode, the router must support port blocking or

traffic forwarding . This sub-section contains information on how to configure some of the most
commonly used routers.

6.7.1 SonicWall TZ 180

On SonicWall TZ 180, ports are blocked by creating firewall access rules.

Step 1: Creating a New Firewall Service for P ort 80
To create a new firewa Il service for port 80:
1. Open the web configuration page from an internet browser.

2. Provide any credentials required.

5 SorscWALL - Admanstration Tor U0 FLSUASYE

SONICWALL™

Connectons Monfor

Porl Slart

Protocol

88 R Sarvice - Window atarnat Explorer
Befauﬂi B b/ 192 60.168.068
m Port Start Port End Protoc
Muthprical| DM HTTP 113 13 TCP
Crat(RTH|  Por Range: BO ~BD 194 104 TCP
Chat R e 8888 655 TR
ot (R 86T B66T TCR
TR R -“ Cancl i L) [0 TcP
Coaat gRC 868 669 Tee
Coat gRE 8470 BATO Tce
* %
ot L B Jebemet | Protected Modes Off AL 7000 000 ]
Calrix 1404 1404 =
Catrix 1604 1604 uoe
Echa T TCE
Etha 7 7 uoe
Enhancea T 5000 9000 Tee
File Transter (FTF] F3 1 =
o Filgmai g 5003 5003 TR
Filgenge g 55 5003 o
e 5003 o T
D eannEy carvices. [ | Gamneepe 3z 17l TR [
Gabbiopepes (M3 1748 T8 uoe
— Goghar 70 70 Tce
Screenshot 39 - SonicWall: Services view and Add Service dialog
3. From the routerds conf Fipwal & tSerdces web i nterface,

4. Click Add to open the Add Service console.
5. Keyinanameinthe Namet ext box, fHITPOexampl e ©

6. In Port Range, key in 80-80.

42 7GFl WebMonitor 2011 Miscellaneous



7. From the Protocol drop-down list, select TCP.

8. Click OK

Step 2: Blocking the New S ervice

To create a firewall access rule to block the newly created service:

1. Open the web configuration page from an internet browser.

2. Provide any credentials required.

3. From the router's configuration web interface, click Firewall 3 Access Rules

4. Click Add button to open the Add Rule console.

i€ http://192.168.168.168/ - Edit Rule - Windows Internet Explorer = & [z

Rule Settings

Action: | Alfow @ Deny

Senice: Weh (HETE]

Ethernet: Address Range Begin: Address Range End:

Source; LAN - i

Destination:

Comment

Comment:

Screenshot40 - SonicWall: Edit Rule dialog

5. Select the General tab.

6. From the Action radio buttons, select Deny.

7. From the Service drop-down list, select Web (HTTP).

8. In the Source row, select LAN from the Ethernet drop-d own | i st , a nAddresse y i n
Range Begin text box.

—| By selecting the wildcard o*6, al/l i nb
\—1 port 80 are blocked.

9. In the Destination row, select WANfrom the Ethernet drop-d own | i st and key
Address Range Begin text box.

10. (Optional) Select the Advanced tab to configure a time -based schedule.
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11. Click OK button.
Step 3: Creating a Firewall Access Rule to Allow HTTP Traffic F rom GFlI
WebMonitor Proxy

To create a firewall access rule to allow Web (HTTP) traffic originating from GFI WebMonitor
Proxy machine:

1. Open the web configuration page from an internet browser.
2. Provide any credentials required.
3. From the router's configuration web interface, click Firewall 3 Access Rules

4. Click Add button to open the Add Rule console.

& http://192.168.168.168/ - Edit Rule - Windows Internet Explorer [=] =

General

Rule Settings

Action: ‘@ Allow | Deny

Service: \Neh FHEER)

Ethernet; Address Range Begin: Address Range End:

Source: LAM = 192.168.2.200

Destination: WAN - &

Comment

Comment

Screenshot41 - SonicWall: Edit Rule dialog
5. Select the General tab.

6. From the Action radio buttons, select Allow .

7. From the Service drop-down list, select Web (HTTP).

8. In the Source row, select LAN from the Ethernet drop-down list, and key in the IP address of
the GFI WebMonitor proxy machine in Address Range Begin text box.

9. In the Destination row, select WANfrom the Ethernet drop-d o wn | i st and key 1in
Address Range Begin text box.

10. (Optional) Select the Advanced tab to configure a time -based schedule.

11. Click OK button.
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Step 4: Traffic F orwarding to GFI WebMonitor Proxy
To forward network traffic through the GFI WebMonitor Proxy:
1. Open the web configuration page from an internet browser.

2. Provide any credentials required.

COMPREHENSIVE INTERNET SECURITY

SONICWALL

Metwork Network > Web Proxy

Automatic Proxy Forwarding (Web Only)

ne-to-One MAT

' Web Froxy Proxy Web Server (name or IP addressy: 192 168.2.200
Intranet
M Routing Proxy Web Server Port: 8080
B ARP || Bypass Proxy Servers Upon Proxy Server Failure

i DHCF Server || Forward OPT Client Requests to Proxy Server

Dynamic DMNS

Screenshot42 - SonicWall: Automatic Proxy Forwarding view
3. From the router's configuration web interface, click Network 3 Web Proxy.

4. In the Proxy Web Server (name or IP address) text box, key in the IP address of the GFI
WebMonitor proxy machine

5. In the Proxy Web Server Port text box, key in the port used (Default 8080).
6. Click Apply button.

6.7.2 SonicWall NSA 2400
On SonicWall NSA 2400 two steps are required to:
» Define the external and internal network cards

» Create traffic controlling firewall rules

Step 1: Defining Network A ddresses
To define the external and internal network cards:
1. Open the web configuration page from an internet browser.

2. Provide any credentials required.
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SONICWALL> Network Security Appliance

Address Objects

l Add.. ” Delete ” Refresh ” Purge
M = Name Address Detail Type Zone
W1 X0 P 192. 168. 168, 168/255. 255, 255,255 Host LAN
| ] X0 Subnet 192.168.168,0/255.255.255.0 Network LAN
H 3 X1 192, 168. 100, 148/255.255. 255,255 Host WAN
W4 X1 Subnet 192,168, 100,0/255.255,255.0 Network WAN
Bs X21p 0.0.0.0/255,255.255.255 Host
W s X2 Subnet 0.0,0.0/255,255.255.0 Network
H X3P 0.0.0.0/255.255.255.255 Host
s X3 Subnet 0.0,0.0/255.255.255.0 Network
E o X41P 0.0,0.0/255,255. 255,255 Host
F 1w X4 Subnet 0.0,0.0/255.255.255.0 Network
i X511 0.0.0.0/255.255.255.255 Host
P 12 X5 Subnet 0.0.0.0/255.255.255.0 Network
B s Default Gateway 192, 168. 100, 1/255.255,255.255 Host WAN
B 14 Secondary Default Gateway 0.0.0.0/255,255.255.255 Host WAN
B 15 WLAN RemoteAccess Networks 0.0.0.0/0.0.0.0 Network VPN
| BT WAN RemoteAccess Networks 0.0,0.0/0.0,0.0 Network VPN
WY 152. 168,100, 1498 192.168. 100, 148/255. 255.255.255 Network WAN
M 18 peoxy 192.168. 168,65/255. 255,255,255 Host LAN

Screenshot43 - SonicWall: Address Objects view

Fr om t shcenfigurationt wel iiterface, click Network 3 Address Objects
. Click Add button to add a WAN connection

. Inthe Address Detail column, key in the IP address of the external network card.

3
4
5
6. In the Type column, select Network .
7. In the Zone column, select WAN.

8. Click Add button to add a LAN connection

9. In the Address Detail column, key in the IP address of the internal network card.
10. In the Type column, select Host.

11. In the Zone column, select LAN.

Step 2: Creating Firewall R ules
To create tr affic controlling firewall rules:
1. Open the web configuration page from an internet browser.

2. Provide any credentials required.
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SONICWALL™ | Wertwaork Security Appliance

S Access Rules
vi's_\ Firaw Restars Defauhs.
b plero Acoess Rubes [ALL = ALL)
TCF Setings
i i, Gl ARRrder T Palin 0 Progedient S
C‘ j:-wu Aol | =
o0s Maeping Mz 2= *  Tore Priority Bouroe Drestnardon: Servios Aciion Uses Comreent Erable  Corvigure
5. Control I i
v b var Iy e = AN 1 any FOPLTTR—E ey Ak al o -] al] &
- @ e Ea2 > LAN 2 any &1 %0 Maragenant [F Fng ke al L] <‘ &
" ‘[“ et B ww s LAWY 3 wny WK Warmgement [ S5 Manaperrer Al al ] dl] 17
» BB High ansisbity W i ST 1 any HTTPS Mznagement Ak a ] il i
FS‘ l?'\: RF Seodes B s 3 y HTTF Marsgerant ik ol ] Al i
i s v 5 A ] = ] all
7 WA X Iy Ay HTF e ] B AL
o [ 1 = all (%
M a ) A an; Ay Ar /] I3 HEAE S
E @ i 1 (| al] [
B i WP 2 A [=] | m] all
Screenshot44 - SonicWall: Access Rules view
3. From the routerds conf Fipwal & tAccessRues b i nter f ace,
4, Click Add button to add a new rule.
5. Repeat step 4 to create three rules with the following information:
LAN>WAN 1 Proxy Any HTTP Allow
LAN>WAN 2 Proxy Any DNS Allow
LAN>WAN 3 Any Any Any Deny

6.7.3 Cisco ADSL Router Cisco878 (MPC8272)

The Cisco command console enables the administrator to manage the router. Port 80 is blocked
by executing an Access-list command.

The format of an access-list console command is:

access - list [Number] [Action] [Source] [Destination] [Port]

To deny access to port 80, key in the following command in the Cisco command console:

Access - list 100 deny any any eq 80

6.7.4 Netgear Wireless Router DG834GT

On Netgear Wireless Router DG834GT , ports are blocked by creating firewall access rules. This
section describes how to:

» Create a firewall access rule to allow Web (HTTP) traffic originating from GFI WebMonitor
Proxy machine

» Create a firewall access rule to block all outgoing HTTP traffic

Step 1: Creating a Firewall Access Rule to A llow HTTP Traffic F rom GFI
WebMonitor Proxy

Miscellaneous GFI WebMonitor 2011 747



To create a firewall access rule to allow Web (H TTP) traffic originating from GFI WebMonitor
Proxy machine:

1. Open the web configuration page from an internet browser.

2. Provide any credentials required.

NETGEAR Super Wireless ADSL Router DG834GT

Setup Wizard QOutbound Services

Basic Settings Senice HTTP(TCP:80) -
ADSL Settings Action ALLOW always -
Wireless Settings

LAM Users Single address -
Logs sta: 192, 183 0 L3
Block Sites finish:
Firewall Rules
Services WAN Users Any -
Schedule start:
E-mail finish:
Router Status I Lag Always -
Attached Devices
Backup Settings | Apply || Cancel

Set Password

Screenshot45 - Netgear Wireless Router DG834GT: Outbound Services view

From the routerds conf Fipwal Rutkes § ®uthoend Seivineser f ac e,
. From the Service drop-down list, select HTTP (TCP80).

. From the Action drop-down list, select ALLOW always.

3
4
5
6. From the LAN Users drop-down list, select Single address.
7. In the Start text box, key in the IP address of the GFI We bMonitor proxy machine
8. From the WAN Usersdrop-down list, select Any.

9

. Click Apply to save settings.

Step 2: Creating a Firewall Access Rule to Block All Outgoing HTTP T raffic
To create a firewall access rule to block all Web (HTTP) traffic:
1. Open the web configuration page from an internet browser.

2. Provide any credentials required.
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%)

|\:
¥ {
& 3

&,
L

Setup Wizard

Basic Settings
ADSL Settings
Wireless Settings

Logs

Block Sites
Firewall Rules
Services
Schedule

E-mail

Router Status
Attached Devices

Backup Settings

NETGEAR Super Wireless ADSL Router DG834GT

. Outbound Services

Sernvice *
Action BLOCK always -
LAM Users Any -
start:
finish:
WAN Users Any -
start:
finish:
Log Always A

| Cancel

Screenshot46 - Netgear Wireless Router DG834GT: Outbound Services view

3
4
5
6
7
8

.From the routerd&s conf i g Wireadl Ruens 3waitbourid Sdrcesf a c e,

. From the Service drop-down list, select HTTP (TCP80).

. From the Act

ion drop-down list, select BLOCK always

. From the LAN Users drop-down list, select Any.

. From the WAN Usersdrop-down list, select Any.

. Click Apply to save settings.

6.7.5 DrayTek VIGOR2820N ADSL2

On DrayTek VIGOR 2820 series, port 80 is blocked on all machines except the proxy by creating
two firewall filter rules. To do thi s create the following two rules:

» First rule blocks IP addresses smaller than the GFI WebMonitor proxy machine IP address

(exclu

ding the proxy machineds | P address)

» Second rule blocks IP addresses greater than the GFI WebMonitor proxy machine IP address

(excl ud

ing the proxy machineds | P address)

By default the router, contains a pre -defined rule for NetBios DNS lookups. To view or configure
the firewall rules:

1. Open the web configuration page from an internet browser.

2. Provide any credentials required.
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Firewall => General Setup

General Setup

Call Filter @ Enable Start Filter Set  Set#l -
7 Disable

Data Filter @ Enable Start Filter Set  Setfl -
Disable

Actions for default rule:

Application Action fProfile Syslog
Filter Pass ~ [l
IM/P2P Filter Mone - 1
URL Content Filter MNone - [l
Web Content Filter MNone - Bl

Advance Setting Edit

[7] Accept large incoming fragmented UDP or ICMP packets { for some games, ex. CS )

I 0K ] | Cancel J

Screenshot47 - DrayTek: General Setup view

4. From the Start Filter Set drop-down lists of both Call Filter and Data Filter , select Set#1.
5. Click OK to save the changes

6. Select Firewall 3 Filter Setup menu. This page contains the collection of rules.

Firewall == Filter Setup

Filter Setup | Setto Factory Default |
Set Comments Set Comments
1 Default Call Filter T
2. Default Data Filter 8.
3. 9.
4. 10.
. 1.
6. 12

Screenshot48 - DrayTek: Filter Setup view

7. Select rule number 1 from the Set list to open the Edit Filter Set page.
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Firewall >> Edit Filter Set >> Edit Filter Rule

Filter Set 1 Rule 1
[¥] Check to enable the Filter Rule

Comments:

Index{1-15) in Schedule Setup:

Direction:
Source IP:
Destination IP:
Service Type:

Fragments:

Application

Filter:

Branch to Other Filter Set:
IM/P2P Filter:

URL Content Filter

Web Content Filter

Advance Setting

Block Range 1

r v r

LAN - WAN -
192.168.1.27192.168.1.10

Any
TCP. Port from any to 80
Don't Care -

Action/Profile
Block Immediately

L

] | Clear | [ Cancel J

Edi

B

Edi

Syslog

[
L

Screenshot49 - DrayTek: Edit Filter Rule view (IP addresses smaller than the GFI WebMonitor proxy machine IP address)

8. Double click the first rule (Block NetBios) to open the filter page.

9. In the filter page, click" 1" to open the Filter Rule configuration

10. Key in a name, examgbmmenisBdxtboxk Range 16

11. From the Direction drop-down list, select LAN->WAN.

12. Click Edit button of the Source IP field. This opens the IP Address Edit page.

IP Address Edit
Address Type

Start IP Address
End IP Address
Subnet Mask
Invert Selection
IP Group

or IP Object
or IP Object

or IP Object

Range Address

192.168.1.2
192.168.1.10

OK

Screenshot50 - DrayTek: IP Address Edit view

-
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13. From the Address Type drop-down list, select Range Address.

14. In the Start IP Address text box, key in the smallest IP address of the range of IP addresses
smaller than the GFI WebMonitor proxy machine IP address.

15. Inthe End IP Address text box, key in the largest IP address of the range of IP addresses
small er than the GFI WebMonitor proxy machine | P
address).

16. Click OKto apply settings.
17. In the Edit Filter Rule page, click Edit button of the Service Type field.

Service Type Edit

Service Type User defined -
Protocol TCP hd
Source Port = » |1 ~ 65535
Destination Port = = 80 ~ 80
Service Group Mone
or Service Object 1-proxyService
or Service Object Mone
or Service Object Mone

| OK | | Close

Screenshot51 - DrayTek: Service Type Edit view

18. From the Service Type drop-down list, select User defined .

19. From the Protocol drop-down list, select TCP.

20. Inthe Source Port textboxes, key in 016 and 0655356 respect
21. Inthe DestinationPort t ext boxes, key in 0806 and 08006 resfg
22. Click OK to apply settings.

23. Repeat steps 1 to 22 to block IP addresses greater than the GFI WebMonitor proxy machine 1P
address(ex cl udi ng the proxy machineds | P address).
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Filter Set 1 Rule 2

[¥] Check to enable the Filter Rule

Firewall >> Edit Filter Set > Edit Filter Rule

Comments: Block Range 2

Index({1-15]) in Schedule Setup: i " |

Direction: LAN->WAN

Source IP: 192.168.1.12~192.168.1.255 Edi

Destination IP:

Any

Service Type: TCP, Port from any to 80
Fragments: Don'tCare -
Application Action fProfile Syslog
Filter: Block Immediately - [
Branch to Other Filter Set: Mone
IM/P2P Filter: Mone
URL Content Filter Mone
Web Content Filter MNaone
Advance Setting | Edit
[ QK | | Clear | | Cancel

Screenshot52 - DrayTek: Edit Filter Rule view (IP addresses greater than the GFI WebMonitor proxy machine IP address)

6.7.6 Linksys WRT54GL Wireless Router

On Linksys WRT54GL Wireless Router, ports are not blocked directly; they are blocked by
creating internet access restrictions. To create a restriction to block HTTP on port 80:

1. Open the web configuration page fro m an internet browser.

2. Provide any credentials required.
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LINKSYS

A Division of Cisco Systems, inc.

Wireless-G Broadband Router WRTS4GL

Access
Restrictions

Internat Access

Setup urity Access Restrictions

Intemet Access

Internat Access

Policy 1{) =~ |Delele || Summary
Status Enable @ Disable

[Enter Policy Narma

PCs [ EditListofPCs |

» Doy Intemnet access duning selected days and hours

Allew

Days

¥ Everyday ™ sun [ Mon [ Tue [T wed

I mw ™ F ™ sa

Times

& 24 Hows From: (12 ~[-| 00 -~ AM -

To: |42 ~ ;|00 -| |AM
Blocked Services |
HTTP - [Gm - [
HTTP1 - [ - [

[ AddEdit Service |

Website Blocking
by URL Address

Screenshot53 - Linksys WRT54GL Wireless Router: Internet Access view

3. From
Access.

4. From the Internet Access Policy drop-down list, select a number.

5. From the Status radio buttons, select Disable. (Select Enable to start blocking immediately).

6. In the Enter Policy Name text box, key in a name.

7. Click Edit List of PCs button.

Famreyare Version © v4.30.7

Administration

podicy or Summary o
summary of the policy

Status : Enable or disable a
policy.

Policy Name

a namie to your

Policy Ty
Intermet Access or Inbound

e the day of the
Id like: your policy

@ time of the day
ur policy o

oU may

s to centain
Mering thear URL

wr— bpage

t dhcenfigurationt wely iiterface, click Access Restrictions tab 3 Internet
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€ http://192.168.1.1/ - List of PCs - Windows Internet Explorer =B []

List of PCs
Enter MAC Address of the PCs in this format - 000000000000
MACO01: o00:00:00:00:00:00 MACO05: o00:00:00:00:00:00
MACO02: 00:00:00:00:00:00 MAC 06 : 00:00:00:00:00:00
MAC 03 : o00:00:00:00:00:00 MAC 07 : 00:00:00:00:00:00
MAC 04 : o00:00:00:00:00:00 MACO08: o00:00:00:00:00:00

Enter the IP Address of the PCs

IP0O1: 192.168.1. 0 IP04: 192.168.1. 0
IP02: 192.168.1. 0 IP05: 192.168.1. 0
IP03: 192168.1. 0 IP06: 192.168.1. 0

Enter the IP Range of the PCs
IPRange 01: 1921681 1 =~ 100 IPRange02: 1921681 102 ~ 254

| Save Settings || Cancel Changes |

Screenshot54 - Linksys WRT54GL Wireless Router: List of PCs dialog

8. In IP Range 01 text boxes, key in the IP addresses of the range of IP addresses smaller than
the GFI WebMonitor proxy machine | P address (excl

9. In IP Range 02 text boxes, key in the IP addresses of the range of IP addresses greater th an
the GFI WebMonitor proxy machine | P address (excl

10. Click Save Settings button.
11. From the PCsradio buttons, select Deny.

12. From the Blocked Services first drop -down list, select HTTPand k e8y0 6i nanod 0806
respectively.

13. (Optional) Click Add/Edit Service to create or modify a service.
14. Click Save Settings.

6.7.7 Thomson Wireless Broadband Router TG585 v7

On Thompson Wireless Broadband Router TG585 v7 , ports are blocked by creating firewall
access rules. This section describes how to:

» Create a firewall access rule to allow Web (HTTP) traffic originating from GFI WebMonitor
Proxy machine

» Create a firewall access rule to block all outgoing HTTP traffic

Step 1: Creating a Firewall Access R ule to Allow HTTP Traffic F rom GFI
WebMonitor Proxy

To create a firewall access rule to allow Web (HTTP) traffic originating from GFI WebMonitor
Proxy machine:
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1. Open the web configuration page from an internet browser.

2. Provide any credentials required.

_ T

= Thomson Gateway

.q_;" Broadband Connection

Remate Assistance

Game & Apphcaton Shaning
Firawall

Imrusion Detecton
Drynamss DHNS

User Management

Heldp

Home > Toolbox > Firewall > New entry?

New_entry2

Firewall Settings

Select & row using the 'Edit’ bnk to medify a rule.

Click &dd to add a firewall rule.

Owerview | Confioure

Screenshot55 - Thompson Wireless Broadband Router TG585 v7: Firewall Settings view

3. From the route

4. From the Firewall Settings, select

Enalsle Hamnie Action mﬁ; m;:“nn Service Hits
N allaw Vo we any Rty 54
192.168.1.101  Any
\-v-’ Block Wil y lan N hétp 55
ros conf Toplbok g tFirewvall . we b i nterface,

Configure .

5. Click Add button to add a new firewall rule.

Firewall Rule

s Rule Definition

Mame:

Enabled:

Source Interface:
Source Address:

User-Defined:

Destination Interface:

Destination Address:
Uszer-Defined:
Service:

Action:

allow
[+
lan

192.168.1.101

Any
Any

http
Accept

Screenshot56 - Thompson Wireless Broadband Router TG585 v7: Firewall Rule view

6. Key inaname inthe Namet e x t

7. Check Enabled checkbox.

EE EE EE

| Apply || Cancel |

box, falow6exampl e 0

8. From the Source Interface drop-down list, select lan.

9. To specify the IP address of the GFI WebMonitor proxy machine:
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» Option 1: From the Source Address drop-down list, select the IP address of the GFI

WebMonitor proxy machine.

» Option 2: In the User-Defined text box, key in the IP address of the GFI WebMonitor proxy

machine
10. From the Destination Interface drop-down list, select Any.
11. From the Destination Add ress drop-down list, select Any.
12. From the Service drop-down list, select HTTP.
13. From the Action drop-down list, select Accept.

14. Click Apply to save settings.

Step 2: Creating a Firewall Access Rule to Block All Outgoing HTTP T
To create a firewall access rule to block all Web (HTTP) traffic:
1. Open the web configuration page from an internet browser.

2. Provide any credentials required.

3. From the routerds conf Togloox J tFirewall .

4. From the Firewall Settings , select Configure .

5. Click Add button to add a new firewall rule.

Firewall Rule

s Rule Definition

MName: BlockWWW
Enabled: e

Source Interface: lan

Source Address: Any

User-Defined:
Destination [nterface: wan
Destination Address: Any
User-Defined:
Service: hitp

Action; DE‘H}’

Screenshot57 - Thompson Wireless Broadband Router TG585 v7: Firewall Rule view
6. Keyinaname inthe Namet ext box, fBlockW&Wa.mpl e
7. Check Enabled checkbox.

8. From the Source Interface drop-down list, select lan.

9. From the Source Address drop-down list, select Any.

10. From the Destination Interface drop-down list, select wan.

11. From the Destination Address drop-down list, select Any.

raffic

we b

nterface,
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12. From the Service drop-down list, select HTTP.
13. From the Action drop-down list, select Deny.

14. Click Apply to save settings.

6.8 Disabling Internet Connections Settings on Client M achines

To prevent users from modifying Internet settings and thus bypassing GFlI WebMonitor, the

Internet Connections settings tab can be disabled on client machines.

6.8.1 Disabling Internet Connections Page U sing GPO in Microsoft Windows Server

2003

To disable Connections setti ngs on client machines through Microsoft Windows Server 2003 GPO:

1. Navigate to Start 3 Programs 3 Administrative Tools 3 Active Directory Users and

Computers on the DNS server.

2. Right-click the domain node and click Properties .

masterdomain.com Properties ﬂ |

Generall Managed By Group Palicy |

b anagement Conzole [GPHC).

™
Current Graup Palicy Object Links for masterdamain
S

[Group Palicy Object Links

| Mo Overide | Dizabled |

Drefault Domain Paolicy

[araup Palicy Objects higher in the lizt have the highest priarit.
Thiz lizt obtained from: win2k3sery. masterdomain. com

New | add. | Edt | s

Options... | Delete... | FProperties | [T |

[ Block Policy inheritance

] I Cancel |

LEply

Screenshot58 - Active Directory GPO dialog

3. Select Group Policy tab in the Domain Properties dialog.

4. Select Default Domain Policy from the list and click Edit.
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‘i Group Policy Object Editor

File Action Wew Help

=1 E3

e ol = =R s

_E—j Default Domain Policy [winZl3sery. masterdomain, com__ |

Setting

E@ Computer Configuration
- B[] Software Settings
&2 Windows Settings
: [:| Administrative Templates
E@ IUser Configuration
-] Software Settings
-] Windows Settings
ElD Adrministrative Templates
=127 Windows Components
-] MetMeeting
=] Internet Explorer
=145 Internet Contral Panel
-] Security Page
(] Advanced Page
----- [0 Offline Pages
----- ([ Browser menus
----- [ Toolbars
----- D Persiskence Behavior
----- (L3 Administratar Approved Controls
-] Security Features
----- ([ application Compatibility
----- ([0 attachment Manager
(-] Windows Explorer
- Microsoft Management Consale
----- (L Task scheduler
-1 Terminal Services

J

I:ISecurit';.f Page
[Jadvanced Page

@ Disable the General page
@ Disable the Secority page
@ Disable the Content page
. Disab
@ Disable the Programs page
@ Disable the Privacy page
@ Disable the Advanced page

le the Connections page

Extended }, Standard 7

----- [ windows Installer -
« | _’l_l

Screenshot59 - GPO Editor window

5. Expand User Configuration 3 Administrative Templates 3 Windows Components 3
Internet Explorer and click Internet Control Panel

6. Right-click Disable the Connections page from the right panel and click Properties .

Disable the Connections page Properties H |

Setting | Explain I

@ Dizable the Connections page

£ Mot Configured
" Dizabled

Supported o at least Internet Explarer 5.0

Freviouz Setting | MHext Setting |

k. I Caricel

LEply

Screendiot 60 - Disable the Connection page Properties dialog
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7. In the Setting tab, select Enabled.

8. Click Apply and OK

9. Close all open windows.

—_ | This policy prevents users from viewing and modifying connection and proxy
—.1 settings from their client machines.

6.8.2 Disabling Internet Connections Page U sing GPO in Microsoft Windows Server

2008

To disable Connections s et t i

GPO:

ngs

on clientsd machines @hr ough

1. In the command prompt key in mmc.exe and pressEnter.

2. In the Console Root window, navigate to File 3 Add/Remove Snap-i n t open the Add or
Remove Snap-ins window.

Add or Remove Snap-ins

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ns, you can configure which extensions are enabled.

Available snap-ins:

,'E‘I'Internet Information Servic...

'.% IP Security Monitor
4

Snap-n | Vendor ﬂ
..J:‘,JIDevice Manager Microsoft |
1= Disk Management Microsoft
£, DNS Microsoft |
Event Viewer Microsoft 1
£3 Exchange Server 2007 Microsoft
| Folder Microsoft i
}LGroup Paolicy Management Microsoft
ﬁ_" Group Policy Management E... Microsofti
d_; Group Policy Object Editor Microsoft |
ﬁ_" Group Policy Starter GPO Ed... Microsoft!
P'J Internet Information Servic... Microsofti

I'ilia'ostillll
»

Description:

Add = |

© 2007 Microsoft Corporation. All rights reserved. This product is licensed.

Allows management of Group Policy across sites, domains, and organizational units within one or more forests,

|
Selected snap-ins:
| Console Root Edit Extensions... |
A Group Policy Management

Remove |
[Mawe o |
[Mawe Dowrn |

Advanced...
oK I Cancel |

Screenshot61 - Add/Remove Snapins window

3. Select Group Policy Management from the Available snap -ins list, and click Add.

4. Click OK
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= Consolel - [Console Root\Group Policy Management\Forest: techcom.com\Domains\techcom.com ]

File Action View Favorites Window Help

JNETES

MR EEEE =

| Console Root
= ;’-‘l Group Policy Management
= _ﬁ Forest: techcom.com

techcom_com

Linked Group Policy Objects |Group Policy Inheritance I Delegation I

B E Domains

| &ro | Enforced | Link Enabled | GPO

Link Order =
= F techcom. com 1
52/ Default Domain Policy
3| Domain Controllers
3 | Microsoft Exchange Secu
=t Group Policy Objects
5 WMI Filters
]| Starter GPOs

HEHEEH

i/ Defautt Domain Policy Mo fes Enab

1 | -

Screenshot62 - Console Root domain window

5. Expand Group Policy Management 3 Forest

3 Domains and <domain>.

6. Right-click Default Domain Policy and click Edit to open the Group Policy Management

Editor .
B Group Policy Management Editor H=]
File Action View Help
== — .
&% | Hm = HET
_: Default Domain Policy [TECHCOMO2, TECHCOM. COM] Policy | | Setting = |
s Computer Configuration ~| Advanced Page
= ¥, User Configuration | Security Page
= P_'J_“'jes _ \iz| Disable the Advanced page
| Software Settings |i=| Disable the Connections page
e A W 1
- Windows Settings |i=| Disable the Content page
[ || Administrative Templates: Policy definitions (ADMY files) re :-| Disable the General page
® [ Control Panel =Y
= DZ:ktEp ane || Disable the Privacy page
= Network || Disable the Programs page
3| Shared Folders |i=| Disable the Security page
“| Start Menu and Taskbar |i=| Prevent ignoring certificate errors
“| System |=] Send internationalized domain names
B 7] windows Components || Use UTF-8 for mailto links
| Application Compaftibility
| Attachment Manager
| AutoPlay Policies
| Backup
~| Desktop Window Manager
| Digital Locker
~| Import Video
| Instant Search
= [ Internet Explorer
~| Administrator Approved Controls
| Application Compatibility
| Browser menus
@l Internet Control Panel
| Internet Settings ~[|4] | I
1] | _'I_I Extended A Standard
|1l.'.‘| setting(s)

Screenshot63 - Group Policy Managenent Editor window

7. Expand User Configuration 3 Policies 3 Administrative Templates 3 Windows

Components 3 Internet Explorer

and click Internet Control Panel

8. Right-click Disable the Connection page from the right panel and click Properties .
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Disable the Connections page Properties B |

Setting | Explain I Comment I

E Disable the Connections page

" Not Configured
¥ Enabled
" Disabled

Supported on: At least Intemet Explorer 5.0
Previous Setting | Mext Setting |

ok | Cancel | Apply

Screenshot 64 - Disable the Connection page Properties dialog

9. In the Setting tab, select Enabled.

—_ | This policy prevents users from viewing and modifying connection and proxy
—.1 settings from their client machines.

10. Click Apply and OK

11. Close Group Policy Management Editor dialog and save the management console created.
6.9 Assigning Log On As A Service Rights

6.9.1 Assigning Log On As A Service Rights on Microsoft Windows XP , Microsoft
Windows Vista and Microsoft Windows 7 Manually

To assignLog on as a service rights to a user account on Microsoft Windows XP (SP2) or Microsoft
Windows Vista machine manually:

1. Navigate to Start 3 Control Panel 3 Administrative Tools 3 Local Security Policy .
. Expand Security Settings 3 Local Policies 3 User Rights Assignment.
. Right-click Log on as a service from the right panel and click Properties .

. Select the Local Security Setting tab.

2

3

4

5. Click Add User or Group button.

6. Key in the account name and click OK
7. Click Apply and OK

8. Close Local Security Settings dialog.
9

. Close all open windows.

6.9.2 Assigning Log On As A Service Rights on a Server Machine M anually

To assignLog on as service rights to a user account on Microsoft Windows Server 2003 or
Microsoft Windows Server 2008 machines manually:

1. Navigate to Start 3 Programs 3 Administrative Tools 3 Local Security Policy .
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E Local Security Policy Hi=] E3
File  Action Yiew Help
e 7[mIXE = H
E Security Settings Policy | Security Setking | :I
E Account Policies Impersonate a client after authen,,, LOCAL SERVICE,ME...
B Lz LDFE" Palicies E Increase a process working set Users
5 Audit Palicy E Increase scheduling priority &drministratars
g Bt Rights Assignment E Load and unload device drivers Administrakors
A Security Options E Lock pages in memory
B Windows Firewall with Advanced Security E Log on as 2 batch job Adiristrators, Back...
j Metwork. Lisk Manager Policies m e m———
_| Public Key Policies - . ———
| Software Restriction Palicies L | Manage auditing and security log Administrators
g 1P security Policies on Local Compuker = Modify an object label
| 2| Madify Firmware environment values  Administrators
: Perform volume mainbenance kasks  Administrakors
: Profile single process Administrators
: Profile system performance Adminiskrators
: Remove computer From docking st...  Administrators
: Replace a process level token LOCAL SERVICE,ME...
: Restore files and directories Adrministrators, Back... -
“| |_,| ; Shut down the system Adminiskrakors,Back... ;I
| | |

Screenshot 65 - Microsoft Windows Server: Local Security Policy window

Click Add User or Group button.

2
3
4
5.
6
7. Click Apply and OK
8

. Close all open windows.

. Select the Local Security Setting tab.

. Key in the account name and click OK.

. Expand Security Settings 3 Local Policies 3 User Rights Assignment.

. Right-click Log on as a service from the right panel and click Properties .

6.9.3 Assigning Log On As A Service Rights Using GPO in Microsoft Windows Server

2003

To assignLogonasservicer i ght s

GPO:

on client

s® machines

1. Navigate to Start 3 Programs 3 Administrative Tools 3 Active Directory Users and

Computers on the DNS server.

2. Right-click the domain node and click Properties .
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masterdomain.com Properties [ 2] |

Generall b anaged By Group Palicy |

To improve Group Policy management ; upgradeito the Group Policy

kM anagement Conzole [GPMC).

i
Current Group Palicy Object Links for masterdomain
SRR

Group Policy Object Links | Mo Overnde | Dizabled |
Default Dromain Palicy

Group Palicy Objects higher in the lizt have the highest priarity.
Thiz izt abtained from: win2k3zery. masterdomain. com

New | agd. | Edt | s

Options... | Delete... | Properties | [N |

[ BElock Policy inheritance

k. I Canicel | Smply |

Screenshot66 - Active Directory GPO dialog

3. Select Group Policy tab in the Domain Properties dialog.

4. Select Default Domain Policy from the list and click Edit

Screenshot67 - GPOEditor window
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