Installing GFI MailSecurity

Introduction

This chapter explains how to install and configure GFI MailSecurity.
You can install GFI MailSecurity directly on your mail server or you
can choose to install it on a separate machine configured as a mail
relay/gateway server. When installing on a separate machine, you
must first configure the machine to relay the inbound and outbound
emails to your mail server prior to installing this mail security software.

In order to function correctly, GFI MailSecurity requires access to the
complete list of all your email users and their email addresses. This is
required in order to configure content policy rules such attachment
checking and content checking. GFI MailSecurity can access the list of
email users in two ways: either by querying your Active Directory
(requires installing this software in Active Directory mode) or by
importing the list from your SMTP Server (requires installing this
software in SMTP mode). The mode to be used depends entirely on
your network setup and the machine on which you will be installing
this mail security software. You can choose the required access mode
during the installation of GFI MailSecurity.

Typical deployment scenarios

Installing GFI MailSecurity on your mail server

GFI Mailsecurity
Internet on Mail Server

Figure 1 - Installing GFI MailSecurity on your mail server

You can install GFI MailSecurity directly on your mail server, without
any additional configuration required. Moreover you can also choose
any of the two installation modes (i.e., Active Directory mode or SMTP
mode) to define how GFI MailSecurity will retrieve the list of emalil
users since your mail server will have access to both the Active
Directory as well as to the list of SMTP users which is contained on
the mail server itself.

NOTE: GFI MailSecurity can be only installed in the following
Microsoft Exchange 2007 installations:
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e Edge Server Role

e Hub Transport Role (and any other Microsoft Exchange 2007
server roles which are irrelevant to GFI MailSecurity)

e Mailbox and Hub Transport Server Role (and any other Microsoft
Exchange 2007 server roles which are irrelevant to GFl
MailSecurity)

Installing GFI MailSecurity on a mail relay server
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Figure 2 - Installing GFI MailSecurity on a mail gateway/relay server

When installing on a separate server (i.e., on a server which is not
your mail server), you must first configure that machine to act as a
gateway (also known as “Smart host” or “Mail relay” server) for all your
email. This means that all inbound email must pass through this
machine for scanning before being relayed to the mail server for
distribution (i.e., it must be the first to receive all emails destined for
your mail server). The same applies for outbound emails: The mail
server must relay all outgoing emails to the gateway machine for
scanning before they are conveyed to the external recipients via
Internet (i.e. it must be the last 'stop’ for emails destined for the
Internet). In this way, GFI MailSecurity checks all your inbound and
outbound mail before this is delivered to the recipients.

NOTE 1: You must install GFI MailSecurity in SMTP Gateway mode if
you are running Lotus Notes or another SMTP/POP3 server.

NOTE 2: If you are running a Windows NT network, the machine
running GFI MailSecurity can be separate from your Windows NT
network — GFI MailSecurity does not require Active Directory when
installed in SMTP mode.
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Installing GFI MailSecurity in front of your firewall
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Figure 3 - Installing GFI MailSecurity on a separate machine on a DMZ

If running a Windows 2000/2003 firewall such as Microsoft ISA Server,
a good way to deploy GFI MailSecurity is to install it on a separate
machine in front of your firewall or on the firewall itself. This allows you
to keep your corporate mail server behind the firewall. GFI
MailSecurity will act as a smart host/mail relay server when installed
on the perimeter network (also known as DMZ - demilitarized zone).

NOTE: In a Microsoft Exchange Server 2007 environment, the mail
relay server in the DMZ can be a machine running Microsoft
Exchange Server 2007 with the Edge Transport Server Role installed.

When GFI MailSecurity is not installed on your mail server:

e You can perform maintenance on your mail server whilst still
receiving email from the Internet.

e Fewer resources are used on your mail server.

¢ Additional fault tolerance — if anything happens to your mail server,
you can still receive email. This email is then queued on the GFI
MailSecurity machine.

NOTE: GFI MailSecurity does not require a dedicated machine when
not installed on the mail server. For example, you can install GFlI
MailSecurity on your firewall (i.e. on your ISA Server) or on machines
running other applications such as GFI MailEssentials.

Installing GFI MailSecurity on an Active/Passive Cluster

NOTE: Installing GFI MailSecurity on a Microsoft Exchange Server
2007 cluster environment is currently not supported.

To install GFI MailSecurity on an Active/Passive cluster you must
install GFI MailSecurity on each node.

NOTE: Although you can install GFI MailSecurity on an Active/Passive
cluster, bear in mind that you still need to configure and manage a GFlI
MailSecurity installation per node. The configuration settings and
guarantine emails are not shared between nodes.

On each node, you have to do the following:
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e Install GFlI MailSecurity on the node local hard drive.
NOTE: Do not install GFI MailSecurity on the shared drive.

e Install the GFI MailSecurity WWW virtual directory on the
node’s Default Web Site.

e If you are installing on an IIS cluster, make sure you bind GFlI
MailSecurity to the Clustered SMTP Virtual Server instance.

The following steps show you how to install GFlI MailSecurity in a
typical Active/Passive Cluster environment. For this scenario, assume
the cluster, named MAILCLUSTER, is made up of two nodes, named
Nodel and Node2.

1. Using the Cluster Administrator console make Nodel active.

2. Install GFI MailSecurity on the local hard drive of Node2 as
described in the ‘Installing GFI MailSecurity’ section of this chapter.
When you reach the IIS Setup step of the installation, select Default
Web Site to host the GFI MailSecurity WWW virtual directory.

NOTE: The Default Web Site IP address of Node2 should not be set
to ‘All unassigned’. You should configure the Default Web Site to use
the IP address of the MAILCLUSTER machine.

3. When the GFI MailSecurity installation on Node2 completes, you
should be able to access the Node2 configuration using the following
URL.: http://Node2/MailSecurity/

4. From the Cluster Administrator console, make Node2 active.

5. Install GFI MailSecurity on the local hard disk of Nodel as
described in the ‘Installing GFI MailSecurity’ section of this chapter.
When you reach the IIS Setup step of the installation, select Default
Web Site to host the GFI MailSecurity WWW virtual directory.

NOTE: The Default Web Site IP address of Nodel should not be set
to ‘All unassigned’. You should configure the Default Web Site to use
the IP address of the MAILCLUSTER machine.

6. When the GFI MailSecurity installation on Nodel completes, you
should be able to access the Nodel configuration using the following
URL: http://Nodel/MailSecurity/

7. To access the product configuration of the currently active node use
the following URL: http://MAILCLUSTER/MailSecurity/.

NOTE 1: To access product configuration from a remote machine you
must configure the GFI MailSecurity SwitchBoard application,
making sure that the MAILCLUSTER name/IP is specified for 1S
Mode. For more information, refer to the ‘Securing access to the GFlI
MailSecurity configuration/quarantine’ section in this chapter.

NOTE 2: You wil only be able to access the URL
http://IMAILCLUSTER/MailSecurity/ if you assign the IP address of the
MAILCLUSTER machine to the Default Web Site for Nodel and
Node2 during the IIS Setup installation step.

8. The installation of GFI MailSecurity on an Active/Passive cluster is
now complete.

NOTE: If Service Pack 2 for Microsoft Exchange Server 2003 is not
installed on a Microsoft Exchange Server 2003 cluster installation,
Internet Information Services Web sites that are hosted on the cluster
will not start automatically when an Exchange Server 2003 virtual
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server fails over to a cluster node. More information about this issue
can be found in Microsoft Knowledge Base Article 885440.

Due to the above, the GFI MailSecurity configuration could become
unavailable following a failover or moving of an Exchange Virtual
Server from one node of the cluster to the other.

Installing Service Pack 2 for Exchange Server 2003 is thus
recommended. Guidelines on how to install Exchange Server 2003
service packs in a clustered Exchange Server environment can be
found in Microsoft Knowledge Base Article 867624.

To uninstall GFI MailSecurity from the MAILCLUSTER cluster
environment outlined above, follow these steps:

1. Using the Cluster Administrator console make Nodel active.
2. Uninstall GFI MailSecurity from Node2.
3. Using the Cluster Administrator console make Node2 active.
4. Uninstall GFI MailSecurity from Nodel.

5. The uninstallation of GFI MailSecurity on an Active/Passive cluster
is now complete.

Installing GFI MailSecurity on an Active/Active Cluster

Installing GFI MailSecurity on an Active/Active cluster is currently not
supported.

Which installation mode should | use?

Active Directory mode

When installed in Active Directory mode, GFI MailSecurity creates
user-based rules, such as Attachment Checking and Content
Checking rules, based on the list of users available in Active Directory.
This means that the machine running GFI MailSecurity must be
behind your firewall and must have access to the Active Directory
containing all your email users (i.e., the machine must be part of the
Active Directory domain). You can install GFl MailSecurity in Active
Directory mode directly on your mail server as well as on any other
domain machine that is configured as a mail relay server in your
domain.

SMTP mode

In SMTP mode, GFI MailSecurity will create user-based rules, such as
Attachment Checking and Content Checking rules, based on the list of
email users/addresses available on your mail server. This means that
you must install GFI MailSecurity in SMTP mode if your machine does
not have access to the Active Directory containing all your email
users. This includes machines that are not part of your Active
Directory domain (i.e., non-domain machines) as well as machines in
a DMZ. However, you can still install GFI MailSecurity in SMTP mode
on your mail server as well as on any other machine that has access
to Active Directory containing all (email) users.

NOTE: Both installation modes have the same scanning features and
performance. The only difference between Active Directory and SMTP
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installation mode is the way that GFI MailSecurity accesses/gathers
the list of email users for generating its scanning rules and
notifications.

System requirements

To install GFI MailSecurity you need:

e Windows Server 2008/2003 (x32 or x64 Edition) or Windows 2000
Professional/Server/Advanced Server (Service Pack 1 or higher)
or Windows XP

NOTE: Since the version of Internet Information Services (IIS)
included in Windows XP is limited to serving only 10 simultaneous
client connections, installing GFI MailSecurity on a machine
running Windows XP could affect its performance.

¢ Microsoft Exchange Server 2007, 2003, 2000 (SP1), 5.5, 5, 4, or
Lotus Notes 4.5 and up, or any SMTP/POP3 mail server

NOTE 1: If you are installing on Microsoft Exchange Server 2007,
you need to have either an Edge Server Role, Hub Transport Role
or Mailbox Server Role and Hub Transport Server Role installed.
GFI MailSecurity cannot be installed on a Microsoft Exchange
2007 machine with only Mailbox Server Role installed.

NOTE 2: When using Small Business Server, ensure you have
installed Service Pack 2 for Exchange Server 2000 and Service
Pack 1 for Exchange Server 2003.

e Microsoft .Net framework 2.0
e MSMQ — Microsoft Messaging Queuing Service

e Internet Information Services (IIS) (x32 or x64 Edition) — SMTP
service and World Wide Web service

NOTE: If installing on a Microsoft Exchange 2007 machine, the IIS
SMTP service is not required, since it has its own built in SMTP
server.

e Microsoft Data Access Components (MDAC) 2.8

IMPORTANT: Disable anti-virus software from scanning the GFI
MailSecurity directories. Anti-virus products are known to both
interfere with normal operation as well as slow down any software that
requires file access. In fact, Microsoft does not recommend running
file-based anti-virus software on the mail server. For more information,
please refer to http://kbase.qgfi.com/showarticle.asp?id=KBID001559.

IMPORTANT: GFI MailSecurity directories should never be backed up
using backup software.

Hardware requirements
The hardware requirements for GFI MailSecurity are:
e Pentium 4 (or equivalent) - 2Ghz
e 512MB RAM
e 1.5 GB of physical disk space
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Preparing to install GFI MailSecurity on an IIS mail relay server

In order to install GFI MailSecurity on a mail relay/gateway machine, it
must be running the IIS SMTP Service and World Wide Web service.
You must also configure the machine as an SMTP relay to your mail
server. This means that the MX record of your domain must be
pointing to the gateway machine. This section describes how you can
configure your mail relay and install GFI MailSecurity.

About Windows 2000/2003 1IS SMTP & World Wide Web services

The SMTP service is part of IIS, which is part of Windows
2000/2003/XP. It is used as the message transfer agent of Microsoft
Exchange Server 2000/2003, and has been designed to handle large
amounts of mail traffic.

The World Wide Web service is also part of IIS. It uses the HTTP
protocol to handle web client requests on a TCP/IP network.

The 1IS SMTP service and World Wide Web service are included in
every Windows 2000/2003/XP distribution.

Step 1: Verify installation of IS SMTP and WWW services

GFI MailSecurity uses the Windows 2000/2003/XP IS SMTP service
as its SMTP server.

1. On the taskbar, click Start » Settings » Control Panel. Double-
click Add/Remove Programs and then click Add/Remove Windows
Components.

2. From the dialog on display, locate and click the Internet
Information Services (lIS) component, then click Details.

3. Select the SMTP Service check box and World Wide Web Service
check box. Click OK to start the installation of the selected services.
Follow the onscreen instructions and wait until the installation
completes.

Step 2: Specify mail relay server name and assign an IP

1. On the taskbar, click Start » Settings » Control Panel. Double-
click Administrative Tools and then double-click Internet
Information Services.

2. Expand the server name node, right-click the Default SMTP Virtual
Server node and then click Properties.

GFI MailSecurity for Exchange/SMTP Installing GFI MailSecurity e 11



Default SMTP ¥Yirtual Server Properties 7

General |.-’-'-.u:u:ess| Messagesl Deliver_l,ll LDAP Hnutingl Seu:urit_ul

% Default SMTP Yitual Server

P address:
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Screenshot 2 - Assign an IP address to the mail relay server

3. Assign an IP address to the SMTP relay server from the IP address
list and then click OK.

Step 3: Configure the SMTP service to relay mail to your
mail server

Now you must configure the SMTP service to relay inbound messages
to your mail server.

Start by creating a local domain in IIS to route mail:

1. On the taskbar, click Start » Settings » Control Panel. Double-
click Administrative Tools and then double-click Internet
Information Services.

2. Expand the server name node then expand the Default SMTP
Virtual Server and then click Domains. By default, you should have a
Local (Default) domain with the fully qualified domain name of the
server.

3. Configure the domain for inbound message relaying as follows:
a) Right-click the Domains node, and then click New » Domain.
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Mew SMTP Domain Wizard l
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Screenshot 3 - SMTP Domain Wizard - Selecting domain type

b) Select Remote and then click Next.
c) Type the domain name in the Name box and then click Finish.

IMPORTANT NOTE ABOUT LOCAL DOMAINS

NOTE: Upon installation, GFI MailSecurity will import Local Domains
from the 1IS SMTP service. If you add additional Local Domains in IIS
SMTP service, you must also add these domains to GFI MailSecurity
because this does not detect newly added Local Domains
automatically. You can add more/new Local Domains using the GFI
MailSecurity configuration. For more information, refer to the ‘Adding
local domains’ section in the General Settings chapter of this manual.

Configure the domain to relay email to your mail server:

1. Right-click the domain you just created and then click Properties.
Select the Allow the Incoming Mail to be relayed to this domain
check box.

2. In the Route domain dialog box, click Forward all email to smart
host and type the IP address (in square brackets) of the server which
will handle the emails addressed to this new domain. For example,
[123.123.123.123]

NOTE: The square brackets are used to differentiate an IP address
from a hostname (which does not require square brackets), i.e., the
server detects an IP address from the square brackets.

3. Click OK.
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Screenshot 4 - Configure the new domain

Step 4: Secure your mail relay server

In this step, you will set up your SMTP virtual server's mail Relay
Restrictions. This means that you must specify which machines may
relay email through this virtual server (i.e., effectively limit the servers
that can send email via this server).

1. Right-click the Default SMTP Virtual Server node and then click
Properties.

2. In the properties dialog box, click the Access tab and then click
Relay to open the Relay Restrictions dialog box.

14 e Installing GFI MailSecurity GFI MailSecurity for Exchange/SMTP



Relay Restrictions Ed |
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Screenshot 5 - Relay Restrictions dialog

3. Click Only the list below and then click Add to specify the list of
permitted computers.

Computer |

Add one of the following to the list.

i Single computer
IF address:
|1E|2.1EIII. 2 DNS Lookup...

" Group of computers

Sutnet addiess; SltErel masks

i~ Darnain

[ &mes

k. I Cancel | Help

Screenshot 6 - Specify machines which may relay email via virtual server

4. In the Computer dialog box, specify the IP of the mail server that
will be forwarding the email to this virtual server and then click OK to
add the entry to the list.

NOTE: You can specify the IP of a single computer, group of
computers or a domain:
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¢ Single computer: Select this option to specify one particular host
that will relay email via this server. If you want to look up the IP
address of a specific host, click DNS Lookup.

e Group of computers: Select this option to specify the base IP
address for the computers that you want to relay.

e Domain: Select this option to include all the computers of a
specified domain. This means that the domain controller will
openly relay emails via this server. Please note that this option
adds processing overhead, and may reduce SMTP service
performance because it includes reverse DNS Lookups to verify
the domain name of all IP addresses that try to relay.

Step 5: Configure your mail server to relay email via the
Gateway server

After you have configured the 1IS SMTP service to send and receive
email, you must configure your mail server to relay all email to the mail
relay server:

If you have Microsoft Exchange Server 4/5/5.5:

1. Start the Microsoft Exchange Administrator and double-click on
Internet Mail Service to open the properties configuration dialog box.

Internet Mail Service [MAILFAXSRY] Properties |
Hueues I Routing I Security
General I Permizsions I Connected Sitez I Addrezs Space I Drelivery Restrictions
Diagnozticz Logaing I |rtermet b ail I Dial-up Connectiohz Connections
[ = =
Internet Mail Service (MAILFA...
— Tranzsfer Mode————— — Meszage Delivery
% |nbound & Outbound " Usze domain name system [DNS]
' |nbaund Only % Fonward all meszages to host:
¢ Qutbound Only [100.125.125.130
" None [Flush Queues) ™ Dial using: I j
Advanced.. | S pecify by E-bail Domair: E-Mail Domair.... |
—Accept Connections Service Meszage Queues—
% From any host [secure of non-secure] Betry interval [hrz):
© Orily from hosts using: I.ﬁ.uthenticatiun j |.25, 51,4
Specify by hozt: Hostz... | Time-outs... |
[ Clients can anly submit if homed on this server
™ Clients can only submit if authentication account matches submission address
(] I Cancel | Apply | Help

Screenshot 7 - The Microsoft Internet mail connector

2. Click the Connections tab and in the Message Delivery area click
Forward all messages to host. Type the computer name or IP of the
machine running GFI MailSecurity.
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3. Click OK and restart the Microsoft Exchange Server from the
services applet.

If you have Microsoft Exchange Server 2000/2003:

You will need to set up an SMTP connection that forwards all email to
GFI MailSecurity:

1. Start the Exchange System Manager.

2. Right-click the Connectors Node, click New » SMTP Connector
and then specify the connector name.

3. Click Forward all mail through this connector to the following
smart host, type in the IP of the GFI MailSecurity server (the mail
relay/Gateway server) and then click OK.

NOTE: Always enclose the IP address within square brackets [ ]. For
example, [100.130.130.10].

4. Select the SMTP Server that must be associated to this SMTP
Connector. Click the Address Space tab, and then click Add. Click
SMTP and then click OK to accept the changes.

5. Click OK. All emails will now be forwarded to the GFI MailSecurity
machine.

If you have Lotus Notes:

1. Double-click the Address Book in Lotus Notes.
2. Click on Server item to expand its sub-items.

3. Click Domains and then click Add Domains.

4. In the Basics section, click Foreign SMTP Domain from the
Domain Type field and in the Messages Addressed to area, type “*”
in the Internet Domain box.

5. Under the Should be routed to area, specify the IP of the machine
running GFI MailSecurity in the Internet Host box.

6. Save the settings and restart the Lotus Notes server.

If you have an SMTP/POP3 mail server:
1. Start the configuration program of your mail server.

2. Search for the option to relay all outbound email via another mail
server. This option will be called something like Forward all
messages to host. Enter the computer name or IP of the machine
running GFI MailSecurity.

3. Save the new settings and restart your mail server.

Step 6: The MX record of your domain must point to the
mail relay server

NOTE: If your ISP manages the DNS server, ask this provider to
update it for you.

Since the new mail relay server must receive all inbound email first,
you must update the MX record of your domain to point to the IP of the
new mail relay/Gateway server. Otherwise, email will continue to go to
your mail server and by-pass GFI MailSecurity.
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Verify the MX record of your DNS server as follows:

1. Open the command prompt, type nslookup and press Enter.
2. Type set type=mx and press Enter.

3. Type your mail domain and press Enter.

4. The MX record should return a single IP that must correspond to
the IP of the machine running GFI MailSecurity.

[ CAWINNT" System32',cmd.exe - nslookup
Microsoft Yindows 2688 [Version 5.88.21951]
(C> Copyright 1985-2000 Microsoft Corp.

“Documents and Settingssadministrator.GHOST>nslookup
Default Server: server—ga
Address: 192.168.8.1

> set type=mx

> gatest.com
Server: server—ga
Address: 192.168.08.1

atest.com ME preference = 18, mail exchanger = gatest.com
atest.com internet address = 172.168.8.153

Screenshot 8 - Checking the MX record of your domain

Step 7: Test your new mail relay server

Before you proceed to install GFI MailSecurity, verify that your new
mail relay server is working correctly.

1. Test the IIS SMTP inbound connection of your mail relay server by
sending an email from an external account to an internal user (you
can use web-mail, for example MSN Hotmail, if you do not have an
external account available). Verify that the email client received the
email.

2. Test the IIS SMTP outbound connection of your mail relay server by
sending an email to an external account from an email client. Verify
that the external user received the email.

NOTE: Instead of using an email client, you can send email manually
through Telnet. This will give you more troubleshooting information.
For more information, refer to this Microsoft Knowledge Base article:

http://support.microsoft.com/support/kb/articles/Q153/1/19.asp
Step 8: Install GFI MailSecurity on the mail relay server

For information on how to install GFI MailSecurity, refer to the
‘Installing GFI MailSecurity’ section in this chapter.

Preparing to install GFI MailSecurity on your mail server

No additional configuration is required if you are installing GFI
MailSecurity directly on your mail server. For information on how to
install GFI MailSecurity, refer to the ‘Installing GFI MailSecurity’
section below.

Installing GFI MailSecurity

Before you install GFI MailSecurity, check the points below:

1. Make sure that you are logged on as Administrator or you are using
an account with administrative privileges.
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2. Save any pending work and close all open applications on the
machine.

3. Check that the machine you are installing GFI MailSecurity on
meets the system and hardware requirements specified earlier in this
chapter.

To install GFI MailSecurity follow these steps:

1. Run the GFI MailSecurity setup program by double-clicking on the
MailSecurity10.exe file. The installation wizard will perform some
unpacking operations and then display the Welcome page. Click Next
to continue.

2. Read the license agreement displayed in the License agreement
page and click | accept the terms in the license agreement if you
accept the terms of the license agreement. Click Next to continue the
installation.

3. Type the administrator email address in the Administrator Email
box. If you bought a license for GFI MailSecurity, type it in the
License Key box. If you do not have a license yet and want to
evaluate GFI MailSecurity, leave the default evaluation license key in
the License Key box. Click Next to continue the installation.

NOTE: When you use the evaluation license key, you will be able to
use GFI MailSecurity for 10 days. If later you decide to buy GFI
MailSecurity, you will not need to install GFI MailSecurity again —
entering the purchased license key will be sufficient.

i'é'- GFI MailSecurity for Exchange,/SMTP - InstallShield Wizard

Active Directory €y &
Access ko active directory users ]}4_1

Dioes this server have access to all email users in Active Directary?

o ‘es, all email users are available on Active Directory, Rules will be based on
Ackive Directory users

ho, 1 do not have Active Directary oF my network does not have access to
fckive Directory (DMZ), Rules will be based on SMTP email addresses

InstalShield

< Back

Cancel |

Screenshot 9 - Define if the server has access to all email users in the Active Directory

4. Setup will now ask you to select the mode that GFI MailSecurity will
use to retrieve the list of your email users. You must select one of the
following options:

e Yes, all email users are available on Active Directory. — Select
this option to continue installing GFI MailSecurity in Active
Directory mode. In this mode, GFI MailSecurity creates user-
based rules, for example Attachment Checking rules, based on the
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list of users available in the Active Directory. This means that the
machine on which GFI MailSecurity is being installed must be
behind your firewall (for example, Mail Server) and must have
access to the Active Directory containing all your email users (i.e.,
the machine on which GFI MailSecurity is being installed must be
part of the Active Directory domain).

e No, | do not have Active Directory or my network does not
have access to Active Directory (DMZ). — Select this option to
continue installing GFI MailSecurity in SMTP mode. In this mode,
GFI MailSecurity will create user-based rules, for example
Attachment Checking rules, based on the list of email
users/addresses imported from your mail server. You must select
this mode if you are installing GFI MailSecurity on a machine that
does not have access to the Active Directory containing the
complete list of all your email users. This includes machines on a
DMZ or machines that are not part of the Active Directory Domain.
However, you can still choose this mode to install GFI MailSecurity
on machines that do have access to the Active Directory
containing all your email users.

Click Next to proceed with the installation.

i'é'- GFI Mailsecurity for Exchange,/SMTP - InstallShield Wizard

IIS Setup

Wirbwal Directary, Websike and SMTP Server selection

II5 Setup
Select the website on which to create the MailSecurity virtual directory
[DieFault web Site (http:{/WINZKIENTSYR: 50) |

Enter the name of the configuration virkual directary o create

IMaiISecurity

Enter the name of the R3S virtual directory to create

IMaiISecurityRSS

—SMTP Server Setup
Select the SMTP servet instance to bind MailSecurity to

IDeFault SMTP Virkual Server j

Installshisld

Cancel

|

< Back

Screenshot 10 - Define your SMTP server and GFI MailSecurity virtual folder details.

5. You now need to select the server where you want to host the GFI
MailSecurity configuration pages. On this server, two virtual directories
are created to host the configuration pages and the quarantine RSS
feeds. You can specify custom virtual directory names if you want, or
else leave the defaults.

NOTE: If you are installing on a Microsoft Exchange Server 2007
machine, the [IS SMTP service is not required, since it has its own
built in SMTP server. In such a case, the SMTP Server Setup area is
not displayed and you can click Next to continue and go to step 7
directly.
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GFI MailSecurity relies on the 1IS SMTP service to send and receive
SMTP mail. It binds to your default SMTP virtual server (i.e., the
server specified in the MX record of your DNS Server). However, if
you have multiple SMTP virtual servers on your domain, you can bind
GFI MailSecurity to any available SMTP virtual server. To change the
default SMTP connection, select the required server from the list of
available SMTP Virtual Servers provided in this dialog box.

NOTE: After installing the product, you can still bind GFI MailSecurity
to another SMTP virtual server from the GFI MailSecurity
Configuration (GFI MailSecurity » Settings » Bindings). For more
information, refer to the ‘SMTP server bindings’ section in the ‘General
Settings’ chapter.

Click Next to continue the installation.

6. Setup will now search your network and will import a list of your
Local Domains from the 1IS SMTP service. GFlI MailSecurity
determines if an email is inbound or outbound by comparing the
domain in a sender’'s address to the list of local domains. If the
address exists in the list, then the email is outbound. Check that all
your Local Domains have been included in the list on display. If not,
make sure to add any unlisted domain after the installation completes.
For more information, refer to the ‘Adding local domains’ section in the
‘General Settings’ chapter. Click Next to continue.

7. Setup will now ask you to define the folder where you want to install
GFI MailSecurity. GFI MailSecurity requires approximately 50 MB of
free hard disk space. Additionally, you must also reserve
approximately 200 MB for temporary files. Click Change to specify a
new installation path or click Next to install in the default location and
proceed with the installation.

NOTE: If you are installing GFI MailSecurity on a x64 machine, it will
be installed under the c:\program files (x86)\ folder.

8. The installation wizard has now collected all the required installation
settings and is ready to install GFI MailSecurity. If you want to make
changes to these settings, click Back. Otherwise, click Install to start
the installation process.

9. During the installation, you are prompted that the setup needs to
restart the SMTP services. Click Yes to restart these services and
finalize the installation.

NOTE: If you are installing on a Microsoft Exchange Server 2007
machine, you will not be prompted to restart the SMTP service.

10. When the installation completes, click Finish to close the
installation wizard.

NOTE: If you are installing on a Microsoft Exchange Server 2007
machine, the installation will launch the GFI MailSecurity Post-
Installation Wizard. Refer to the following section for information on
how to use this wizard.
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GFI MailSecurity Post-Installation Wizard
NOTE: This section applies only when installing GFI MailSecurity on a
Microsoft Exchange Server 2007 machine.

IMPORTANT: You need to complete this wizard for GFlI
MailSecurity to work with Microsoft Exchange Server 2007.

The GFI MailSecurity installation wizard launches the GFI MailSecurity
Post-Installation Wizard when you click Finish. The GFI MailSecurity
Post-Installation Wizard registers GFI MailSecurity with the local
installation of Microsoft Exchange Server 2007 so that it can process
and scan the emails passing through the server.

To complete the GFI MailSecurity Post-Installation Wizard, follow
these steps:

1. Click Next in the welcome page.

H GFI MailSecurity Post-Installation Wizard M=l E3 |

Welcome to the GFI
MailSecurity Post-
Installation Wizard

Thiz wizard will install GFl MailSecurty components on
the local Microzaft Exchange Server 2007, 20 that GFI
MailSecurity can process the emails pazzing through
Exchange.

To continue, click Mest.

Cancel |

¢ Back

Screenshot 11 - GFI MailSecurity Post-Installation Wizard welcome page

2. The wizard will collect information from the Microsoft Exchange
Server 2007 installation, such as the list of local domains and the
server roles installed, for example Hub Transport Server Role.

22 e Installing GFI MailSecurity GFI MailSecurity for Exchange/SMTP



“H GFI MailSecurity Post-Installation Wizard

Information collection
Collecting the list of accepted domains on the Exchange Server.

Flease wait while the wizard collects the required information.

¢ Back I [t > I Cancel

Screenshot 12 — Collecting information from Microsoft Exchange Server 2007

3. The wizard will display the accepted domain list collected from
Microsoft Exchange Server 2007. If you need to specify another local
domain, type it in the Local domains box and click Add. If you want
to remove a domain that you added from this page, click on it from the
list, and then click Remove.

NOTE: The local domains you add from this page affect the GFlI
MailSecurity installation only. The Microsoft Exchange Server 2007
accepted domains list is not modified.

“H GFI MailSecurity Post-Installation Wizard M=l E3 |

Local domains
Specify the domain: GFl MalSecurty should treat az lozal.

Domainz with an azterisk next to them form part of the accepted domain ligt in Exchange.
The local domains you add here, affect the GFI MailSecunty configuration only. The
Microsaft Exchange accepted domain list 1z nat madified.

Local domainz

&dd

researchdomain. loc *
Hemowve

¢ Back I et > I Cancel

Screenshot 13 - Local domains list

4. Click Next to continue.
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5. The wizard displays a list of the Microsoft Exchange Server 2007
server roles detected on this machine, and a list of the GFI
MailSecurity components it needs to register for it to be able to
process and scan emails passing through the server.

+ll GFI Mailsecurity Post-Installation Wizard M=l E3 |

Install ation Summary
The following GF b ailSecurity componentz will be inztalled.

The wizard detected the following Exchange Server 2007 roles.

b ailbo
Hub Transport
Client Access

The following GFI MailSecunty componentz will be inztalled.

WSAPI
Fauting Transpart Agent
SMTF Tranzport Agent

Click Mext, toinztall,

< Back

Cancel |

Screenshot 14 - Server roles detected and list of components to install.

6. Click Next to install the required GFI MailSecurity components.

+H GFI Mailsecurity Post-Installation Wizard M= B |

Install aion Summany
The fallowing GF MailSecurty components will be installed.

The wizard detected the following Exchange Server 2007 roles.
I ailbion E

Hub Tranzport
Client Access

The fallowing GFIl MailSecurity components will be installed.

WESAP
Fouting Trangport Agent
SMTP Transpoart Agent

Click Mest, to inztall,

Instaling components
[ [ T[]

¢ Back I [t > I Cancel

Screenshot 15 - Installing the required GFI MailSecurity components

7. In the finish page, the GFI MailSecurity Post-Installation wizard will
list the GFI MailSecurity components that it successfully installed.
Click Finish to close the wizard and complete the installation of GFI
MailSecurity on a Microsoft Exchange Server 2007 machine.

24 e Installing GFI MailSecurity GFI MailSecurity for Exchange/SMTP



“H GFI MailSecurity Post-Installation Wizard M=l E3 |

The GFI MailSecurty Post-Installation wizard completed
succezefully,

The following GFl MailS ecurnty components
were installed,

YSAPI
R outing Tranzport fugent
SMTP Tranzport Agent

¢ Back I Finizh I Cancel

Screenshot 16 - GFI MailSecurity Post-Installation Wizard finish page

Adding GFI MailSecurity to the Windows DEP Exception List

Data Execution Prevention (DEP) is a set of hardware and software
technologies that perform memory checks to help prevent malicious
code from running on a system.

The DEP technology is available only on Microsoft Windows XP with
Service Pack 2, Microsoft Windows Server 2003 (x32 Edition) with
Service Pack 1 and Microsoft Windows Server 2003 (x64 Edition). On
Microsoft Windows Server 2003 (x32 Edition) with Service Pack 1 and
Microsoft Windows Server 2003 (x64 Edition), DEP is by default
turned on for all programs and services except those that the
administrator selects.

If you installed GFI MailSecurity on Microsoft Windows Server 2003
(x32 Edition) with Service Pack 1 or Microsoft Windows Server 2003
(x64 Edition), you will need to add the GFI MailSecurity scanning
engine executable (GFiScanM.exe) and the Kaspersky Virus
Scanning Engine executable (kavss.exe) to the Windows Data
Execution Prevention (DEP) exception list.

To add the GFI executables in the DEP exception list follow these
steps:

1. From the Start menu load the Control Panel and choose the
System applet.

2. From the Advanced tab, click Settings under the Performance
area.

3. Click the Data Execution Prevention tab.

4. Click Turn on DEP for all programs and services except those |
select.

GFI MailSecurity for Exchange/SMTP Installing GFI MailSecurity e 25



5. Click Add and from the dialog box browse to the GFI MailSecurity
installation folder, <GFN\ContentSecurity\MailSecurity>, and choose
GFiScanM.exe.

6. Click Add and from the dialog box browse to the GFI MailSecurity
installation folder, <GFI\ContentSecurity\AntiVirus\Kaspersky\>, and
choose kavss.exe.

7. Click Apply and OK to apply the changes.

8. Restart the "GFI Content Security Auto-Updater Service" and the
"GFI MailSecurity Scan Engine" services.

Securing access to the GFI MailSecurity configuration/quarantine

The GFI MailSecurity configuration and quarantine store can be
accessed through a web browser and thus it is imperative that you
configure proper access security so that only authorized users can
set-up rules and manage the quarantine store.

You can configure access security to the GFI MailSecurity
configuration pages and quarantine store via the GFI MailSecurity
SwitchBoard application. To configure access security, follow these
steps:

1. Click the GFI MailSecurity SwitchBoard shortcut found under
Start » Programs » GFI MailSecurity.

2. The GFI MailSecurity SwitchBoard application is loaded. You now
need to select whether you want to allow only local access to the
Configuration and Quarantine Store or else both local and remote. To
allow only local access, click Local mode, so that the Configuration
and Quarantine Store can only be accessed when working directly on
the server machine where GFI MailSecurity is installed. On the other
hand, to allow both local and remote access, click 1IS mode, so that
authorized users, both from the local machine and other remote
machines, can access the GFI MailSecurity Configuration and
Quarantine Store.
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##* GFI MailSecurity SwitchBoard

iMailSecurity

Izer Interface Mode | Tracing I

— Configuration uzer interface mode

Select the user interface mode vou want o use to configure and manage
GF1 M ailS ecurnity

" Local mode

Configure and manage GFl MailSecurity from thiz machine anly.

£ |15 mode

Configure and manage GF MailSecurity rermatel.

— 15 uzer interface mode options

‘website name : I Default wieb Site [http: /A wWAMN 2K 3EN T 5WH:80) j
Virtual directony ; |h-1ail5 BCLty Security...
RSS Yirtual directony : |h-1ai|5 ecuritpRS S Security...

15 mode configuration URL:
Ihttp:;’MINEKEENTS\-"H:EDx’M ailS ecurity

15 mode quarantine URL:
Ihttp:EMINEKSENTSUH:EDEM ailS ecunity/quarantine

Cancel Apply

Screenshot 17 - GFI MailSecurity SwitchBoard

3. If you selected Local mode, you do not need to configure anything
else. If you selected 1IS mode you now need to configure the Active
Directory accounts or groups that have access to the Configuration
and Quarantine Store, and you can change the virtual directory name
where the GFI MailSecurity pages are stored.

NOTE: If you select Local mode you need to add ‘http://127.0.0.1’ to
the list of trusted sites in Internet Explorer. For further information,
refer to the ‘Adding local host to the trusted sites list’ section below.

GFI MailSecurity SwitchBoard B

FPlease make sure that http:if127,0,0.1 is present in the Internet Explorer lisk of Trusted Sites before accessing the
- GFI MailSecurity Configuration in local user interface mode,

Screenshot 18 - Local host address must be added to trusted sites list

4. To configure access security, click Security... next to the Virtual
Directory box.

5. In the IIS mode access control list dialog box you can configure
who gets access to the configuration pages and the quarantine store
in separate access control lists.
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IIS mode access control list H |

When in IS5 mode, access o the configuration and quarantine URLz can be
restricted to specific users or groups. Below wou can configure access contral
lists for both LIRLz. You can drag and drop items between locatians.
— Configuration URL Access Contral List
Mame | Type | Bl | Dery | A |
A MASTER-DOMAIN Wdmiristrators mes W r
SAMASTER-DOMAINAE nterprise Adming ez W r i |
A MASTER-DOMAINYD main Adming mes W r
8 MASTER-DOMAIN'Administrator userz W r
2 BUILTIN'Administratars rales 3 r
Add... Bemove |
— Buarantine URL Access Control List
M ame | Type | Al | Deny | A |
P MASTER-DOMAIN WA dministrators mes W r
P MASTER-DOMAINYE nterprize Admins mes W r - |
P MASTER-DOMAINYD omain Adming mes W r
8 MASTER-DOMAIN‘Admiristratar users W r
‘@ BUILTIM \&drninizstrators roles ¥ r
Add... Remove |
| Ok I Cancel

Screenshot 19 - Configuration / Quarantine store Access Control Lists

6. To configure the accounts that get access to the configuration
pages, use the Add and Remove buttons underneath the
Configuration URL Access Control List. If you want to deny access
to a listed account without removing it from the list, select the check
box under the Deny column.

7. To configure the accounts that get access to the quarantine store,
use the Add and Remove buttons underneath the Quarantine URL
Access Control List. If you want to deny access to a listed account
without removing it from the list, select the check box under the Deny
column.

NOTE: To avoid reselecting the same accounts twice, once for each
list, you can easily drag and drop accounts and groups between the
two lists.

8. When ready click OK.

9. If you want to specify a different virtual directory name, you can do
so by editing the entry in the Virtual directory box.

10. Click OK to save your changes. A progress bar shows you the
progress while applying the new settings.
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GFI Mailsecurity SwitchBoard

MHew zettings applied successfully.,

EERNANENEENENENENNENANEN]

Screenshot 20 - New SwitchBoard settings successfully applied

11. When the process completes, click OK.

Adding local host to the trusted sites list

When you configure GFI MailSecurity to be accessible only locally,
you need to add the local host address, ‘http://127.0.0.1’, to the list of
trusted sites in Internet Explorer. To do this, follow these steps:

1. Click the Control Panel shortcut under the Start menu.
2. From the Control Panel open the Internet Options applet.

3. In the Internet Properties dialog box click the Security tab and
then click the Trusted sites icon from the Web content zone list.

Internet Propetties |
General Security | Frivacy I Content I Connections I Programs I Advanced I
Select a'Web content zone to specify itz zecurnity settings.

< 0 @

[nternet Local intranet  RFEERE =S Restricted
sites

Trusted sites
Thiz zone containg Web sites that pou Citas |
bruzt not to damage your computer or —

data.

— Security level for thiz zone

Custom

Custom zettings.
- To change the setiings, click Custom Lewvel.
- To uzge the recommended zeftings, click Default Level.

Cugtom Lewvel... | Default Level |

k. I Cancel | Apply |

Screenshot 21 - Internet properties dialog

4. Click Sites.

5. In the Trusted sites dialog box specify ‘http://127.0.0.1" in the Add
this Web site to the zone box.

6. Click Add. The local host address is added to the Web sites list.
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ustedstes @R

‘fou can add and remove Web sites from this zone, all Web sites
in this zone will use the zone's security settings.

Add this 'Web site to the zone;
| http:f{127.0.0.1 Add

Web sites:

http: //* master-domain, com - REmOvE |
hkkp: [ owindawsupdat e, micrasoft, com
v

htkp: ffoca. microsaft, com

https:ffoca.microsoft.com

htkp: ffwindowsupdate, microsaft, com

htto: /*, windowsupdate. com _I

[ Require server verification (https:) for all sites in this zone

Screenshot 22 - Trusted sites dialog

7. Click Close.

8. Click OK in the Internet Properties dialog box to close it and save
the new settings.

Securing access to the GFI MailSecurity Quarantine RSS feeds

You can configure GFI MailSecurity to create quarantine RSS feeds
on specific quarantine folders. To configure who can subscribe to the
guarantine RSS feeds, follow these steps:

1. Click the GFI MailSecurity SwitchBoard shortcut found under
Start » Programs » GFI MailSecurity.

2. In the GFI MailSecurity SwitchBoard dialog box, click Security
next to the RSS Virtual Directory box.

30 e Installing GFI MailSecurity GFI MailSecurity for Exchange/SMTP



##* GFI MailSecurity SwitchBoard

i< GFiMailSecurity

Izer Interface Mode | Tracing I

— Configuration uzer interface mode

Select the user interface mode vou want o use to configure and manage
GF1 M ailS ecurnity

" Local mode

Configure and manage GFl MailSecurity from thiz machine anly.

£ |15 mode

Configure and manage GF MailSecurity rermatel.

— 15 uzer interface mode options

‘website name : I Default wieb Site [http: /A wWAMN 2K 3EN T 5WH:80) j
Virtual directony ; |h-1ail5 BCLty Security...
RSS Yirtual directony : |h-1ai|5 ecuritpRS S Security...

15 mode configuration URL:
Ihttp:;’MINEKEENTS\-"H:EDx’M ailS ecurity

15 mode quarantine URL:
Ihttp:EMINEKSENTSUH:EDEM ailS ecunity/quarantine

Cancel Apply

Screenshot 23 - GFI MailSecurity SwitchBoard

3. In the IIS mode access control list dialog box you can configure
who can subscribe to the quarantine RSS feeds.

IIS mode access control list [ x| |
Aooezs to the RSS feed: can be resticted to gpecific uzers or groupz. Below pou
can configure the access contral lizt for the feed URL.

—RS55 URL Acceszs Control List

Mame | Type | Al | Dery | A |
S MASTER-DOMAIN Wdmiristrators mes W r
A MASTER-DOMAINAE nterprise Adming ez W r i |
A MASTER-DOMAINYD omain Adming mes W r

8 MASTER-DOMAIN'Administrator userz W r
2 BUILTIN'Administratars rales 3 r

Add... Bemove
LCancel

Screenshot 24 — Quarantine RSS feeds Access Control Lists
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4. Use the Add and Remove buttons underneath the RSS URL
Access Control List. If you want to deny access to a listed account
without removing it from the list, select the check box under the Deny
column.

6. When ready click OK.

7. If you want to specify a different virtual directory name, you can do
so by editing the entry in the RSS Virtual directory box.

8. Click OK to save your changes. A progress bar shows you the
progress while applying the new settings.

GFI MailSecurity SwitchBoard

Mew zettingz applied zuccezsfully,

Screenshot 25 - New SwitchBoard settings successfully applied

9. When the process completes, click OK.

Accessing the GFI MailSecurity Configuration and Quarantine Store

This section will show you how to access the GFI MailSecurity
Configuration and Quarantine Store from the local machine or a
remote machine.

Accessing the configuration from the GFI MailSecurity
machine

To access the GFI MailSecurity configuration or quarantine store from
the same machine where GFI MailSecurity is installed, i.e. locally,
follow these steps:

1. Click the GFI MailSecurity shortcut found under Start » Programs
» GFI MailSecurity.

2. If you have configured GFI MailSecurity to be accessible only
locally, via the GFI MailSecurity SwitchBoard application, a viewer
application will automatically load up displaying the GFI MailSecurity
configuration and quarantine store.
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EEIIEFI ContentSecurity !E

iMa ilsecurﬁ-y SECURITY & MESSAGING SOFTWARE EE; 1

= .. GFI MailSecurity
Settings

-

3F1 MailSecurity

uﬂ ‘ersion Information
: Use the Configuration and Quarantine Managerment console to configure

and manage your GFI MailSecurity installstion.

Licensing

8 Information Store Protection
B Content Checking
W Attachment Checking

Genersl Settings

-] Wirus Scanning Engines

@ Derompression Configures administrator’s email, autoupdater, local domaing and
B Trojan & Executable Scanner smtp bindings for MailSecurity. .
+-- Ernail Explait Engine
L-E HTML Sanitizer ﬂ Version Information
~33 Patch Checking Displays version inforration,
b1l Reporting
E Realtime Monitor Licensing

By Quarantine Options Displays licensing information.

-0y Quarantine R55 Feads
+

e &D Infarrmation Store Protection
. Today
- Configures information store protection options,
L Vesterday
n» This week
" Content Checking
L Allitems
. Search Folders Configuras a list of content checking rules,

@ Attachrment Checking

Configures a list of attachment checking rules, _I
=)

Screenshot 26 - GFI MailSecurity accessed under local mode only

Accessing the configuration from a remote machine

To access the GFI MailSecurity configuration or quarantine store from
a remote machine, follow these steps:

1. Start Microsoft Internet Explorer.
2. In the address bar, specify the following address:

‘http://<machine name>/<virtual directory name>’ to access the
configuration or ‘http://<machine name>/<virtual directory
name>/quarantine’ to access the quarantine store directly.

For example:
‘http://win2k3entsvr.master-domain.com/mailsecurity’ for the
configuration or ‘http://win2k3entsvr.master-

domain.com/mailsecurity/quarantine’ for the quarantine store.

3. You will be prompted to specify a user name and password to
authenticate and determine whether you have access to the page
requested. If the account specified has access, the GFI MailSecurity
configuration or quarantine store is displayed.
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<3 GFI MailSecurity - Microsoft Internet Explorer

File Edit Wiew Favorites Tools Help

Address I@ http:f fwinzk3entsvriMailSecurity/def ault, aspx

iMailSecurity

d_ Settings

1.0 Wersion Information
Licensing

Information Store Protection
Content Checking
Attachment Checking

Yirus Scanning Engines
Decompression

Traojan & Executable Scanner

Email Explait Engine

it

HTML Sanitizer
Patch Checking

[+

Reporting
Realtime Monitor
Quarantine Options

Quarantine k55 Feeds

Quaranting

Today
‘Yesterday
This week.
Allitemns

Seatch Folders

&FI MailSecurity

Use the Configuration and Quarantine Management cansole to configure
and manage your GFI MailSecurity installation,

GFI MailSecurity Configuration and Quarantine Management

k| a=nersl settings

smtp bindings for MailSecurity,

Version Information

Displays version information,

Licensing

Displays licensing information,

Inforrnation Store Protection

Content Checking

VL

Attachment Checking

Ej

Configures administrator’s email, autoupdater, local darmains and

Configuras information store protection options.

Configures a list of content checking rules.

Canfigures a list of attachment checking rules.,

=l

|£j Dane

’_’_ ’_ @ Trusted sites 4

Screenshot 27 - GFI MailSecurity accessed under 1IS mode

Entering your license key after installation
The unregistered, evaluation version of GFlI MailEssentials expires

after 10 days.

iMailSecurity

SECURITY & MESSAGING SOFTWARE

<] o1 Mailsecurity
@] Settings

=

18] Wersion InfFarmation

Information Store Pratection
Content Checking
Attachment Checking

A%

Yirus Scanning Engines

Antisparn
Decompression

Trojan & Executable Scanner

- 4 Ermail Exploit Engine:
HTHML Sanitizer
Patch Checking

& Reporting

Realtime Mornitar
Quarantine Options
Quarantine RS5 Feeds

Quarantine

SOPEE D% EGE

2|

Licensing

zvaluation licenze,

License key:

Enter the license key below. If you are evaluating the product and do not have
an evaluation license key issued by GFL, you can use "evaluation” for the default

[evatuation

License key information

License Type:
License Status:
Maintenance agreement:
Number of licensed users:

Current number of users:

10 day evaluation license
Evalustion expired,

/A

Unlimited

2

To extend your evaluation, dick on the Extend Evaluation button or click on the
Buy Mow button to purchase GFI Mailsecurity,

u Extend evaluation ] Buy now! ]

of

i€

lilili @ Trusted sites 4

Screenshot 28 - License key information

When you obtain the 30-day evaluation key or the purchased licensed
key, you can enter your license key in the GFI MailSecurity »
Licensing node, without having to re-install the product.
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Entering the license key should not be confused with the process of
registering your company details on our website. This is important,
since it allows us to give you support, and notify you of important
product news. Register at http://www.gfi.com/pages/regfrm.htm.

Upgrading from GFI MailSecurity 8 to GFI MailSecurity 10

Due to fundamental architectural changes between GFI MailSecurity
10 and GFI MailSecurity 8, it is not possible to install GFI MailSecurity
10 on top of an existing installation of GFI MailSecurity 8.

This section therefore shows you how to:

o Replace your current GFI MailSecurity 8 installation with GFI
MailSecurity 10.

e Convert and import the GFI MailSecurity 8 configuration settings to
GFI MailSecurity 10’s new configuration database format.

NOTE: If GFI MailSecurity 8 was installed in SMTP mode and GFI
MailSecurity 10 is installed in Active Directory mode, you will not be
able to convert and import the settings due to user-based rules. This
also applies if GFI MailSecurity 8 was installed in Active Directory
mode and GFI MailSecurity 10 is installed in SMTP mode.

To upgrade from GFI MailSecurity 8 to GFI MailSecurity 10, follow
these steps:

1. Uninstall GFI MailSecurity 8.

2. When the GFI MailSecurity 8 uninstallation completes, certain files
are left behind under the root folder where GFI MailSecurity 8 was
installed. One of these files is the avapicfg.rdb file located in the Data
sub-folder.

NOTE: Do not delete this file since it contains the GFI MailSecurity 8
configuration settings. You will need this file to migrate the settings
from GFI MailSecurity 8 to GFI MailSecurity 10.

3. Install GFI MailSecurity 10 as shown in the ‘Install GFI MailSecurity’
section of this chapter.

NOTE: To install GFI MailSecurity 10, you need to have the following
installed on the machine:

e Microsoft .Net framework 1.1 /2.0
¢ MSMQ — Microsoft Messaging Queuing Service.

e Internet Information Services (1IS) — SMTP service and World
Wide Web service.

NOTE: Do not install GFI MailSecurity 10 to the same path where GFI
MailSecurity 8 was installed, to prevent files such as avapicfg.rdb from
being overwritten.

4. After the installation of GFI MailSecurity 10 is complete, you need to
stop all GFl-related services along with the [IS Admin service, from the
Services control applet. Then you can run the GFI MailSecurity 8
settings migration tool.

NOTE: You must stop the following services before going on to the
next step:

¢ GFI Content Security Attendant Service
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e GFI Content Security Auto-Updater Service
o GFI MailSecurity Attendant Service

e GFI MailSecurity Scan Engine

e IS Admin

e Simple Mail Transfer Protocol (SMTP).

5. To convert and import the GFI MailSecurity 8 settings to the GFI
MailSecurity 10 configuration database, you need to run the
msec8upg.exe tool found in the GFI MailSecurity 10 folder, for
example:

c:\program files\GFI\ContentSecurity\MailSecurity.

&Higrate GFI MailSecunty 8 configuration settings to GFl MailSecurty 9

Pleaze browse to the MailSecurity 8 configuration databaze. It iz normally stored in the
I ailS ecurityh[ ata directon. The file name is avapicfg.rdb

C:\Program Files \GFI%M ailSecurityhD atahavapichg.rdb { Browse..

Click, the Migrate button to start the migration process. Migrate |

Screenshot 29 - GFI MailSecurity 8 configuration settings migration tool

6. Double-click the msec8upg.exe file.

7. When the tool loads, click Browse. Select the avapicfg.rdb file from
the data sub-folder under the GFI MailSecurity 8 root folder.

8. Click Migrate.

NOTE: If you click Migrate and the user lookup mode of GFI
MailSecurity 8 and GFI MailSecurity 10 do not match (for example GFI
MailSecurity 8 was installed in SMTP mode and GFI MailSecurity 10 is
installed in Active Directory mode or vice versa), an error like the one
shown below will be displayed. In such a case, you will not be able to
convert and import the settings due to user-based rules.

Configuration Conversion Failed

@ The uger lookup mode of your kailSecurity 8 configuration does not match wser lookup mode of your MailS ecurity 3 configuration.

Screenshot 30 - User lookup mode mismatch.

9. When the migration process completes, a Configuration was
successfully converted information dialog box will be displayed.
Click OK to close the information dialog box and click the close button

Xl to close the migration tool.
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10. You now need to start all the services that you stopped in step 4
above, from the Services control applet.

11. Use the GFI MailSecurity 10 configuration to check that the GFI
MailSecurity 8 settings were migrated correctly.

Upgrading from GFI MailSecurity 9 to GFI MailSecurity 10

NOTE: The upgrade process cannot be reverted. If you upgrade GFlI
MailSecurity to version 10, you cannot go back to version 9 of the
product.

If you are currently using GFI MailSecurity 9, you can upgrade your
current installation. The GFI MailSecurity 9 configuration settings are
kept. You need to enter the fully purchased license key after the
upgrade completes. For information on how to obtain the new license
key, visit http://customers.gfi.com.

To upgrade:

1. Launch the GFI MailSecurity 10 setup file on the machine on which
you have installed GFI MailSecurity 9.

2. Setup will now proceed to install GFI MailSecurity 10 in exactly the
same manner as a new installation. However, it will not let you change
the destination folder.

i'é'- GFI MailSecurity for Exchange/SMTP - InstallShield X|

Ready to Install the Program P, .{:
? N

The wizard is ready to begin installation.

Click Install to begin the installation.

The installation will upgrade ContentSecurity in the Following folder:
Z:\Program Files)GFT ContentSecurity',

Mone of your existing configuration settings will be lost during the upgrade. IF you would
like to exit the wizard, click Cancel,

Installshisld

= Eack e Insta” ............. cancel |

Screenshot 31 - Upgrading from GFI MailSecurity 9 to GFI MailSecurity 10

3. To continue the installation, click Install. For a detailed description,
of the installation procedure, refer to the ‘Installing GFI MailSecurity’
section earlier in this chapter.
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