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1 Introductio n 

1.1  About this manual  

The scope of this óGetting Started Guideô is to help you install and run 
GFI MailEssentials on your network with minimum configuration effort. 
It describes: 

1. The various environments and email infrastructures supported by 
this product 

2. Guides you through the respective installation procedure 

3. Walks you through the key steps needed to get the product running 
on default settings. 

Manual structure  

The sections in this manual are óself containedô and are designed to 
guide you through the sequence of steps needed to: 

1. Identify product prerequisites applicable to your network 

2. Prepare your environment for product installation 

3. Install/upgrade GFI MailEssentials 

4. Configure, test and run the product. 

The sections in this manual are structured as follows: 
Chapter 1  Introduces this manual. 

Chapter 2  Provides a high-level overview of how GFI MailEssentials 
works. 

Chapter 3  Gives detailed information on how to install GFI MailEssentials 
on Windows Server environments running Microsoft Exchange 
2000 or 2003. 

Chapter 4  Provides detailed information on how to install GFI 
MailEssentials on Windows Server environments running 
Exchange 2007 or 2010. 

Chapter 5  Provides detailed instructions on how to install GFI 
MailEssentials for Lotus Domino email servers. 

Chapter 6  Gives detailed information regarding the installation of GFI 
MailEssentials for other SMTP Servers. 

Chapter 7  Provides guidelines on how to troubleshoot common issues. 

Glossary  Includes a collection of specific technical terms used in this 
manual. 

Follow the instructions for your type of network using the appropriate 
section in this manual. Where applicable each section contains 
information related to installing GFI MailEssentials on the same server 
as your mail server, on a mail gateway or relay/perimeter server or in 
a clustered environment. 
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Administration  and Configura tion  manual  

Detailed administration and configuration guidelines are provided in a 
separate manual called GFI MailEssentials Administration and 
Configurati on manual  which is installed with the product or 
separately downloadable from the GFI web site:  

http://www.gfi.com/mes/mes14acmanual.pdf 

This Administration and Configuration manual complements this 
Getting Started Guide by providing more detailed information on how 
to use and customize the features provided in GFI MailEssentials (e.g. 
tweaking of anti spam filters). 

1.2  Terms used in this manual  

The following terms are used in this manual: 

¶ ñNOTE:ò  

o This provides additional information and references essential 
to GFI MailEssentialsô operation. 

¶ ñIMPORTANT:ò  

o This provides important information such as warnings and 
cautions that advise of potential issues commonly 
encountered. 

For any technical terms and their definitions as used in this manual 
refer to the Glossary chapter. 

1.3  Licensing  

Information on licensing is available on: 

http://www.gfi.com/products/gfi-mailessentials/pricing/licensing 

 

http://www.gfi.com/mes/mes14acmanual.pdf
http://www.gfi.com/products/gfi-mailessentials/pricing/licensing
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2 How does GFI MailEssentials work?  

2.1  Inbound mail filtering  

Inbound mail filtering is the process through which incoming email are 
filtered before delivery to users.  

 
Figure 1 - Inbound mail filtering 

When an email is received: 

 If Directory Harvesting filter is configured to execute at SMTP 
level, it checks the recipientôs email address. If the recipientôs email 
address is not found, the email is blocked. 

 The email is checked to see if it is addressed to a list in the list 
server. If the email matches a list, it will be processed by the list 
server.  

 The incoming email is filtered using all the spam filters. Any email 
that fails a spam filter check is sent to the anti spam email actions. If 
an email goes through all the filters and is not identified as spam, it 
then goes to the next stage. 

 If configured, email is next archived to the reporting database. 

 If configured, auto-replies are next sent to the sender. 

 If configured, email monitoring is next executed and the 
appropriate actions taken. 

 The new senders filter is now executed. 

 Email is sent to the userôs mailbox. 
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2.1.1 Inbou nd email domains  

A very important concept within GFI MailEssentials is that of inbound 
email domains. During its configuration, GFI MailEssentials will 
automatically detect the domains on which you receive emails. This 
enables it to distinguish between inbound and outbound emails and 
therefore protect your network against spam. Inbound email domains 
are also configurable after installation through the GFI MailEssentials 
Configuration console. For more information refer to the GFI 
MailEssentials Administration and Configuration manual. 

2.2  Outbound mail filtering  

Outbound mail filtering is the process through which email sent by 
users within a company is processed before it is sent out. 

 
Figure 2 - Outbound mail filtering 

 User creates and sends email. 

 Remote commands check executes any remote commands in 
email if any are found. If none are found, email goes to the next stage. 

 Email is next checked to see if it should be archived. If archiving is 
enabled, email is saved in the reporting database.  

 If configured, the applicable disclaimer is next added to the email. 

 Email is checked for any mail monitoring which may apply and 
action is taken according to any rules configured. 

 If enabled, the auto-whitelist check adds the recipientôs email 
address to the whitelist. This automatically enables replies from such 
recipients to go to the sender without being checked for spam. After 
this check, emails are sent to the recipients. 
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3 Installation for Microsoft Exc hange 
2000 & 2003  

3.1  Introduction  

GFI MailEssentials installation depends on how your network is 
configured for Exchange 2000/2003. You can install this product on: 

¶ The dedicated mail server : This setup is typically used to filter 
email spam on the mail server (running Microsoft Exchange) that 
is configured to receive emails directly from the internet. 

¶ The SBS 2000/2003 server:  This setup is used to filter email 
spam on the SBS 2000/2003 server, which uses Microsoft 
Exchange to receive emails directly from the internet.  

¶ The mail relay server:  This setup is commonly used to filter spam 
in distributed email infrastructures., especially those running a 
DMZ. In this environment a dedicated machine (also known as a 
gateway/perimeter server is set to relay emails to another mail 
server (running Microsoft Exchange). GFI MailEssentials is 
installed on the gateway/perimeter server so that email spam is 
filtered before reaching the mail server. This setup reduces 
network traffic, email storage and processing requirements on your 
mail server. 

¶ Microsoft Exchange Server & IIS Clusters: This type of 
installation is commonly used to filter spam within environments 
where clusters are used as disaster prevention and recovery. 

3.2  System requirements  

3.2.1 Software  

Supported o perating systems  

¶ Microsoft Windows Server 2008 Standard/Enterprise 

¶ Microsoft Windows Server 2003 Standard/Enterprise (x86 or x64)  

¶ Microsoft Windows 2000 Server/Advanced Server (SP1 or higher)  

¶ Microsoft Small Business Server 2000 (SP2) 

¶ Microsoft Small Business Server 2003 (SP1)  

Supported m ail servers  

¶ Microsoft Exchange Server 2000 (SP1) 

¶ Microsoft Exchange Server 2003 (SP2) 
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Other components  

¶ Microsoft .NET Framework 2.0  

¶ Microsoft XML core services: This is required by the GFI 
MailEssentials reporter to enable anti spam report generation. For 
UK/US English OS this is installed automatically by GFI 
MailEssentials. For other languages, this can be downloaded from:  

http://www.microsoft.com/downloads/details.aspx?FamilyId=3144
B72B-B4F2-46DA-B4B6-C5D7485F2B42&displaylang=en 

¶ Microsoft Virtual Server cluster group resource with a physical disc 
cluster. This is required ONLY for environments running Microsoft 
Exchange 2000/2003 clusters. For more information refer to: 

http://technet.microsoft.com/en-
us/library/bb124318(EXCHG.65).aspx 

¶ Microsoft Message Queuing Services. 

¶ Internet Information Services (IIS) 5 or 6 - SMTP service. 

3.2.2 Hardware  

Processor  

¶ Minimum:  Intel Pentium or compatible 1 GHz 32-bit processor 

¶ Recommended:  x64 architecture-based server with Intel 64 
architecture or AMD64 platform. 

Memory  

¶ Minimum:  1GB 

¶ Recommended:  2GB RAM 

Physical Storage  

¶ Minimum:  500MB for installation, 2GB for execution. 

¶ Recommended:  500MB for installation, 4GB for execution 

3.3  Important settings  

3.3.1 Antivirus and backup software  

Antivirus and backup software may cause GFI MailEssentials to 
malfunction. This occurs when such software denies access to certain 
files required by GFI MailEssentials.  

Disable third party antivirus and backup software from scanning the 
following folders:  

x86 installations ( 32-bit ) X64 installations ( 64-bit ) 

<..\Program Files\GFI\MailEssentials> 
<..\Program Files 
(x86)\GFI\MailEssentials> 

<..\Program Files\Common Files\GFI> 
<..\Program Files (x86)\Common 
Files\GFI> 

http://www.microsoft.com/downloads/details.aspx?FamilyId=3144B72B-B4F2-46DA-B4B6-C5D7485F2B42&displaylang=en
http://www.microsoft.com/downloads/details.aspx?FamilyId=3144B72B-B4F2-46DA-B4B6-C5D7485F2B42&displaylang=en
http://technet.microsoft.com/en-us/library/bb124318(EXCHG.65).aspx
http://technet.microsoft.com/en-us/library/bb124318(EXCHG.65).aspx
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<..\Inetpub\mailroot> If installed on a gateway machine. 

<..\Program Files\Exchsrvr\Mailroot> If installed on the same machine as 
Microsoft Exchange 2000/2003. 

3.3.2 Firewall  port settings  

Configure your firewall to allow the following port connections. These 
ports are used by GFI MailEssentials to connect to GFI servers:  

¶ DNS (Port 53)  - Used by anti spam filters (DNS blacklist, Sender 
Policy Framework, Header Checking) to identify the domain from 
where received emails originated. 

¶ FTP (Ports 20 and 21)  - Used by GFI MailEssentials to connect to 
'ftp.gfisoftware.com' and retrieve latest product version 
information.  

¶ HTTP (Port 80) - Used by GFI MailEssentials to download product 
patch and anti spam filter updates (i.e. SpamRazer, Anti-Phishing, 
and Bayesian anti spam filters) from the following locations: 

o 'http://update.gfi.com'  

o 'http://update.gfisoftware.com'  

o 'http://support.gfi.com' 

o 'http://db11.spamcatcher.net' (GFI MailEssentials 14 or 
earlier)  

o 'http://sn92.mailshell.net' (GFI MailEssentials 14 SR1 or later)  

¶ Remoting (Ports 8021) - Used in the latest builds of GFI 
MailEssentials for inter-process communication. No firewall 
configuration is required to allow connections to or from the 
remoting ports since all the GFI MailEssentials processes run on 
the same server.  

¶ NOTE: Ensure that no other applications (except GFI 
MailEssentials) are listening on port 8021.  

¶ (OPTIONAL) LDAP (Port 389) - Used by GFI MailEssentials to 
get email addresses from SMTP server. Only required if the server 
running GFI MailEssentials does not have access/cannot get list of 
users from Active Directory e.g. in a DMZ environment or other 
environment which does not use Active Directory.  

3.4  Installing  on Microsoft Exchange  Server 2000/2003  

3.4.1 Upgrade from earlier version  

If you are currently using a previous version of GFI MailEssentials 
(versions 9, 10, 11 and 12), you can upgrade your current installation 
while at the same time retain all your existing configuration settings.  

Important notes  

¶ Upgrades cannot be undone i.e. you cannot downgrade to an 
earlier version once you have installed the latest version. 

¶ On upgrading an existing installation, licensing reverts to trial 
version and a new fully purchased license key for the GFI 
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MailEssentials 14.1 is required. For more information on new 
license keys, refer to: http://customers.gfi.com 

¶ You cannot change the installation path during GFI MailEssentials 
upgrades. 

¶ When upgrading from GFI MailEssentials 9, the current Bayesian 
weights file will be upgraded to the new format used in GFI 
MailEssentials 10 or later. The new format is more compact and 
uses less memory. NO DATA WILL BE LOST.  

Upgrade procedure  

1. Launch GFI MailEssentials installation on the server where your 
earlier version of GFI MailEssentials is installed.  

 
Screenshot 1 - Confirm the upgrade 

2. Click Yes to start the upgrade process and follow on-screen 
instructions. For assistance refer to New installations section below. 

3.4.2 New installation s 

Pre-install actions  

No pre-install actions or configurations are required. 

Important notes  

1. At the end of the installation process, GFI MailEssentials will restart 
Microsoft Exchange Server services. This is required to allow GFI 
MailEssentials components to be registered and started. Failing to 
restart the SMTP service will negatively affect anti spam filtering and 
email flow. 

2. Before starting installation, close any running Windows applications. 

Installation procedure  

1. Logon your Microsoft Exchange Server machine using administrator 
credentials.  

2. Double click mailessentials14.exe  (32-bit install) or 
mailessentials14_x64.exe  (64-bit install) accordingly. 

3. Select install language and click Next . 

4. Select whether to check for newer versions/builds of GFI 
MailEssentials and click Next . 

5. Read licensing agreement. To proceed with the installation select I 
accept the license agreement  and click Next . 

http://customers.gfi.com/
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6. Click Next  to install in default location or click Browse  to change 
path. 

7. Specify user details and enter license key. Click Next  to continue. 

8. Specify the email address where notifications (e.g. failed anti spam 
filters, spam digests) are sent.  

 
Screenshot 2 - Selecting SMTP mode or Active Directory mode  

9. Specify whether GFI MailEssentials will get the list of email users 
(required for user-based configuration/rules e.g. disclaimers) from 
Active Directory or SMTP server. Click Next to continue. 

 
Screenshot 3 - Installing Microsoft Message Queuing Service 
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10. If Microsoft Message Queuing Services (MSMQ) is not installed 
then the dialog in the above screenshot will open. Select Yes to install 
MSMQ. Click Next to continue. 

 
Screenshot 4 - Configure your inbound email domain 

11. Setup will now display the list of inbound email domains detected. 
Verify that all inbound email domains to be protected against spam 
are listed. Take note of any changes required for post-installation and 
click Next . 

NOTE: You can modify the list of inbound email domains ONLY post-
installation. For more information refer to the Confirm domains to 
defend against spam section in Post-install actions below. 

12. Click Finish  to finalize your installation. On completion, setup will:  

¶ Ask you to restart the SMTP service. 

IMPORTANT: Failing to restart the SMTP service will 
negatively affect anti spam  filtering and email flow.  

¶ Check whether Microsoft XML engine is installed. This is 
automatically installed if not found on UK/US English OS. For 
other OS languages, this has to be manually downloaded and 
installed. Microsoft XML engine can be downloaded from: 
http://www.microsoft.com/downloads/details.aspx?FamilyId=3144
B72B-B4F2-46DA-B4B6-C5D7485F2B42&displaylang=en 

¶ Prompt you to launch the Post Install Quick Start Guide. This is a 
set of instructions that will guide you through the configuration 
settings required post-install/for first use (Recommended).  

13. At this stage, GFI MailEssentials is installed. You must now 
configure GFI MailEssentials for first use. For instructions refer to the 
next section Post-install actions. 

http://www.microsoft.com/downloads/details.aspx?FamilyId=3144B72B-B4F2-46DA-B4B6-C5D7485F2B42&displaylang=en
http://www.microsoft.com/downloads/details.aspx?FamilyId=3144B72B-B4F2-46DA-B4B6-C5D7485F2B42&displaylang=en
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3.4.3 Post -install  actions  

To ensure that your GFI MailEssentials anti spam system is effectively 
up and running you must perform the following post-install actions: 

Step 1: Launch GFI MailEssentials Configuration console   

Click on Start Ʒ All Programs Ʒ GFI MailEssentials Ʒ GFI 
MailEssentials  Configuration . 

Step 2: Verify  current DNS Server settings  

1. Right click Anti spam  Ʒ Anti Spam Settings node and select 
Properties . 

2. Click on the DNS Server  tab. Verify the DNS server details 
automatically detected during install. 

3. To specify a different DNS Server, select Use the following DNS 
server  and specify details. 

4. Click Test  to check your newly added DNS server settings.  

5. Click OK to finalize your configuration. 

Step 3: Confirm domains to defend against spam  

NOTE: ONLY the inbound email domains configured in GFI 
MailEssentials will be protected against spam. 

1. Right click General  Ʒ General Settings node and select 
Properties . 

2. Click on the Inbound Email Domains  and ensure that all required 
inbound domains are listed in the Inbound Domains field. 

3. To specify additional domains, click Addé and enter inbound email 
domain details. 

4. Click OK button to finalize your configuration. 

Step 4: Enable Directory Harvesting  

This filter uses Active directory or LDAP lookups to verify whether 
inbound emails are addressed to legitimate óinternalô email accounts. 
To enable this filter: 

1. Right click Anti spam  Ʒ Anti Spam Filters Ʒ Directory 
Harvesting  node and select Properties . 

2. Select Enable directory harvesting protection . 

3. Select the lookups method to be used: 

¶ Use native Active Directory lookups option  - Select this option 
if during installation you selected to get the list of email users from 
Active Directory (see Installation procedure section above - step 
9).  

¶ Use LDAP lookups  - Select this option if GFI MailEssentials is 
installed on a server which is not part of your Active Directory 
domain (e.g. GFI MailEssentials is installed in the DMZ). Directory 
Harvesting will use LDAP to query Active Directory. (see 
Installation procedure section above - step 9). In addition: 
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o Unselect the Anonymous bind  option if your LDAP server 
requires authentication 

o Enter the authentication details using Domain\User format. 

o Click Test  button to test your LDAP configuration settings. 

Step 5: Configure  whitelist s 

This filter allows you to specify lists of ófriendlyô email domains, email 
addresses or IP addresses.  

WARNING:  USE THIS FEATURE WITH CAUTION. Entries in this list 
will not be scanned for spam and will bypass all anti spam filtering. 

1. Right click Anti spam  Ʒ Whitelist node and select Properties.  

2. Click on the Whitelist  tab. 

3. Click Addé and specify domains/email addresses or IP addresses 
to whitelist.  

4. Click OK to finalize your configuration. 

Step 6: Test your anti spam  system  

GFI MailEssentials is now ready to start managing spam. To verify 
that anti spam is working properly: 

1. Navigate to Start Ʒ All Programs Ʒ GFI MailEssentials Ʒ GFI 
MailEssentials Dashboard . 

2. Using an external email account (for example webmail, hotmail or 
Gmail), create a new email and key in ñ100% freeò as the subject. 

3. Send the email to one of your internal email accounts. By default, 
GFI MailEssentials will forward this email to sub-folder óSuspected 
Spamô in the userôs mailbox. 

4. Allow some time for email delivery and confirm that GFI 
MailEssentials is working by: 

 
Screenshot 5 - Testing your anti spam system 

¶ Checking the GFI MailEssentials Dashboard. When the email is 
received, the details are displayed in the MTA logging window. 
Ensure that the description next to the test email with subject 
ó100% freeô is óBlocked: Keyword Checkingô. 
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Screenshot 6 - Spam email delivered to óSuspected Spamò sub-folder  

¶ Accessing the inbox of the email account to which the test email 
was sent and confirm that the email is moved to the óSuspected 
Spamô sub-folder in Inbox. 

3.4.4 GFI MailEssentials Configuration  

At this stage, your GFI MailEssentials anti spam system is up and 
running. All inbound email will be scanned by the anti spam filters 
enabled by default. 

 

Filter  Description  Enabled 
by 
Default  

SpamRazer 
An anti-spam engine that determines if an email 
is spam by using email reputation, message 
fingerprinting and content analysis. 

Yes 

Directory 
Harvesting 

Stops email which is randomly generated 
towards a server, mostly addressed to non-
existent users. 

Yes 

Phishing 
Blocks emails that contain links in the message 
bodies pointing to known phishing sites or if 
they contain typical phishing keywords. 

Yes 

Sender 
Policy 
Framework 

Stops email which is received from domains not 
authorized in SPF records 

No 

Auto-
Whitelist 

Addresses to which an email is sent to, are 
automatically excluded from being blocked. 

Yes 
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Whitelist A custom list of safe email addresses Yes 

Email 
blacklist 

A custom list of blocked email users or 
domains. 

Yes 

DNS 
blacklists 

Checks if the email received is from senders 
that are listed on a public DNS blacklist of 
known spammers. 

Yes 

Spam URI 
Realtime 
Blocklists 

Stops emails which contain links to domains 
listed on public Spam URI Blocklists such as 
sc.surbl.org 

Yes 

Header 
checking 

A module which analyses the individual fields in 
a header by referencing the SMTP and MIME 
fields 

Yes 

Keyword 
checking 

Spam messages are identified based on 
blocked keywords in the email title or body 

No 

New 
Senders 

Emails that have been received from senders to 
whom emails have never been sent before. 

No 

Bayesian 
analysis 

An anti-spam technique where a statistical 
probability index based on training from users is 
used to identify spam. 

No 

 

By default, email classified as spam will be moved to the óSuspected 
Spamô folder. Although enabled by default, moving email to a folder in 
Inbox is NOT the only anti spam filter action that can be triggered on 
detection of email spam. Other actions include email tagging and 
deletion of spam emails. 

 

Filters  

Anti spam filter actions  
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SpamRazer Yes Yes Yes Yes Yes Yes 

Directory 
Harvesting 

Yes Yes Yes Yes Yes Yes 

Phishing Yes Yes Yes Yes Yes Yes 

Sender Policy 
Framework 

Yes Yes Yes Yes Yes Yes 

Whitelist N/A N/A N/A N/A N/A N/A 

Email blacklist Yes Yes Yes Yes Yes Yes 

DNS blacklists Yes Yes Yes Yes Yes Yes 

Spam URI Realtime 
Blocklists 

Yes Yes Yes Yes Yes Yes 

Header checking Yes Yes Yes Yes Yes Yes 

Keyword checking Yes Yes Yes Yes Yes Yes 

New Senders Yes Yes Yes Yes No Yes 

Bayesian analysis Yes Yes Yes Yes Yes Yes 

N/A - Not applicable 
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Configuration of anti spam filters and actions is possible via the GFI 
MailEssentials Configuration console. Additionally, through this 
console you can also run reports and customize other product 
features such as enable daily spam digest.  

For guidelines on how to configure GFI MailEssentials functions and 
features refer to the GFI MailEssentials Administration and 
Configuration manual. 

3.5  Installing  on an email gateway or relay/ perimeter server  

Introduction  

GFI MailEssentials can be installed: 

¶ On a perimeter server (e.g. in a DMZ)  

¶ As a mail relay server between the perimeter (gateway) SMTP 
server and the recipientsô inboxes. 

Both setups enable you to reduce unnecessary email traffic by using 
your Active Directory resources (at a perimeter/gateway server level) 
to drop connections for non-existent email recipients in incoming 
email. This helps counter spamming techniques such as Directory 
Harvest Attacks (a brute force type of attack used by spammers to find 
valid/existent e-mail addresses at a domain). This structure stops the 
majority of Spam from arriving at your Microsoft Exchange server. 

 
Figure 3 - A typical Perimeter SMTP Relay Server setup 

3.5.1 Upgrades from earlier version  

If you are currently using a previous version of GFI MailEssentials 
(versions 9, 10, 11 and 12), you can upgrade your current installation 
while at the same time retain all your existing configuration settings.  
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Important notes  

¶ Upgrades cannot be undone i.e. you cannot downgrade to an 
earlier version once you have installed the latest version. 

¶ On upgrading an existing installation, licensing reverts to trial 
version and a new fully purchased license key for the GFI 
MailEssentials 14.1 is required. For more information on new 
license keys, refer to: http://customers.gfi.com. 

¶ You cannot change the installation path during GFI MailEssentials 
upgrades. 

¶ When upgrading from GFI MailEssentials 9, the current Bayesian 
weights file will be upgraded to the new format used in GFI 
MailEssentials 10 or later. The new format is more compact and 
uses less memory. NO DATA WILL BE LOST.  

Upgrade procedure  

1. Launch GFI MailEssentials installation on the server where your 
earlier version of GFI MailEssentials is installed.  

 
Screenshot 7 - Confirm the upgrade 

2. Click Yes to start the upgrade process and follow on-screen 
instructions. For assistance refer to New installations section below. 

3.5.2 New installations  

Important notes  

1. During installation, GFI MailEssentials restarts Microsoft Exchange 
Server services. This is required to allow GFI MailEssentials 
components to be registered and started. 

2. Before starting installation, close any running Windows applications. 

3. When installing GFI MailEssentials on a DMZ, we recommend you 
use LDAP lookups to get the list of email users (required for user-
based configuration/rules e.g. disclaimers) from your SMTP server. 
The AD of a DMZ usually will NOT include all the network users (email 
recipients). 

Pre-install actions  

GFI MailEssentials uses the IIS SMTP service as its SMTP Server 
and therefore the IIS SMTP service must be configured to act as a 
mail relay server. This is achieved as follows: 

http://customers.gfi.com/
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Step 1: Enable IIS SMTP Service  

1. Go to Start Ʒ Control Panel Ʒ Add or Remove Programs Ʒ 
Add/Remove Windows Components .  

2. Select Internet Information Services (IIS)  and click Details .  

3. Select the SMTP Service  option and click OK. 

4. Click Next to finalize your configuration. 

Step 2: Create SMTP d omain(s) for email relaying  

1. Go to Start Ʒ Control Panel Ʒ Administrative Tools . 

2. Click on Internet Information Services (IIS) Manager . 

 
Screenshot 8 - Internet Information Services (IIS) Manager 

3. In the left pane, expand the respective server node. Right click on 
Default SMTP Virtual Server and select Properties . 

4. Select the IP address currently assigned to your SMTP server and 
click OK. 

5. Expand the Default SMTP Virtual Server  node. 

6. Right click Domains  and select New Ʒ Domain . 

7. Select the Remote option and click Next . 

8. Specify domain name (e.g. test.gfi.com) and click Finish . 

Step 3: Enable email relaying to your Microsoft Exchange server:  

1. Right click on the new domain (e.g. test.gfi.com) and select 
Properties . 

2. Select the Allow the Incoming Mail to be Relayed to this 
Domain checkbox. 


