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1 About GFI MailArchiver 

1.1  Introduction to GFI MailArchiver 

GFI MailArchiver is a powerful, easy-to-use email archiving solution 
through which you can archive all internal and external email into a 
central archive store. It also enables you to easily manage email 
archive stores from its web-based configuration. You can also allow 
users to browse and search past emails via the web-based interface. 
GFI MailArchiver also provides Microsoft Outlook integration. 

1.2  How does GFI MailArchiver work? 

GFI MailArchiver operations can be divided in 3 logical stages: 

Stage 1: Retrieve emails 

Stage 2: Archive emails 

Stage 3: Browse archived emails 

 
Figure 1 - Typical GFI MailArchiver installation 

Stage 1: Retrieve emails 

GFI MailArchiver connects to the journaling mailbox on the Microsoft 
Exchange Server and collects the emails stored in the journaling 
mailbox. 

Stage 2: Archive emails 

GFI MailArchiver archives the emails to the active database 
configured, for example Microsoft SQL Server. 

Stage 3: Browse archived emails 
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Users can browse and search for specific archived emails via the GFI 
MailArchiver web interface, using Microsoft Internet Explorer. 

1.3  GFI MailArchiver licensing 

For information on GFI MailArchiver licensing, refer to: 

http://www.gfi.com/products/gfi-mailarchiver/pricing/licensing 

1.4  GFI MailArchiver summary page 

The GFI MailArchiver Summary page enables you to review basic 
information related to the configuration and status of GFI MailArchiver. 

 
Screenshot 1 - GFI MailArchiver Summary page 

Click Configuration Ʒ Summary node to display the Summary page. 
This page provides the following information: 

1. License status -  

¶ Status of GFI MailArchiver licensing 

¶ Number of licensed users 

¶ Number of mail enabled users 

¶ Basic usage statistics. 

2. Mailbox folder structure retrieval -  

¶ Feature status (Enabled/disabled) 

¶ User under which this feature accesses Microsoft Exchange 
Server mailboxes. 

http://www.gfi.com/products/gfi-mailarchiver/pricing/licensing
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3. Mail Server Archiving -  

¶ Journaling mailbox details 

¶ Feature status (enabled/disabled). 

4. Auditing -  

¶ Server details 

¶ Database schema details 

¶ Database 

¶ Trace status (running/not running). 

5. Archive Stores and indexing -  

¶ Status of archive store 

¶ Store name 

¶ Database schema 

¶ Database type  

¶ User browsing status (allowed/not allowed) 

¶ Further archiving status (enabled/disabled). 

6. Retention Policies -  

¶ Retention policy details 

¶ Legal hold status (on hold/active). 
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2 Using GFI MailArchiver 

This chapter will guide you how to browse and search through 
archived emails in GFI MailArchiver. If the account you login with has 
the required access privileges, you will also be able to browse and 
search through the emails of your subordinates. 

2.1  Loading GFI MailArchiver 

1. In Microsoft Internet Explorer, load the following URL  

http://<hostname>/<GFI MailArchiver virtual folder 

name> 

Example: http://win2k3entsvr.master-domain.com/MailArchiver 

2. Key in your domain credentials (username and password used to 
login to Microsoft Windows) when prompted. 

 
Screenshot 2 - GFI MailArchiver loading 

3. When loading completes, the navigation panel and the content 
panel are displayed on the left and right hand sides of the screen 
respectively. 
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Screenshot 3 - GFI MailArchiver conversations 

2.2  Browsing archived emails 

To browse through your emails, click Browse node in the navigation 
panel. The Browse Conversations page will display your archived 
emails grouped by conversation. GFI MailArchiver displays the most 
recently updated conversations on top. 

By default, GFI MailArchiver displays the conversations stored in the 
currently active archive store. If multiple archive stores were created, 
the Browse Conversations page will list them in the List 
conversations in archive list. To browse the conversations in a 
different archive store, select the archive store from the List 
conversations in archive list. 

GFI MailArchiver groups emails under a particular conversation using 
the Microsoft Exchange thread-index field. Since both Microsoft 
Outlook and Microsoft Exchange OWA generate the thread-index 
field, GFI MailArchiver groups the emails created using these clients 
under the correct conversation group. Emails created from other email 
clients do not contain the thread-index field and therefore GFI 
MailArchiver will not manage to group these emails under one 
conversation even if they have the same subject. In such cases, GFI 
MailArchiver will create a new conversation group for each email, with 
the email subject as the conversation title. 

2.2.1 Expanding a conversation thread 

In the Browse Conversations page, the conversations are listed 
underneath the following columns:  

¶ Conversation Subject - the subject of the conversation 

¶ Emails - the number of emails forming part of the conversation 

¶ Last Email - the time when GFI MailArchiver last updated the 
conversation with a new archived email.  

To view the emails forming part of a particular conversation, click 
anywhere on the conversation row.  

To collapse a conversation and hide the list of emails forming part of 
the conversation, click anywhere on the conversation row once again. 
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Screenshot 4 - Expanded conversations   

2.2.2 Viewing emails 

1. Click the conversation row to expand conversation and view emails 
forming part of the conversation. 

 
Screenshot 5 - Viewing an email in GFI MailArchiver 

2. Click the email to view from the list of emails forming part of the 
conversation. GFI MailArchiver will display the selected email. 

NOTE: For security reasons, GFI MailArchiver cleans the email body 
from any malicious scripts before displaying it. GFI MailArchiver 
however stores the unaltered email body content in the archive store. 
If you save an email to disk and then open it with another email client, 
it might contain malicious scripts. 

3. Select any of the following options: 
Icon Function 

 

View email internet headers. 

Click button to view email internet headers. These are displayed in a 
panel. Click this button again or select close button to close panel.  

 

View whole conversation 

Click button to view the whole conversation in the mail view window. All 
emails forming part of the conversation are listed. Click this button again 
or select close button to close the panel. 
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Edit email labels (Global and Personal) 

Enables you to categorize emails through labeling. This feature is useful 
during searches for specific mail types, e.g. search all emails labeled as 
important.  

To add a label: 

1. From óAvailable Labelsô, key in a new email label or select an existing 
one. 

2. Click Label Email to label email with the keyed in or selected label. 

To remove a previously assigned label: 

1. Select a previously assigned label. 

2. Click Remove label. 

Click this button again or select close button to close panel. 

NOTE: Labels are displayed in the óLabelsô field in black. Labels assigned 

at an organization level through categorization policies are in red. You 
cannot remove categorization policies labels from an email. 

 

Restore email 

Restores emails through the OneClick Restore feature that restores an 
archived email to a specific mailbox or forwards a copy to an email 
address. 

In the restore email panel, key in the email address where to send the 
copy of the current email and click Restore Email. 

 

Save email to disk (EML format) 

Downloads the whole email to disk, including any attachments in 
Microsoft Outlook Express, Windows Mail, and Mozilla Thunderbird 
format. In the File download dialog box, select Save, and select the 
location where to save the file. 

 

Save email to disk (MSG format) 

Downloads the whole email to disk, including any attachments in 
Microsoft Office Outlook format. In the File download dialog box, select 
Save, and select the location where to save the file. 

 

Print email 

Displays email in a printer friendly format in a new browser window. Use 
the print function of your browser to print the email. 

 

Show images in email 

Use this button to display embedded images in the emails viewed. 

 

Mark as not SPAM 

Use this button to mark as not SPAM an email that was previously 
identified as SPAM by an anti-spam solution. Requires a SPAM retention 
policy to be set up. Refer to the Spam Retention policies section in this 
manual for information. 

2.2.3 Downloading attachments 

If the email contains attachments, GFI MailArchiver displays the 
attachments next to the Attachments field. To view/download 
attachments: 

1. Click the attachment filename. 

2. From the File Download dialog box click: 

¶ Open - to open attachment in the associated application 

¶ Save - to save the attachment to disk. 

NOTE: Attachments may contain Viruses or Trojans. Before opening, 
it is always recommended to save the attachment to disk and scan it 
with a virus checker. 
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Screenshot 6 - Saving an email attachment  

2.2.4 Refreshing the conversation lists 

For performance, GFI MailArchiver caches conversations displayed in 
the Browse Conversations page. For this reason, GFI MailArchiver 
might not immediately display new archived emails. 

To view the latest archived emails in the Browse Conversations 

page, click the  button in the top right corner. 

2.2.5 Browsing the conversation pages 

By default, GFI MailArchiver displays up to 25 conversations per page. 
If there are more conversations, these are spread out on separate 
pages. Click on the page links provided in the navigation bar to 
navigate through the conversation pages. 

To move to a specific page, key in the page number in the View page 
box and click Go. 

2.3  Browsing other mail usersô emails  

GFI MailArchiver gives you the facility to browse other usersô emails. 
This depends on the access granted from the GFI MailArchiver access 
control feature. For information on how to configure user access 
control, refer to the Access control and auditing section in this manual. 

2.3.1 Select a user account to browse 

1. Select Conversations Ʒ Browse.  
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Screenshot 7 - Logged in with a group manager account 

2. Click List conversations for list and select the account name to 
browse emails for. The emails for the account name selected will be 
displayed. 

NOTE: To browse through the emails of all the accounts in the group, 
click the List conversations for list and select All subordinates. 

2.3.2 Viewing the complete list of accounts you can 
access 

For a list of all the accounts you can browse and search: 

1. Select Conversations Ʒ Account List.  

 
Screenshot 8 - List of all the accounts you can access 

2. Click  button in the top right corner to refresh the email account 
list. 

2.4  Browsing emails in different user mailboxes 

GFI MailArchiver enables you to view your archived emails as they 
would appear in your usersô mailboxes. 

NOTE: To view emails in the appropriate folder structure, first 
configure the Mailbox folder structure retrieval feature. To do this, 
refer to the Configuring mailbox folder structure retrieval section in this 
manual. If this feature is not configured, all emails are displayed in the 
Inbox or Sent folders only. 
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2.4.1 Adding mailboxes 

1. Select Conversations Ʒ Mailboxes node. 

2. From the viewing pane, expand the User Accounts drop-down.  

3. Select the mailbox to add, and click Add user mailbox. 

4. Click Save Settings to confirm the added mailbox/es. 

2.4.2 Removing mailboxes 

1. Select Conversations Ʒ Mailboxes. 

2. From the List of Mailboxes in the right pane, click  symbol to 
remove mailbox. 

3. Click Save Settings to confirm the deletion. 

2.4.3 Viewing emails 

1. Expand Conversations Ʒ Mailboxes. 

2. Select a mailbox and expand mailbox folders. 

3. Select email to view - GFI MailArchiver will display the email 
selected. 

2.4.4 Changing mailbox name view 

To change the way in which the mailbox name is displayed in the left 
panel:  

1. Select Conversations Ʒ Mailboxes. 

2. Under Mailbox View Options, unselect Display full usernames in 
mailbox tree (e.g. DOMAINNAME\johndoe). 

3. Click Save Settings to apply change. 

2.5  Searching email archive stores 

2.5.1 Simple search 

The óemail archive searchô feature enables you to search through all 
archived emails for specific correspondence. When you perform a 
search, GFI MailArchiver will analyze emails and their respective 
attachments in search for text that matches the specified search 
correspondence. To search for archived emails: 

1. Select Conversations Ʒ Search node. 
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Screenshot 9 - Simple search 

2. In the search interface that opens by default, key in the search 
criteria/text. You can use wildcards as follows: 

NOTE: Use of wildcards is allowed as follows: 

¶ ? - Matches any single character. 

¶ * - Matches any string of characters.  

For example: 

To search for emails containing the word óSwissô, you can key in  
ósw??sô or ósw*sô in the Search for box. 

3. In the Search through emails from list select the required date 
range. 

4. <Optional> If the user logged in GFI MailArchiver has access to 
other user accounts, unselect the Search through my emails only 
option to enable GFI MailArchiver to search through all user accounts. 

5. Click Search. 

 
Screenshot 10 - Search results after performing a simple search 

Emails that match the search query specified are displayed below the 
Search area. GFI MailArchiver displays up to 25 emails per page. If 
more than 25 emails matched the search query, GFI MailArchiver will 
spread the emails out on separate pages.  

To change the amount of emails displayed per page, click the GFI 
MailArchiver Ʒ Options node, select the number of emails to list per 






























































































































































































































































































































