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1. Introduction

1.1 About GFI ReportCenter

£

Save generated

GFl Product1

Print generated
report

%\
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Figure 1 - Centralized reporting framework

GFI ReportCenter is a centralized reporting framework that allows you
to generate various reports using data collected by different GFI
products. GFI releases specialized reports for each of its products,
referred to as a ReportPack; for example, the GFI LANguard
ReportPack. A ReportPack can be downloaded as an add-on to the
GFI product.
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Figure 2 i Several Report Packs plugged into the GFI Report Center framework

A ReportPack plugs into the GFI Report Center framework; allowing
you to generate, analyze, export and print the information generated
through these reports.

1.2 About the GFI LANguard 9.0 ReportPack

The GFI LANguard ReportPack is a full-fledged reporting companion
to GFI LANguard (GFI LANguard). It allows you to generate graphical
IT-level, technical and management reports based on the network
security audits carried out by GFI LANguard

From trend reports for management (ROI) to daily drill-down reports
for technical staff; the GFI LANguard ReportPack provides you with
the easy-to-view information required, to fully identify any vulnerability
on your corporate network.

The GFI LANguard ReportPack allows for the creation of various
graphical and text based reports related to:

1 Vulnerability assessment reports
1 Network and software auditing reports
1 Results comparison reports.

1.3 Components of the GFI LANguard 9.0 ReportPack

When you install the GFI LANguard 9.0 ReportPack, the following
components are installed:

1 GFI Report Center framework
9 GFI LANguard 9.0 default reports
1 Report scheduling service.
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GFI Report Center framework

The GFI Report Center framework is the management console
through which you can generate the specialized product reports which
are shipped with a product ReportPack. The GFI Report Center
framework offers a common application interface through which you
can navigate, generate, customize and schedule reports.
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Screenshot 11 The GFI ReportCenter management console

The GFI ReportCenter management console is organized as follows:

Navigation Pane 1 Use this pane to access the navigation
buttons/configuration options provided with GFI ReportCenter.

Product Selection drop-down list i Use this drop-down list to select the GFI
product for which to generate reports. The Product Selection drop-down list
displays all the products for which you have installed a ReportPack.

Favorite Reports 7 Use this navigation button to access your favorite/most
used reports. For more information on how to add reports to this list refer to
the O6Addi ng théehe lsstwof favorite eepoasdt and o6 Addi
reportst o t he | ist of favorite reportst¢

Default Reports i Use this navigation button to access the default list of
reports which can be generated for the selected product. For more
information on default reports r e f er GFb LANgoaed dée f aul t
section in this manual.

Custom Reports i Use this navigation button to access the list of
customized reports which can be generated for the selected product. For
more information on how to create custom reports r e f er  C€ustomt
r e p ochaptsrdn this manual.

Scheduled Reports 7 Use this navigation button to access the list of
scheduled reports for automatic generation and distribution. For more
information on how to create sched
reports6 chapter in this manual

© © 6 6 0 00

Options 7 Use this navigation button to access the general configuration
settings for the GFI product selected in the Product Selection drop down list.
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Help 7 Use this navigation button to show this Quick Reference Guide in the
Report Pane of the GFI ReportCenter management console.

Report Pane - Use this multi-functional pane to:
View and analyze generated reports

Maintain the scheduled reports list

Explore samples and descriptions of default reports.

Export T Use this button to export generated reports to various formats
including HTML, Adobe Acrobat (PDF), Excel (XLS), Word (DOC), and Rich
Text Format (RTF).

m Send email i Use this button to instantly distribute the last generated report
via email.

6 00

GFI LANguard 9.0 default reports

The GFI LANguard 9.0 default reports are a collection of specialized
pre-configured reports which plug into the GFI ReportCenter
framework. These reports present the results of network security
scans performed by GFI LANguard and allow for the generation of
both graphical and tabular IT-Level, technical and management
reports. Default reports can also serve as the base template for the
creation of customized reports which fit specific network-reporting
requirements.

Report scheduling service

The report scheduling service controls the scheduling and automatic
distribution of reports by email. Reports generated by this service can
also be saved to a specific hard disk location in a variety of formats
which include DOC, PDF, RTF and HTML.

1.4 Key features

Centralized reporting

GFl ReportCenter is a one-stop, centralized reporting framework
which enables the generation and customization of graphical and
tabular reports for a wide array of GFI products.

Wizard assisted configuration

Wizards are provided to assist you in the configuration, scheduling
and customization of reports.

Report scheduling

With GFI ReportCenter you can schedule reports to be generated on a
pre-defined schedule as well as at specified intervals. For example,
you can schedule lengthy reports to be generated after office hours.
This allows you to maximize the availability of your system resources
during working hours and avoid any possible disruptions to workflow.

Distribution of reports via email

GFl ReportCenter allows you to automatically distribute generated
reports via email. In scheduled reports, this can be achieved
automatically after the successful generation of a scheduled report.

4 q Introduction GFI ReportCenter



Report export to various formats

By default, GFI ReportCenter allows you to export reports to various
formats. Supported formats include HTML, PDF, XLS, DOC and RTF.
When scheduling reports, you can optionally configure the preferred
report output format. Different scheduled reports can also be
configured to output generated reports to different file formats.

Default reports

The GFI LANguard ReportPack ships with a default set of graphical
and tabular reports. These reports can be generated without any
further configuration effort immediately after the installation. The
default reports in this ReportPack are organized into three different
report-type categories:

1 Vulnerability assessment reports
1 Network and software auditing reports
1 Results comparison reports.

Report customization

The default reports that ship with every ReportPack can serve as the
base template for the creation of customized reports. Report
customization is achieved by building up custom data filters which will
analyze the data source and filter the information that matches
specific criteria. In this way, you create reports tailored to your
reporting requirements.

Favorites

GFI ReportCenter allows you to create bookmarks to your most
frequently used reports T both default and custom.

Printing

By default, all reports generated by GFI ReportCenter are printer
friendly and can be printed through the windows printing services
provided by the system where GFI ReportCenter is installed.

GFI ReportCenter Introduction 15






2. Installation

2.1 System requirements

Install the GFI LANguard ReportPack on a computer that meets the
following requirements:

1 Windows 2000 (SP4), XP (SP2/SP3), 2003, 2008, VISTA (SP1),
operating system.

Internet Explorer 5.1 or higher
.NET Framework version 2.0
MDAC 2.8

GFI ReportCenter 3.6

NOTE: The GFI LANguard ReportPack only allows you to generate
reports for data contained in scan results databases which were
created and maintained by GFI LANguard

)l
)l
il
il

2.2 Installation procedure

The GFI LANguard ReportPack includes an installation wizard which
will assist you through the installation process. During the installation
process this wizard will:

1 Verify that you are running the latest version of the GFlI
ReportCenter framework; if you are installing the framework for the
first time or the currently installed framework version is outdated,
the installation wizard will automatically download the latest one
for you.

9 Automatically install all the required components distributed
including the GFI ReportCenter framework, the GFI LANguard
default reports and the Report Scheduling service.

To start the installation:
1. Double-click LANguard9rp.exe.
2. Select the required language.

3. Setup will next list all the missing prerequisites (if any). Install any
missing prerequisites by selecting the prerequisite and choosing Next.

NOTE: If the current version of your GFI ReportCenter framework is
not compatible with the GFI LANguard ReportPack, you will be
prompted to download and install an updated version.

4. From the welcome screen, click Next.

5. Read the End User License Agreement, check the | accept the
license agreement radio button and click Next.

6. If prompted enter your registration details and license key. Click
Next to continue setup.

GFI ReportCenter Installation 77



NOTE: If GFI LANguard is already installed, GFI ReportPack
automatically registers the license key of GFI LANguard.

7. Select installation path or leave it as default and click Next.

8. Select Launch GFI LANguard 9.0 ReportPack to launch
ReportPack on setup completion.

2.3 Launching the GFI LANguard reports for GFI ReportCenter

Following the installation, launch the GFI LANguard Reports for GFI
ReportCenter from Start 3 Programs 3 GFI ReportCenter 3 GFI
LANguard 9 ReportPack.

2.4 Selecting a product

When more than one product ReportPack is installed, use the
Product Selection drop down list to select the GFI product
ReportPack to be used.

Product Selection

GFI LAMguard 5.0 ReportPack -

. JlLc A dc
ALL PRODUCTS
Screenshot 2 i Product Selection drop down list

For example, to run the reports provided in the GFI LANguard

ReportPack:

1. Launch GFI ReportCenter from Start 3 Program Files 3 GFl
ReportCenter.

2. Select GFI LANguard 9.0 from the Product Selection drop down
list.

NOTE: Select the ALL PRODUCTS option to display and navigate all
the ReportPacks that are currently installed in GFI ReportCenter.

8 Y Installation GFI ReportCenter



3. Getting started: Default reports

3.1 Introduction

After installing the GFI LANguard ReportPack, a number of
specialized pre-configured reports can immediately be generated on
the data stored in the database backend of GFI LANguard These
default reports are organized into the following categories:

1 Vulnerabilities Assessment reports: Use the reports in this
category to identify vulnerabilities detected on the network as well
information on network patches and service packs installed or
awaiting deployment The reports include vulnerability details such
as host machines, operating systems affected and severity.

1 Network and software audit reports: Use the reports in this
category to display detailed information on hardware and software
present on the network. These reports help management in
analyzing conformance with corporate security policy.

1 Results comparison reports: Use the reports in this category to
compare results of consecutive network scans that have a
common profile and target, and of computer scans against a
computer used as benchmark.

GFI LANguard default reports are accessed by clicking on the Default
Reports navigation button provided in the navigation pane.

3.2 Generating a default report

To generate a default report:

1. Click on the Default Reports navigation button to bring up the list
of default reports available.

GFI ReportCenter
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Screenshot 31 Selecting the data set

2. Right-click on the report to be generated, select Run and specify
the scan date/time period that will be covered by the report.

Example 1: Generating a umnearwoda kr e/pud rnte
based on the last scan.

This example demonstrates how to generate a network vulnerability
summary report based on the last network security scan carried out:

1. Click on the Default Reports navigation button to bring up the list
of available reports.

2. Right-click on Network Vulnerability Summary and select Run 3
For Last Scan.

Example 2: Generating a ANetwork Vulne
based on scans made on a particular day.

This example demonstrates how to generate a network vulnerability
summary report based on the scan performed on May 11, 2009.

1. Click on the Default Reports navigation button to bring up the list
of available reports.

2. Right-click on Network Vulnerability Summary and select Run 3
For Custom Date.
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Specify Customn Date

Date Time o
Select the date/time period on which to base the report @J

Reports based on date and time will gather all scans made during the selected time period and
will generate results based on information found during these scans.

Relative
@ Day
Monday . May 11,2009 [
K May, 2009 y
Sun Mon Tue Wed Thu Fri  Sat —

| 26 27 22 29 30 1 2
3 4 5 6 71 8 9 oo
10 12 13 14 15 16 |
17 18 19 20 21 2 23 [ZFM
24 25 % 27 2B 29 2
1 1 2 3 4 5 & (—
[ Today: 5/11/2009 = Net> | |

Cancel

Screenshot 4 - Configuring custom date/time period

3. Select the Day option and expand the provided drop down. This will
bring up the date selection calendar.

4. Navigate to the required month (i.e. May) and select the required
day (i.e. 11).

5. Click Next to generate the report.

Example 3: Generating a fANet wapork Vul ne
based on data collected over a specific date/time period.
This example demonstrates how to generate a network vulnerability

summary report based on network security scans carried out between
May 1, 2009 and May 11, 2009.

1. Click on the Default Reports navigation button to bring up the list
of available reports.

2. Right-click on Network Vulnerability Summary and select Run 3
For Custom Date.

GFI ReportCenter Getting started: Default reports 11



Specify Customn Date

Date Time e
Select the date/time period on which to base the report @J

Reports based on date and time will gather all scans made during the selected time period and
will generate results based on information found during these scans.

Relative

Day

Month

@ Date range
From: 3 1/2009 [E 12:00:00 AM

To: 5112009 [Ew 12:55:55 FM

4]

Ll L

<Back |[ Ned: || Cancel

Screenshot 5 - Configuring custom date/time period

3. Sel ect t hoptionbabdaspeeify theareggiredoparameters:
1 O Fr o 512009 12:00:00 AM.
T o6 Tb511/2009 12:59:59 PM.

NOTE: Date and time format are based on the regional settings
configured on your computer.

4. Click Next to generate the report.
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3.3 Analyzing the generated report

GFI ReportCenter 3.6 EI@
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Screenshot 6 1 Generated reports are displayed in the right pane of the management console

Generated reports are shown in the right pane of the GFI
ReportCenter. Use the toolbar at the top of the report pane to access
common report related functions:

Report browsing options
Yy Browse the generated report page by page.

3 Zoom in/Zoom out.

34 Search the report for particular text or characters.

[+ Go directly to a specific page.

- Breakdown the report into a group tree (e.g. by date/time).
| Print report.

Report storage and distribution options
= Export the generated report to a specific file format.

rl, Distribute the generated report via email.

NOTE: For information on how to configure report storage and

distribution options refer to the €Conf i guri ng Advanced

section in this manual.

GFI ReportCenter
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3.4 Adding default reports to the list of favorite reports

Default Reports

=95 Vulnerability Assessment

Run

Add To Favontes List

Mew

Mg Oy L diegary
----- ,g';. Vulnerability Listing by Host
----- @ Vulnerability Listing by Product

*

m

Screenshot 7 i Favorite Reports navigation button

You can group and access frequently used reports through the
Favorite Reports navigation button. To add a default report to the list

of favorite reports:

1. Click on the Default Reports navigation button to bring up the list

of available reports.

2. Right-click on the default report that you to be added to favorites

and select Add to favorites list.
3. Click Yes to confirm.

14 q Getting started: Default reports
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4. Custom reports

4.1 Introduction

GFI ReportCenter allows you to create custom reports which are
tailored to your reporting requirements. This is achieved by building up
custom data filters which will analyze the data source and filter out the
information that matches the specified criteria.

4.2 Creating a new custom report

To create a custom report:
1. Click on the Default Reports navigation button.

2. Right-click on the default report to be used as template and select
New 3 Custom Report. This will bring up the 6 Cust om
Wizardé

Custom Report Wizard

Scan or date/time range e
Specify the scan or date/time range on which to base the report @J

Reports are based on the securty scan results collected during past network security scans.

Select the scan results on which this repart will be based:

@) Last Scan:
IUse this option to generate reports based on data collected during the latest netwark
security scan.
Particular Scan:
IUse this option to generate reports based on data collected during a particular
network securty scan.
Scans over a date.time range:

IUse this option to generate reports based on the scan results data collected during a
specific date/time period.

Screenshot 8 - Selecting the scan data source to use

3. Specify the data source option that will be used to generate the
custom report. This data source refers to scan results from:

9 the last scan
9 particular scan(s)

9 scans carried out over a specific date/time period.
Click Next to continue.

Report

GFI ReportCenter
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Custom Report Wizard

Past scan —
Select one or mare scans on which to base the report

From the list below, select the network securty scan(s) an which this report will be based.

Target Profile Date Completed G
A localhost My Profile B11/2009 1:4541 PM True

2 localhost My Profile 5/11/2009 8:5747 AM True

) 192.168.2.85-152.... Ful Vulnerabilty ... 5/8/200% 2:48:16 FM True

o localhost My Profile h/8/2005 1:58:12 FM True

2 localhost My Profile 5/8/2009 1:50:59 FM True 1
2l 192.168.3.66 Full scan B/8/2009 12:3542 PM True 5
 192.168.3.66 Full scan 5/8/2005 12:33.08 PFM  True

2l localhost Full scan 58,2009 11:00:14 AM  True

F] i ¥

<Back || MNet> || Cancel

Screenshot 97 Selecting the scan data source to use

4. If using the Particular Scan option, select the required scan(s) from
the list of network security scans carried out on the corporate network.
Click Next to continue.

Custormn Report Wizard
Add Filter Properties =]
Data Flters

Specify any fiters that sh @ Filter Condition Properties

Fiter Property Infarmation

Filter condition to add

Property: Hostname

Fitters
& Operating system Equal Conditions:  Equal to -
Walue: Mark
Filter property condttion when added
Iand v]
Summary:

Determine if hostname is equal to [Mark]

c<Back || Add || Cancel

Screenshot 10 i Specifying data filter conditions

5. Configure the data filter conditions that will be applied against the
selected data source. Click Next to continue.

16 § Custom reports GFI ReportCenter



Customn Report Wizard

Date Time Lo,
Select the datetime period on which to base the report @J

Reports based on date and time will gather all scans made during the selected time perod and
will generate results based on irformation found during these scans.

@) Relative

Today -

_) Day

~1 Morth

| Date range

Screenshot 11 - Configuring custom date/time period

6. If using the Scans over a date/time range option, select the
date/time period from which network security scan results will be
gathered. Click Next to continue.

NOTE: For more information on how to configure filter conditions,
refer to the secti o @onfiguring data filter conditionsdin this manual.

7. Specify a name and description for the customized report. Click on
Next to continue.

8. Click on Finish to finalize your configuration settings.

GFI ReportCenter Custom reports 17



4.3 Configuring data filter conditions

Use data filter conditions to specify which network security scan
data/results will be included in the report. Only scans which match the
specified criteria will be processed and presented within the report.

Custom Report Wizard

Data Filters Lo,
Specify any fitters that should be applied on the report @J

Fitters | Ad

< Back | Mext = Cancel

Screenshot 12 - Custom Report Wizard: Filters dialog

Clickonthe Addé& utton to bring up the OEdit fii
and configure the following conditions:

9 Filter condition T Specify the data source area on which the filter
will focus (for example, se | e ©peratidg Systemd  filter the
events data related to a specific operating system).

1 Condition i Specify the condition comparison parameter.
1 Valuei Specify the string to which source data will be compared.

For example to generate a report which contains only information
related to Windows XP, configure your filter parameters as shown
below:

18 § Custom reports GFI ReportCenter



Customn Report Wizard

Data Filters
Specify any fitters that sh

Filters
B Operating system Equal

Add Filter Properties

L0

Filter Condition Properties

Fiter Property Information

Filter condition to add
Property: Hostname

Conditions:  Equalta

Value: Mark

Filter property condttion when added
Iand - I

Summary:

Determine if hostname is equal to [Mark]

<Back || Add

I I Cancel

Screenshot 13 - Filter conditions configuration dialog

For more specific reports, you can limit the range of information to be
displayed by tightening your conditions/search criteria. This is
achieved by configuring and applying multiple data filters against the
selected data source. When more than one filter is used, specify how
these filters will be logically linked. This is achieved by selecting a

logical groupingcondi ti on

list.

1

forpemt § Ficlotnari tp

oneéo

Select And to include ALL the scan data information that satisfies
ALL of the conditions specified in the filters.

Select Or to include ALL the scan data information that matches at
least one of the specified filter conditions.

GFI ReportCenter
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Example: Using multiple filters
Consider the situation where a custom report has 2 filters configured

as follows:
Add Filter Properties [#3=] | Add Filter Properties (=3
Filter Condition Properties o Filter Condition Properties

Filter Property Information Fiter Property Information

Filter condition to add Filter condition to add

Property: Hostname Property:  Operating system

Conditions:  Equalto = Conditions:  Equalto -
Value: Mark Value: Windows Vistal

Fitter property condition when added
|and A |

Summary: Summary:

Determine if hostname is equal to [Mark] Determine if operating system is equal to [Windows

Vista]
| < Back | | Add | | Cancel | < Back | | Add | | Cancel

Screenshot 14 - Using multiple filters

Filter 1 Filter 2

Filter condition Hostname Operating System
Logical relation Is equal to Is equal to
Value 6Mar ko OWi ndows XP©0

The data which will be included in this custom report will vary
according to how these filters will be applied against your data. This is
defined throught he O6Fi |l t er préopelaetpy conditi oné

Filters applied Data output

Filter 1 and Filter 2 The report will show:

All scan data which is related to a host called
Markb which runs @n O6Wir

Filter 1 or Filter 2 The report will show:
Al | scan data r el ait(ad
matter which host it belongs to)
AND
Al scan data r el Mardd
(no matter which operating system it has
installed).

Example: Creating a custom report based on network security
scans performed during a particular month

This example demonstrates how to generate a network vulnerabilities
summary report called dNetwork vulnerabilities summary on hostname
Mark for January 200946 This report will be based on scans:

T Rel ated to a host named O6Mar ko
1 Corresponding to operating system &indows XP6
1 Performed during the month of danuary 20096

20 Y Custom reports GFI ReportCenter



To create this report:
1. Click on the Default Reports navigation button.

2. Right-click on the report to be customized and select New 3
Custom Report. Thi s wi || bring up the 6Custom R

3. As soon as the welcome dialog is displayed, click Next.

Customn Report Wizard

Scan or datetime range Lo
Specify the scan or datetime range on which to base the report @J

Reports are based on the securty scan results collected during past network security scans.

Select the scan results on which this report will be based:

Last Scan:

IUse this option to generate reports based on data collected during the latest network
securty scan.

Particular Scan:

|Use this option to generate reports based on data collected during a particular
netwark security scan.

@) Scans over a datetime range:

lUs& this option to generate reports based on the scan results data collected during a
specific date/time period.

Screenshot 151 Selecting the data source to use

4. Select the Scans over a date/month range option and click Next.

Customn Report Wizard

Date Time Lo
Select the datetime period on which to base the report @J

Reports based on date and time will gather all scans made during the selected time period and
will generate results based on irformation found during these scans.

) Relative

_) Day

@ Month
January w | Year 2009

) Date range

Screenshot 16 i Selecting the date/time period

5. Select the Month option and specify the following parameters:
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Month: danuary®
Year: 20096

6. Click on Next to proceed to the data filters dialog.

Custorn Report Wizard

Data Rlters

Specify any filters that should be applied on the report

Q

Fitters

& Hostname Equal to Mark
B znd Operating system Equal to Windows Vista

Add Filter Properties @ Add Filter Properties @
tl Filter Condition Properties @ Filter Condition Properties
Filter Property Information Filter Property Information
Filter condition to add Filter condition to add
Property: Heostname Property: Operating system
Conditions:  Equalto = Conditions:  Equalto =
Value: Mark Value: Windows Vistal
Filter property condition when added
and - —
Summary: Summary:
Determine if hostname is equal to [Mark] Determine if operating system is equal to [Windows
Wista]
[ <Back |[ Add ][ Cancel | [ <Back |[ Add ][ Cancel

Screenshot 17 - Filter conditions dialog(s)

7. Click on the A d d éutton and configure the parameters of filter 1
as follows:

Filter condition: dHostnamed

Condition: &qual tob

Value: Markd

8. Click Add to finalize your filter configuration settings.

9. Click again on the A d d éwutton and configure the parameters of
filter 2 as follows:

9 Filter condition: ®perating systemb
1 Condition: ds equal tob

1 Value: ®indowsVi st ab

Filter Propexandyg conditioné
10. Click Add to finalize your filter configuration settings.
11. Click Next and specify the following parameters:

1 Report Name: dNetwork Vulnerability summary for November

20086
1 Report Title: dNetwork security scans of hostname Markd
1 Report Description: dhis report shows a summary of

vulnerabilities found on hostname Mark during November 2008.6
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12. Click Next to proceed to the final dialog.
13. Click Finish to finalize your custom report configuration settings.

4.4 Run acustom report

To run a custom report:
1. Click on the Custom Reports navigation button.

2. Right-click on the custom report to be generated and select
Generate.

4.5 Editing a custom report

To edit the configuration settings of a custom report:
1. Click on the Custom Reports navigation button.

Custormn Report Wizard

Welcome to the LANguard
Custom Report Wizard

NI

This wizard will help generate a new customized report based on
the following report:

| Metwork Vulnerability Summany (1)

This report is an executive summary showing vulnerability counts
for differert categories. The report also identifies the top mast
vulnerable host machines and products, as well as the most
common vulnerabilties detected on the networc ...

You will be asked to select which securty scan data source to
use and which fitters to apply to this new custom report.

Click next to continue.

| MNeat = || Cancel

Screenshot 18 - Custom Report Wizard: Welcome dialog

2. Right-click on the custom report to be modified and select Edit. This
will bring up the 6 Cust om Rizgrdd through which you can
make the required changes.

NOTE: For more information on how to configure the parameters of a

custom report refer to the O6Creati

chapter.
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4.6 Deleting a custom report

To delete a custom report:
1. Click on the Custom Reports navigation button.

2. Right-click on the custom report to be permanently removed from
the list and select Delete.

3. Click Yes to confirm.

4.7 Adding custom reports to the list of favorite reports

Custom Reports

=-[8] GFI LANguard 9.0 ReportPack

Run

Edit

Delete

Add To Favorites List

[

Mew 3

Screenshot 19 - Favorite reports navigation button

You can group and access frequently used reports through the
Favorite Reports navigation button. To add a custom report to the list
of favorite reports:

1. Click on the Custom Reports navigation button to bring up the list
of available reports.

2. Right-click on the custom report to be added to favorites and select
Add to Favorites List.

3. Click Yes to confirm.
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5. Scheduling reports

5.1 Introduction

GFI ReportCenter allows you to generate reports on a pre-defined
schedule as well as at specified intervals. This way you can automate
the generation of reports that are required on regular basis/
periodically.

Further to this, GFI ReportCenter can also be configured to
automatically distribute scheduled reports via email. For every
scheduled report, you can configure custom emailing parameters
including the list of report recipients and the file format (e.g. PDF) in
which the report will be attached to the email.

Use the report scheduling feature to automate your report generation
requirements. For example, you can schedule lengthy reports after
office working hours and automatically email them to the intended
recipients. This way, you maximize the availability of your system
resources during working hours and avoid any possible disruptions to
workflow.

Both default and custom reports can be scheduled for automatic
generation.

5.2 Scheduling areport

To schedule a report:
1. Click on the Default/Custom Reports option pane.
2. Right-click on the report to be scheduled and select New 3

Scheduled report. This will bringupthe 6 Schedul ed Report

Click on Next to continue.

3. Select the network security scan(s) data to be covered by this
report.
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Schedule Report Wizard

Time Schedule Lo,
Specify the time schedule to be used to automatically generate the report

Scheduled reports can be generated either once using a specific date and time or else
re-generated using a time frame, starting from a specific time.

Generate this report (pnce) on the following day.time:

@) Generate this report every:

Interval: 1 Days -

Start datestime: 5¢/11/2009 [E~ | 5:19:56 PM =

cBack || Net> || Canesl

Screenshot 20 i Report Scheduling Wizard: Time schedule dialogue

4. Specify the report scheduling parameters (date/time/frequency).
Click on Next to continue.

Schedule Report Wizard

Advanced Settings g
Customize report distribution and storage options. @J

You can send the generated report by email to a target recipient list or save the generated report
in a folder on your file system. Click on the Settings button of the relevant section in the dialog to
further corfigure report sending/saving options .

/| Export to file

qu"-] Click on the Settings button to customize the report storage options and specify the file
format and destination folder where this report will be stored.

Settings
| Send by mail

5 Click on the Settings button to customize and corfigure the email settings which will be
used for report distribution

Settings

<Back || MNet> || Cancel

Screenshot 211 Report Scheduling Wizard: Advanced Settings dialog

5. To export the generated report to file, select the Export to file
option. To customize the report export configuration settings click on
the Settings button underneath this option.

NOTE: For information on how to configure export-to-file settings refer
t o Cdnfeguridg report export to file optionsé s e m this chapter.

26 1 Scheduling reports GFI ReportCenter



6. To automatically distribute generated reports via email, select the
Send by mail option. To customize the email settings used for report
distribution click on the Settings button underneath this option.

NOTE: For information on how to configure email settings refer to the
Configuring report emailing options in this chapter.

7. Specify a name and description for this scheduled report. Click
Next to continue.

8. Click Finish to finalize your settings.

5.3 Configuring advanced settings

GFI LANguard ReportPack allows you to export scheduled reports to
a specific file format as well as to automatically distribute these reports
via email. This is achieved using either a set of parameters (e.g.
recipient& email addresses) which are specified on the fly during
scheduled report configuration or using the default set of report export
and distribution parameters configured during the ReportPack
installation.

NOTE: The Report Scheduling Wizard is by default configured to use
the default set of report export and distribution parameters.

Report export formats

Scheduled reports can be exported in a variety of formats. Supported
file formats include:

|| Format | Descripton

Use this format to allow distribution of a report on
1 Adobe Acrobat (.PDF) different systems such as Macintosh and Linux
while preserving the layout.

Use this format if you want to further process the
report and perform more advance calculations
using another (external) program such as
Microsoft Excel.

2 MS Excel (.XLS)

Use this format if you want to access this report

3 MS Word (.DOC) using Microsoft Word.

Use this format to save the report in a format that
Rich  text format is small in size and which allows accessibility
(.RTF) through different word processors in different
operating systems.
5.3.1 Configuring report export to file options

To configure the report export to file settings of a scheduled report do
as follows:

V| Export to file

JH.:‘_‘_&h’-_] Click on the Settings button to customize the report storage options and specify the file
format and destination folder where this report will be stored.

| Settings |

Screenshot 22 - Advanced Settings dialog: Export to file settings button

1. From the Advanced Settings dialog, click on the Settings button
underneath the Export to file option.
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Report Storage Options [=5]

Folder Options

fou can ovemide the default folder options faor this scheduled

g epor

Crvemide the default folder options far this report:
c:program filescommon files gfitreportcentersframewars v3. E]

Report fomat :
| Adobe Acrobat {* pd) -

[ ke ][ Cancel ] Apph

Screenshot 23 - Advanced Settings: Export to file options

2. Select the option Override the default folder options for this
report:

3. Specify the complete path where the exported report will be saved.
4. Specify the file format in which the exported report will be saved.
5. Click OK to finalize your configuration settings.

NOTE: For information on how to configure the default export to file
settingsreferst o t he &6 Configuring default schedu
in this manual.

5.3.2 Configuring report emailing options

To configure the report emailing options of a scheduled report do as
follows:

Send by mail

% Click an the Settings button to customize and configure the email settings which will be
used for report distribution.

Screenshot 24 - Advanced Settings dialog: Send by email settings button

1. From the Advanced Settings dialog, click on the Settings button
underneath the Send by email option.

28 1 Scheduling reports GFI ReportCenter



Email Alerts Options ==

Email Options

& Tou can ovemde the default email options for this scheduled
J report

Cwvemide the default email options for this report:

To: RC_Admin&gfi com

CC:

From: IT_manager@gfi.com

Server:  120.11.120.11 Port: 25

[] SMTP Server requires login

Report format:
lidobe Acrobat [ pd) |

o) Coomes J [

Screenshot 25 - Report distribution options

2. Select the option Override the default email options for this

report:

3. Specify the following parameters:

1 To/CC: Specify the email address (es) where the generated report
will be sent.

1 From: Specify the email account that will be used to send the
report.

1 Server: Specify the name/IP of your SMTP (outbound) email
server. If the specified server requires authentication, select the
option SMTP Server requires login and specify the logon
credentials in the User name and Password fields.

1 Report format: Reports are sent via email as attachments. Select

N

the file format in which to send out your report.
. Click OK to finalize your configuration settings.
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5.4 Viewing the list of scheduled reports

GFI ReportCenter 3.6 =neEE==

Fle Toolz Help

«»r t[=E

Panes % || Scheduled reports list
Product Selection

Schedule Name Report Mame

Schedule for report ‘Metwork Vulnerabilty Summarny” Metwork Vulnerability Summarny
Schedule for report "Network Vulnerability Summarny’ (1) Metwor Vulnerability Summary
Scheduled Reports
=-{@] GFI LANguard 9.0 ReportPack

Scheduled Reports List
Scheduled Reports Activity

< | i +

f? Favorite Reports

i Default Reports

@ Custom Reports
% Scheduled Reports

s ;:) 4 i 3

Screenshot 26 - List of Scheduled reports

Click on the Scheduled Reports navigation button to show the list of
scheduled reports which are currently configured for automatic
generation. This information is displayed in the right pane of the
management console and includes the following details:

1 Schedule Name: The custom name that was specified during the
creation of the new scheduled report.

1 Report Name: The names of the default or custom report(s) that
will be generate.

1 Last Generation: Indicates the date/time when the report was last
generated.

1 Next Generation: Indicate the date/time when the report is to be
next generated.

91 Description: The description that you have entered for each
schedule.

1 Report Pack: The GFI LANguard version that created the report.
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5.5 Viewing the scheduled reports activity

GFI ReportCenter 3.6
He Toolz Help

< » B[=|E

Panes

== ]=d

Product Selection

GFI LANguard 9.0 ReportPack -

Scheduled Reports

Scheduled reports activity list

=-{#] GFI LANguard 5.0 ReportPack
[ Scheduled Reports List

'i_':? Favorite Reports

s Default Reports

) Custom Reports

|4 Scheduled Reports

Gy 2

Date

r

(i)5/12/2009 8:56:04 AM
(i)5/12/2009 8:56:04 AM
£35/12/2009 8:55:59 AM

(i)5/12/2009 8:55:59 AM
(i)5/12/2009 8:55:51 AM

e

(i)5/12/2009 B:55:51 AM
{£3)5/12/2009 8:55:45 AM

{1)5/12/2009 B:55:45 AM

-

{i)5/12/2009 8:55:38 AM
(i)5/12/2009 8:55:38 AM
{£4)5/12/2003 8:55:33 AM
(i)5/12/2009 8:55:33 AM

(i)5/12/2009 B:55:26 AM

-

(i)5/12/2009 B:55:26 AM
{&4)5/12/2009 8:55:20 AM

e

(i)5/12/2009 8:55:20 AM
(i)5/12/2009 8:55:14 AM

ey

(i)5/12/2009 B:55:14 AM
£35/12/2009 8:55:09 AM
(i)5/12/2009 8:55:09 AM

e

(i)5/12/2009 8:55:02 AM

.

4 | [

L3

ProductMame

GFI LANguard 9.0 ReportPack
GFI LANguard 9.0 ReportPack
GFI LANguard 9.0 ReportPack
GFI LANguard 9.0 ReportPack
GFI LANguard 9.0 ReportPack
GFI LANguard 9.0 ReportPack
GFI LANguard 9.0 ReportPack
GFI LANguard 9.0 ReportPack
GFI LANguard 9.0 ReportPack
GFI LANguard 9.0 ReportPack
GFI LANguard 9.0 ReportPack
GFI LANguard 9.0 ReportPack
GFI LANguard 9.0 ReportPack
GFI LANguard 9.0 ReportPack
GFI LAMguard 9.0 ReportPack
GFI LANguard 9.0 ReportPack
GFI LANguard 9.0 ReportPack
GFI LANguard 9.0 ReportPack
GFI LANguard 9.0 ReportPack
GFI LAMguard 9.0 ReportPack
GFI LANguard 9.0 ReportPack  _

l.m

3

Screenshot 27 - Schedule activity monitor

GFI ReportCenter also includes a schedule activity monitor through
which you can view events related to all scheduled reports that have

been executed.

To open the schedule activity monitor, click on the Scheduled
Reports navigation button and select the Scheduled Reports
Activity node. This will bring up the activity information in the right
pane of the GFI ReportCenter management console.

The activity monitor displays the following events:

) Information: The scheduled report was successfully executed and sent
by email and/or saved to disk.

Ay Warning: The scheduled report was not executed because product
license is invalid or has expired.

@ Error: The scheduled report was not executed due to a particular
condition/event. Typical conditions include:

1 Errors when attempting to save the generated report to a specific
folder (for example, out of disk space).

1 Errors when attempting to send the generated report via email (for
example, the SMTP server configured in the GFlI ReportCenter

settings is not reachable).
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The activity monitor records and enumerates the following information:
1 Date: The date and time when the scheduled report was executed.

1 Product name: The name of the GFI product to which the report
belongs.

1 Type: The event classification - error, information, or warning.

1 Description: Information related to the state of a scheduled report
that has been executed. The format and contents of the activity
description vary, depending on the event type.

NOTE: The description is often the most useful piece of information,
indicating what happened during the execution of a scheduled report
or the significance of the event.

5.6 Enable/disable a scheduled report

Scheduled reports can be enabled or disabled as required. Use the
Scheduled Reports navigation button to view the list of scheduled
reports as well as to identify their current status. The status of
scheduled reports is shown through the icon included on the left hand
side of each schedule:

@ Indicates that the scheduled report is disabled.

| Indicates that the scheduled report is enabled/pending.

To enable or disable a scheduled report, right-click on the respective
report and select Enable/Disable accordingly.

5.7 Editing a scheduled report

To make changes to the configuration settings of a scheduled report:
1. Click on the Scheduled Reports navigation button.

2. Right-click on the scheduled report to be re-configured and select
Properties. Thiswill bringupthe 6 Schedul edizdRléports W
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Schedule Report Wizard

Welcome to the LANguard
Schedule Report Wizard
This wizard will help generate a new scheduled report based on

the following report:

| Schedule for report "Metwor Vulnerability Summany”

This report is an executive summary showing vulnerability courts
for different categores. The report also identifies the top most
vulnerable host machines and products, as well as the most
common vulnerabilties detected on the networs ...

Click nexd to continue.

| Mex || Cancel

Screenshot 28 - Scheduled Reports wizard

3. Click on Next and perform the required changes. For information on
how to configure the parameters of a scheduled report refer to the
6Creating a s ceotierdiruthiseclaptere por t 6

Deleting a scheduled report
To delete a scheduled report:
1. Click on the Scheduled Reports navigation button.

2. Right-click on the scheduled report to be permanently removed
from the list and select Delete.

5.8 Example: Scheduling a report

This example demonstrates how to schedule a software audit report
which will:

1 Generate the first report on 5/12/2009 at 8:00:00 PM.
1 Continue generating the same report on a monthly basis.

1 Export the generated report(s) to f ol tMemthly € port sdé i n
PDF format.

1 Email the generated report using the following custom parameters:

T Send from emai l account : ORC_Admi n@gf i

T Send to email account: 61 T_manager @gf i

1T SMTPserver detail s: 6120.11.120. 11

To create the scheduled report:
1. Click on the Default Reports navigation button.

2. Right-click on Network Vulnerability Summary and select New 3
Scheduled Report. As soon as the welcome dialog is displayed click
Next.
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Schedule Report Wizard

Scan or date/time range e
Specify the scan or date/time range on which to base the report @J

Reports are based on the securty scan results collected during past network security scans.

Select the scan results on which this report will be based:

(™) Last Scan:
IUse this option to generate reports based on data collected during the latest netwark
security scan.

() Particular Scan:
IUse this option to generate reports based on data collected during a particular
network security scan.

(@) Scans over a date/time range:

Iz this option to generate reports based on the scan results data collected during a
specific date/time period.

| <Back || Net> || Cancel

Screenshot 29 - Select network security scan(s) data

3. Select the option Scans over a date/time range for data to be
covered by this report and click Next.

Schedule Report Wizard

Date Time o
Select the date/time period on which to base the report @J

Reports based on date and time will gather all scans made during the selected time period and
will generate results based on information found during these scans.

(@ Relative
[Last manth v]
= |T|:u:la1_.r
= Yesterday
Last seven days

Thig month
Last manth

May 23

(") Date range

Screenshot 30 - Select date/time of network scan

4. Select the option Relative and from the provided drop down list
select Last month. Click on Next to proceed to the next dialog.
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