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Introduction

Introduction to GFI LANguard Network Security Scanner

GFI LANguard Network Security Scanner (GFI LANguard N.S.S.) is a
tool that allows network administrators to quickly and easily perform a
network security audit. GFI LANguard N.S.S. creates reports that can
be used to fix security issues on a network. It can also perform patch
management.

Unlike other security scanners, GFI LANguard N.S.S. will not create a
'barrage’ of information, which is virtually impossible to follow up on.
On the contrary, it will help highlight the most important information. It
also provides hyperlinks to security sites to find out more about these
vulnerabilities.

Using intelligent scanning, GFI LANguard N.S.S. gathers information
on machines such as usernames, groups, network shares, USB
devices, wireless devices and other information found on a Windows
Domain.

Apart from this, GFI LANguard N.S.S. also identifies specific
vulnerabilities such as configuration problems in FTP servers, exploits
in Microsoft IIS and Apache Web Servers or problems in Windows
security policy configuration, plus many other potential security issues.

Importance of Internal Network Security

Internal Network security is, more often than not, underestimated by
its administrators. Very often, such security does not even exist,
allowing one user to easily access another user’'s machine using well-
known exploits, trust relationships and default settings. Most of these
attacks require little or no skill, putting the integrity of a network at
stake.

Most employees do not need and should not have access to each
other's machines, administrative functions, network devices and so
on. However, because of the amount of flexibility needed for normal
operation, internal networks cannot afford maximum security. On the
other hand, with no security at all, internal users can be a major threat
to many corporate internal networks.

A user within the company already has access to many internal
resources and does not need to bypass firewalls or other security
mechanisms which prevent non-trusted sources, such as Internet
users, to access the internal network. Such internal users, equipped
with hacking skills, can successfully penetrate and achieve remote
administrative network rights while ensuring that their abuse is hard to
identify or even detect.

LANguard Network Security Scanner Manual Introduction e 5



In fact, 80% of network attacks originate from inside the firewall
(ComputerWorld, January 2002).

Poor network security also means that, should an external hacker
break into a computer on your network, he/she can then access the
rest of the internal network more easily. This would enable a
sophisticated attacker to read and possibly leak confidential emails
and documents; trash computers, leading to loss of information; and
more. Not to mention using your network and network resources to
turn around and start attacking other sites, that when discovered will
lead back to you and your company, not the hacker.

Most attacks, against known exploits, could be easily fixed and,
therefore, be stopped by administrators if they knew about the
vulnerability in the first place. The function of GFI LANguard N.S.S. is
to assist administrators in the identification of these vulnerabilities.

Key Features

e Finds rogue services and open TCP and UDP ports

e Detects known CGI, DNS, FTP, Mail, RPC and other
vulnerabilities

o Detects Wireless devices.
e Detects Rogue or backdoor users

o Detects Open shares and lists who has access to these shares
together with their permissions.

¢ Enumeration of groups, including group members.
¢ Enumeration of users, services, etc.
e Enumeration of USB devices.

e Enumeration of network devices and identification of the device
type (Wired, Wireless, Virtual)

e Can perform Scheduled Scans.
e Automatically updates Security vulnerability checks.

e Ability to detect missing hot fixes and service packs for the
operating system.

¢ Ability to detect missing hot fixes and service packs for supported
applications.

¢ Ability to save and load scan results.
¢ Ability to compare scans, to learn about new possible entry points.

o Ability to patch OS (English, French, German, Italian, Spanish
Windows Systems) & Office applications (English, French,
German, Italian, Spanish).

e Operating system identification.

e Live host detection.

e Database, HTML, XSL and XML output.
e SNMP & MS SQL auditing.

e VBscript compatible scripting language to build custom
vulnerability checks.

6 e Introduction LANguard Network Security Scanner Manual



e SSH Module which allows execution of security scripts on
Linux/Unix machines.

e Scans multiple computers at the same time.

GFI LANguard N.S.S. components

GFI LANguard N.S.S. is built on an enterprise class architecture and
has the following components
GFI LANguard Network Security Scanner

This is the main interface to the product. Use this application to view
the scanning results in real time, configuring scan options, scan
profiles, filter reports, use specialized security administration tools and
more.

GFI LANguard N.S.S. Attendant service

This service runs scheduled network scans, and scheduled patch
deployments. It runs in the background.

GFI LANguard N.S.S. Patch agent service

This service is deployed on the target machines on which a patch,
service pack or software has to be deployed and takes care of the
actual patch, service pack or software installation.

GFI LANguard N.S.S. Script Debugger

Use this module to write/debug custom scripts that you have created.

GFI LANguard N.S.S. Monitor

Use this module to monitor the status of scheduled scans and current
software update deployments. You can also stop scheduled
operations which have not yet been executed.

License Scheme

The GFI LANguard N.S.S. licensing scheme works on the number of
machines & devices that you wish to scan. For example, the 100 IP
license allows you to scan up to 100 machines or devices from a
single workstation/server on your network.
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Installing GFI LANguard Network
Security Scanner

System Requirements

The installation of GFI LANguard Network Security Scanner requires
the following:

¢ Windows 2000/2003 or Windows XP
e Internet Explorer 5.1 or higher
e Client for Microsoft Networks must be installed.

e NO Personal Firewall software or the Windows XP Internet
Connection Firewall can be running while scanning. It can block
functionality of GFlI LANguard N.S.S.
NOTE: Details on how to configure your Active Directory policies
to support scanning of/from computers running Windows XP with
service pack 2 can be found at
http://kbase.gfi.com/showarticle.asp?id=KBID002177.

e To deploy patches on remote machines you need to have
administrator privileges

Installation Procedure

1. Run the LANguard Network Security Scanner setup program by
double clicking on the languardnss6.exe file. Confirm that you wish to
install GFI LANguard N.S.S. The setup wizard will start. Click Next.

2. After reading the License agreement dialog box, click Yes to
accept the agreement and continue the installation.

3. Setup will ask you for user information and License key

LANguard Network Security Scanner Manual Installing GFI LANguard Network Security Scanner ¢ 9



i'e!rl' GFI LAMNguard Network Security Scanner 6.0 Setup M=l 3

User Account Information

Pleaze enter requested data

The GFI LaMguard M.5.5. attendant service handles scheduled security scans and
scheduled updates of configuration files. It is recommended to run the attendant service
under a domain administrator account.

Set up the GFI LAMNguard M.5.5. attendant zervice to run under

Accaunt: IDDmain'\accounﬂ

Pazzward:

Ixxxxxxxxxxxxxx

Canfirm Paszword:

Ixxxxxxxxxxxxxx

MOTE: Specify the uzer name in the format TOMAINSadmimstrator,

< Back | Mest » I Cancel

Specify domain administrator credentials or use local system account

4. Setup will ask you for domain administrator credentials which are
used by the LANguard N.S.S Attendant service (which runs scheduled
scans). Enter the necessary credentials and click Next.

i‘é‘- GFI LAMguard Metwork Security Scanner 6.0 Setup =] E3

Installation Type

Chooze the installation type that best suits your needs.

Chooze a databasze in which GFI LaM guard Mebwork Secunty Scanner 6.0 will store the scan
information. The zcan information can be stored in:

* Microsoft Access [MS Access does NOT need to be installed) :
" Microzoft SAL Server 7 or higherMSDE.

Mate: Far larger netwark.s it is recommended that pou use Microzoft SOL server [7 or
higher] or MSDE. MSDE i1z provided for free on the Microzoft Dffice 2000/P/2003 CD.
Far more information please zee the manual.

< Back | Hewst » I Cancel

Choose database back-end

5. Setup will ask you to choose the database backend for the GFI
LANguard N.S.S database. Choose between Microsoft Access or
Microsoft SQL Server\MSDE and click Next.

NOTE: SQL Server/MSDE must be installed in mixed mode or SQL
server authentication mode. NT authentication mode only is not
supported.

10 e Installing GFI LANguard Network Security Scanner LANguard Network Security Scanner Manual



6. If you selected Microsoft SQL Server/MSDE as a database
backend, you will be asked for the SQL credentials to use to log on to
the database. Click Next to continue.

7. Setup will ask you for an administrator email address and your mail

server name. These settings will be used for sending administrative
alerts.

8. Choose the destination location for GFI LANguard N.S.S. and click
Next. GFI LANguard N.S.S. will need approximately 40 MB of free
hard disk space.

9. After GFI LANguard N.S.S. has been installed, you can run GFlI
LANguard Network Security Scanner from the start menu.

Entering your License key after installation

If you have purchased GFI LANguard N.S.S., you can enter your
License key in the General > Licensing node.

If you are evaluating GFI LANguard N.S.S., it will time out after 60
days (with evaluation key). If you then decide to purchase GFI
LANguard N.S.S., you can just enter the License key here without
having to re-install.

You must license GFI LANguard N.S.S. for the number of machines
that you wish to scan, and for the number of machines that you wish
to run it on. If you have 3 administrators using GFI LANguard N.S.S.
then you have to buy 3 licenses.

Entering the License key should not be confused with the process of
registering your company details on our website. This is important,
since it allows us to give you support and notify you of important
product news. Register on:

http://www.gfi.com/pages/regfrm.htm

Note: To find out how to buy GFI LANguard N.S.S., follow the General
> How to purchase node.

LANguard Network Security Scanner Manual Installing GFI LANguard Network Security Scanner e 11






Getting Started: Performing an Audit

Introduction to Security Audits

An audit of network resources enables the administrator to identify
possible risks within a network. Doing this manually requires a lot of
time, because of the repetitive tasks and procedures, which have to
be applied to each machine on the network. GFI LANguard N.S.S.
automates the process of a security audit & easily identifies common
vulnerabilities within your network in a short time.

Note: If your company runs any type of Intrusion Detection Software
(IDS) then be aware that the use of LANguard Network Security
Scanner will set off almost every bell and whistle in it. If you are not
the one in charge of the IDS system, make sure that the administrator
of that box or boxes is aware of the scan that is about to be run.

Along with the warning of IDS software be aware that a lot of the
scans will show up in log files across the board. Unix logs, web
servers, etc. will all show the attempt from the machine running
LANguard Network Security Scanner. If you are not the sole
administrator at your site make sure that the other administrators are
aware of the scans you are about to run.

Performing a Scan

The first step in beginning an audit of a network is to perform a scan of
current network machines and devices.

To begin a new network scan:
1. Click on File > New.
2. Select what to scan. You can select the following:
a. Scan one Computer - This will scan a single machine.

b. Scan Range of Computers — This will scan a specific range
of IP's

c. Scan List of Computers — This scans a custom list of
computers. Computers can be added to the list by selecting
them from a list of enumerated computers, by entering
them one by one, or by importing the list from a text file.

d. Scan a Domain — This scans an entire windows domain.

3. Depending on what you want to scan input the starting and ending
range of the network to be scanned.

4. Select Start Scan.

LANguard Network Security Scanner Manual Getting Started: Performing an Audit e 13



MNew scan |

Scan Type:

% This Computer
™ Ancther Caomputer I

[Eomputer namedF &ddress]

Scan Profile: | Default j

(] I Cancel |

Performing a scan

LANguard Network Security Scanner will now perform a scan. It will
first detect which hosts/computers are on, and only scan those. This is
done using NETBIOS probes, ICMP ping and SNMP queries.

If a device does not answer to one of these GFI LANguard N.S.S. will
assume, for now, that the device either does not exist at a specific IP
address or that it is currently turned off.

Note: If you want to force a scan on IPs that do not respond, see the
chapter ‘Configuring scan options’ for more information how to
configure this.

Analyzing the Scan Results

[ GFI LANguard M.5.5. 6.0 [_ O] x|
Fle Took Configure  Help
= () New Scan... 057 S Using: Currently Logged-On User = Liser Mame: [ront Passwords |k
Q Al = Using;  Logg L B
‘ Sean Target: [localhost =] Puofie: [Detaut =] [z | ‘
er (Defa Sianned Computers | [ Scan Resuls
% Scan Filters y >
[ B 17216.130.89 [EMMANUELL [ Service [ Display Name [ Status [ Gtartlp Ty =
3 Full Report
Wulnerabiliies [15] & Alerter Alerter Stopped Disabled
3 vulnerabilities [High securit = =
Fatential Vulnerabilties (5] S ALG Application Laysr Gateway Se_ Stopped Manual
3 vulnerabilities [Medium sac =) Shares 5 L L
[ Voerabiltiss [A1] aies (E) & appMgmt Application Management Stopped Manual
- B Metwark devices [9) 8 AudinSre wlindows Audio Rurir Automatic
3 Missing Patches and Servic 68 USE devices (15) &l a
3 Tmportant Devices - US8 P &es Background Inteligent Transt..  Funning Manual
:'gi‘ Important Devices - Wirele ~(08 Password policy Browser Computer Browser Running Automatic
= ~[8 Securty audit palicy (On) .
Open Parts 5] Fregisty Ciwe Indesing Service Funning Automatic
¥ Open shares % Tipen TP Pots [3) ClipSry ClipBook Stopped Disabled
:}‘ Auditing Policies <[ System patching status COMSysbipp COM+ System &pplication Stopped Manual
3? Password Policies - METBIOS names (4] CryptSwe Cryptographic Services Running Automatic
¥ Groups and Users - B Compuler & ofs Distributed File Systermn Running Automatic
£ Computer Properties T Gioups (16) Dhep DHCP Cliert Running Automatic
S Result comparison Users [4) &) dmadmin Logical Disk Manager Adminis..  Stopped Manual
- Tods ) Sessions [3) dmserver Logical Disk Manager Rurring Automatic
s De”:w crsort L;Ddates By Services (34] & Dnsoache DNS Clent Runring Automatic
g g:lé?.y C}:Jstom Sl vare ERSvc Error Reporting Service Running Automatic
wentlog vent Log urning utomatic
- § Traceroouutap 3 ! 3 c il il
FuantGustarn FIIM+ Fusnt Sustar Puwminn Mapnal T
- % Whais 4 _;I ﬁ‘ r »
& Enumerste Computers | = T
&g Erumersts Lissrs Scanner Activity Window
% Snmp Audit =]
- Snmp Walk Starting security scan of host EMMANUEL C[172.16.130.89]...
- % SOL Server Audit Time: :51:10 PM J
=% Configuration I
Scanning Profies Start WMI Hetwork Detection ...
Scheduled Scans Found 9 network devices (0 of them were ignored).
'SMB probing ...
Alerting Options comnesing (175)
Parameter Files Session established (2/6)
% Database Mainkenance Option Protocol negotisted [3/6)
E-{% General HULL session established.(4/5)
:”3 Program Updates - Cornected to IPCE.(5/5) LI
ol L _,'J Network discovery Scan thread 1[172.16.130.85) | Scan thread 2 [idle]  Scan thread 3 [idle)

Analyzing the results
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After a scan, nodes will appear under each machine that GFI
LANguard N.S.S. finds. The left pane will list all the machines and
network devices. Expanding one of these will list a series of nodes
with the information found for that machine or network device. Clicking
on a particular node will display the scanned information in the right
pane.

GFI LANguard N.S.S. will find any network device that is currently
turned on when performing a network probe. Depending on the type
of device and what type of queries it responds to, will determine how
GFI LANguard N.S.S. identifies it and what information it can retrieve.

Once GFI LANguard N.S.S. has finished its scan of the
machine/device/network it will display the following information.

IP, Machine name, OS and Service pack Level

The IP address of the machine/device will be shown. Then the
NetBIOS DNS name will be shown, depending on the type of device.
GFI LANguard N.S.S. will report what OS is running on the device and
if it is a Windows NT/2000/XP/2003 OS, it will show the service pack
level.

Vulnerabilities Node

The vulnerabilities node displays detected security issues and informs
you on how to fix them. These threats can include missing patches
and service packs, HTTP issues, NETBIOS alerts, configuration
problems and so on.

Vulnerabilities are broken down into the following sections: Missing
Service Packs, Missing Patches, High security vulnerabilities, Medium
security vulnerabilities and Low security vulnerabilities.

Under each of the High / Medium / Low vulnerabilities sections you
can find further categorization of the issues detected using the
following grouping: CGI Abuses, FTP Vulnerabilities, DNS
Vulnerabilities, Mail Vulnerabilities, RPC Vulnerabilities, Service
Vulnerabilities,  Registry  Vulnerabilites and  Miscellaneous
Vulnerabilities.

Once the scanning is completed and the various vulnerabilities are
listed, double click (or right click > More Details...) the reported
vulnerability to bring up its properties window. Through this dialog you
will be able to instantly investigate important information under which
conditions this vulnerability is reported as well as access information
such as the long description for that vulnerability which does not show
in the result tree.

The following information is available in the vulnerability properties
window:

e Name

e Short Description

e Security level

e URL

e Time consumption to execute check

o Checks (to determine if the target machine is vulnerable to this
check)

LANguard Network Security Scanner Manual Getting Started: Performing an Audit e 15



e Long Description

Missing patches GFI LANguard N.S.S. checks for missing patches
by comparing installed patches with the available patches for a
particular product. If the machine is missing any patches you should
see something like this:

= {»3 Mizzing Patches [2]

| B3 windows Server 2003 Erterprise Gold
-- f:i bS03-041 [B23182)

: - f:i b4S03-043 [B28035)

E} {»3 Medium zecurity vulnerabilities [1]

- [ B2 Registry Vulnerabilities [1]

- {»3 Lo gecunity vulnerabilities [3)

First it informs you what product the patch is for. If you expand that, it
will notify you on the specific patch that is missing, and supply you
with a link to where you can download that specific patch.

CGI Abuses describe issues related to Apache, Netscape, IIS and
other web servers.

FTP vulnerabilities, DNS vulnerabilities, Mail vulnerabilities, RPC
vulnerabilities, and Miscellaneous vulnerabilities provide links to
Bugtraq or other security sites so that you can lookup more
information about the problem GFI LANguard N.S.S. found.

Service vulnerabilities can be a number of things. Anything from
actual services running on the device in question to accounts listed on
a machine that have never been used.

Registry vulnerabilities cover information pulled from a Windows
machine when GFI LANguard N.S.S. does its initial scan. It will
provide a link to Microsoft's site or other security related sites that
explain why these registry settings should be changed.

Information vulnerabilities are alerts added to the database that are
issues important enough to be brought to the administrators’ attention,
but not always damaging to leave open.

Potential Vulnerabilities Node

The potential vulnerabilities node displays potential security issues,
important information, as well as certain checks which don't report
vulnerabilities. For example if it could not be determined that a
particular patch is installed, it will be listed under the Non-detectable
patches node. These potential vulnerabilities need to be reviewed by
the administrator.
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[E GFI LANguard N.5.5. 6.0 =] 3

Elle Tools Configure Help

- 1) Mew Scan... ‘ A i e | © Using: Currently Logged-On Lser = Lser Hame: |root | password: [rerer El
loolslEzploie] Scan Target, [losahost =] Profe: [Detau ][z |
. GFI LANguard M.S.5. =
BREE|ecuity Scanner (Default) Scanned Computers | [ "scan Resuls
S - B 17216.130.89 EMMANUELL [=- €3 Mon-detectatle patches (5] A
,}‘ Full Report - & Wulerabiltiss [15] Bl (230 Windows Server 2003, Standard Edition Gold
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}‘ vulner abilities [41] E Network devices (3] " @ Peasor Cannot dtemine if this patch is installed o rot
(3 pissing Patches and Servi -6 USE devices [15) L [f3] Daste pasted 200440314
:}' s o=t (8 Password policy : % Date revised: 2004/09/14
}? Important Devices - Wirele -8 Security audt policy (On] URL: hitp:#/downlnad miciosolt. com/downioad /e/5/3/e5301137-e33b-43
3 Qpen Ports -] Registry MS 0401 (339643) i
3 Open shares % Dpen TCF Ports (3] ® Tille: Vulnerabilty in DirectFlay Could Allow Denial of Service (333543)
_3? Audting Policies [™ System patching status @ FReason Cannot determine if this patch is installed o not
-~ password polces NETEIDS names (4) Date posted 2004/06/08
3? e e Computer E i % Date revised: 2004/06/08
[ Computer Properties Groups (18] | b @] URL: htip: e microsoft.comAechnet/secuiity/bulletinMS04-016 msp
- Result comparison g Users (8] £ €3 MS03.030 (819638)
{3 Todls ) Sessions (3) # Title: Unchecked Buffer in Direct Could Enable System Compromise (812
% Deploy Microsoft Updates By Services [34] @ Reasor: Cannat determing if this patch s installed or not.
% Deploy Custam Softwars Date posted: 2003407423
& DHS Lookup % Date revised: 2003/07/23
-5 Traceroute - @1 URL: http: Aoy, microsaft. comitechnet/security/builetin/MS 13-030.msp T
- #g Whois f [l | U
% Enumerate Computers | T o T e
¢ Enumerate Users Socanner Activity Window
e Snmp Audit ;l
e snmp Walk Starting security scan of host EMMAHUEL C[172.16.130.89]...
§ﬁ‘ QL Server Audit Time: 451:10 PM J
B¢ Configuration |
Scanning Profiles Start WMI Hetwork Det_ectinn .
% Scheduled Seans SM;ourn:hEilnnetwork devices (0 of them were ignored).
s Alerting Options C;HED“”DE"'U o)
& Parameter Fies Session established (215)
= % Database Mainkenance Option Protocol negotisted.(36)
=] @ General MULL session established.(4/6)
% Program Updates <l Cornectedta pcs (55) =l
o p— _"_I Network discovery Scan thread 1(172.16.130.83) [Soan read 2 fdle]_Scan thiead 3 (die]

Potential vulnerabilities node

Shares

The shares node lists all shares on a machine and who has access to
a share. All network shares must be properly secured. Administrators
should make sure that:

1. No user is sharing his/her whole drive with other users.
2. Anonymous/unauthenticated access to shares is not allowed.

3. Startup folders or similar system files are not shared. This could
allow less privileged users to execute code on target machines.

The above is very important for all machines, but especially for
machines that are critical to system integrity, such as the Public
Domain Controller. Imagine an administrator sharing the startup folder
(or a folder containing the startup folder) on the PDC to all users.
Given the right permissions, users can then easily copy executables
into the startup folder, which will be executed upon the next interactive
logon by the administrator.

Note: If you are running the scan logged in as an administrator, you
will also see the administrative shares, for example "C$ - default
share". These shares will not be available to normal users.

With the way Klez and other new viruses are starting to spread,
through the use of open shares, all unneeded shares should be turned
off, and all needed shares should be password protected.

NOTE: You can disable the reporting of the admin shares by editing
the scanning profiles from Configuration > Scanning Profiles > OS
Data > Enumerate Shares.

Password Policy

This node allows you to check if the password policy is secure. For
example enable a maximum password age and password history.
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Minimum password length should be something practical, such as 8
characters. If you have Windows 2000, you can enable a secure
password policy, network wide, using a GPO (Group Policy Objects) in
Active Directory.

Registry

This node gives vital information about the remote registry. Click on
the Run node to check what programs automatically launch at startup.

Check that the programs that automatically launched are not Trojans
or even valid programs that provide remote access into a machine if
such software is not allowed on your network. Any type of Remote
Access software can end up being a backdoor that a potential hacker
can use to gain entrance.

NOTE: You can edit and maintain the list of registry keys and values
to retrieve by modifying the XML file " toolcfg_regparams.xml" which is
found in the directory %LNSS_INSTALL_DIR%\Data.

Security audit policy

This node shows which security auditing policies are enabled on the
remote machine. The following auditing policies are recommended:

Auditing Policy sSuccess Failure
Account logon events Yes Yes
Account management Yes Yes
Directory service access Yes Yes
Logon events Yes Yes
Object access Yes Yes
Policy change Yes Yes
Privilege use No No
Process tracking No No
System events Yes Yes

You can enable auditing directly from GFI LANguard N.S.S. Right click
on one of the computers in the left pane and select “Enable auditing”.
This will bring up a the auditing policy administration wizard.

Specify which auditing policies to turn on. There are 7 security
auditing policies in Windows NT and 9 security auditing policies in
windows 2000. Enable the desired auditing policies on the computers
to be monitored. Click on Next to turn on the auditing policies.
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GFI LAMguard MN.S.5. Administration Wizard

Switch on security auditing policies T
Autarnatic turning on of security auditing policies

Specity which auditing polizies are to be tumed an. The recommended auditing
policiez have been zelected by default:

Auditing Paolicy Success Failure

Audit account logan events
Audit account management
Audit directary zervice acceszs
Audit lagon events

Audit object access

Audit policy change

Audit privilege uze

Audit process tracking

Audit zuztem events

EOORRREEE
EO0OEERERER

Click an Mest to turn on the zelected auditing palicies.

< Back I Mest = I Cancel |

Enabling Audit Policies on remote machines.

If no errors are encountered, the finish page will be displayed. If an
error has occurred, another page will be displayed indicating the
computers on which the application of the policies failed.

GFI LANguard M.5.5. Administration Wizard

Application of security auditing policies results e
The rezults of the application af the secunty auditing policies to all computers.
Rezults:
Computer | R ezult |
v EMMAMIIELC Success

¢ Back I Mewut = I Cancel

Results dialog in audit policy wizard

Open Ports

The Open Ports node lists all open ports found on the machine. (This
is called a port scan). GFI LANguard N.S.S. does a selective port
scan, meaning it does not by default scan all 65535 TCP and 65535
UDP ports, just the ports it is configured to scan for. You can configure
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the ports it should scan for from Scan options. For more information
see the chapter “Configuring Scan Options, Configuring Ports to
Scan”.

Each open port represents a service/application; if one of these
services can be 'exploited’, the hacker could gain access to that
machine. Therefore, it is important to close any port that is not
needed.

Note: On Windows Networks, ports 135, 139 & 445 are always open.

GFl LANguard N.S.S. will show open ports, and if the port is
considered a known Trojan port, GFl LANguard N.S.S. will display it in
RED, otherwise the port will show up in GREEN. You can see this in
the following screen shot:

------ @ B000 [ UPHP = Univerzal Plug and Play ]
b @ 8080 [ Hetp-Prowy |

- @ 12345 [ Metbusz ]

- @ 27374 [ Subseven ]

Note: Even if a port shows up in RED as a possible Trojan port, that
does not mean that that a backdoor program is actually installed on
the machine. Some valid programs will use the same ports as some
known Trojans. One antivirus program uses the same known port as
the NetBus Backdoor. So always check the banner information
provided and run checks on these machines.

Users & Groups

These nodes show the local groups and the local users available on
the computer. Check for extra user accounts, and verify that the Guest
account is disabled. Rogue users and groups can allow backdoor
access!

Some backdoor programs will re-enable the Guest account and grant
it Administrative rights, so check the details of the users node to see
the activity of all the accounts and the rights they have.

Ideally the user should not be using a local account to logon, but
should be logging into a Domain or an Active Directory account.

The last main thing to check is to ensure that the password is not too
old.

Logged On Users

This node shows the list of current users logged on to the Target
machine. The list is split into two sections.

Locally logged On Users

This category includes all the users that have a session started locally.
This category displayes the following information on each logged on
user if available:

1. Logon date and time
2. Elapsed time
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Remote Logged On Users

This category includes all the users that started a session remotely on
the target computer. The Remote Logged On Users category displays
the following information on each logged on users:

1. Logon date and time

2. Elapsed time
3. Idle time

4. Client type
5. Transport

Information fields legend:

Logon date and time: Indicates the date and time when the user
logged on the target machine. This field applies to both local and
remote connections.

Elapsed time: Indicates how long the user has been logged on this
machine. This field applies to both local and remote connections.

Idle time: Indicates how long the user’s connection has been idle. Idle
time refers to the user / connection being completely inactive. This
field applies to remote connections only.

Client type: Indicates which platform the user used to make this
remote connection. This generally refers to the Operating System
installed on the machine that initiated the connection. This field
applies to remote connections only.

Transport: Indicates what kind of service was used to initiate the
connection. This field applies to remote connections only.

Services

All the services on the machine are listed. Verify that the services
running need to be and disable all services that are not required. Be
aware that each service can potentially be a security risk and a hole
into the system. By closing or switching off services that are not
needed security risks are automatically reduced.

System Patching status

This node shows what patches are installed and registered on the
remote machine.

Network Devices

This node shows a list of all network devices installed on the system.
The devices are categorized as follows:

e Physical devices - Wired
e Physical devices - Wireless
e Virtual devices
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[EH GFI LANguard N.5.5. 6.0

Eile Tools Cornfigure Help

E\JNEW Scan... | = prae | Using: Currently Logged-On User = Lser Mame: Password! IE
" Scan Taiget: [17216.130.122 x| Profile: [Detaut =l [ sen | ‘

I. GFT LAMguard M.5.5. =

B- Securby Scamner (Default) Scanned Computsrs | | Sean Results |
Eig _Sta” Filters [=] I 17216.130.122 [windows Sera| |2 Physical devices -
H RulReport - &) Vulnerabilties [12) - B8 IntellFt) PRO1000 MT Metwork Connection
i } Wuinerabilties [High sed g Fotential Vulnerabilties [10] [ MAC Adthess: 00.08:DE:AC:E7-43
{3 vuinerabtis [Mecium 2 Shares (7] & IP Addressles) 192.168.1.16, 172.16.130.122, 172.16.130.151
y Wuinerabilties [Al] -~ HE Metwork devices (16] - [ Device Type: Wied

3 Missing Patches and 5¢ 6 USB devices (5) [# Hostname: emmaruelc-test
! } Important Devices - US (8 Password policy [£ DHCP Set: False

}7 Impartant Devices - Wi -8 Secuity audit policy (On) - [ Status: Undetectable
{3 open Ports Reagisty 25" wireless devices

. i
2 open Sheres - iy Oper TCP Ports (4) B 1" D-Link Air DiwL122 Wireless USB Adapter
ﬂ? Auditing Policies

o

? ~[w Gystem patching status - [ Device Type: Wireless
L Password Policies Computer — [£ DHCF Set: True
‘}? Graups and Usars. #B Groups (20) [ WEP B
- }? Computer Properties . Users [10) - - [F 55I0: linksys
- Result comparison 4 | 3 [£ Status: Undetectable Jid|
SR e e e BT
& Deploy Microsoft Updates S canner Activity Window
¥ Deploy Custom Software E
& DHS Lodkup " [starting security scan of host [172.16.430.122]...
g Traceroute Time: 10:21:34 AM J
-k Whois
% Enumerate Computers Start WhI Hetwork Detection ...
& Erumerate Users Found 18 network devices (0 of them were ignored),

Collecting Windows 0S5 Information...

%% Snmp Audit
Read server infa.
A Snmp Walk Read PDC
-4 S0L Server Audit
Resd BOC ...
E - Corfiguration Enumerate trusted domains

% Scanning Profiles - Enumerate shares .
T e . =

4=| | Network dizcowery  Scan thread 1 (idie] ‘ Scan thread 2 fidle) Scan thread 3 [idie]

Detected Network Devices

For every device the following properties are reported (where
available):

e MAC Address

o Assigned IP Address(es)
e Hostname

o Domain

e DHCP details

o WEP (were available)

e SSID (were available)

o Gateway

e Status

NOTE: Check regularly for new network devices. Rogue wireless
devices can be used to compromise the network security both from
within and outside the company premises.

USB Devices

This node will list all of the USB devices currently plugged into the
target computer. Use this node to verify that no unauthorized devices
are currently attached. Portable storage devices are a considerable
security risk so keep an eye out for these devices. Another big
security risk to look out for are the USB wireless adapters as well as
Bluetooth dongles which can also allow users to transfer unauthorized
files between their workstations and personal devices such as
mobiles, PDAs and Bluetooth enabled devices.
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FI LANguard N.5.5. 6.0

Eile Tools Cornfigure Help
E \J Mew Scan... | e Using: Currently Logged-On User = Lser Mame: ,—| Passward: ’—El
! _ : [17218.130122 | Prafile: = Sean | ‘
T Scan Target: I J Prafile: IDelauIt J
[=-{e3] Security Scanner (Defaulk) Scanned Computers | | Sean Results ‘
= Scan Fiters [E-1 B 17216130122 [windaws Ser=| [ =62 USE RootHub
‘3? Full Repart - & Vulnerabiltes (12) | [ Description: USB oot Hub
- wunerabiities [High se¢ g Potential Vulnerabilties [10) i L[ Manufacturer (Standard USE Host Contraller)
] 3? Wulnerabiltes [Medium B3 Shares (7] -6 USE Roat Hub
}7 ‘fulnerabilities [Al] B8 Metwork devices [16] b [ Deseriptior: USE Root Hub
= 3" Missing Patches and Se 3% USE de: ] [# Manufactuer. [Standard USB Host Controller]
1 } Important Devices - US (8 Paseword policy & USE Roat Hub
}7 Impartant Devices - Wi -8 Secuity audit policy (On) - [F Descriptior: USB Root Hub
- 3" Open Ports Registry [£ Manufacturer: [Standard USE Host Contraller]
_}7 Open Shares. i Oper TCP Ports (4] & USB Aoat Hub
‘3? Auditing Polides - [ Spstem patching status b [ Deseriptior: USB Foct Hub
3’ Password Folicies Computer — [£ Manufacturer: [Standard USE Host Contraller]
‘}? Graups and Usars. #B Groups (20) -6 USB Root Hub
-3 Computer Properties g Users (10] - i [F Desciption USE Foot Hub
- Result comparison 4 | 3| - [# Manufacturer. [Standard USE Host Controller]
=] :gg Toas | T v e
& Deploy Microsoft Updates S canner Activity Window
- &g Deploy Custom Software B
& DHS Lodkup " [starting security scan of host [172.16.430.122]...
g Traceroute Time: 10:21:34 AM J
-k Whois
e Enumerate Camputers Start Whil Hetwork Detection ...
& Erumerate Users Faund 16 network devices (0 of them were ignared).
- Snmp Audit Collecting Windows 05 Information...
Read server infa.
A Snmp Walk Read PDC
-4 S0L Server Audit Read BOC ...
=g Canfiguration Erumerste rusted domeins
{?.) Scanning Profiles - Enumerate shares . LI
4 2 | _,l_l Metwork discawvery  Scan thread 1 (idle] ‘ Scan thread 2 fidle]  Scan thread 3 (idle]
[ \ |

List of USB devices detected on target computer

NOTE: You can configure GFI LANguard N.S.S. to report
unauthorized USB devices (e.g. "USB Mass Storage Device") as a
critical vulnerability. You can configure which devices GFI LANguard
N.S.S. should report as a critical vulnerability from Configuration >
Scanning Profiles > Devices > USB Devices.

FI LANguard M.5.5. 6.0

Elle Tools Configure Help

E\)Newﬁcan...| o T

Using: Currently Logged-On User  + Lser Mame: ‘ | Password: | EI
i T

Scan Target [17216130122 | Profie: [Defaun = _Sen | ‘
23] GFI LaMguard M.5.5.

Security Scanner (Default) Il Scanned Computers

Scan Results |

e = V] B 17216130122 [Windows Server 2003 Gold) =] | = 63 Missing Patches (4]
‘3? Full REDD_Ijt - ) Wulnerabiliies [13) €3 High security vulnerabilities (1]
- wunersbiities [Hich s« 4\ Potential Vuherabilties (10] B0
[ wulnerabilities [Medium B3 Shores (7] L Instant 255 Compact USB Adapter

}' viulner abilities [All]

MNetwork devices [16.
? Missing Patches and Se = el

-2 USE devices ()

Medium security vulherabilities [1)
Low zecurity vulnerabiliies (7]

? Important Devices - US (8 Password policy
g Important Devices - Wi )m Seourity audit palicy [On]
. Cpen Ports i Registy
{3 Open shares & Mran TOE Bk (41 j
[ audiing Policies | o e S frrerecrerrerree
[ Password Palicies Seanner Activi window |

? Groups and Users
? Camputer Properties = [Starting security scan of host [172.16.130.122]...
Result comparison Time: 10:34:29 AM

E1-(5 Taols

-8 Deploy Microsoft: Updates

[

Start WMI Hetwork Detection ...
Found 16 netwaork devices (0 of them were ignored).

% Deploy Custom Software ICollecting Windows 05 Information...
- DMS Lookup Read server info

g Traceroute Read POC ..

e whais Read BDC ...

Erumerate trusted domains

Enumerate shares ...

Enumerate groups ... _I
-

- &g Enumerate Computers
-4 Enumerate Users

% Snmp Audit = Fruimerate isers
q So sl | _,I_I " Network discovery Scan thread 1 [idie] ‘ Scan thread 2 (idle]  Scan thread 3 [idie]

Dangerous USB device listed as a Critical Vulnerability

Additional Results

This section lists additional nodes and results, which you can look at
after you have reviewed the more important scan results above.
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NETBIOS names

In this node you will find details about the services installed on the
machine.

Computer
MAC - This is the Network card MAC address.

Username - This is the username of the currently logged on user, or
the machine username.

TTL - The value of Time To Live (TTL) is specific to each device.
Main values are 32, 64, 128, and 255. Based on these values and the
actual TTL on the packet it gives you an idea of the distance (number
of router hops) between the GFI LANguard N.S.S. machine and the
target machine that was just scanned.

Computer Usage - Tells you whether the target machine is a
Workstation or a Server.

Domain - If the target machine is part of a domain, this will give you a
list of the trusted Domain(s).

If it is not part of a Domain it will display the Workgroup the machine is
part of.

LAN Manager - Gives the LAN Manager in use (and OS).

Sessions

Displays the IP address of machines that were connected to the target
machine at the time of the scan. In most cases, this will just be the
machine that is running GFI LANguard N.S.S. and has recently made
connections.

Note: Due to the constant changing of this value, this information is
not saved to the report, but is here for informational purposes only.

Network Devices
Provides a list of network devices available on the target machine.

Remote TOD

Remote Time of the Day. This is the network time on the target
machine, which is usually set by the Domain Controller.

Performing On site and Off site scans

We recommend that you run GFI LANguard N.S.S. in 2 ways, the so
called On site scans and off site scans.

On Site Scan

= Setup a machine with LANguard Network Security Scanner
installed on it. Scan your network with a ‘NULL session’
(Select Null Session from the using drop down box).

= Once this first scan is done change the value using drop down
box to Currently logged on user (if you have administrative
rights to your domain), or as Alternative credentials that have
administrative rights to the Domain or to Active Directory.

= Save this second scan for comparison later on.
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= With the ‘NULL session’ you can see what any user making a
connection to your network via a Null connection would be able
to see. The scan that has administrative rights, will help show
you all of the hot fixes and patches that are missing on the
machine.

Off Site Scan

If you have an outside dialup account, or high speed internet access
that is not tied to your company you will now want to turn around and
scan your network from the outside world.

Do a ‘NULL session’ scan of your network. This will let you see what
anyone from the Internet would be able to see if/when they scan your
network. Things that may effect this are any firewalls your company
or ISP may have setup, or any rules at a router along the way that
may drop specific types of packets.

Save this scan for later comparison.

Comparison of on site and off site scans

Now it is time to start looking at the information generated by
LANguard Network Security Scanner.

If the NULL session scan from your internal network looks identical to
that of your external scan be aware that it appears there is no firewall
or filtering device on your network. This is probably one of the first
things that you should look into.

Then, check to see what any user from the outside world can really
see. Can they see your Domain Controllers and get a list of all
computer accounts?

What about Web servers, FTP, etc...?

At this point, you are on your own. You may need to start checking for
patches for Web Servers, FTP Servers, etc. You may also need to
verify and change settings on SMTP servers. Every network is
different. GFI LANguard N.S.S. tries to help you pinpoint problems
and security concerns and lead you to sites that will help you fix the
holes it finds.

If you find services running that are not needed, make sure you turn
them off. Every service is a potential security risk that may allow
someone unauthorized into your network. There are new buffer
overflows and exploits being released daily and even though your
network may look and be secure today, that may not be the case
tomorrow.

Make sure you run security scans from time to time. This isn’t
something you can do once and then forget about it. Something new
is always out there, and once again, just because you were safe and
secure today, you never know what tomorrow’s hacker will come up
with.
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Saving and Loading scan results

Introduction

Once GFI LANguard N.S.S. completes a security scan, it
automatically saves the scan results to its database backend (MS
Access / MS SQL Server).

You can also save the scan results to an external XML file.

Saved scan results can be re-loaded into the GFI LANguard N.S.S.
user interface for further processing or result comparison. Loading
saved scan results is very useful when one needs to run reports or
deploy patches on an unchanged system which does not require re-
scanning.

Saving Scan Results to an external file

Once GFI LANguard N.S.S. completes a security scan the results are
already saved to the database backend. To save the results to an
external file:

e File > Save scan results...
o Accept the default file name or specify an alternative file name.
e Click Save.

Loading saved scan results

Loading saved scans from database

LNSS will store in the database the last 30 scans done on the same
target with the same profile.

To reload a saved scan result from the database:
1. Right click on GFI LANguard N.S.S. > Security Scanner

2. Load saved scan results from... > Database. This will bring up the
select scan result dialog.

3. Select which scan to reload from the list.
4. Click on Ok.

LANguard Network Security Scanner Manual Saving and Loading scan results e 27



GFI LANguard N.5.5. 6.0
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j? Important Devices - LS
? Impartant Devices - Wi
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| Passward: |
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=
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& USB devices (7)

j? Cpen Ports
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? Auditing Policies
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? Computer Properties
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[z ‘,S Tools
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Scanning Profiles
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% Alerting Options
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- Computer
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- 2d] Sessions (4]

~ 8 Services (108)
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Saved scan result reloaded in main Ul.

Loading saved scans from an external file
To reload a saved scan result from an external file:

1. Right click on GFI LANguard N.S.S. > Security Scanner

2. Load saved scan results from... > XML.... This will bring up the
Open saved scan result XML file dialog.

3. Select which scan to reload.

4. Click on Ok.
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Filtering scan results

Introduction

After GFI LANguard N.S.S. has performed a scan, it will show the
results in the ‘Scan results’ pane. If you have scanned a large number
of machines, you might want to filter that data from the Scan filters
node. Clicking on this node and selecting an existing filter will show
the scan results based on what filter you selected. GFI LANguard
N.S.S. ships with a number of default scan filters. In addition you can
make your own custom scan filters.

GFI LANguard N.5.5. 6.0

Fle Tools Configus  Help

E ) Hew Scan. . ‘ A ia T X E Using: Currently Logged-On User = User Name: |roak Passwiord; |

T et _ = '. n

B:GF: SECURITY & MESSAGING SOFTWARE
B[] Security Scanner (Default) >

=i Stan Fikers

RS 81 Report Filter: Full Report

? ‘ulnerabilities [High securit Source: Current scan

= ? Wulner abilities [Medium sec ’

W Vulnerabilities [Al]

= ? Missing Patches and Servic

Scan target - localhost [ 1 computers meet filter conditions |

--glmpﬂrtaﬂmewt&s—'—'ﬁﬁ IP Address Details Hostname| Operating System
C8F Important Devices - Wirele o )
[ Open Ports 1721613089 AMRDERSONHY BEES R  emenec S windows server 2003

¥ Open Shares
= ? Auditing Policies
- Password Policies
? Groups and Users o A
= ? Computer Properties
Result comparison -9 Missing Security Patches/Service Packs - 7
- Tools
% Deploy Microsoft Updates |
e Deploy Custom Software 1 msoa03 (B34707)
& DN Lookup Cumu\atl_ve Secymy Upclate for \nternet_ Explarer (834707) .
% Traceroute Wang file version (6.0.3790.115) for filz " 72.16.130 89 FIANDCIS e ystem32ibr oveseul i, should be
(6.0 5790 212)

= 172.16.130.89 [ EMMAHUELC ] Windows Server 2003 Gold

G hois bt fovrnlosd mictosoft com/dovvnloadibbiete 7 SA05- Sdac-dode-086a-T81 a1 o bEdcTAVindoves Server 2003-
- Enumerate Computers KBE34707 -xB6-2nu FXE
%% Enumerate Users
%% Snmp Audit ] Geo-vo2 (s70869)
& Snmp Walk ADODB Stream object permits access to the hard disk when the ADODB Stream object is hosted in Internet
- SQL Server Audit Explarer
- Configuration - Reenistry ke niot found (softwarelmicrosoftintermet exploreriactivex compatiiiy{00000566-0000-0010-8000- |
4 3 4
Scan filters

The following scan filters are included by default:
Full report: Shows all security related data collected in a scan.

Vulnerabilities [High Security]: Shows issues which require
immediate attention — missing service packs, missing patches, high
security vulnerabilities and open ports.

Vulnerabilities [Medium Security]: Shows issues which may need to
be addressed by the administrator — medium security vulnerabilities,
patches which cannot be detected.

Vulnerabilities [All]: Shows all vulnerabilities detected — missing
patches, missing service packs, potential information checks, patches
which could not be detected, low & high security vulnerabilities.

Missing patches and service packs: lists all missing service packs
and patch files on the machines scanned.
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Important devices — USB: Lists all the USB devices attached to the
scan targets.

Important devices — Wireless: Lists all the wireless network cards,
(both PCI and USB) attached to the scan targets.

Open Ports: lists all open TCP and UDP ports.
Open Shares: lists all open shares and who has access to them.

Auditing Policies: lists the auditing policy settings on each of the
scanned computers.

Password Policies: lists the active password policies on each of the
scanned computers.

Groups and users: lists the users and groups detected on each of
the scanned computers.

Computer properties: Shows the properties of each computer

Selecting the scan results source

By default, the filters will work on the current scan data. However it is
possible to select a different ‘scan results’ data source file and apply
the filters to this saved scan results data source file (XML file or
database). To do this:

1. Go the Security Scanner node in the GFI LANguard N.S.S.
security scanner program

2. Right click and select ‘Load saved scan results from...’

3. Select the data sources containing the results on which you wish
to run the filter.

4. Select the database entry or the XML file containing the required
scan results data.

5. Click on Ok. This will re-load the saved scan results into the
Security Scanner results UI.

6. All filters will now show data from the loaded scan results data set.

Creating a custom scan filter

To create a custom scan filter:

1. Right click on the GFI LANguard N.S.S. > Security scanner > Scan
Filters node and select New > Filter...

2. This will bring up the Scan Filter Properties dialog.
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Advanced Properties |

General | Feport ltems |

Scan Filker Properties
e

Filter name:

IEDmputers mizzing patch M504-037

Filter conditiornz:

Gueries | 4dd
Patch iz naot inztalled 'MS504-037 [341356]

Edit...

Bemove

il

Remove All

Filter Fraperty condition when added £ &nd ¢ O;

Ok I Cancel Apply

Scan Filters — General page

3. Give the scan filter a name

4. Add any conditions that you want to filter to apply to the scan
results data using the Add... button. You can create multiple
conditions for the filter. For each condition you must specify the
property, the condition and the value. Available properties are
Operating System, hostname, logged on user, domain, service pack,
share etc.).
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Add Filter Properties |

Filker Condition Froperties
i

—Filter Property |nfarmatior

Filter condition ta add

Froperty:  TCF port
Conditions: Iis open j

W alle: I

Surmmary:

Determing if a certain TCF part [ alue] iz open on remaote
n:u:umputerI

< Back Add Cancel

Conditions dialog

5. Select which categories of information you want to see in the filter
from the ‘Report Items’ page.

6. Click on OK to create the filter.
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Advanced Properties |

General Feport lkems |

gﬁt Select the items that will be contained in HT kL report.
b

2| Showe header table -
EANETBIOS names
A Computers
SHMP
S hares
gﬁrnups
Sezsionz
343 Trusted damains
%Users
B g5 Network devices
ER Physical
B irtual
1 wireless
BIE S oftware enumerated
EEP I1SE devices
%5 EIvICes
& Processes [v] LI
0k I Cancel |

Scan Filters - Report items page

This procedure will create a new permanent node under the Scan
Filters node.

NOTE : You can delete/customize any filter under the Scan Filters
node by right clicking on the filter and selecting Delete.../Properties
depending on the operation you want to perform.

Example 1 — Find computers with a particular missing patch

You want to find all Windows computers missing MS03-026 patch.
(this is the famous blaster virus patch)

Define the filter as follows:
1. Condition 1: Operating system includes Windows
2. Condition 2: Hot fix (patch) is not installed MS03-026

Example 2 — List all Sun stations with a web server

To list all Sun stations running a web server on port 80 define the
following queries:

1. Operating system includes SunOS
2. TCP portis open 80
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Configuring GFI LANguard N.S.S.

Introduction to configuring GFI LANguard N.S.S.

You can configure GFI LANguard N.S.S. from the configuration node.
Here you can configure scan options, scanning profiles with different
scanning options, scheduled scans, alerting options and more.

Scanning profiles

[EE GFI LaNguard N.5.5. 6.0 [_ O[]
Fle Tools Configure  Help
S ) Mew Sean...  Lsing: Currently LoggedhOn Liser = Liser Name: |root | Password: [Free @
S TCP Parts UDF Ports 05 Data |Vulnerab|ht|es Patches  Scanner Options  Devices
. I ;:E“iﬁ':!:-ﬂsr;; oy = F Specity what infarmation is to be retieved by the scanner when uging this prafile.
=i Scan Fikers
F Ful Fepart g ;‘f!;ncgppit”ch- E]windows 05 Data
A j? Vulnerabilities [High securit lﬁ Ol Wb . Retrieve basic 05 information by SMB Yes
L y‘ ‘ulnerabilties [Medium sec @D s SNMP Request server infarmation Yes
(3 vuinerabilties [Al] . Identify PDC{Primary Damain Conbioler] Yes
- ? IMissing Patches and Servic @ Ping the.m Al |dentify BOC(B ackup Daomain Contraler] Yes
[ Important Devices - USB & Eha_re i) Enumerate tusted domains Yes
3 Important Devices - wirele 29 Trojon Pors B Erumerate shares Yes
-3 openForts 295 low Networks Display Admin Shares Yes
P Open shares BRenovatie b Display Hidden Shares Yes
3 pudting Folicies Erumerate local users Ve
:}’ Password Palicies Enumerate local groups Yes
i % P B Erumersts Network Devicss Ve
S
5 Rssuk comparison Display Vitua Devices ez
25 ook Display Software Erumerated Devices Ves
"% Deploy Microsoft Updtes Display Wireless Devices Yes
& Deploy Custom Software Erumerate USE Devices Yes
% DMS Lookup - Erumerate disk drives No
& Traceroute Flequest iemote time of day No
% Whals Request information from remote registry ‘Yes
%% Enumerate Computers Erumerate services ‘Yes
- Enumerate Users Enumerate sessions e
% Snmp Audit Read password policies Yes
%% Srmp Walk Enumerate remote processes No
- SQL Server Audt Secunty audit policy Yes
=8 Configuration
iy Scanning Frofiles =
NP srermrere
4 | _>|_I | 2]
| \

Scanning profiles

Using scanning profiles, you can configure different types of scans,
and use these different scans to focus on particular types of
information that you want to check for.

A scan profile is created by going to the Configuration > Scanning
profiles node right-clicking and selecting New > Scan Profile...

You can configure the following options for each profile:
Scanned TCP ports

Scanned UDP ports

Scanned OS data

Scanned Vulnerabilities

Scanned Patches

S e o A

Scanner properties

LANguard Network Security Scanner Manual Configuring GFI LANguard N.S.S. e 35



7. Devices

Scanned TCP/UDP ports

The scanned TCP/UDP ports tabs allow you to specify which TCP and
UDP ports you wish to scan. To enable a port simply click on the tick
box next to the port.

GFI LANguard N.5.5. 6.0

Ele Tools Configure Help

1) New Scan... § Using: Currently Lagged-On User = User Mame: I:I Password:

@‘ 55)3 | @ X TCP Ports | UDP Ports 05 Data Yulnerabilties Patches Scanner Options  Devices
g %?Defaull . Active Specify what information is to be retieved by the scanner when using this profile
m E&!?CGI Scanring [¥ Enable TCF Port Scanning
& || BAFul TCP & LDP P
ET @Missing Patches 4 Ports | Description | Motes -
—1 @Dnl}l wish O = 1-65535  Full Port List [very time congsuming]
@Dnl}lSNMP @13 Daytime => Time of the Day L
@F’ing them Al @17 Gatd => Quote of the Day
@Shara Finder il FTF = File Transfer Protocol
2 Trojan Ports ° 2 55H =» Remole Login Protocal
%?Slnw Networks @23 Telnet = Remote Login Protocol
%?Hemnvahle Media &5 SMTF =» Simple Mai transfer Protocal
@42 MameServer => WINS Host Mame Server
@ 53 Domain =» Domain Mame Server
@73 Finger
@ a0 HTTP = Wworld Wide Web, HTTP
@ 92 linusconf
@ 109 Pop2 =» Post Office Protocel 2
<@ 110 Pop3 =» Post Office Protocel 3
@11 SunRPC = SUM Remate Procedure Call
@ 113 identd => Authentication Service
[ =]

-

118 SalSen: =3 G0 Senires I_ILI
»
Advanced | Add | Edit | Bemave |

‘ & If you add, edit or remove a port, the changes will be applied to all the prafiles.

Configuring the ports to scan in a profile

How to add/edit/remove ports

= |If you want to add custom TCP/UDP ports, click the Add
button. The Add port dialog will appear.
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Properties - Port 80 |

Part Detailz |

i
:;J Eniter the number of the port and the port description.

Poart numberfrange:

B

Port description:
|HTTF' =» Wonld “wide web, HTTP

[~ Iz atmojan port

| 2k, I Cancel Spply

Screenshot 1 - Adding a port

Simply enter a port number or a port range and enter a description of
the program which is supposed to run on that port. If the program
associated with this port is a Trojan, click on the ‘Is a Trojan port”
check box.

If you specify it is a Trojan port, the green / red circle next to the port
will be red

Note: Make sure you are inputting this port in the correct Protocol
Window, either TCP or UDP.

You can edit or remove ports by clicking on the Edit or Remove
buttons

Scanned OS data

The Scanned OS data tab specifies the kind of information you want
GFI LANguard N.S.S. to collect from the operating system during the
scan. Currently only Windows OS data is supported, however UNIX
scan data is under development.
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Scanned Vulnerabilities
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Configuring the Vulnerabilities to scan

The scanned vulnerabilities tab lists all vulnerabilities that GFI
LANguard N.S.S. can scan for. You can disable checking for all
vulnerabilities by de-selecting the ‘Check for vulnerabilities’ check box.

By default, GFI LANguard N.S.S. will scan for all vulnerabilities it
knows. You can change this by removing the check box next to a
particular vulnerability.

From the right pane, you can change the options of a specific
vulnerability by double clicking on it. You can change the security level
of a particular vulnerability check from the “Security Level” option.

Types of Vulnerabilities

Vulnerabilities are broken down into the following sections: Missing
Patches, Patches which cannot be detected, CGIl Abuses, FTP
Vulnerabilities, DNS Vulnerabilities, Mail Vulnerabilities, RPC
Vulnerabilities, Service Vulnerabilities, Registry Vulnerabilities, and
Miscellaneous Vulnerabilities.

Vulnerability checks advanced options
Click on the advanced button to bring up these options.

e Internal Checks - These include ftp anonymous password
checks, weak password check etc..

e CGI Probing - Switch on CGI probing if you are running web
servers that use CGI. You can optionally specify a proxy server if
you are located behind a proxy server.

e New vulnerabilities are enabled by default — Enables/Disables
newly added vulnerabilities to be included in the scans of all

Downloading the latest Security Vulnerabilities

To update your Security Vulnerabilities, select Help > Check for
updates from the GFI LANguard N.S.S. scanner program. This will
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download the latest security vulnerabilities from the GFI website. This
will also update the fingerprint files used to determine what OS is on a
device.

NOTE : On startup GFI LANguard N.S.S. can automatically download
new vulnerability checks from the GFI website. You can configure this
from the GFI LANguard N.S.S. > General > Product Updates node.

Scanned Patches

GFI LANguard N.5.5. 6.0

File Tools Configure Help
E 1) New Scan.... E Using: Currently Logged-CnUser = Lser Mame; | Passward: | IEI
@‘ %; | @ X, TCP Portz UDP Portz 05 Data Yulnerabilties  Patches | Scanner Options  Devices
§ gDefaull Achive 5pecify what information is to be retiieved by the scanner when using this profile
" CGl Scanning . . .
v Detect instaled and ks / patch
g @ A TRIEE I~ fe ect instaled and missing service packs / patches
% @ Missing Patches Bulleting to be checked for:
=1 @ Only Web Bulletin names | " Date posted | Title: |;|
@ Only SHMP 504029 2004411409 Wulnerability in 154 Server 2000 and Prowp Server 2.0 Could .. o
Eg? Ping them &l Q M504-029 20041042 “ulnerability in FPC Auntime Library Could Allavs Information...
@ Share Finder e r504-030 2004410412 Wulnerability in \webDaw XML Meszage Handler Could Lead
Eg? Trojan Ports Q MS04-031 20041042 “ulnerabilty in MetDDE Could Allow Remaote Code Executio. .
@ Slow Metworks Q 504032 2004410412 Security pdate for Microsoft Wwindows [840987)
Eg? Removable Media... Q M504-033 20041042 “Wulnerabilty in Microzoft Excel Could Allaw Code Execution ...
Q MS04-034 2004410412 “Yulnerability in Compressed (zipped) Folders Could Allow Co...
Q M504-035 20041042 “Wulnerabilty in SMTP Could Allow Remote Code Execution [...
Q MS04-036 2004410M2 “Yulnerability in MNTP Could Allow Code E xecution [S83935)
e 504037 2004410472 Wulnerability in wWindows Shell Could Allow Remate Code Ex...
Q M504-033 20041042 Curulative Security Update for Internet Explarer [834707)
e MS04-027 2004/09/14 Wulnerability in wordPerfect Converter Could Allow Code Ex
Q M504-028 2004/09/14 Buffer Overrun in JPEG Processing [GD1+] Could Allow Cad...
e MS04-026 2004408410 “ulnerability in Exchange Server 5.5 Outlook 'Web Access LI
Advanced | File: mzsecure.xml; VYersion: 2004.11.9.0; Last updated on 2004/11/09
405 bulleting
Findguletin: [~ Find
ou could search by entering a bulletin name [e.g. MS02-017) or entering a QMumber [e.g. 0311967]

Configure which patches to check for when scanning with a particular profile.

The scanned patches tab allows you to configure whether this
particular scan profile should check for missing patches and/or service
packs.

The tab lists all the patches that GFI LANguard N.S.S. checks for. You
can disable checking for particular patches for this profile by un-
checking the tick box next to the patch bulletin.

The list of patches is obtained by downloading the latest patch list
from the GFI website, which in turn is obtained from Microsoft
(mssecure.xml). GFI obtains the list of patches of Microsoft and
checks it for correctness, since sometimes it contains errors.
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2® Bulletin Info (MS03-043)

— Bulletin

Bulletin 1D M503-043 Posted  2003410/15 Revised 2003/10/15

Title Buffer Overun in Messenger Service Could Allow Code Execution (828035)

Summary A security vulnerability exizts in the Messenger Service that could allow arbitrany code execution on an .
affected zpstem. The Haw results becausze the Messenger Service does not properly validate the length of
a message before pazsing it to the allocated buffer. An attacker who successfully exploited this
vulherability could be able ta run code with Local System privileges on an affected system. or could cause ;I

Issue A gecurnity vulherability exists in the Messenger Service that could allow arbitrary code execution on an -
affected gpstem. The flaw results because the Messenger Service does not properly validate the length of
amessage before pagsing it to the alloca_ted buffer. An atta.cker who successfully exploited thiz LI

Bulletin Path  hittp: /v, ricrosaft. com/technet security/Bulletint S 03-043, rsps BMumbers |828035

— Patches
Patchame I GQNumber I NoReboot I ~| Affected praducts
WindowsNT faforkstationr... 828035 1

QI windows2000-kbB28035-486... 828035 1

gWindowQUDD-KB 828035-18... 828035 1

@WindowsNT% erverKBE280.. 828035 1

@WindowsNTdT erminalServer.. 828035 1

gWindowsS erver2003-KBE28.. 828035 1 =

gWindows><F'-KB828035-388-... 528035 1

Eilvindows<P-KBE28035-486-.. 820035 1 LI

Cancel

Extended bulletin information

For more information on a particular bulletin, double click on an the
bulletin or right click on it and select Properties. You will be presented
with more details on what the bulletin checks for and what it
addresses.

Scanner options

In this tab you can configure options relating to how GFI LANguard
N.S.S. should perform a scan.

GFI LANguard N.5.5. 6.0 H=
Eile  Tools Configure Help
E 1L Mew Scan... Using: Currently Logged-On User = User Name: |root ‘ Password: |*”‘*** |E
d LY G | £ 3¢ TCP Ports UDP Parts 05 Data Wulnerabiltiss  Patches Devices
. O s = @ Default Aclive Specity network discovery and other parameters on hove the scanner is to discover machines and
g ?;U”tv Seanner (Default) 246 Scanning outpul debua information
=] Scan Fiters
23 FullReport g;“” TRl E]Nstwork Discovery Methods
issing Pato .
? Yulnerabilities [High securit @Dn\y \t\?gh MNETBIOS queries ez
-3 vulnerabilities [Medium sec 9 0y SNMP SNMP queries Ve
] g Vulnerab\lit\es [4 . #FPing them 41 Fing Sweep Yes
"3 Missing Patches and Servic
.73 Important Devices - USB @ Share Finder Custom TFP Discovery [‘,E g. 21,25, 80)
P tmportant Devices - Wiele || 2F Troian Parts & Netwark Discovery Options
¥ Gpen Ports (29 Slow Netwarks Scanning Delay (Default 100 ms) 100
-3 Open Shares EdRemovable M.. Metwork discovery query responses timeout (default 500ms) 500
P auditing Policies Number o reties (Default 1] [
% Password Policies o
= Include nonresponsive computers Ma
}’ Groups and Users - -
4 ? Computer Properties [ Metbios Query Options
-3 Computers Missing M504-C | Scope ID
S Result comparison E1 SNMP Query Dptions
= Taols Load SNMP enterprise numbers Yes
4 Deploy Microsaft Undates Community 5tings [e.a. public, private] public:
% Deploy Custom Software GiebalPort @ Toti
4 DN Logkup & Global Port Query Options
& Traceroute TCP Port scan queny timeout (Default 1500 ms) 1500
& Whais UDFP Part scan query timeaout [Default 800 ms) BOO
5 Enumerate Computers B Scanner achivity window
- Enumerate Lisers 5 Type of scanner activity progress outpul Simple
% Snmp Audk Display received pckets Mo
% Snmp Walk L =
& SoL Server Audt Display sent packets Ma
5] # Configuration
3 Scanning Profiles =
4 | G KN |

Security Scanner properties
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Network discovery methods

This section addresses which methods GFI LANguard N.S.S. is to use
to discover machines over the network.

The NETBIOS queries option allows NetBIOS or SMB queries to be
used. If the Client for Microsoft Networks is installed on the Windows
Machine, or if Samba Services are installed on a Unix machine, then
those machines will answer the NetBIOS type query.

You can add a ScopelD to the NetBIOS Query. This is only required in
some cases, in which systems have a ScopelD. If your organization
has a ScopelD set on NetBIOS, input it here.

The SNMP queries option will allow SNMP packets to be sent out
with the Community String that was set in the General tab. If the
device responds to this query, GFI LANguard N.S.S. will request the
Object Identifier from the device and compares that to a database to
determine what that device is.

Ping Sweep does an ICMP ping of each network device. (See Note:
below)

Custom TCP Port Discovery checks for a particular open port on the
target machines.

Note: Each of the above query types can be turned off, but GFlI
LANguard N.S.S. depends on all these queries to determine the type
of device and the OS running on it. If you choose to turn any one of
these off, GFI LANguard N.S.S. may not be as reliable in its
identification.

Note: Some personal firewalls block a machine from even sending
out an ICMP echo and will therefore not be detected by GFI LANguard
N.S.S. If you think there are many machines with personal firewalls on
your network, consider forcing a scan of each IP on your network.

Network discovery options

The network discovery parameters allow you to tweak machine
detection, to have the most reliable machine detection in the least time
possible. Adjustable parameters include

e Scanning Delay is the time LANguard N.S.S. waits between
TCP/UDP packets it sends out. The default is 100 ms. Depending
on your network connection and the type of network you are on
(LAN/WAN/MAN) you may need to adjust these settings. If it is set
too low you may find your network congested with packets from
GFI LANguard N.S.S. If you set it too high a lot of time will be
wasted.

¢ Wait for Responses is the time GFI LANguard N.S.S. will actually
wait for a response from the device. If you are running on a slow
or busy network you may need to increase this timeout feature
from 500 ms to something higher.

e Number of retries is the number of times that GFI LANguard
N.S.S. will perform each type of scan. Under normal
circumstances this setting should not be changed. Be aware,
however, that if you do change this setting, it will run through each
type of scan (NETBIOS, SNMP, and ICMP) that number of times.
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e Include non-responsive computers is an option which instructs
the GFI LANguard N.S.S. security scanner to try to scan a
machine which has not replied to any network discovery method.

NetBIOS Query Options

The scope of using a NetBIOS Scope ID is to isolate a group of
computers on the network that can communicate only with other
computers that are configured with the identical NetBIOS Scope ID.

NetBIOS programs started on a computer using NetBIOS Scope ID
cannot "see" (receive or send messages) to NetBIOS programs
started by a process on a computer configured with a different
NetBIOS Scope ID.

GFI LANguard N.S.S. supports NETBIOS Scope ID in order to be able
to scan these isolated computers that otherwise would be
inaccessible.

SNMP Query Options

The option to Load SNMP enterprise numbers will allow GFI
LANguard N.S.S. to extend support in SNMP scanning. If this is
disabled, devices discovered by SNMP that are unknown to GFI
LANguard N.S.S. will not report who the vendor is supposed to be.
Unless you are running into problems, it is recommended to leave this
option enabled.

By default most SNMP enabled devices use the default community
string ‘public’, but for security reasons most administrators will change
this to something else. If you have changed the default SNMP
community name on your network devices, you should add it to the list
GFI LANguard N.S.S. uses.

Note: You can add more than one SNMP community hame here. For
each additional community name you add, the SNMP part of the scan
will have to run another time. If you have ‘public’ and ‘private’ set in
the community name string, the SNMP scan will run through the whole
IP range you give it twice. It will go through it once with the string of
‘public’, and then again with the string of ‘private’.

Scanner activity windows options

The output options allow you to configure what information to display
on the scanner activity pane. It is useful to enable it, however only
enable ‘Verbose’ or the ‘Display packets’ for exceptional debugging
purposes.

Devices

In this tab one can configure how LANguard N.S.S. will react when it
detects a particular network or USB device. You can configure GFI
LANguard N.S.S. to notify you via a critical vulnerability notification
when a particular device is detected or configure GFI LANguard
N.S.S. to ignore particular devices, such as USB keyboards or mice.

Network Devices

Every retrieved network device has a display name. If the detected
device name contains any of the string entries in the “Create a high
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security vulnerability for network devices whose name contains:”
list section (one per line), a high security vulnerability will be
generated and reported for the computer on which the device was

detected.

FI LANguard N.5.5. 6.0
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Network Device - Configuring a dangerous device name.

NOTE: The lists are configured on a profile basis, so you can
customize your scanning requirements based on the type of security

scan you are making.
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High Security Vulnerability created for the Network Device which is identified as being

dangerous.

NOTE: If on the other hand you do not want to be informed / notified
about the presence of devices which you consider safe, then enter the
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name of the device in the “Ignore (Do not list/save to db) devices
whose name contains:” list section. When a device with such
properties is met, it will be ignored by GFI LANguard N.S.S and not be
saved/displayed in the scan results.

USB Devices

Every USB device retrieved has a display name. If the detected device
name contains any of the string entries in the “Create a high security
vulnerability for USB devices whose name contains:” list section
(one per line), a high security vulnerability will be generated and
reported for the computer on which the device was detected.

GFI LANguard N.5.5. 6.0

File Tools Configure Help
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»
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USB Device - Configuring a dangerous device name.

NOTE: The lists are configured on a profile basis, so you can
customize your scanning requirements based on the type of security
scan you are making.
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GFI LANguard N.5.5. 6.0
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High Security Vulnerability created for the USB Device which is identified as being dangerous.

NOTE: If on the other hand you do not want to be informed / notified
about the presence of devices which you consider safe, enter the
name of the device in the “Ignore (Do not list/save to db) devices
whose name contains:” list section. When a device with such
properties is met, it will be ignored by GFI LANguard N.S.S and won't
be saved/displayed in the scan results.

Scheduled Scans

The scheduled scan feature allows you to configure scans which will
be run automatically at a specific date / time. Scheduled scans can
also be run periodically. This allows you to run a particular scan at
night or early in the morning and can be used in conjunction with the
results comparison feature, allowing you to receive a ‘change report’
automatically in your mailbox.

By default all scheduled scans are stored in the database. Optionally
you can save all scheduled scan results to an XML file (one per
scheduled scan). This can be done by right clicking on the Scheduled
Scan node, selecting Properties, enabling the Save Scheduled Scan
option and specifying a path for the XML files.
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Configuring a scheduled scan

To create a scheduled scan

1. In the GFI LANguard N.S.S. security scanner program, right-click
on the Configuration > Scheduled scans > New > Scheduled

scan...

2. This brings up the New Scheduled Scan dialog

Scheduled scan...

General | Logon Credentials |

Configure the scheduled zcan.
=)

]|

Scan target: IEmmanueIcE

Scanning profile: I Drefault

Deszcriptiorn; IDaiI_l,I Scan

Perfarm a scan:
= One time only
% Eveny: |1

Mestscan:  [11/18/2004 =|| 438:23PM =

Cancel Apply
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Creating a new Scheduled Scan

In the New scheduled scan dialog you can configure:

1. Scan target: Specify the computer names or IP range that you
wish to scan. You can specify the scan target as follows

I. Host name — e.g. ANDREMDEV
ii. IP address—e.g.192.168.100.9
iii. Range of IP’s —e.g. 192.168.100.1 — 192.168.100.255

iv. A text file with a list of computers - e.g. file:c:\test.txt (complete
path to the file) Each line contained in the file can take any of
the formats or targets specified in (1), (2) or (3).

2. Scanning Profile: Select the scanning profile to be used for this
scheduled scan.

3. Next scan: Specify at what date and time you wish the scan to
start

4. Perform a scan every: Specify if you wish the scan to be run
once or periodically.

5. Description: This will show up in the scheduled scan list
Click OK to create the scheduled scan.

To analyzelview the scan results of a scheduled scan, you must
specify the scan results XML file of that scheduled scan in the scan
filters node. To do this:

1. Right click on the “Scan Filters” main node and select “Filter saved
scan results XML file...”

2. Specify the Scan results XML file of the scheduled scan.

3. The filter nodes will now display data from the scheduled scan
results file.

Parameter files

The parameter files node provides a direct interface to edit various
text based parameter files that GFI LANguard N.S.S. uses. Only
advanced users should modify these files. If these files are edited
wrongly, it will affect the reliability of GFI LANguard N.S.S. when
determining the type of device it has found.

e Ethercodes.txt - this file contains a list of mac addresses and the
associated vendor which has been assigned that particular range.

o ftp.txt — this file contains a list of ftp server banners that are used
internally by GFI LANguard N.S.S. to help identify what OS is
running on that particular machine based on the ftp server running
there.

e |dentd.txt — this file contains identd banners that are also used
internally by GFI LANguard N.S.S. to identify the OS using banner
information.

e Object_ids.txt — this file has SNMP object ids and to which
vendor and product they belong. When GFI LANguard N.S.S. finds
a device that responds to SNMP queries it compares the Object ID
information on the device to that stored in this file.
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e Passwords.txt — this file has a list of passwords which are used to
assert password weaknesses.

e Rpc.txt — this file contains a map between the service numbers
returned by the rpc protocol and the service name associated with
that particular service number. When RPC services are found
running on a machine (normally Unix or Linux) the information
received is compared to this file.

e Smtp.txt — contains a list of banners and the associated OS. As
with the ftp and ident files, these banners are used internally by
GFI LANguard N.S.S. to identify the OS running on the target
machine.

e Snmp-pass.txt — this file contains a list of community strings that
GFI LANguard N.S.S. uses to identify if they are available on the
target SNMP server. If available, these community strings will be
reported by the SNMP scanning tool.

e telnet.txt — a file containing various telnet server banners used by
LNSS to identify the OS running on the target machine.

o www.txt — a file containing web server banners used to identify
what OS is running on the target machine.

e Enterprise_numbers.txt — list of OID (Object Identifier) to
enterprise (vendor/university) relation codes. If GFI LANguard
N.S.S. doesn't have the specific information on a device when it
finds it (information provided by the object_ids.txt file), it will look at
the vendor specific information returned and at least provide who
the vendor is for the product it found. This information is based on
SMI Network Management Private Enterprise Codes, which can
be found at: http://www.iana.org/assignments/enterprise-numbers

Using GFI LANguard N.S.S. from the command line

It is possible to invoke the scanning process from the command line.
This allows you to call the scanner from another application or simply
on a scheduled basis with your own custom options.

Usage:

Insscmd  <Target>  [/profile=profileName] [/report=reportPath]
[floutput=pathToXmlFile]  [/fuser=username /password=password]
[femail=emailAddress] [/DontShowStatus] [/?]

Legend:

Target Required : IP/Machine or range of IPs/Machines to be
scanned.

/Profile Optional : Profile to use for scanning. If not specified,
the current active profile will be used.

/Output Optional : Full path (including filename) where to output
the scan result xml file.

/Report Optional : Full path (including filename) where to generate
the output scan report html file.

/User Optional : Scan the specified target using the alternative
credentials specified in the /User and /Password parameters.

/Password Optional : Scan the specified target using the alternative
credentials specified in the /User and /Password parameters.
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/Email Optional : Send the resulting report to this alternative
email address. The mailserver specified in the
LNSS\Configuration\Alerting Options node will be used.

/DontShowStatus Optional : Do not show scan progress details.

NOTE : For full paths, and profile names, enclose the name in
inverted commas e.g. "Default", "c:\temp\test.xml".

/? Optional : Displays help screen on how to use Insscmd.exe
Macros:

%INSTALLDIR% Will be replaced with the path to the LANguard
N.S.S. installation directory.

%TARGET% Will be replaced with the scan target.
%SCANDATE% Will be replaced with the scanning date.
%SCANTIME% Will be replaced with the scanning time.
Example:

Insscmd.exe 127.0.0.1 /Profile="Default" /Output="c:\out.xml|"
/Report="c:\result.htm!" /email="Inss@127.0.0.1"

The above will make the command line scanner perform a security
scan on the machine 127.0.0.1, output the xml file to c:\out.xml, once
the scan is complete generate the html report in c:\result.html and
send the report to the email address Inss@127.0.0.1
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Patch Deployment

Introduction to patch deployment

Use the patch deployment tool to keep your Windows NT, 2000, XP
and 2003 machines up to date with the latest security patches and
service packs. To deploy patches and services packs, you need to
follow these steps

Step 1: Perform a scan of your network

Step 2: Select on which machines to deploy the patches
Step 3. Select which patches to deploy

Step 4: Download the patch & service pack files

Step 5: Patch file deployment parameters

Step 6. Deploy the updates

To deploy patches, you must have

¢ Administrative rights on the machine you are scanning.
o NETBIOS must be enabled on the remote machine.

The patch deployment agent

GFI LANguard N.S.S. 6 uses a patch deployment agent, which is
installed silently on the remote machine, to deploy patches, services
packs and custom software. The patch deployment agent consists of a
service which will run the installation at a scheduled time depending
on the deployment parameters indicated. This architecture is much
more reliable than without using a patch deployment agent. The patch
deployment agent is installed automatically without administrator
intervention.

Note: It is not uncommon that Microsoft retires patch files. When this
happens, the information of that patch remains in the mssecure.xmi
file, since the patch was available at some point. When this happens,
GFI LANguard NSS will report the patch as missing, even though it
cannot be installed. If you do not want to be informed about these
missing patches, you will need to disable checking for that particular
bulletin from GFI LANguard N.S.S. > Configuration > Scanning
Profiles > Patches.

Step 1: Perform a scan of your network

GFI LANguard N.S.S. discovers missing patches and service packs as
part of the security scan. It does this by comparing registry settings,
file date/time stamps, and version information on the remote machine.
using information provided by Microsoft in the mssecure.xml file.

LANguard Network Security Scanner Manual Patch Deployment e 51



First GFI LANguard N.S.S. detects which products for which it has
patch information are installed on the target machine (for example
Microsoft Office). After it has done that, it checks what patches and
service packs are available for that product and posts the missing
patch information in the Missing patches node of the high security
vulnerabilities node.

= @ Mizsing Patches [2)
B2 windows Server 2003 Enterprize Gold

E} @ MS03-041 [323182)

i b @ Title: Yulnerability in Authenticode Yerification Could &llow Remote Code E xecutic
- @ Reazon: Wrong file version [5.1.31.3730.0] for file "\192.168.100.1585D W INT
Date pogted: 200231015
Date revized: 2003/10/15
@ URL: http://download. microzoft. comddownload 0/ /2401 26e70b-7 87 2-404c-57¢
- 9 tS03-043 [828035)
- @ tediurmn securnty vulherabilities [1]
[ @ Lowe zecurity vwulnerabilities 5]

Missing patch sample output in scan results tree

For each missing service pack / patch GFI LANguard N.S.S. reports a
link from where you can download the patch file as well as other
information related to that bulletin.

Patches which are definitely missing are reported in the “Missing
patches and service packs nodes” of the scan results.

Patches which cannot be confirmed whether they are installed or not
due to lack of detection information are reported in the “Potential
vulnerabilities node” of the scan results.

B *B MHon-detectable patches [B]
- ) Windows Server 2003, Standard E dition Gold
) Office Spsterm 2003 Service Pack 1
&) Outlook Express B on Windows 2003 Gold
@ [nformation [3]

Non-detectable patches sample output in scan results tree

Step 2: Select on which machines to deploy the patches

After scanning the network, the list of missing service packs & patches
will be listed in the scan results window. To deploy the missing
updates you have to select which computers you want to update.
Patches can be deployed on one machine, all machines, or on
selected machines.

To deploy missing patches on one computer:

Right click on the computer you want to update > Deploy Microsoft
updates > [type of update] > This computer.

To deploy missing patches on all computers:

Right click on any computer in the result tree > Deploy Microsoft
updates > [type of update] > All computers.

To deploy missing patches on selected machines:

Use the check boxes on the left hand side of the scan results to select
which machines you want to update. Right click on any computer in
the result tree > Deploy Microsoft updates > [type of update] >
Selected Computers.
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Scanned Computers

B[] 8 1721613089 [EMMANUELC] [windows Server 2003 Gold)

Service packs on

Patches an

Potent M= '
izl Shares  StORsCan
B8 Netwa ) oo coved scan results from »
% USE d Save scan results to XML file, ..
-2 Passw '

. Export to file 3
-8 Secur
Regist  Enable auditing on 4
WM Deploy Microsoft updates
B Systen Deploy custom software on >
METEI
- [E Comp.  2REN patch deployvment log ...
Group: Send message to compuker .,
D Shut down computer
—[89] Sessio T
%y Sevic  Expand all nodes

Collapse all nodes
Check all nodes
Uncheck all nodes

Cuskomize Wiew. ..

Indicate which machines you want to deploy the required updates on.

E Mizzing Patches [7)
@ Law security vulnersbilities [B]

Selected computers

Step 3: Select which patches to deploy

Once you have selected the target computers to deploy Microsoft
patches on, you will be taken to the Deploy Microsoft patches node.
This node shows the details of the selected computers and which
patches/service packs need to be deployed to those computers.

You have two views in which you can manage the deployment

options.

(1) Sort by computers: Select a computer and see which patches /
updates need to be deployed.

(2) Sort by patches: Select a patch and see which computers are
missing that update.
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This web area is part of the patch-downloading system in GFI LANguard N.S.5.
There are three main types of patches in the mssecure.xmi file:

(1) Patehes which have a direct downlaad URL location.

(21 Patehes which will require some web page navigation to download fiom a parentweb page

(31 Patches forwhich no patch file exists

Wihen GFI LaNguard N.5.5. detects 3 file with a direct download location it will start downloading it

suoRdo ﬂ

=

e Snmp Audit instantly.

e Snmp Walk
- &g S0L Server sudit
D r,ﬁ Cunﬁguratmn

Scanning Profiles _'LI
_I—I v

Deploy Microsoft patches node

i+ Deploy immediately
" Deployon [Hov 18,2004 7| at | 446 P

[—=|
i |

By default all patches will be selected for deployment. If you want
certain patches not to be deployed, de-select them by clicking on the
tick box next to the patch.

Step 4: Download the patch & service pack files

After you have selected the patches/service packs to be deployed, the
appropriate files containing the patches to be deployed need to be
downloaded. This is done largely automatically by GFI LANguard
N.S.S. and it also places them in the correct directories depending on
the language of the product being updated.

| Updste e name | Stste | Bubatin | Angheaion || Dovarioad i e e swichas | uF
B windowsSenvsr,. Notdowrload . MSOJB[E196,. Windows Server 2000, Standsed Eibtion Gokd Ci\Program PV LN qussd Network Secuty Scannel & Urknosr
B EBwindowsServer.. Downboaded  MSOA01S (3403, Windows Server 2003, Starvdurd Ediien Gokd CiAProgam i LiNguasd Network Secuty Seanner 6. 1 /2 Yer

B D windosServer Mot dowinad  MSDATIE(R6 windows Server 2003, Starctand Foftion Rrid 2\ Prgpam FiesASFI\L &M guced Meswonik Secuaty Seanne & Urknowir,
E Edwimdoussiorver | Downinaded  MSUSAET (3415 windows Seever A1, Starclard Fbtion [iokd L\Pangram B AN guaed Hetwnrk Seciaty Scannet 647 /o e
Windosierver., Domivaded SIS A0S, Wandows Sevver 2003 Starndand Exbln Gkl Cnpam Hr‘\.AHlL"’\lwoJNr o Secaly Scamer 8. /2 e

! 5 . MSUAAIB (735, Wndowes Sevver 2005, Starndnd Exblon k) e
=B 5 MS08037 413, Windaws Servar 2003, Starvdard Cafton Gokd Yer
=E 5 MS084020 3330, Windaws Servar 2003, Starvdard Caton Gokd Yer

B B windsSamver, ME08 038 (BT, Inemel Explones 5.0 forwindasws Sever 2003 Gekd Yer

B B ik G402 (RA0EES) 3 e

B MSI4 7 [ e

E‘ MSUHAT3 (470 e

‘ MEUAAIE (.. P i VaHLAS g et Sty Scannes & e

GFI LANguard NSS shows which patch files need to be downloaded

GFI LANguard N.S.S. will show which files need to be downloaded in
the patches to be deployed list. Each patch file required will be listed
and will be in one of the following states, indicated by an icon in the
missing patch list:

E%& Downloaded
4] Currently being downloaded

Gt Waiting for user to navigate to the web page to click on the link to
download the file.

Ef:n Not downloaded
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Downloading the patches

Microsoft patches, listed in the mssecure.xml file, can be categorized
in three main types:

(1) Patches which have a direct download URL location.

(2) Patches which will require some web page navigation to download
the file.

(3) Patches for which no patch file exists.
To download patches for which there is a direct link:

For patches for which there is a direct download link, right click on the
patch file and select Download File. The download will start and
when completed, the file will be placed in the correct directory for you.

To download patches for which there is no download link but
only a source web page:

When GFI LANguard N.S.S. detects a file which needs to be
downloaded manually from the Microsoft web site, it will load the
target parent web page in the bottom area of the deployment tool. You
will then be able to find the appropriate download link and click on it.
GFI LANguard N.S.S. will be monitoring this web session and as soon
as it detects that you clicked on a direct download link it will start
downloading that file for you automatically. The navigation through the
web page will be part of the download session. Should you want to
cancel the download session you will need to click on the patch and
select Cancel Download. Once the download completes, the file will
be placed in the correct directory.

Internst
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5 B2, isahi6s exe MNat downloaded M0
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-3 Open Ports
~[3 open shares Download Center
[ sudting poicios Download Center Home
3 Password Policies Office 2000 Update: Service Pack 3 (SP3)
3 Groups and Users Download Categories
3 computer Properties Games The Office 2000 Service Pack 3 (SP3) provides the latest product updates to Office
W Resul comparison Directx 2000 and offers you the highest levels of performance and security available for Office
=+ Toos 2000. It can be installed by enterprise, small business, or individual users,

Windows (Security &

i

Updates: uick Info
% DHS Lookup P g o Office 2000 Update:
e Traceroute | W'!" ows Media File Name: 02ksp3.exe gerluirt‘e Pack 3 (5P3)
e Whais Erivers nglis!
%% Enumerate Computers Office and Home Download Size: 13271 KB
- Enumerate Users Applications Download
&g Snmp Audit Mobile Devices Date Published: 10/21/2002

% snmp Walk

Macintash & Other | -
% 5L server Audt i ¥ersinn: : 2 —rLI_I
= Configuration
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-y Scheduled Scans =
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Downloading a patch from a web page with the download assistant.

Step 5: Patch file deployment parameters

Optionally, you can configure alternative deployment parameters on a
patch by patch basis. To do this:

1. Right click on the patch file and select Properties.
2. Optionally specify an alternative download source URL
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3. Optionally specify command line parameters to use during
deployment

You can check to which bulletin a patch applies by right-clicking on the
patch file and selecting “Bulletin Info...”

Patch properties |

General |

Patch file namme: IE!31 3138 WK _SP3 =86 EM exe

Bullstir; |M302-029 (318138)

Affected product: IWindDws 2000 Server Service Pack 2

Source URL:
Ihttp:.-".-"u:lu:uwnlu:uad.miu:n:usu:uft.u:u:um.-"u:lu:-wnlu:uad.-"wiHEDDDpIathrma’patcha’qE |

Download directorn:
IE:HPngram FileshGFI\LaM guard Metwork, Secunty Scanner B.0MRepo |

Deploy patch with the following command line parameters:
I.-"q i’z

Cancel Apply

Patch file properties

Step 6: Deploy the updates

After you have selected the computers to deploy the patches on and
downloaded the patches, you are ready for deployment!

Click Start at the bottom right to start deployment.
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[ GFI LANguard N.5.5. 6.0

[_[0[x]

File Tools Configure Help
E\J Mew Scan.,, : Using: Alernative Credentials = User Mame: 172.16,130.144\administr Password; s
@ Specify updates to apply and select Start to start the deployment of updates Options |
—
=)
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SECURITY & MESSAGING SOFTWARE

Patch File Download Attendant -

There are three main types of patches

This web area is part of the patch-downloading system in GFI LANguard N.S.S.

in the masecure.<ml file:

(1) Patecheswhich hawe a direct download URL location.

(2) Patohes whish will require some web page navigation to download from a parentweb page =l

i+ Deploy immedistely

o |[ o]

" Deploy on |N0v18, 2004 d at I

s1z2pM =

Initiating patch deployment by clicking on start.

Deployment of the patches will now start. You can monitor the patch
deployment status from the deployment status tab

GFI LANguard N.5.5. 6.0

File Tools Configure Help

= 1) MNew Scan.

Using: Alternative Credentials

I[=1 3

= User Mame: 17Z.16.130,144\administr  Password; ##+++

Dptions |

Specify updates to apply and select Start ta start the deployment of updates

Security Scanner {Default)

Sort by computers Sort by patches  Status |

3 Scan Filkers

[ Full Report

? ‘ulnerabilities [High sec

= 3? “ulnerabilities [Mediur

? Yulnerabilities [All]

ﬁ? Missing Patches and Se

3? Important Devices - U2

S? Impartant Devices - Wi

ﬁ? Open Porks

3? Open Shares

W auditing Policies

? Password Policies

3? Groups and Users

? Computer Propertics
W Result comparison

[—]--lg Tools

% Deploy Microsoft Updates

- Deploy Customn Software

%% DMS Lookup -

- Traceroute

e Whois

Enumetate Computers

& Enumerate Users

- % anmp Audit

- 8% Snmp Walk

- 9% S0L Server Audit

=2 _é MICHALRESVMTST
2 E stablizhing connection...

sunRds ﬂ

Connected
Connecting to the remote registny....
Connected

Preparing to copy 1 filez...
Copying process started
Copying ME02-029_1_Q318138 W2k_5P3_<B6_EN.exe [1.078.8 KB]
Copying process completed
EBatch file copy O
NT machine. Starting the GFI LANguard Patch agent service on the remate machine...

FTEVvERTEYT

Service iz not installed. instaling the service

Copying the files needed...

Service installed

Service started

Dreploying "MS02-023_1_03181 38 W 2K_5P3_X86_EM.exe" /q /2 (1/1)
Completed [1/1]

Clozing connection

T

H@ Configuration
I Scanning Prafiles

S Srherdiled Srars
< l

il

| Start I

+ Deploy immediateh Reset

i Deployon [Nov 18,2004 |7 at | £46PM =

Monitoring the download process.

Deploying custom software

The custom software deployment tool is very handy to quickly deploy
custom patches for software network wide, or even to install software

network wide. The ¢

ustom software deployment tool is also frequently

used to deploy virus signature updates network wide. The process of
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deploying custom software is very similar to the process of patching a

[E8 GFI LANguard N.5.5. 6.0 =] E3
File Tools Configure Help
é 1) Mew Scan... é Using: Alternative Credentials = User Name: 172.16,130.144\administr Password; *dd
xplore
(LTS Configure which computers and which software files are to be deployed DOptians ‘
GFI LANguard N.5.5. =
B Security Scanner {(Default) Software to deploy | Deployment status |OPf‘Dn5 !} |
=T Scan Filk
T ;rllulll ::pnrt Software: General |Advanced
F: it i Sofb Locsti P. Add |
y Vulnerabilities [High sec a v?lare (LI I I = Before deployment:
W vulnerabilties [Medium CHWINDOWS \spstem3Z\cale. exe
y vulnerabilties [AIN Edit... | ¥ ' amn user before deployment [send a message)
y Missing Patches and Se TR | I~ W/ait for user's aproval
:y Impartant Dev?ces - UE_ I~ Stop services (IS, M5-SOL server]
y Impartant Devices - Wi hefore deployment
? Qpen Porks
? (Open Shares bl I _’I .
= I™ Deploy software under the following
¥ Auditing Policies d 4 iy
[ Password Folicies Computer(s) to deploy software on: 3 m'”'S"aFt“';:;cm""tI ENEETOREEE
? Groups and Users Name | Notes Add | TR o
}“ Computer Properties } MICHALRESYTST1 Aceount name; I
?9 Result camparison Remove. |
-2 Tools oot PFassuord: I
elect... |
5 Dep:oy Microsoft L;pdates ] Copy software to deploy to barget computer(s) via:
% Deploy Custom Software Impart. & dmi . b
%€ DNS Lookup Iministrative shares
g Traceroute " Custom share:
- Whois
- &g Enumerate Computers
& Enumerate Users After deployment:
-~ &g Snmp Audit 4 _’I * Do pot rebootjshut down the computer(s);
- Snmp ialk " = Rehoot the karget computer(s)
- %& S0L Server Audit
B @ ?gnfiguration * Deploy immediately ficse] Slat = Shut down the target computeris)
T = =] - =]
4 | » " Deploy on IND‘”S' 2004 J at I S0P = [ Delete copied files from remote

Deploying custom software

Step 1: Select the machines on which to install the
software/patches

1. Go to Deploy custom software node in the tools node.

2. Click on Add to add a single computer, or click on Select to select
a range of computers on which to deploy the custom software.

Note: You can also select which machines to deploy custom software
on from Security Scanner node and the Tools > Enumerate
Computers node.

Step 2: Specify software to deploy

Click on Add in the “Patches:” section to specify the source location of
the file and specify any command line parameters which need to be
used for deployment of the file.
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Add custom software |

Specify the lozation of the file to deplay on the target machines:

D eploy the file at location:
C:MlanguardnssE. exe =

‘fith the fallowing parameters:
" Mo parameters required

{ Windows operating system patch
" Intemmet explarer patch

% Custam

-E

Add Cancel

Specifying the software to deploy

Optionally you can schedule a time when the deployment should take
place

Step 3: Start the deployment process

Once you have specified the software to be deployed and the
computers to which it is to be deployed, you can start the deployment
process by clicking on Start.

GFI LANguard N.5.5. 6.0
File Tools Configure Help

E\)New Scan... E Using:  Alternative Credentials = User Mame: 17Z.16.130,144\administr  Password:  ##+

Configure which computers and which soltware files are to be deployed Options | ‘

-
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EEE Scan Fikers
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% Full Report

y yulnerabilities [High sec Software Location | Parameters | Add... |
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3? Open Porks
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ﬁ? Auditing Policies
y Password Policies Computer(s] to deplay software on:

? Groups and Users Add...
9 Computer Properties - R |
% Result camparison Remaove.. |
-8 Tooks
% Deploy Microsoft Updates || Select.. |
%% Deploy Customn Software [
& DM Lookup [ |

e Traceroute

- Whais

& Enumerate Computers
& Enumerate Users

- #& Snmp Audit 4 | _’I
& Snmp Walk

- SQL Server Audit & Deploy immediately Reset | Start I

=08 Configurati
k O Configuration (| CDeployon [Nev 18,2004 ] at [ 510PH =
| | |

Deploy custom patches indicating which patch files to deploy on which computers.

Tools Explarer a |

GFI LaNguard N.5.5.
O

suondo E

g
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Deployment options

Cptions

General |.ﬁ.dvanced Download directory

Before deplovment:
v “wamn user before deployment [zend a message]
[ wait for user's aproval

[T Stop services (IS, MS-SEL server)
befare deployment

[~ Deploy patches under the fallowing
admirigtrative account [domainuzer
ar uzer@FLDM format]

Secount mame: I

Fazzword: I

Copy software to deploy to karget computer(s) via:

% Adminishrative shares

" Custom share: I

After deplovment:

{* Do not reboaok)'shut down the compuker(s)
{~ Rebook the target computer(s)

" Shut down the Earget computeris)

[v Delete copied files from remate
computer(z] after deplovment

Computer filters., ..

General Deployment options

You can configure deployment options by hovering over the Options
button, located at the right side of the screen, with the mouse. Here
you can:

General

Configure the deployment agent service to run under alternative
credentials.

Reboot target computer after deployment. Some patches require a
reboot after installing. Select this radio box if one or more patches
require a reboot.

Shutdown machine after deploying software updates.

Warn user before deployment: Will send a message to the target
machine before deploying the updates.

Stop services before deployment: This option stops the ISS & MS
SQL Server services before deployment.

Configure GFI LANguard N.S.S. to deploy the software updates
through administrative shares or through a custom share (if a
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custom share is used, there will be no need for administrative
shares. These can disabled for greater security.)

o Delete copied files on the remote machines after deployment.
e Configure particular filtering conditions to which to deploy the

patch to (computer filters)
Advanced

¢ Configure the number of patch deployment threads to use
e Configure the deployment timeout.

Cpkions

| Dowvnload directory

Mumber of deployment threads: |5 vi fmax 10

WARMNIMNG: Deploving with more than 5 threads
may render the UI unresponsive unkil the
deplovment operation is complete,

General i

Deployment timeouk (seconds): (150 =

Advanced Deployment options

Download Directory

o Configure the directory where the downloaded patches must be
stored.

Cpkions

Gerneral Advanced Download direckory

Download direckory For Microsoft updates:

IC:'I,F'rn:ngram Files!GFTLAMuard Mekbwark Security

Change... |

Download directory options

NOTE : In the Deploy custom patches tool, the Computer filters will
not apply to computers which have not been scanned by the security
scanner tool.
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Results Comparison

Why Compare Results?

By performing audits regularly and comparing results from previous
scans you will get an idea of what security holes continually pop up or
are reopened by users. This creates a more secure network.

GFI LANguard Network Security Scanner helps you do this by
allowing you to compare results between scans. GFI LANguard N.S.S.
will report the differences and allow you to take action. You can
compare results manually or through scheduled scans.

Performing a Scan Results Comparison interactively

Whenever GFI LANguard N.S.S. performs a scheduled scan it saves
the scan results XML file in the Data\Reports directory in the GFI
LANguard N.S.S. installation directory.

You can also save the current scan results to an xml file by right
clicking on the security scanner node and selecting ‘Save scan results
to XML file...".

To compare two scan result XML files:

1. Go to the result comparison tool under ‘GFI LANguard N.S.S. >
Security Scanner > Result comparison'.

2. Select two scan results from either an xml files or from a result
stored in the database backend, performed with the same options and
on the same set of computers, but performed at different times, and
click Compare.
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GFI LANguard M.5.5. 6.0

File Tools Configure Help

) Mew Scan... |‘ E E Using: Currently Logged-On User = Liser [ame: Password:
Tools Explarer a ‘
Scan result 1: |172.1513EI.97 -Default - 11/2/2004 31525 = |i LCompare I Dptions
GFI LANguard N.5.5. = —I
=5 Security Scanner {Default) Scan result 2: IE:\Proglam FileshGFI'LANguard Metwork Se
Elgi; Scan Filters

}? Full Report

- wineratiees igns=c || B<GIFR SECURITY & MESSAGING SOFTWARE E
3? wulnerabilities [Medium '

? Wulner abilities [All]
[ issing piches and 3¢ || Ragults Comparison Report
y Important Devices - U=
3? Important Devices - Wi

suondo E

B Open Parts Host Hame Host IP
% Open Shares = EMMANUEL-NTTEST 1721613097
-t Auditing Policies ”
= [
- Password Policies &
? Groups and Users METBICS name WORKGROUP(Domsin Mame) has bheen removed.
y Computer Properties METEIOS name WORKGROUP(Browser Service Elections) has heen remaved.

Result comparison

E- 1.3 Tools o
-4 Deploy Microsoft Updates
9% Deploy Custom Software

METBICS name 15~MAMUEL-MTTES{unknown service) has bheen removed.
METBIOS name INet~Services(lIS) has been removed.
METBICS name EMMANUEL-MTTESTOWorkstation Service) has been removed

-9 DNS Lookup MNETBIOS name EMMANUEL-NTTEST(Messenger Service) has been removed.
% Traceroute METBICS name EMMANLUEL-MTTEST(File Server Service) has been removed
9% Whois

% Enumerate Computers
% Enumerate Users
- Snmp Audit

%% Snmp Walk

% S0L Server Audit hl
a1 I

Comparing results

The result will be similar to the above screenshot. It tells you what has
been enabled or disabled and any network changes since the last
scan.

o New items will show anything new that occurred after the first
scan.

¢ Removed items will show any devices/issues that were removed
since the first scan.

e Changed items will display anything that has changed, such as a
service being enabled or disabled between scans.

Performing a Comparison with the Scheduled Scans Option

Instead of manually scanning your network each day, week, or month,
you can setup a scheduled scan. A Scheduled Scan will run
automatically at a certain time and will email the differences between
scheduled scans to the administrator. For example: the administrator
can configure the Scheduled Scan feature to perform a scan every
night at 23:00. The GFI LANguard N.S.S. attendant service will
launch a security scan on the selected target computer(s) and save
the results to the central database. Then, it will compare the current
results with the results from the night before and report the
differences, if any.

NOTE: If this is the first time that a scheduled scan is performed or if
there are no differences detected with the previous scan, GFI
LANguard N.S.S. will not email a report. You will only receive a report
if something has changed.
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GFI LANguard N.S.S. Status Monitor

Viewing scheduled operations

The GFI LANguard N.S.S. status monitor allows you to monitor the
status of active scheduled scans and software update deployments.
You can also cancel scheduled deployment operations.

Active Scheduled Scan

To view the status of active scheduled scans click on the GFI
LANguard N.S.S. monitor icon in the Windows system tray and select
the Scheduled scans tab. You will see all current active scheduled
scans and the time at which they started.

Note: As the name itself implies in the Active Scheduled Scans only
the current active scans will be shown. To check what scans are
scheduled and to cancel any scheduled scan, Open GFI LANguard
N.S.S. and click on GFI LANguard N.S.S. > Configuration >
Scheduled Scans

GFI Languard NS5 Status Monitor
Active scheduled scans | Secheduled deplayments |
Target | Profile | Start time | Status
1726130022 Drefault 1141842004 35253 PM completed
1] |
Bemaove finished scans | | Stop zelected scans I
ak. |

Completed Scheduled Scan

To cancel an Active schedule scan, select the active scheduled scan
you wish to cancel and click on the “Stop Selected Scan(s)” button.
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GFI Languard N55 Status Monitor
Active scheduled scans | Schaduled deployments I
Target | Profile | Stark time: | Statug |
“JEMMEMIELL Default 11/19/2004 10:18:23 AM cancelled
Bemove finished zcans | | Stop zelected zcans I
_ x|

Cancelled scan

Scheduled deployments

To view the status of scheduled deployments click on the GFI

LANguard N.S.S. monitor icon in the Windows toolbar and select the
Scheduled deployments tab.

GFI Languard MS% Status Monitor Mi=] E3

Ceheduled scan:  Scheduled deployments |

=l-5%3 Computers
=1 172.16.130.89
-E2) Files
s - [Z) Status
= MS Deployment 1 [Scheduled)
(33 Deployment time: 2004/171,/30, 15:18:23
E}’; Computers
=1 EMMANLELL
~IE2) Files
2] Status

RBemove finizhed deployments LCancel zelected deplopments |

Scheduled deployments

To cancel a scheduled software update deployment, select the entry
you wish to cancel and click on the “Cancel Selected deployment”.
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GFI Languard N5S Status Monitor

Active scheduled zcans Scheduled deployments

E|¢ Custom Deployment 1 [Cancelled]
£33 Deployment time: 2004/11/28 , 10:10:16
E}!‘j CompLiters
=1 127.001
£3) Files
(2] Status

Bemove finished deployments

Cancelled deployment
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Database Maintenance Options

Introduction

Use the database maintenance options node to select which database
backend to use to store your saved scan results. You can also
configure database maintenance options, such as automatically
deleting scan results older than a particular age.

If you are using MS Access as a database backend you can schedule
database compaction to avoid data corruption. Database maintenance
options can be accessed by:

1. GFI LANguard N.S.S. > Configuration > Right click on the node
Database Maintenance Options.

2. Select Properties.

Change Database

The Change Database tab contains the options for changing the
database backend used by GFI LANguard N.S.S. to store the scan
results in. Supported database back ends are MS Access or MS SQL
Server.

MS Access

Specify the full path (including file name) to use as your MS Access
database backend. NOTE: If the file does not exist it will be created for
you.
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Properties |
Change databaze | Manage scans results optionis I Advanced I

—Current GFI LAMguard M 5.5, databaze backend settings—

Databaze bupe: M5 Access

File path: Security Scanner B.0MD atahscanresultsB. mdb

—Mew GFl LAMguard M.5.5. databaze backend zetting
|ndicate below the new type of database backend to use:
{* M5 Access = M5 SEL Server

Pleaze zpecify the path where the new databasze backend iz o be
lozated:

INetwark Security Scanner B.0VD atatzcanresultzb. mdb Browsze. .. |

k. I Cancel Apply

Change Database - MS Access

MS SQL Server

Specify the name/IP of the server which has MS SQL Server installed
on it. You also need to specify SQL Server access credentials. (NT
Authentication mode is not supported by GFI LANguard N.S.S.)

NOTE: If the server and credentials specified are correct, GFlI
LANguard N.S.S. will log into the SQL Server and create the
necessary database tables. If the database tables already exist it will
re-use them.
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Properties |
Change databaze | Manage scans results optionis I Advanced I

—Current GFI LAMguard M 5.5, databaze backend settings—

Databaze bupe: M5 Access

File path: Security Scanner B.0MD atahscanresultsB. mdb

—Mew GFl LAMguard M.5.5. databaze backend zetting
|ndicate below the new type of database backend to use:
" M5 Access % M5 SOL Server

Fleaze specify the name or IP of the machine containing the SLL
Semver £ MSDE databaze to uze:

Server || j

I1ze the below credentials to log into the databaze backend. Flease
niote that these are niot NT authority credentials but SOLAASDE login
credentialz which are zet wia toolz such az the SOL Enterprize
Mmanager:

zer name: Isa

Pazzword: I

k. I Cancel Apply

Change Database - SQL Server

Manage Saved Scan results.

The Change Database tab contains options for deleting saved scan
results from the database backend. You can delete scans manually or
delete saved scans depending on their age.

Advanced Options

The Advanced tab contains options to schedule compaction of the
database backend. You can also configure automatic compression to
be performed by the attendant service.

NOTE: Compacting Databases is done in order to permanently
remove records marked for deletion.
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Properties |

Change gatabasel Manage scans results options  Advanced |

@ Fleaze configure the databaze compaction optionz.

The below option iz only available when uzing Microsoft Access az a
database backend. "when uzing SAL Server / MSDE as a database
backend you need ko manualy zet maintenance plans accarding ta your
company policies.

Compact How |

Schedule repair/compact databaze operation

" Ore time only
* Every |1 Iweeks j

Mest operation [11/19/2004 | [11:05:27 &M =

| 2k, I Cancel Apply

Database Maintenance Options - Compaction Options
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Tools

Introduction

The following Tools can be found under the Tools Menu

DNS Lookup
Whois Client
Trace Route
SNMP Walk
SNMP Audit
MS SQL Server

Audit

Enumerate Computers

DNS lookup

This tool resolves the Domain Name to a corresponding IP address
and in addition provides information about the domain name, such as

whether it has an MX record etc.

GFI LANguard N.5.5. 6.0
File

1) New Scan... E Using: Alernative Credentials

Tools  Configure  Help

= User Mame: 172.16,130.144\administr Passward; #*sk

Tools Explorer

[—]ﬁg Tools

4

Efﬁ Corfiguration
™

B §§ Scan Fikers

Ei‘ Full Repart

j? ulnerabilities [High sed
y ‘ulnerabilities [Medium
? wulnerabilities [Al]
Ei‘ Missing Patches and Se
j? Important Devices - US
y Impartant Devices - Wi
? Open Ports

Ei‘ Open Shares

j? Auditing Policies

y Password Policies
[ Groups and Users
Ei‘ Computer Properkies

= ?g Resulk comparisan

--#%& Deploy Microsoft Updates _|
4% Deploy Custom Software

- &% DMS Lookup

-8 Traceroute

% Whois

% Enumerate Computers

- @& Enumerate Users

- snmp Audit

% Snmp Walk

% SOL Server Audit

il

7
GFI LANguard N.5.5, =
[=-|&7 Security Scanner (Default)

Hostname/IP to resolve:  [wnw gfi.com

j Bietiieve I

I Options ‘

=l

Performing DHS Lookup operation through DH!
Resolving host www.gfi.com ...

Pleaze wailt ...

Basic information results:

A B9.20.55.135 (aeaer gifi.com)

M5 server! gfi.com

M server3.oficom

A 209.61.184 105 (server! gfi.com)
A 212.100.225 180 (server3.gfi.com)

Host information results:
o HIMFO Records found

Aliages results:
Mo CMAME Records found

MX Records results:
o bl Fecords found

HS Records results:
Mo ME Records found

Completed DMS Lookup Reguest for s gficom: 5

P o

Cptions

General |

Retrieve the Following Information
¥ Basic information

¥ Host information

¥ Aliases

[¥ MZRecords

[¥ 1S Recards

DNS Serveris) to query:
% Use defaul: DNS server
i~ Use alrernative DRS server(s)

—

£ |
Remoye |

DNS Lookup tool

To obtain information about a domain name:
1. Go to the Tools > DNS lookup node.
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2. Specify the hostname to resolve
3. Specify the information to retrieve:
e Basic Information —i.e. host name and to what IP this resolves

e Host Information - Known technically as the HINFO, and usually
includes information such as hardware and what OS runs on the
specified domain (most DNS entries do not contain this information
for security reasons.)

e Aliases - returns information on what A Records the Domain might
have.

e MX Records - known also as Mail exchangers records, shows
which mail server(s) and in what order are responsible for this
domain.

e NS Records - indicate which name servers are responsible for this
domain.

In addition it is possible to specify an alternative DNS server .

Trace Route

GFI LANguard N.5.5. 6.0

File Tools Configure Help

\’l Mew Scan... E Using: Currently Logged-On User = Liser Flame: Password: E
ISG:T::" —— 2 Trace [domain/|P/name] Iwww.gf\.cnm j | Traceroute I Jptions | ‘
EE guard M55 =
=) Security Scanner (Default) =
=] Ef; Scan Filkers 1 |1
3 Full Report vz 1 10.130.130.1 0 0 2
% ‘ulner abilities [High se N ERE 10'51 1‘81 : a0 a0 g'
-3 wulnerabilities [Medium J—
[ vulnerabilties [A1] V41 21256128190 19 14
}? Missing Patches and Se A g Pl - -
9
[ Important Devices - U vE 1 2171596213 72 72
[ Iportant Devices - wi v7 o 217.18.97.70 53 53
% open Ports &8 1 195.22.218.121 438 433
[ Open Shares &S 1 196.22.196.122 362 362
W auditing Palicies V101 £4.200.119.113 204 204
[ Password Policies V111 £4.200.119.105 142 142
3? Groups and Users v 12 1 B4.200.240.18 193 199
3? Computer Propertiss 1 | |
Resulk comparison | — e I~ s
=8 ',?5 Tools — Hops
% Deploy Microsoft Updates 1,200 T H
%¢ Deploy Custom Software 1, -
e DNS Lookup @
e Tracerouke g
%L Whais §
- %% Enumerate Computers §
-9 Enumerate Users
-9 snmp Audit
-9 Snmp Walk
% S0L Server Audit hd
S il

| Ready ‘

Trace route tool

This tool shows the network path that GFI LANguard N.S.S. followed
to reach the target machine. When you perform a trace route, each
hop has an icon next to it:

e V' Indicates a successful hop taken within normal parameters
. & Indicates a successful hop, but time required was quite long.

. & Indicates a successful hop, but the time required was too long

o X Indicates that the hop timed out. (i.e. it took longer then
1000ms)
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Whois Client

GFI LANguard N.5.5. 6.0

Ele Tools Configure Help

v,l MNew Scan... EUsi_ng: Alcernative Credentials = UserMame: 172.16,130.144\adrministr Password: s

Tools Explarer . ‘ Luery [domainAP/name]: Iwww afi.com j Eetrieve I Dptions |
N

GFI LANgUard 1.5.5. I
=[] security Scanner (Default) LI

= SS Scan Filkers Starting WhalS operation far v gfi. com
j? Full Report ‘:'2

y ‘wulnerabilities [High se g

S

[ wuinerabilties [Medium
3 wulnerabilties [Al] 'whois Server Yersion 1.3
j? Missing Patches and Se
y Impartant Devices - US
? Important Devices - Wi
Ei‘ Open Porks

j? Open Shares Dornain Mame: GF1.COM

W auditing Policies Registrar: CORE INTERMET COUNCIL OF REGISTRARS

EW Password Policies “whhois Server: whois. corenic. net
Referal URL: http:/Awia corenic. net

Domain hames in the .com and .net domaing can now be registered
with many different competing registrars. Go to http: A Aww.internic.net
for detailed information.

{2 Groups and Users Mame Server: SERVERT.GFI.COM
? Computer Properties Mame Server: SERVERIGFI.COM
= % Result comparison Eltaéluf ?BTIIVEUS 2004
o pdated Date: 03-aug-
& "g LR 3 Creation Date; 03-aug-1935
-4 Deploy Microsoft Updates _| Expiration D ate: 02-aug-2006
- @& Deploy Cuskom Software —
- #%& DNS Lookup
% Traceroute >»> Last update of whoiz databaze: wed, 17 Mov 2004 13:00:00 EST <<«
%k Whois MOTICE: The expiration date displayed in this record is the date the
% Enumerate Computers registrar's sponsorship of the domain name registration in the registry is
- Enumerate Users cLmently set to expire. This date does not necessarily reflect the expiration
%% Srmp Audit date of the domain name registrant's agreement with the sponzoring

registrar. Users may consult the sponsoring registrar's Whois database to

h § ggr::;Walk T view the registrar's reported date of expiration for this registration
arver Audi
Efﬁ Configuration | [TERMS OF USE: Yiou are not authorized to access or query our Whois
- e = v databage thiough the wse of electionic processes that are high-valume and
| =1 bamsbed evrent a5 teasanabln necesean b eaisker dorain names ar =l
Whois tool

This tool will lookup information on a domain or IP address. You can
select a specific Whois Server from the options area, or you can use
the 'Default’ option which will select a server for you

SNMP Walk

SNMP walk allows you to gather SNMP information. The right pane
contains a list of names symbolizing specific Object ID’s on the
device. To find out more about the information provided by the SNMP
walk, you will have to check with the vendor. Some vendors provide
great details on what each piece of information means, others, though
their devices support SNMP, provide no documentation on it at all.

To use the utility, click on Tools > SNMP walk. Enter the IP address
of a machine or device which you wish to scan/'walk’.

Note: In most cases SNMP should be blocked at the router/firewall so
that Internet users cannot SNMP scan your network.

It is possible to provide alternative community strings.

Note: SNMP will help malicious users learn a lot about your system,
making password guessing and similar attacks much easier. Unless
this service is required it is highly recommended that SNMP is turned
off.

SNMP Audit

The SNMP Audit tool, allows you to perform an SNMP audit on a
device and audit for weak community strings.

Some network devices will have alternative or non-default community
strings. The dictionary file contains a list of popular community strings
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to check for. The default file it uses for the dictionary attack is called
snmp-pass.txt. You can either add new community hames to this file,
or direct the SNMP audit to use another file altogether.

To use the utility, input the IP address of a machine running SNMP
and click Retrieve.

MS SQL Server Audit

This tool allows you to perform an audit on a Microsoft SQL server
installation. You can audit both the SA account, as well as all SQL
accounts

By default it will use the dictionary file called passwords.txt. You can
either add new passwords to this file, or direct the utility to another
password file.

To run a SQL server audit, input the IP address of the machine
running MS SQL. If you want to password guess all SQL accounts,
you have to enter a user name and password to login to SQL to
retrieve all user accounts.

[E GFI LANguard N.5.S. 6.0 =]

Fle Tools Configure  Help

E-J Mew Scan... Using: Alcernative Credentials * UserMame: 172.16.130.122\administr  Passwopd: *#ss

plorer

1[5 Security Scannsr (Default)

GFI LANguard N.5.5, ]

£ Scan Fiters

3 Full Report

¥ wulnerabilities [High sex
L3 uiner abilties [Medium
¥ wulnerabilities [4]
JP Missing Patches and Se
¥ Important Devices - Us
}' Important Devices - Wi
I3 Open Ports

Aud\tMSSQLSewell 17216130122

j Audit I Options ‘

Starting =gl audit for 172.16.130.122"

[options o

WARNING: Passwvord for user (sa) guessed: [Guessed Passward would be here]

General | Dictionary Database

Type of account audit operation to perform:
& Audit one specific account

Usename: [sa

" Audit all SOL user accounts

2 {Requires an account bo log inka the SGL
(W Open Shares Server to retrieve the list of available ussrs)

L3 auditing Policies Username:
¥ Password Policies
Password:

I3 Groups and Users

¥ Computer Properties

T Result comparison

£ Tooks

& Deploy Microsoft Updates

& Deploy Custom Software

&g DS Lookup o
& Traceroute

e whois

#& Enumerate Computers

% Enumerate Users
A Snmp Audit

% Snmp Walk

A& 50L Server Audit
£ Configuration

H G Cobmdidad o

{E.g Scanning Profiles =
e Sy

\
SQL Accounts audit tool
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Enumerate Computers

[E5 GFI LANguard N.5.5. 6.0 [_ O] x]
File Tools Configure  Help
E 1) News Scan... E Using: Currently Logged-On User = Lser Mame: |r00t | Password: ""*”"""‘ @I
@“ Enumerate computers in domain: Ldu GFIMALTE j Stop I I Options ‘
-
o
% Mame Operating System Type - |Options I |
‘;i %P had . el (S ':' d General |InFurmatinn Source
5 || BEVM-TESTING Windows »P Professional 5.1 [2600) | Workstation
| g vM-GENERIC ‘windows X Professional 5.1 [2600)  Workstation T ¥ Enumerate all computers,
S VM-DEVELOPMENT  windaws »P Professional 5.1 [2600) | Workstation  only these:
] DaviDy ‘windows 2000 Professional 5.0 [2195] | Workstation .
af] CELERONI00:P ‘windows X Professional 5.1 [2600)  Workstation
S JENS Windows %P Professional 5.1 [2600)  Werkstalion WA 125 55 /5 f L
w508 Windows 2000 Professional 5.0 (2195)  ‘workstation U 57 L
Wi ROBERTS Windows P Professional 5.1 (2500) | ‘Workstation e 5175 2000 L
il THINKPAD Workstation e 5175 2005 L
S STEFANF Windows %P Professioral 5.1 (26800]  Werkstalion Ui P L
5 saRaHT windows P Professional 5.1 [2600)  ‘wiorkstation ] L
o JAMESPULL ‘windows 2000 Professional 5.0 (2195) | workstation Cint Ll
5 TAMARAE Windows ¥P Professional 5.1 (2600]  Workstation Cllctiviies
Wil ALEXCH Windows 2000 Professional 5.0 (2195]  Workstalion st L Tariaio L
il SNDREIDEY Windows P Frofessional 5.1 (2600] | Warkstation Primary Domain Controleers (PDC) ]
S BUTORESFONDER  ‘windows %P Frofessional 5.1 (2600)  ‘Workstation Backup Domain Controlers (BDC) [
] NICKGDELL windows P Professional 5.1 [2600)  Workstalion At e piatiats | ez L
B WILLIAM ‘windows %P Professional 5.1 (2600)  ‘warkstation Sitias g A Gue L2 L
il NICKP Windows %P Professional 5.1 [2600)  Workstalion =| s e ) I = Folee Ll
........... P e E Types
Start gathering information. .. ‘“Workstations [
Connecling to GFIMALTA .. o ) Servers ]
Connecting ta the GFIMALTA domain with the supplied credentialz... )
C ted with the Fod tential ‘Windows For workgroups [
The zearch for computers v;ars completed successfully
\

Enumerate computers tool

This utility will search your network for Domains and/or Workgroups
on it. Once it has found that, you will have the ability to scan those
Domains for a list of computers in them. Once it has performed its
scan it will list whatever OS is installed on that machine, and any
comments that might be listed through NETBIOS.

Computers can be enumerated using one of the following methods

e From Active Directory — This method is much faster and will also
enumerate computers that are currently switched off

¢ Using the Windows Explorer interface — This method is slower and
will not enumerate computers that are switched off.

You can specify which method to use from the Information Source
tab. Note that you will need to perform the scan using an account that
has access rights to Active Directory.

Launching a security scan

Once the computers in the domain are enumerated you can launch a
scan on selected machines by right-clicking on any of the enumerated
computers and selecting Scan.

If you want to launch the scan but continue to use the Enumerate
computers tool, select Scan in background.

Deploying Custom patches

Select which machines you want to deploy updates on > Right click on
any selected machine > Deploy Custom Patches.
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Enabling Auditing Policies

Select which machines you want to enable auditing policies on > Right
click on any selected machine > Enable Auditing Policies....

Enumerate Users

The Enumerate users function connects to Active Directory and
retrieves all users and contacts in Active Directory
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Adding vulnerability checks via
conditions or scripts

Introduction

GFI LANguard N.S.S. allows you to quickly add custom vulnerability
checks. This can be done in 2 ways: By writing a script, or by using a
set of conditions. Whichever method you use, you will have to add the
vulnerability via the Security scanner interface and specify either the
script name or the conditions which must be applied.

Note: Only Expert Users should create new Vulnerabilities, as miss-
configuring Vulnerabilities will give false positives or provide no
Vulnerability information at all.

GFI LANguard N.S.S. VBscript language

GFI LANguard N.S.S. includes a VBscript compatible scripting
language. This language has been created to allow you to easily add
custom checks. It also allows GFI to quickly add new vulnerability
checks and make them available for download. GFI LANguard N.S.S.
includes an editor with syntax highlighting capabilities and a debugger.

For further information on how to write scripts please refer to help file
'Scripting documentation’, accessible from the GFI LANguard N.S.S.
program group.

IMPORTANT NOTE: GFI cannot offer any support in the creation of
scripts that are not working. You can post any queries you may have
about GFI LANguard N.S.S. scripting on the GFI LANguard forums at
forums.gfi.com where you will be able to share scripts and ideas
together with other GFI LANguard N.S.S. users.

GFI LANguard N.S.S. SSH Module

GFI LANguard N.S.S. includes an SSH module which allows for
execution of vulnerability scripts on Linux systems. The SSH module
analyses the console data printed by the script. This means that you
can use any scripting / programming language supported on the target
Linux OS which allows outputting of results to the console (text mode).

Keywords:

The SSH module can run any script which is supported and can be
run on the target Linux machine from its terminal window.

When an SSH based vulnerability check is run, the SSH script is
copied to the target machine through an SSH connection established
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using the credentials specified at the beginning of the scan. This
copied file is then given executable permissions and run on the target
machine. The textual output generated from this script is analyzed by
the SSH module. Based on the output, the SSH module will know
when the script has stopped running and whether the result is
successful or not.

The following keywords are handled by the SSH module and
interpreted as directives to GFI LANguard N.S.S:

e TRUE:

e FALSE:

e AddListltem

e SetDescription

e I!ISCRIPT_FINISHED!!

When the SSH module detects one of the above text outputs it
processes the string in a specific manner depending on the keyword
found.

TRUE: and FALSE:

When the SSH module detects one of the following strings, it will set
the result of the vulnerability check to either TRUE or FALSE.

AddListltem

AddListltem is an internal function that is used to add results to the
tree of the vulnerability check itself as reported in the Ul. The correct
syntax to use this function is:

AddListltem([[[<parent node>]]],[[[<actual string>]]])

The first parameter [[[<parent node>]]], specifies the name of the
parent node. The second parameter, [[[<actual string>]]] specified the
value for that node in the tree.

NOTE: If the parent node parameter is left empty, the function will add
the specified string to the top available node for that check. Every
vulnerability has its own start node. Any AddListltem command will
create a child under the vulnerability node of that check.

SetDescription

SetDescription is an internal function that can overwrite the default
description which is set inside the vulnerability check. There are some
vulnerability checks for which you may need to change the default
name as it would be shown in the tree.

SetDescription(<New description>)

HSCRIPT_FINISHED!

Every script is to output the text !SCRIPT_FINISHED!. This string
marks the end of any script execution. The SSH module will keep
looking for that string until it either finds it or the timeout runs out. If the
timeout runs out before it receives the string, the SSH module will
ignore the script and the vulnerability will not be displayed even if
TRUE: is returned successfully to the SSH module prior to the
timeout.
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Thus it is imperative that every script - no matter how small a check it
contains - must output 'SCRIPT_FINISHED!! at the very end of its
processing.

IMPORTANT NOTE: GFI does not offer any support in the creation or
debugging of scripts that are not working. You can post any queries
you may have about GFI LANguard N.S.S. scripting on the GFI
LANguard forums at forums.gfi.com where you will be able to share
scripts and ideas together with other GFI LANguard N.S.S. users.

Example:

To illustrate the techniques that were described above, a vulnerability
check will be created step by step.

First an SSH script will be created with very basic functionality. It will
use all the keywords explained above and will simply generate a new
description and add 2 items to the vulnerability tree.

The SSH script which will be named test.sh will consist of the following
code:

#1/bin/bash

echo "TRUE:"

time="date"

echo "SetDescription(New Script Generated Description at :$time)"
echo "AddListitem([[[Child 1]]],[[[Added Item 1]]])"

echo "AddListlitem([[[Child 2]]],[[[Added Item 2]]])"

echo "!SCRIPT_FINISHED!!"

Next a vulnerability will be created which executes this script on a
remote Linux machine. The vulnerability will look as follows:
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Edit ¥Yulnerability

General | Description |

Yulnerahility M arme:

ITest Wilnerahility

Short Descrption:

Securty Level:

BugtraglD AJRL:

Time conzumphion;

I"-.-"ulneral:uilit_l,l set description]

|@ Infarmation j
| id
IDuick to execute j

Thiz wulnerability check will be tiggered

when the following conditions are

all met:
Check type | Dretailz |
S5H Script returnz TRUE [1] "test. zh"

Add... | Femove,.. |

Scanning a Linux machine with the correct credentials will trigger this
ger. The Vulnerability above will then

check which is set to always trig
generate the following output:

GFI LANguard N.5.5. 6.0

File Tools Configure Help

E\J Mew Scan... | A s ¥ S Using: Alternative Credentials

= User Mame: rook Password: *eE

‘ Scan Targst: [172.16.130.163 | Puofile: [Defaul =l Scan |
Scanned Computers | Scan Results

LS

P 17216.130.163 [Linux - Mandrake)
Wulherabilities [12]

/N Potential Yulnerabilities [7)

Open TCP Ports [13)

Computer

| JzJojdx3 sjpoL @|

= ® :

Infarmation 7]
. Perl module running [web server]
FHF module running [web server]
551 enabled [web server)
551 maodule running [web server]
wiebmin running
Some POP3 server banners providing information to attacker
Test Yulnerability
~ [ Description: Mew Script Generated Description at wed Jan 12 17:42:47 EST 2005
- [ Child 1
. W Addedltem i
El- [ Chid2
Lo [ Added ltem 2

SSH based script output with feedback from

script
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More SSH script examples can be found in
[the Main GFI LANguard N.S.S. directory]\data\scripts\

All the files that end in .sh are SSH scripts. (Note SSH scripts can
have any extension they are not bound to have the .sh extension for
them to work)

Adding a vulnerability check that uses a custom vbs script

You can add vulnerability checks that use a custom script. You can
create these custom scripts using the GFI LANguard NSS
editor/debugger. To do this:

Step 1: Create the script

1. Launch the GFI LANguard N.S.S. Script Debugger from Start >
Programs > GFI LANguard Network Security Scanner > Script
Debugger

2. File > New...

3. Create a script. As an example, you can use the following dummy
script and enter it in the debugger:

Function Main

echo "Script has run successfully”
Main = true

End Function

4. Save the file, e.g. "c:\myscript.vbs"

Step 2: Add the new vulnerability check:

1. Go to the GFI LANguard N.S.S. Main Program > Configuration >
Scanning Profiles node.

2. Go to the Scanned Vulnerabilities tab, and select the category
under which the new vulnerability will fall.

3. Click on the Add button. This brings up the new vulnerability check
dialog.
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Add Yulnerability |

| Dezcription I

Yulnerahility M arme: I

Short Descrption: I

Security Level: [£2] Low Securty |
BugnaclD/URL: | Nd
Time conzumphion; IDuick to execute j

Thiz wulnerability check will be tnggered when the following conditions are
all rnet:

Check type | Dretailz |

aad. | [Remeve. | Edi |

Add new vulnerability check

4. Now enter the basic details such as the name, short description,
security level, URL (if applicable). You can also specify how long it
takes to execute this check.

5. Click Add...
6. Now select Script from the Check type list.

Open [ 7] ]
Loak in; IL’f}Scripts j €] T -
m anon_ftp_upload. vbs oracle_server.vbs
L= anonymous_ftp,vhs gpassworded_sub?.vhs
R bugbear.vbs glsimple_whois.vbs
JOCUMm check_for_ms_sql.vbs gsmtp_relay.vbs
m,‘ citrix. vbs glsolaris_ﬁnger.vbs
crob_ftp_Format_skring. vbs gsquid.vbs
dtsped.vbs gltomcat.vbs
fep_full_path_expose.vbs Ewebmin_running.vbs

ie_wersion,vbs
jetdirect.vbs
list_modems.vbs
mail_exp_werify.vbs
mysqgl_version,vbs

old_squid. vbs
open_x.vhs
File name: I j Open I
Files of type: | Sipt Files [vbs] ] Cancel /|
A

Select script containing the vulnerability checking code
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7. Specify the location of the script "c:\myscript.vbs". Click Add to add
vulnerability. It will be run next time a computer is scanned for
vulnerabilities.

8. To test it out, simply scan your local host machine and you should
see the vulnerability warning under the miscellaneous section of the
vulnerabilities node of the scan results.

B3 Miscellaneaus Alerts [1)
= %j Script run test

----- [ Descrption: Script has run successtully

Adding a vulnerability check that uses a custom SSH script

You can add vulnerability checks that use a custom script which will
be deployed and executed by the SSH module on the scanned Linux
machine. The script can be programmed in any scripting or
programming language that supports printing to the console. For this
example we will be using the bash scripting system which is generally
available on all Linux systems by default.

Step 1: Create the script
1. Launch your favorite text file editor.

2. Make sure you start an empty new file and that you save it into the
“LNSS main directory\data\scripts”.

3. Type the following into the file editor:
#!/bin/bash
if [ -e test.file ]
then
echo "TRUE:"
else
echo "FALSE:"
fi
echo "l!SCRIPT_FINISHED!!"

4. Save the file, e.g. "C:\Program Files\GFN\LANguard Network
Security Scanner 6.0\Data\Scripts\myscript"

Step 2: Add the new vulnerability check:

1. Go to the GFI LANguard N.S.S. Main Program > Configuration >
Scanning Profiles node.

2. Go to the Scanned Vulnerabilities tab, and select the category
under which the new vulnerability will fall.

3. Click on Add. This brings up the new vulnerability check dialog.
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Add Yulnerability |

| Dezcription I

Yulnerahility M arme: I

Short Descrption: I

Security Level: [£2] Low Securty |
BugnaclD/URL: | Nd
Time conzumphion; IDuick to execute j

Thiz wulnerability check will be tnggered when the following conditions are
all rnet:

Check type | Dretailz |

aad. | [Remeve. | Edi |

Add new vulnerability check

4. Enter the basic details such as the name, short description, security
level, URL (if applicable). You can also specify how long it takes to
execute this check.

5. Click Add...
6. Now select SSH Script from the Check type list.

Open (7] ]
Look ji IL':) Seripts j € mi s EEl

h 404_path_disclosure. vbs dtsped.vhbs lisk_rmind
L 3 404 _path_disclosure_1 . wbs E dtsped_1.whs @ Ipsc_che
ad.vbs Efinger.vbs glpsc_che
Jocum adcycle_build, vbs E finger_1.vbs g mail_ex
m:- anon_ftp_upload vbs E finger_2.vbs g mail_exg
anon_ftp_upload_1.vhs g ftp_full_path_expose.vbs g mod_ssl
C 0 anonymous_ftp.vbs 5 ftp_full_path_expose_1.vbs @ mod_ssl
bughear. vbs E iz_version.vbs @mod_ssl
. bugbear_1.vbs g imap_buffer_owerflow, vbs E‘ riysal_y
: check_for_ms_sql.vbs g imap_buffer_overflow_1,vbs g mysgl_y
My Dosu = check_For_ms_sql_1.vbs E imap_version,vbs g old_squi
citrix.vbs E imap_wersion_1.vbs g old_squi
citriz_1.vbs g jetdirect, vbs g open_x.
crob_ftp_format_string.vbs 5 jetdirect_1.vbs @ open_x,
crab_ftp_format_string_1.vbs g list_maodems.vbs @ openssh
K1 | 2
File name: || j Open I
Files of type: |AII Files [*.%) j ﬂl

v

Select script containing the vulnerability checking code
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7 Specify the location of the script "C:\Program Files\GFI\LANguard
Network Security Scanner 6.0\Data\Scripts\myscript". Click Add to
add vulnerability. It will be run next time a computer is scanned for
vulnerabilities.

8 To test it out, simply scan the target Linux machine (create the file
test.file in order to trigger the vulnerability. You can do this by logging
on your Linux machine, go to the user you will be using for scanning,
home directory and type the command “touch test.file”. After the scan
is complete you should see the vulnerability warning we have just
created under the vulnerability node which we set up in step 2.

El %j File test file exists

o [ Descrption: The test file "test file" existz in the curment scanned uzer home directary

Adding a CGl vulnerability check

You can also add vulnerabilities without writing scripts. For example a
CGl vulnerability check. To do this:

1. Go to the GFI LANguard N.S.S. Main Program > Configuration >
Scanning Profiles node.

2. Go to the Scanned Vulnerabilities tab, and select the CGl
vulnerabilities node. Now click on Add. This brings up the new CGI
vulnerability check dialog.

Add CGI Abuse |

'3 eneral | Dezcription I

Yiulherahility M arne: I

Short Drescription: I

Security Level: Ig Laww Securty j
BugtragiD/URL: | 2|
Time conzumption; Iﬂuick to execute j

Trigger condition

HTTP Methad: | GET method =]

To check for the URL: I

IInder the Directaones: I

Beturn ztring: IEDntains ar text j

Ok I Cancel Apply

Creating a new CGlI Vulnerabilities
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3. Enter the basic details such as the name, short description, security
level, URL (if applicable). You can also specify how long it takes to
execute this check.

4. Specify HTTP method: the 2 methods GFI LANguard N.S.S.
supports in its CGI abuse section are GET and HEAD.

5. Specify URL to check: This is the URL that GFI LANguard N.S.S.
should query.

6. Specify the Return String: This is what GFI LANguard N.S.S.
should look for in the returned information to see if the machine is
vulnerable to this attack.

Adding other vulnerability checks

You can also add other vulnerabilities without writing scripts. They use
the same basic format as the CGI vulnerability check, however you
can set more complex conditions. To do this:

1. Go to the GFI LANguard N.S.S. Main Program > Configuration >
Scanning Profiles node.

2. Go to the Scanned Vulnerabilities tab, and select the type of
vulnerability you wish to add by clicking on the category under which
the new vulnerability will fall. Now click on Add. This brings up the
new vulnerability check dialog.

Edit Yulnerability |

Wulnerability M ane: IDF'EIF' 23

Short Description: I.-i'-.n attacker could execute commands as root

Securnty Level: I@ High 5 ecurity j
BugraglD/URL: | |
Time conzumption; IDuiu:k b0 execute j

T hiz wulnerability check will be tiggered when the following conditions are

all met;
Check type | Details |
Operating Syztem iz "
SMTP Banner is "APOP 23"
Add.. | Femove. | Edi. |

Creating a new Vulnerability
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3. Enter the basic details such as the name, short description, security
level, URL (if applicable). You can also specify how long it takes to
execute this check.

4. Now you must specify what the to check for. To add something to
check for, right click in the window Trigger condition and add a new
check.

5. You can specify any of the following things to base a vulnerabilities
check off of:

e Operating System
= s
= |s Not
e Registry Key
= Exists
= Not Exists
Note: Only works under HKEY_ LOCAL_MACHINE
e Reqgistry Path
= Exists
= Not Exists
Note: Only works under HKEY_LOCAL_MACHINE
e Registry Value
» Is Equal With
= Is Not Equal With
= |slLess Than
* |s Greater Than
Note: Only works under HKEY_ LOCAL_MACHINE
e Service Pack
= s
= |s Not
= |Is Lower Than
= Is Higher Than
e Hot fix
» |s Installed
= Is Not Installed
e IS
» [sInstalled
= Is Not Installed
e IS Version
= s
= |s Not
= Is Lower Than
» |s Higher Than
o RPC Service
= [sInstalled
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= |s Not Installed
o NT Service
» |s Installed
*= |s Not Installed
e NT Service running
= Isrunning
= Is not running
o NT Service startup type
= Automatic

» Manual

= Disabled
o Port (TCP)

= |s Open

= |s Closed
o UDP Port

= |s Open

*» |s Closed
o FTP banner

= s

= |s Not

Note: You can build expressions that check for Version 1.0 through
1.4, and Version 2.0 through 2.2, but not Version 1.5 through 1.9. See
the examples below.

e HTTP banner
= s
= |s Not

Note: You can build expressions that check for Version 1.0
through 1.4, and Version 2.0 through 2.2, but not Version 1.5
through 1.9. See the examples below.

e SMTP banner
= s
= |s Not

Note: You can build expressions that check for Version 1.0
through 1.4, and Version 2.0 through 2.2, but not Version 1.5
through 1.9. See the examples below.

e POP3 banner
= s
= |s Not

Note: You can build expressions that check for Version 1.0
through 1.4, and Version 2.0 through 2.2, but not Version 1.5
through 1.9. See the examples below.

e DNS banner
= s
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= |s Not

Note: You can build expressions that check for Version 1.0
through 1.4, and Version 2.0 through 2.2, but not Version 1.5
through 1.9. See the examples below.

e SSH banner
= s
= |s Not

Note: You can build expressions that check for Version 1.0
through 1.4, and Version 2.0 through 2.2, but not Version 1.5
through 1.9. See the examples below.

e Telnet banner
= s
= |s Not

Note: You can build expressions that check for Version 1.0
through 1.4, and Version 2.0 through 2.2, but not Version 1.5
through 1.9. See the examples below.

e Script
= Returns True (1)
= Returns False (0)
e SSH Script
» Returns True (TRUE:)
» Returns False (FALSE:)

6. Each option above has its own set of criteria, on which the
vulnerability check can be based. If you are too general when
creating a vulnerability check you will get too many false reports. So if
you decide to create your own vulnerability checks make sure you
design them very specifically and put a lot of thought and planning into
them.

You are not limited to just one of the above things to trigger a
vulnerability check; it could be that you have it set to check for multiple
conditions, for example:

e Check OS

e Port XYZ

e Banner “ABC”

o LANS script QRS run and checks for the vulnerability

If all of the criteria above are met, then and only then, will the
vulnerability check be triggered.

Note: Building expressions will let you do a vulnerability check such
as this one that is used to check the version of Apache running on a
machine: ~.*Apache/(1\.([0-2]\.[0-9]|3\.([0-9]["0-9]|[0-1][0-9]|2[O-
5]))[2\.0.([0-9]["0-9]|[0-2][0-9]|3[0-8])).

For those experienced in C or Perl the above format is much the same
as what you can do in those languages. There are many help pages
on the Internet on how to use this. In the examples below we will try
to walk through and explain it, but if you need more help on it, see the
end of this section for a hyperlink.
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If you would like to see a sample/walkthrough on creating a new
Vulnerability with a script in it, look at the “GFI LANguard N.S.S.
scripting documentation”
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Troubleshooting

Introduction

The troubleshooting chapter explains how you should go about
resolving issues you have. The main sources of information available
to users are:

1. The manual — most issues can be solved by reading the manual.
2. The GFI Knowledge base — http://kbase.gfi.com.

3. The GFI support site — http://support.gfi.com
4

Contacting the GFI support department by email at
support@afi.com

5. Contacting the GFI support department using our live support
service at http://support.gfi.com/livesupport.asp

6. Contacting our support department by telephone.

Knowledge base

GFI maintains a Knowledge base, which includes answers to most
common problems. If you have a problem, please consult the
knowledgebase first. The Knowledge base always has the most up-to-
date listing of support questions and patches.

The Knowledge base can be found on http://kbase.gfi.com

General Frequently Asked Questions

Request support via e-mail

If, after using the Knowledge base and this manual, you have any
problems that you cannot solve, you can contact the GFI support
department. The best way to do this is via email, since you can
include vital information as an attachment that will enable us to solve
the issues you have more quickly.

The Troubleshooter, included in the program group, automatically
generates a number of files needed for GFI to give you technical
support. The files would include the configuration settings etc. To
generate these files, start the troubleshooter and follow the
instructions in the application.
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In addition to collecting all the information, it also asks you a number
of questions. Please take your time to answer these questions
accurately. Without the proper information it will not be possible to
diagnose your problem.

Then go to the support directory, located under the main program
directory, ZIP the files, and send the generated files to
support@dgfi.com.

Ensure that you have registered your product on our website
first, at http://www.gfi.com/pages/regfrm.htm!

We will answer your query within 24 hours or less, depending on your
time zone.

Request support via web chat

You may also request support via Live support (web chat). You can
contact the GFI support department using our live support service at
http://support.gfi.com/livesupport.asp

Ensure that you have registered your product on our website
first, at http://www.gfi.com/pages/regfrm.htm!

Request support via phone

You can also contact GFI by phone for technical support. Please
check our support website for the correct numbers to call, depending
on where you are located, and for our opening times.

Support website:
http://support.gfi.com

Ensure that you have registered your product on our website
first, at http://www.gfi.com/pages/regfrm.htm!

Web Forum

User to user support is available via the web forum. The forum can be
found at:

http://forums.gfi.com/

Build notifications

We strongly suggest that you subscribe to our build notifications list.
This way, you will be immediately notified about new product builds.
To subscribe to our build notifications, go to:

http://support.gfi.com
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