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Overview

GFI Software nowoffers a hosted email filtering solution in
conjunction with GFIMailEssentials™ and GFI MailSecurity™. GFI's
hosted email filteringsolution is available in two versions, which are
detailed in this paper: GFI MAX MailEdge™ and

GFI MAX Mail Protection™.

The first solution, GFI MAX MailEdge™, is designed to be used in combination with an existing
on-premise anti-spam/antivirus solution, primarily GFI MailEssentials/GFI MailSecurity — although it can
also be used as an add-on to any on-premise email security software or hardware product. GFI MAX
MailEdge can block the most common types of spam before this junk mail reaches a customer’s network,
thus reducing the bandwidth and processing power required for incoming email, and effectively
increasing the capacity of the installed GFI MailEssentials/GFI MailSecurity software. Equally important,

GFI MAX MailEdge provides email continuity, whereby the service will automatically queue any

legitimate inbound email messages that cannot be delivered, and allow customers to access and respond
to those messages when the customer’s email server is offline.

The benefits for customers
GFI MAX MailEdge

Existing and new GFI customers will be able to take advantage of the following benefits by adding
GFI MAX MailEdge.

»  Through its IP reputation filters, connection throttling, directory harvesting protection, and optional
greylisting, GFI MAX MailEdge can safely block up to 90% of all spam emails and email threats before they
reach the customer’s network.

» In addition to reducing the volume of incoming junk mail, GFI MAX MailEdge will also prevent denial
of service (DOS) attacks, since a customer’s mail server will only need to accept emails from the GFI MAX
MailEdge service which will block most or all of those delivery attempts.

»  Because GFI MAX MailEdge leverages multiple servers across distributed datacenters, it also provides
customers with added security given the inherent scalability limitations and single point of failure of any
on-premise solution dependent on a single server.

» In addition to these benefits, GFI MAX MailEdge provides customers with email continuity. If a customer’s
email server is offline due to scheduled maintenance or unexpected circumstances, GFI MAX MailEdge
will continue receiving all inbound emails without interruption, and will relay them to the mail server
once the server is online again. Throughout the period when the mail server is offline, users will be able to
access and respond to their emails from any location via GFI MAX MailEdge's web-based interface.

GFI MAX MailEdge therefore, perfectly complements GFI MailEssentials/GFI MailSecurity software installed on
premise — providing the added reliability and scalability that a single software or hardware component cannot
achieve, reducing the risk of a large spam run or denial of service attack, and offering continuity for an
organization's email communications in the event of a technical problem or other emergency.
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The second hosted email security solution, GFI MAX MailProtection™ is a fully-fledged anti-spam and
antivirus solution that requires no hardware, no software, and no maintenance on the customer’s part.

As a Cloud-based service, GFI MAX MailProtection can be deployed in a matter of minutes from any location,
and can be offered as a stand-alone solution or as part of a premium hybrid solution with on premise GFI
MailEssentials/GFI MailSecurity software.

GFI MAX MailProtection

GFI MAX MailProtection provides several key features and benefits in addition to those offered by GFI MAX
Mailkdge.

These include:

»  "Zero-hour” antivirus protection

»  Attachment and malware scanning

»  Multi-layered spam detection

»  Searchable individual hosted junk mail quarantines
»  Daily spam digest messages for each end-user

»  Configurable preferences for each user

»  Message logging and search capabilities.

True to its software as a service (SaaS) nature, GFI MAX MailProtection works in any environment with any
operating systems and mail infrastructure. Unlike an on-premise solution, the GFI MAX MailProtection service
can also (in most cases) protect customers that host their mail externally.

GFI MAX MailProtection can be implemented as a replacement for an existing anti-spam/antivirus solution, or
can be part of a premium hybrid solution in combination with the on-premise GFI MailEssentials/

GFI MailSecurity software. This hybrid solution offers the best of both on-premise and service-based solutions,
providing customers with defense in depth, extremely high accuracy in spam detection through multiple
complementary technologies, robust virus protection with both zero-hour antivirus protection and up to five
signature-based antivirus -
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