GFI BackUp

Back up Microsoft Hyper-V

This Master Class paper describes how to back up
Microsoft Hyper-V virtual enviroments using GFI Backup.
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Introduction

Virtualization enables companies to build fully functional infrastructures that are easily recovered and
maintained with minimal effort and reduced hardware costs. Through cloning and replication, IT industries
can replicate and test clients’ environments without breaking clients’ business continuity.

Advantages of virtualization

» Virtualization enables the easy creation of multiple environments and the creation of snapshots that
simplify state recovery in case of failure.

» Organizations can use virtualization environments to test and monitor performance of new operating
systems and software before installation on live environments.

» Pre-configured virtual hard drives with servers and workstations enable you to quickly and easily
Create environments.

» Virtual machines enable you to create sandboxes for safe Internet browsing and to test unsigned
software. In case of disaster or damage, snapshots enable you to revert to a previous working state.

» Virtual environments can be implemented on campus; students can learn and experiment in virtual
lab machines. Virtual machines can be replicated easily to suit student demand.

Microsoft Hyper-V

Microsoft Hyper-V is a virtualization technology available with Microsoft Windows 2008 Server. Hyper-V can be
easily configured from the Server Manager - Role section; Hyper-V can be added as a role. The Hyper-V
Manager enables you to:

» Create and manage virtual networks and virtual machines
» Import and export virtual machines
» Create and revert virtual machines snapshots

»  Create and modify virtual hard drives (VHD)

Backup and strategy

Similar to physical environments, backing up virtual environments should also be part of the risk assessments
and contingency planning; loss of virtual machines can disrupt business continuity.

Some organizations use Microsoft Hyper-V import and export features to back up virtual machines and
snapshots. This has the following drawbacks:

» Exporting a virtual machine is a manual process and cannot be scheduled

» Exporting can only be done while the virtual machine is switched off

»  Exporting multiple virtual machines simultaneously limits server resources

»  Exporting multiple machines one at a time is time-consuming and must be attended

» Users must physically log in the server or connect via a remote desktop connection to export and
import machines

Some organizations use scripting to copy/paste VHD (Virtual Hard Drives) and snapshot files to a backup
location. This has the following drawbacks:

»  Copying files can be slower than other backup solutions
» The operating system may fail to copy files because files are being used by the Hyper-V service
» Restoring individual files is not direct
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» Users must physically log in the server or connect via a remote desktop connection to run scripts or
copy files

An easy backup solution is GFI Backup. Using GFI Backup, you can back up and restore Microsoft Hyper-V from
a remote machine using an Internet browser.

GFI Backup advantages

Create Hyper-V backup tasks using an intuitive wizard

GFI BackUp Network New Backup Wizard

STEP 3 of 7: Specify the source files and iterms to be stored during this backup.
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Screenshot 1 - Hyper-V backup wizard: Configure the source files

The wizard steps enable you to easily configure or modify a Microsoft Hyper-V backup task.
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Schedule tasks to run on specific days and time

F

GFI BackUp Network New Backup Wizard

General  Computer  Source Destination LG Scheduler

STEP 6 of 7: Configure the date/time/frequency schedule on which to run this backup.

Select the type of backup schedule to run.

Schedule type | On specific days of week|z|

Scheduler Settings

Specify the date/time when backup operation will run on the target computer(s). Tell me more...
- Maonday I Tuesday r Wednesday - Thursday r Friday v Saturday r Sunday

® On Tirne 12 = 00 = © OnStartup ) On Shutdown

W Reschedule this backup if missed

v Wake-up computer from Standby/Hibernate before running backup
v Eetry every 30 minutes if backup destination is not accessible
[icreate desktop shortcut to this backup

Configuration progress
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Screenshot 2 - Hyper-V backup wizard: Configure the scheduler

Configure the backup task to run unattended on a specific day and time. The backup task can also be
automatically re-scheduled if missed or retried if errors occur.

Backup virtual machines while in use

Mew Backup Delete Start Stop Restare Duplicate

View: Al Tasks [=] Fitter: |Show all tasks

All Tasks List

Mote: You may need to click the browser's refresh button to see updates for items in the list below.
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Screenshot 3 - Monitoring a back up task

Using Microsoft Volume Shadow Copy (VSS), virtual machines can be backed up while being used; backup
does not affect business continuity.
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Back up Unicode language operating systems
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Screenshot 4 - Different Unicode operating systems

Any virtual machine can be backed up, including machines with Unicode language operating systems such as
Arabic, Chinese and Russian.
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Manage backup tasks from a remote location

& GFI BackUp 2011 Administration Consale - Windows Internet Explorer EI@

@Qv [0 ety 192.068.2.35:5580 task s <] &[4 x [ £ 8ing o -

7;3 Favarites {_g; £ | Suggested Sites v @ | Web Slice Gallery »

W GFl BackUp 2011 Administration Console - B -3 m v Pagew Safety~ Toolsw -@-v

GFI BackUp Network GFI

Welcome: Administrator | Logout

m Backup and Restore Agents Reporting Settings Tools Support E @:end us

Monitor and manage backup frestore tasks

Mew Backup Delete Start Stop Restore Duplicate

m

View: |Admin Tasks E Filter: Showr all tasks E

Admin Tasks List =

Mote: You may need to click the browser's refresh button to see updates for items in the list below.

" Task Mame Status Last Run Time Hext Run Time Applied To Commands in Queue
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Screenshot 5 - GF Backup Administration Console: Manage backup tasks

Use an Internet browser to access the GFI Administration console and manage your Hyper-V backup tasks
from any machine.

The most common backup types are available

F il

GFI BackUp Network New Backup Wizard

General Computer  Source

STEP 5 of 7: Select backup compression, encryption, and type.

Backup Type

) © Full Backup L2
Compression Eackup all files fram the source to the destination each time the task is run. Previous backups are
overwritten with new backups.

Encryption

Motifications # Incremental Backup L2

A Eackup all files from the source to the destination the first time the task is run. Only new and
ctions

changed files are backed up in subsequent runs.

Credentials )
© Differential Backup k<
Eackup all files from the source to the destination the first time the task is run. Only new and
changed files are backed up in subsequent runs.

I Delete files that don't exists in source amyrnore

© Stack Backup (With Versioning) ka

All source files are backed up to destination each time the task is run. Previous backups are not
overwritten with new backups.

™ Keep only the last versions

Help me choose

Configuration progress
1 z & 4 5 3 7
L |

Screenshot 6 - Hyper-V backup wizard: Configure backup task options
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The most common backup types are supported, including Full Backup, Incremental, Differential and Stack
backup with versioning.

Encrypt backup data

GFI BackUp® Network New Backup Wizard

Ceneral | Computer  Source Destination Options =711

STEP 5 of 7: Select backup compressiaon, encryption, and type.

Eackup Type

Compression {Optional) Enable encryption and specify encryption password

A LN Encryption
Encryption = Use Zip password protection
 |Jse AES 256 encryption

Password: eeees

Matifications

Actions .
Confirm password: eeeee

Credentials

Configuration progress F :

1 2 3 4 5 3 7

Screenshot 7 - Hyper-V backup wizard: Configure the backup task encryption options

Archive backup data to ZIP password (less secure but faster) or 256-bit AES encryption (more secure but
slower); ensuring that data cannot be compromised maliciously.

Perform virtual-to-physical and physical-to-virtual restores
By
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Figure 1 - Virtual-to-physical restore

Test configurations and compatibility issues on a virtual machine and when done, transfer the Hyper-V image
to a physical machine.
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» Step 1-Create an image backup of your virtual machine.
» Step 2 - Save the image backup data to a Central Backup Location or other media.

» Step 3 and Step 4 - Using the GFI Bootable Restore Disk; restore the image on a physical machine.

Transfer backup data to various destinations

GFI BackUp Network New Backup Wizard

Ceneral | Computer  Source EEEERGEWLLE Options | Scheduler

STEP 4 of 7: Specifiy the destination where this backup will be saved.

Select backup target destination.

Destination | Local Area Metwork folder (LAM folder) |Z|
Central Backup Location

FolderfExternal HDD on computer running agent
Local Area Metwork falder (LAM folder)
iFTP location

Local Area

Specify the

Destination: I Faolder is password protected

fou can use the following variables into your path:

HCOMPUTERMAME?
FNORKGROUP:
HUSERMAMEZ:
HDOMAINK

Connection Mode

Specify the number of computers to be concurrently backed-up during this task. Tell me more. ..

— e 10 = Murnber of parallel computers-backups allowed
Full
W Custom
Sequential

Configuration progress
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Screenshot 8 - Hyper-V backup wizard: Configure the backup task destination

Store backup data to various destinations; select between uploading data to an FTP location, burn data to
CD/DVD, copy data to a Central Backup Location and many more...

Transfer virtual machines to another Microsoft Hyper-V server
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Figure 2 - Transfer virtual machines to another server

Use GFI Backup to migrate from a Microsoft Hyper-V server to another:
» Step 1 - Create Hyper-V backup of all machines from the source server

» Step 2 - Save the backup data to a Central Backup Location or other media
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» Step 3 and Step 4 - Restore the backup data to the destination Microsoft Hyper-V server.

Manage Hyper-V backups

To create a Microsoft Hyper-V backup using GFI Backup, ensure that the following pre-requisites are
implemented:

» The GFl Agent s installed on the Microsoft Hyper-V server

» The GFI Backup Agent is licensed as Server

To create a new Hyper-V backup:
1. From the GFI Backup Administration Console home page, select New Backup.

2. Select Backup Hyper-V Machines option.
3. Inthe Welcome to the New Backup Wizard dialog, select the backup media to use.
Available options are:
» Back up to local/external HDD or LAN/FTP location
» Back up to CD/DVD or Tape
In the General tab, key in a backup name and optionally key in a description. Click Next.
In the Computer tab, select the computer hosting the virtual environment to back up and click Next.

In the Source tab, select the virtual machines to back up. Click Next.

N ok

In the Destination tab, select the location where the backup data will be saved. Select an option from
the Destination drop-down, define a destination path and click Next.

8. Inthe Options tab configure the following:
» Backup type
» Compression
» Encryption
» Notification
» Actions
» Credentials
9. Inthe Scheduler tab set up the backup schedule that the new backup task will follow and click Next.

10. In the Summary of backup settings dialog, review the task set up and click Finish. To change any
options, click Back, or select one of the GFI Backup tabs.

To restore a Hyper-V backup
1. From the GFI Backup Administration Console main screen, select Restore option.

2. From the welcome screen click Next.
3. From the source type select Restore Other Backup and click Next.

4. In the Restore Type tab, select Full-backup restore to restore all virtual machines or ltem-level
restore to specify the machines to restore.

5. From the Select Computer list, select the user for which to restore data.
6. From the list of backups displayed, select the backup to restore.
Click Next to restore to the original location.
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8. <Optional> Select Restore to a different location, key in the path and click Next to store the restore
in a different location.

9. Inthe Summary of backup restore dialog, review the restore information displayed and click Finish
to start restore operation.

Conclusion

Microsoft Hyper-V enables organizations to build and test virtual environments and virtual machines. Backing
up such environments should also be part of the risk assessments and contingency planning.

Various methods exist that enable organizations to back up their virtual environments. One such solution is
GFI Backup; the intuitive and easy-to-use GFI Backup Administration console enables you to easily create,
manage and restore Microsoft Hyper-V backup tasks.
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USA, CANADA AND CENTRAL AND SOUTH AMERICA
15300 Weston Parkway, Suite 104, Cary, NC 27513, USA
Telephone: +1 (888) 243-4329

Fax: +1 (919) 379-3402

Email: ussales@gfi.com

UK AND REPUBLIC OF IRELAND

Magna House, 18-32 London Road, Staines, Middlesex, TW18 4BP, UK
Telephone: +44 (0) 870 770 5370

Fax: +44 (0) 8707705377

Email: sales@gfi.co.uk

EUROPE, MIDDLE EAST AND AFRICA

GFI'House, San Andrea Street, San Gwann, SGN 1612, Malta
Telephone: +356 2205 2000

Fax: +356 2138 2419

Email: sales@gfi.com

AUSTRALIA AND NEW ZEALAND

83 King William Road, Unley 5061, South Australia
Telephone: +61 8 8273 3000

Fax: +61 8 8273 3099

Email: sales@gfiap.com
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Disclaimer
©2011. GFI Software. All rights reserved. All product and company names herein may be trademarks of their respective owners.

The information and content in this document is provided for informational purposes only and is provided “as is” with no warranty of any kind, either
express or implied, including but not limited to the implied warranties of merchantability, fitness for a particular purpose, and non-infringement. GFl
Software is not liable for any damages, including any consequential damages, of any kind that may result from the use of this document. The
information is obtained from publicly available sources. Though reasonable effort has been made to ensure the accuracy of the data provided, GFl
makes no claim, promise or guarantee about the completeness, accuracy, recency or adequacy of information and is not responsible for misprints, out-
of-date information, or errors. GFl makes no warranty, express or implied, and assumes no legal liability or responsibility for the accuracy or
completeness of any information contained in this document.
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