Installing GFI WebMonitor

Introduction

This chapter provides you with information related to the installation of
GFI WebMonitor 4.

System requirements

Install GFI WebMonitor on computers that meet the following
hardware and software system requirements:

WebFilter Edition — Minimum hardware requirements
e Processor: 1.8 GHz processor clock speed

e RAM:1GB

e Hard disk: 2 GB of available space

WebSecurity Edition — Minimum hardware requirements
e Processor: 1.8 GHz processor clock speed

e RAM:1GB

e Hard disk: 10 GB of available space

GFI WebMonitor UnifiedProtection Edition — Minimum
hardware requirements

e Processor: 1.8 GHz processor clock speed

e RAM:2GB

e Hard disk: 12 GB of available space

NOTE: The hard disk size specifications quoted for each edition are
those required to install and operate the GFI WebMonitor edition.
Allowance has been made for the downloads cache, processing space
required for scanning, and history data files. However, this is only
indicative; you may need to allocate additional disk space depending
on your environment and number of users being monitored.

Software requirements — all editions

e Windows 2000 Server (SP4) or Windows 2003 operating system
e Microsoft ISA Server 2004 (SP3) or later

e Internet Explorer 6 or later

e _NET framework 2.0

NOTE: GFI WebMonitor can only be installed on the server machine
hosting Microsoft ISA Server.
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Installation procedure

To install GFI WebMonitor 4:
1. Double-click on webmonitor4.exe and click Next.

2. Choose whether you want the installation wizard to search for a
newer build of GFI WebMonitor 4 on the GFI website and click on the
Next button.

iﬁ GFl WebMonitor 4 - InstallShield Wizard

Check For Latest Build Availability

Check For a newer version of GFI WebMonitor 4

This installation can check whether there is a newer build of GFI WebMonitor 4 downloadable
from the GFI web site, This procedure will require an Internet conneckion to connect bo the GFI
weh site,

" Check for a newer build of GFI WebMonitor on the GFI web site.

(% Do not check For a newer build,

< Back Cancel

Screenshot 1 — Checking for a newer build of GFI WebMonitor

3. Read the licensing agreement carefully. To proceed with the
installation, select the ‘I accept the terms in the license agreement’
option and click Next.

ji& GFI WebMonitor 4 - InstallShield Wizard

WebMonitor Configuration - Access Permissions

specify who will be able to access the GFI WebMonitor Web interface,

By default only an administrator logged in on this computer will be autharized to access the GFI
WiehMonitor weh interface. GFI WebManitor can be configured ko allow ather usersfcompukers
ko access its web based interface over the network,

Enter the user name or the computer IP which will be granted access to GFI WebMonitor:

MOTE: Specify user namels) in the Format DOMAIMUSErnameE.
MOTE: The IP of this computer is already added to the access permission lisk.

MOTE: You can specify maore than one userfcomputer, Separate entries with a semicalon §)
e.g. 127.0.01; COMPARNY user 1 ; COMPARY User2; 172, 16.135. 16

< Back | hext = | Cancel|

Screenshot 2 — GFI WebMonitor access permissions
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4. Specify the user name or the IP address which will be granted
access to the GFI WebMonitor Web interface and click Next to
continue.

ji& GFI WebMonitor 4 - InstallShield Wizard

Customer Information

Please enter your information.

User Marne:

|I_Iser Marne

Qrganization:

|Organizatiu:un

Serial Murmber:

|Evaluatiu:un

< Back | Mext = | Cancel|

Screenshot 3 — GFI WebMonitor license details

5. Specify the user name, organization and license key details. If you
will be evaluating the product for 10 days, leave the default evaluation
key as “Evaluation”. Click Next to continue.

iﬂ GFl WebMonitor 4 - InstallShield Wizard

WebMonitor Configuration - Access Permissions

Specify who will be able to access the GFI WebMonitar Web interface.

The 5FI WebMonitor service needs to run with administrative privileoes for proper
functionality. Please enter the username and passward of an account with administrative
privileges. Please make sure that the account is ackive and does not have the password set ko
expire. For domains, user names musk be in the Format of DOMATRIUserMame.

User Mame: |a|:|ministrat|:|r

Password: |*****************

MOTE: The username and password provided must have "Logon As Service” rights. IF it doesn't
it will be switched OM automatically For the specified account. These credentials will only be
used ko create and run as new service in the services control panel, IS4 Firewall security
credentials will MOT be changed/downgraded in any way.

= Back. | Mexk = | Cancel

Screenshot 4 — GFI WebMonitor administrative credentials

6. Specify the administrative credentials which will be used to run the
GFI WebMonitor service. Click Next to continue.
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Ii{!t" GFl WebMonitor 4 - InstallShield Wizard

Mail Settings o *
Enter adminiskrakor email and SMTP mail server settings ]]4_1

Please enter the details of the SMTP server and email adress that are to be used by GFI
WebMonitor 4 For email reporting.

Frorm: [sAWebMaonitor@127.0.0.1
Ta fadministrator@127.0.0.1
SMTP Server: |12?.IZI.EI.1 Pork: |25
Verify Mail Settings |
Tryshal|Shield

< Barck I et = I Cancel |

Screenshot 5 — GFl WebMonitor SMTP mail server settings

7. Specify the SMTP mail server details and email address where
administrator notifications will be sent. Click Next to continue.

8. Specify an alternative installation path or click Next to use the
default path and proceed with the installation.

9. Click Install to finalize the installation.

Launching GFI WebMonitor

Following the installation, launch GFI WebMonitor from Start »
Programs » GFl WebMonitor » GFI WebMonitor.

Alternately GFI WebMonitor's web console can also be launched
through a web browser via the URL or I.P. address that points to the
GFI WebMonitor installation on the ISA Server.

Example: http://<isaserver IP address>:1007

Downloading the WebGrade Database

By default, the WebGrade Database is not included with the GFI
WebMonitor installation package. Upon installing GFI WebMonitor the
latest version of this database is automatically downloaded and
installed.

Downloading anti-virus signatures

By default, anti-virus signatures are not included with the GFlI
WebMonitor installation. Upon installing GFI WebMonitor, the latest
signatures for the supported scanning engines are automatically
downloaded and installed.
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Upgrading from a previous version

The underlying operational and processing technologies on which GFlI
WebMonitor 4 is built are different than those in previous versions of

GFI WebMonitor. Previous versions therefore cannot be imported or
upgraded to GFI WebMonitor 4.
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