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1 Introduction

1.1 About This Manual

The aim of this manual is to help you install and run GFl WebMonitor ReportPack. This
manual is structured as follows:

CHAPTER DESCRIPTION

Chapter 1 Introduction

Introduces this manual and provides a high-level overview of how GFI ReportCenter and
GFl WebMonitor ReportPack work.

Chapter 2 Installation

Provides information on how to install GFI WebMonitor ReportPack.
Chapter 3 Default Reports

Provides information on how to generate, and manage default reports.
Chapter 4 Custom Reports

Provides information on how to create, generate, and manage custom reports.
Chapter 5 Scheduled Reports

Provides information on how to create, generate, and manage scheduled reports.
Chapter 6 Configuring Default Options

Provides information on how to configure default options.
Chapter 7 General Options

Provides information on how to configure general options.
Chapter 8 Appendix 1 - GFI WebMonitor Default Reports
Chapter 9 Troubleshooting

Provides all the necessary information on how to deal with any problems encountered
while using GFl WebMonitor ReportPack. Also provides extensive support information.

1.2 Terms Used in This manual

The following terms are used in this manual:

DESCRIPTION

g‘\ égg:‘)t:;);:é kinformation and references essential for the operation of GFI WebMonitor
Important notifications and cautions regarding potential issues that are commonly

& encountered.

| 2 Step by step navigational instructions to access a specific function.

Bold text Items to select such as nodes, menu options or command buttons.

<ltalics text> Parameters and values that you must replace with the applicable value, such as custom
paths and filenames.
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1.3 About GFl ReportCenter

£

Save generated

GFl Product1

Print generated
report

Email generated

GFl Product3 report

Figure 1 - Centralized reporting framework

GFI ReportCenter is a centralized reporting framework that enables you to generate
various reports using data collected by different GFI products. GFl releases specialized
reports for each of its products, referred to as ReportPacks; for example, the GFl
WebMonitor ReportPack. A ReportPack can be downloaded as an add-on to the GFI
product.

GFI Product 2
ReportPack

GFI Product 3
ReportPack

GFIProduct 1
ReportPack

GFI Product X
ReportPack

Figure 2 - Several ReportPacks plugged into the GFl ReportCenter framework

A ReportPack plugs into the GFI ReportCenter framework; providing you with the facility to
generate, analyze, export and print the information generated through these reports.
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1.4 About the GFI WebMonitor ReportPack

The GFl WebMonitor ReportPack is a full-fledged reporting companion to GFl WebMonitor.
It enables you to generate reports based on the information recorded by GFl WebMonitor
during its operation.

Through bandwidth use reports, hits reports and threat reports the GFI WebMonitor
ReportPack provides you with the easy-to-view information required, to fully understand
the ever-changing web use scenario of your corporate network.

1.5 Components of the GFI WebMonitor ReportPack

When you install the GFI WebMonitor ReportPack, the following components are installed:
o GFI ReportCenter framework
e GFIl WebMonitor default reports

e Report scheduling service

GFI ReportCenter Framework

The GFI ReportCenter framework is the management console through which you can
generate the specialized product reports. The GFI ReportCenter framework offers a
common application interface through which you can navigate, generate, customize and

schedule reports.
?

[ GFIReportCenter 3.6 folle ==
File Tools Help
<> UENNDSDH ¥k B
Pancs Ee PHEAREST=0RGE
@ > Product Selection | 1
v
e GFI WebMonitor 2011 ReportPack -
Default Reports GFI
GFI WebMonitor 2011 ReportPack .
= Banduwidth Reports ReportTitle: Bandwidth Usage by Websites
= Bandwidth Usage by Users Description: 'Bandwidth usage by Websites' report shows the amount of bandwidth consumed on specific websites sorte
L3l Bandwidth Usage by Websites] by bandwidth consumption,
=) Bandwidth Usage by Classifications
=) Bandwidth Usage by Classifications Generated on: 2/21/2011
Hits Reports For period:  1/22/2011-2/21/2011

=) Hits Usage by Users
= Hits Usage by Websites
= Hits Usage by Classifications Bandwidth Usag e by Websites
=| Hits Usage by Classifications Trend

Threat Reports

‘Web Usage Trend Reports URLs
adst.msn.com
sxpdata. cloudapp. net
col.sth.s-msn.com
img1.catalog.video.nmsn.com
w.sharethis.com
icrus. cloudapp. net
connect facebook.net
g.men.com
platformtwitter.com

W bing.com | /
luna.net

content. mkt51.net
beautyoftheweb.com
webgrade2.gfi.com
update.gfi.com
Others

0.00 0.01 0.02 0.03 0.04 0.05

il
..... Bandwidth (MB)
& ¢ Favorite Reports
L« Default Reports
& @) Custom Reports

© 2011. Allrightsreserved. GFl Software Ltd Page 10f2

i

| [ Scheduled Reports
=

L G options

|| 2 Help « n 3

CurrentPage No.:1 | Total Page No.:2 | Zoom Factor: Page width

!

T

Screenshot 1 - The GFI ReportCenter management console
The GFI ReportCenter management console is organized as follows:

o Navigation Pane - Use this pane to access the navigation buttons/configuration options provided
by the GFI ReportCenter.

Introduction GFI WebMonitor ReportPack | 3



Product Selection drop-down list - Use this drop-down list to select the GFI product for which to
generate reports. The Product Selection drop-down list displays all the products for which you have
installed a ReportPack.

Favorite Reports - Use this navigation button to access your favorite/most used reports. For
more information on how to add reports to this list refer to the Adding Default Reports to the
List of Favorite Reports and Adding Custom Reports to the List of Favorite Reports sections in this
manual.

Default Reports - Use this navigation button to access the default list of reports which can be
generated for the selected product. For more information on default reports, refer to the
Default Reports section in this manual.

Custom Reports - Use this navigation button to access the list of customized reports which can
be generated for the selected product. For more information on how to create custom reports,
refer to the Custom Reports section in this manual.

Scheduled Reports - Use this navigation button to access the list of scheduled reports for
automatic generation and distribution. For more information on how to create scheduled reports,
refer to the Scheduled Reports chapter in this manual.

Options - Use this navigation button to access the general configuration settings for the GFI
product selected in the Product Selection drop down list.

Help - Use this navigation button to show this Quick Reference Guide in the Report Pane of the
GFI ReportCenter management console.

Report Pane - Use this multi-functional pane to:

e View and analyze generated reports.

e Maintain the scheduled reports list.

e Explore samples and descriptions of default reports.

Export - Use this button to export generated reports to various formats including Adobe Acrobat
(PDF), Microsoft Excel (XLS), Microsoft Word (DOC), Rich Text Format (RTF) and HTML.

Send email - Use this button to instantly distribute the last generated report via email.

©e6 0 000 6 6 O ©

GFIl WebMonitor Default Reports

The GFI WebMonitor default reports are a collection of specialized pre-configured reports
which plug into the GFI ReportCenter framework. These reports present the web usage
activity recorded by GFI WebMonitor and allow for the generation of reports. Default
reports can also serve as the base template for the creation of customized reports which
fit specific network-reporting requirements.

Report Scheduling Service

The report scheduling service controls the scheduling and automatic distribution of reports
by email. Reports generated by this service can also be saved to a specific hard disk
location in a variety of formats which include PDF, XLS, DOC, RTF and HTML.

1.6 Key Features

Centralized Reporting

GFI ReportCenter is a one-stop, centralized reporting framework which enables the
generation and customization of reports for a wide array of GFI Products.

Wizard Assisted Configuration

Wizards are provided to assist you in the configuration, scheduling and customization of
reports.

Report Scheduling

With GFI ReportCenter you can schedule reports to be generated on a pre-defined schedule
as well as at specified intervals. For example, you can schedule lengthy reports to be

4 | GFI WebMonitor ReportPack Introduction



generated after office hours. This allows you to maximize the availability of your system
resources during working hours and avoid any possible disruptions to workflow.

Distribution of Reports via Email

GFI ReportCenter allows you to automatically distribute generated reports via email. In
scheduled reports, this can be achieved automatically after the successful generation of a
scheduled report.

Export Reports to Various Formats

By default, GFI ReportCenter allows you to export reports to various formats. Supported
formats include PDF, XLS, DOC, RTF and HTML. When scheduling reports, you can
optionally configure the preferred report output format. Different scheduled reports can
also be configured to output generated reports to different file formats.

Default Reports

The GFI WebMonitor ReportPack ships with a default set of reports. These reports can be
generated without any further configuration effort immediately after installation. The
default reports in this ReportPack are organized into four different report-type categories:
Bandwidth, Hits, Threat and Web Usage Trend reports.

Report Customization

The default reports that ship with every GFl EndPointSecurity ReportPack can serve as the
base template for the creation of customized reports. Report customization is achieved by
building up custom data filters which will analyze the data source and filter the
information that matches specific criteria. In this way, you create reports tailored to your
reporting requirements.

Favorites

GFI ReportCenter allows you to create bookmarks to your most frequently used reports -
both default and custom.

Printing

By default, all reports generated by GFI ReportCenter are printer friendly and can be
printed through the windows printing services provided by the system where GFI
ReportCenter is installed.

1.7 Anonymization of Data

The Anonymization feature in GFl WebMonitor enables masking private user data in
accordance with European privacy and data protection laws. If enabled, GFI WebMonitor:

e Cloaks personal data (User name and IP) so that it can no longer be viewed in reports.
e Enables a validation process requiring two passwords from two different users.

e Masks any features in the User Interface that provide access to private user
information

Introduction GFl WebMonitor ReportPack | 5






2 Installation

2.1 System Requirements

ENVIRONMENT SUPPORTED OPERATING SYSTEMS

Gateway or Simple Proxy mode (x86 or e  Microsoft Windows Server 2003
1) e  Microsoft Windows Server 2008

e  Microsoft Windows XP SP2

e  Microsoft Windows Vista

e  Microsoft Windows 7
Microsoft ISA Server / Forefront TMG e  Microsoft Windows Server 2000 (SP4)
b G R e  Microsoft Windows Server 2003 (x86)

e  Microsoft Windows Server 2008 R2 (x64)
Other required components e  Microsoft Internet Explorer 7 or higher

e  Microsoft.NET Framework 1.1 or higher

— | The GFI WebMonitor ReportPack only, allows you to generate reports for data
|— 1 contained in the Microsoft SQL Server database backend of GFI WebMonitor.

2.2 Installation Procedure

The GFl WebMonitor ReportPack includes an installation wizard which will assist you
through the installation process. During the installation process this wizard will:

¢ Verify that you are running the latest version of the GFI ReportCenter framework; if you
are installing the framework for the first time or the currently installed framework
version is outdated, the installation wizard will automatically download the latest one
for you.

e Automatically install all the required components distributed including the GFI
ReportCenter framework, the GFI WebMonitor default reports and the Report Scheduling
service.

To start the installation:
1. Double-click on the GFI WebMonitor ReportPack installation file.
2. Click Next at the Welcome screen to start setup.

3. If the current version of your GFl ReportCenter framework is not compatible with the
GFI WebMonitor ReportPack, you will be prompted to download and install an updated
version. To automatically achieve this, leave the dialog options as default and click Next.

Installation GFl WebMonitor ReportPack | 7
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15} GFIWebMonitor 2011 Report Pack - InstallShield Wizard ==
Check for latest build availability
Check For a newer version of GFI WebMonitor 2011 Repart Pack, GFI

This installation can check whether there is a newer build for GFI wWebMonitor 2011 Report
Pack downloadahble Fram the GFT web site, This procedure will require an inkernet conneckion in
order to connect to the GFI web site,

Check For a newer build of GFI \WebMaonitar 2011 Report Pack on the GFI web site,

@ Do not check Far a newer build,

Inskallshield

| < Back H Mext = ] | Cancel |

Screenshot 2 - Check for latest build availability

3. Choose whether you want the installation wizard to search for a newer build of the GFlI
WebMonitor ReportPack on the GFI website. Click Next to proceed with the installation.

4. In the license dialog, read the licensing agreement carefully. Select the | accept the
Licensing agreement option and click Next to continue.

=

15} GFIWebMonitor 2011 ReportPack - InstallShield Wizard ==
Customer Information
Please enter wour information, GFI

User Mame:
Johin Smith

Organization:
|My0rganizatil:un|

Inskallshield

| < Back H Mext = ] | Cancel |

Screenshot 3 - Licensing details dialog
5. Specify the full user name, the company name and the license key. If you will be

evaluating the product for 10 days, leave the evaluation key as default (that is,
“Evaluation”). Click Next to continue.

8 | GFI WebMonitor ReportPack Installation



=

ﬁ‘}' GFIVYebkonitar 2011 ReporPack - InstallShield YWizard

Database Selection
Data source sekkings For GFT WebMonitor 2011 Repart Pack,

GFI WebMonitor 2011 Repart Pack generates reports based on the data collected by GFI
WebMonitor 2011, Specify the database source that will be used by the GFI WebMonitor 2011
Report Pack.

Daktabase Server:

1192,168,3,12/50LEXPRESS] Browse...

Database Mame:  [webMonitor

Connect using:

Lagin I |sa
Password: | TTIITI I
InstallShield

| < Back H Mext = ] | Cancel |

Screenshot 4 - Microsoft SQL Server selection dialog

6. Specify the details of the Microsoft SQL Server which is hosting your GFI WebMonitor
database backend, and the database name.

=

ﬁ! GFIWYebPonitar 2011 Repart Pack - Install Shield Wizard

Mail settings F
Enter administrator email and SMTP mail server sektings I

Please enter the details of the SMTP server and email adress that are to be used by GFI
WWebMonitar 2011 Report Pack For email reporting.

Frar:

To: |administratnr@|u:u:alhu:ust

SMTP Setver: |12?.EI.EI.1 Port: |25

@) SMTP server does nok require authentication,
SMTP server requires authentication,

SMTP User: |

SMTF Password; | | Yerify Mail Settings |

Inskallshield

| < Back |[ Mext = ] | Cancel |

Screenshot 5 - SMTP mail server selection dialog

7. Specify the details of the SMTP mail server and email address to which the generated
reports will be sent.

8. Specify the product installation path or click Next to leave as default. The installation
will need approximately 10 MB of free disk space.

9. The installation wizard is now ready to copy the required files and finalize the
installation. Click Install to start the installation, and wait for the installation to complete.

10. Click Finish to finalize installation.
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2.3 Launching the GFlI WebMonitor ReportPack

Following the installation, launch the GFI WebMonitor Reports for GFl ReportCenter from
Start »Programs »GFIl ReportCenter »GFI WebMonitor ReportPack.

2.4 Enabling Reporting in GFI WebMonitor

For the GFI WebMonitor ReportPack to work, Reporting must be enabled in GFl
WebMonitor. Additionally, a blank database must be created in Microsoft SQL. Detailed
steps on how to create a new database can be found in the GFI WebMonitor Administration
and Configuration Manual available on the GFl Software website.

After creating the SQL database, configure Reporting as follows:

1. Open GFI WebMonitor and navigate to Configuration »Reporting.

@ GFI\WebMaonitor - Windows Internet Explorer E@

@\../ = ] hitpi/imonitor.isar [ &[4 ]| x |2 bing o~

¢ Favorites | 95 & Suggested Sites + €] “iveb Slice Gallery

& GFIW/ebMonitor v B) v & v Pagew Safetyv Toolsv @

GFlWebMonitor
=

Il'| Reporting Save Settings Cancel

4 GFIWebkMonitor Reporting records statistical information to a detabase. You can then use the GFlwebhonitor ReportPack to generate reports of your chaice

= based on the data collected. This dialog allows you to configure the database backend for the reports.
% Dashboard d ¥ o #

(2] Monitaring V|Enable Reporting
W Wihitelist
# Elacklist SQL Server Reporting

¢, WebFilter Edition

@ WebSecurity Edition SQL Server:
4 §b configuration 192,168.3. 1EQLEXPRESS -

4 Administrative Access Contral User:
g Motifications 58
o) General Settings Password:
@, Prosy Settings eensensene
Il Repatting Database:
WEHIAE) [‘WebMonitor - Get Database List

w Wersion Information

+ Quarantine
(@ Help Back Track Data
Status: 1016 records are available starting from 282011

GFWebhonitor automstically transfers sll live data logged during the day directly to the Microsoft SOL Server backend datsbase you
configured above when reporting is enabled

If reporting has been disabled, GFI Webhonitor will keep track of all of the data which has not yet been transferred to the Microsoft
SGL Server backend database

Back Track alloves you to retrieve all of this data and save it to the Microsoft S0L Server backend databaze

Back Track Data How

Done € Internet | Protected Mode: Off v wmI0% -

Screenshot 6 - Configuring Reporting in GFI WebMonitor
2. Check the Enable Reporting checkbox to enable the reporting feature.

3. Key in the SQL Server, the User/Password combination and the Database name that
enables GFl WebMonitor to connect and audit data to the database in the respective order.

= To retrieve the list of available databases, click the Get Database List button.

=

4. Click the Back Track Data Now button to trigger the transfer process of live data logged
in GFI WebMonitor.

5. Click Save Settings.

10 | GFI WebMonitor ReportPack Installation



= For security purposes, passwords can only be keyed in from the machine where
|=# GFI WebMonitor is installed. Thus, users who are allowed Administrative Access
Control from their machine will not be able to view the list of available
databases.

2.5 Selecting a Product ReportPack

When more than one GFI product ReportPack is installed, use the Product Selection drop
down list to select the GFI product ReportPack to be used.

Product Selection

[5F] 'webbdonitor 2011 ReportFack -

[3F| ‘febbdonitor 2011 BeportPack.
ALL PRODUCTS
RSl

Screenshot 7 - Product Selection drop down list
For example, to run the reports provided in the GFI WebMonitor ReportPack:

1. Launch GFI ReportCenter from Start »Programs »GFIl ReportCenter.
2. Select GFlI WebMonitor ReportPack from the Product Selection drop down list.

— | Select ALL PRODUCTS to display and navigate all the ReportPacks that are
\— 1 currently installed in GFI ReportCenter.

Installation GFI WebMonitor ReportPack | 11






3 Default Reports

3.1 Introduction

After installing the GFI WebMonitor ReportPack, a number of specialized pre-configured
reports can immediately be generated on the data stored in the database backend of GFl
WebMonitor. These default reports are organized into the following categories:

REPORT NAME DESCRIPTION

Bandwidth Reports

Hits Reports

Threat Reports

Web Usage Trend Reports

Use the reports in this category to generate reports
that show bandwidth use by users, websites,
website categories and website category trends

Use the reports in this category to generate reports
that show the amount of hits by users, websites,
website categories and website category trends

Use the reports in this category to generate reports
that show virus download statistical information
sorted by antivirus and mime type. Through this
report category you can also get trend reports and
the top threats that have been blocked over any
given period of time

Use the reports in this category to generate reports
that show bandwidth use by users over time,
amount of hits by users over time, time spent
browsing by users over time and lists of sites
browsed by users

For more information about each of the pre-configured reports, refer to the Appendix 1 -
GFIl WebMonitor Default Reports chapter in this manual.

1))

L)

3.2 Generating a Default Report

To generate a default report:

If Anonymization is enabled in GFI WebMonitor, personal data in reports (such as
User Names and IPs) will be masked. For more information refer to the GFI
WebMonitor Administration and Configuration Manual.

Click on the report nodes to view a description and a sample output of what the
selected report will contain

1. Click on the Default Reports navigation button to display the list of available default

reports.

Default Reports

GFIl WebMonitor ReportPack | 13



Product Selection

[5F| ‘wfebbdonitor 2011 ReportFack -

Default Reports

= -- GF webkdonitor 2017 RepartPack
=54 Bandwidth Reports
Bandwidth Uzage by Uzers

Bandwidth Usage From Yesterday

=| Bandwidth Usage For Last T days

Hits Reparts For Last 30 days
H- Threat Reparts
+-54 Wieh Uzage Trend Re C usiionst B g0t

Scheduled Repaort
Add To Fawvarites List

Screenshot 8 - Selecting the data set period
2. Right-click on the report that you wish to generate and select the time period for which
to generate the report.

_—jL Default reports can be based on monitoring data collected the day before

\—.1 (yesterday), during the previous 7 days or during the previous 30 days from the
date of report generation. Further to this, reports can be based on data collected
during a particular time period by selecting the Custom Report option and
specifying the date range within the Custom Report Wizard. For more
information, refer to the Custom Reports chapter in this manual

14 | GFl WebMonitor ReportPack Default Reports



3.3 Navigating Through the Generated Report

GFI ReportCenter 3.6
File Tools Help

(> LETTR 0D K]

Panes

+

PHE XS = RGLER

BBl =S

Procluct Selection

GFl WebManitor 2011 RepartPack. -

Default Reports GFI

= . GFl webMoritar 2011 ReponPack . :
58 Bandwidth Reports ReportTitle: Hits Usage by Websites

Generated on: 2/21/2011

= Hits Usage by Classifications Trend For period: 20142011 - 2/21/2011
#-434 Threat Reparts
40 Web Usage Trend Reparts

Hits per URL

URLs

update gfi.com
sxpdata.cloudappnet
adsl.msn.com

img1.catalog video.msn.com
wehgrade gfi com
icmus.cloudapp.net
w.gharethis.com
g.msn.com

cal sth s-msn.com

connect facebook net
content. mkis 1 net
go.microsoft. com
metrixlabhy.customers. luna.net
platform. itter. com

H\ts Reports Description: 'Hits usage by Wehsites' report shows the amount of hits on specific websites sorted by the amount of hits.

W bing. corn

o 2 4 & g

¢ Favorite Reports

u| Default Reports © 2011 . All rightsreserved. GFl Saftware Ltd

5 Custom Reports

|5 scheduled Reports

il Options

Page 1 of 2

2J Help 4 ]

CurrentPage Mo.i1 | TotalPage No.:2 | Zoom Factor: Page width

Screenshot 9 - Generated reports are displayed in the right pane of the management console

Generated reports are shown in the right pane of the GFl ReportCenter. Use the toolbar at
the top of the report pane to access common report related functions:

Report Browsing Options

M4 »M Browse the generated report page by page.

|+ Go directly to a specific page.

X Closes current view.

4 Print report.

T= Breakdown the report into a group tree (for example, by date/time).
fo Zoom in/Zoom out.

# Search the report for particular text or characters.

Report Storage and Distribution Options

5| Export the generated report to a specific location and file format.

£ Distribute the generated report via email.

Reports chapter.

For more information on how to configure report storage and distribution
= options, refer to the Configuring Advanced Settings section in the Scheduled
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3.4 Adding Default Reports to the List of Favorite Reports

You can group and access frequently used default reports through the Favorite Reports
navigation button.

Default Reports

El-- GF webbdonitor 2017 ReportPack
[#-5¢ Bandwidth Reports
«H Hitz Reparts
“H Threat Feports
= “Web Usage Trend Reports

----- _ B andwidth Uzage by Uszers Over Time

Hitz by Uszers Ower Time

----- :_' Browsing Time by Lzers

For Last T days

For Last 30 days
Custom Report
Scheduled Report
Sdd To Favorites List

Screenshot 10 - Adding reports to the favorite list
To add a default report to the list of favorite reports:

1. Click on the Default Reports navigation button to display the list of available default
reports.

2. Right-click on the default report that you wish to add to the favorites list and select Add
To Favorites List.

3.5 Scheduling a Default Report

Default reports can be scheduled both for automatic generation on a pre-defined schedule
or at specified intervals and for distribution via email. For more information on how to
schedule and manage scheduled reports, refer to the Scheduled Reports chapter in this
manual.
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4 Custom Reports

4.1 Introduction

GFI ReportCenter allows you to create custom reports which are tailored to your reporting
requirements. This is achieved by building up custom data filters which will analyze the
data source and filter out the information that matches the specified criteria.

If Anonymization is enabled in GFI WebMonitor, personal data in reports (such as
User Names and IPs) will be masked. For more information refer to the GFI
WebMonitor Administration and Configuration Manual.

Ll

Not all reports have the same range of options that can be configured. While all
reports can be configured by date range, some require further options to be
configured.

Sl

4.2 Creating a New Custom Report

To create a custom report:

1. Click on the Default Reports navigation button to display the list of available default
reports.

2. Right-click on the default report that will be used as a template for the custom report
and select Custom Report. This will launch the Custom Report Wizard. Click Next.

=

Custormn Report Wizard

Mame and Deszcription
Specify the name and description for thiz custam report

The name and description of a custam report will be uzed to uniquely identify the report through
the et of custom reports. The custom report name must be unigque.

Report name:

Custom Feport 1: Browsed Sites by Users past 12 Monthg

Repart description:

The Browsed Sitez by Users report liztz the sites and zite category, hitz, browsing
time and bandwidth uzed for each uzer.

| ¢ Back H M et > ]| Cancel |

Screenshot 11 - Keying in a custom report name and description

3. Key in a Report name and a Report description for the custom report and click Next to
continue setup.
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Custormn Report Wizard

Date Filters

Specify the data range that zhould be applied to the repart
Fixed D ate Range

Start D ate Monday . Februan 21,2011

End Date Monday . February 21, 2011

@ Variable Fange

Fange Size  For last 12 months -

¢ Back H Meut >

| |

Cancel

Screenshot 12 - Selecting the date range options

4. Specify the date range for which the report will be generated. Click Next to continue.

Custom Report Wiizard

Choosing Users

Specify which uzers are to be included in the repaort

Al ugers Selected users

127.0.01

-

Q

)

¢ Back H Mext =

| |

Cancel

-

Screenshot 13 - Specifying users to include in report

5. If applicable, select the users, which will have their data included in the report, and

click Next to continue.
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Custormn Report Wizard

Chooszing Categories

Specify which categonies are to be included in the report

All categories Selected cateqories

Search Enagines Internet Partals Web Advertize
Social Metwork, Online Personal Storage
Society

nknown

YWeb bazed Email
Wiehtdonitor Updates

[ < Back ” et ][ Cancel ]

Screenshot 14 - Select categories

6. If applicable, select the categories, which will be included in the report, click Next to
continue setup and Finish to finalize configuring the custom report settings.

4.3 Generating a Custom Report

To generate a custom report:

1. Click on the Custom Reports navigation button to display the list of available custom
reports.

Custom Reports

= . GFI Wiebtdonitor 2011 ReportPack

B andwidth Uzage by Clazzifications [1]
: | Bandwidth Uzage by “Websites [1)
Il Cuistom Report 1: Browsed Sites

Run

Edit

Delete

Add To Fawarites List
Scheduled Report

Screenshot 15 - Selecting the report generation command
2. Right-click on the report that you wish to generate and select Run.

— | For more information on the available browsing, storage and distribution options
— for the generated report, refer to the Navigating Through the Generated Report
section in the Default Reports chapter.
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4.4 Editing a Custom Report

To edit the configuration settings of a custom report:

1. Click on the Custom Reports navigation button to display the list of available custom
reports.

2. Right-click on the custom report that you wish to re-configure and select Edit. This will
launch the Custom Report Wizard.

Custormn Report Wizard

Welcome to the GFI
@ WebMonitor Custom Report

Thiz wizard will help you modify the properties of the following
customized report;

£ Cuztom Report 1: Browsed Sites by Users past 12 Months

The Browszed Sitez by Users report liztz the sites and zite
cateqon, hitz, Brawszing time and bandwidth uzed for each uzer.

Y'ou can overnde the default email options for thig
clztam report

¢ Back M et > ]| Cancel |

Screenshot 16 - Custom Report wizard

3. Click Next and perform the required changes. For more information on how to configure
the parameters of a custom report, refer to the Creating a New Custom Report section in
this chapter.

4.5 Deleting a Custom Report

To delete a custom report:

1. Click on the Custom Reports navigation button to display the list of available custom
reports.

2. Right-click on the custom report that you wish to permanently remove from the list,
select Delete and confirm.
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4.6 Adding Custom Reports to the List of Favorite Reports

You can group and access frequently used custom reports through the Favorite Reports
navigation button.

Custom Reports

=~ . GFI YWebonitor 2011 ReportPack
- : Bandwidth Uzage by Clazsifications [1]
:_ Bandwidth Uzage by ‘Webszitez [1]

Cuztom Report 1: Browsed Si

Run

Edit

Delete

Sdd To Favorites List
Scheduled Report

Screenshot 17 - Adding reports to the favorite list
To add a custom report to the list of favorite reports:

1. Click on the Custom Reports navigation button to display the list of available custom
reports.

2. Right-click on the custom report that you wish to add to the favorites list, and select
Add To Favorites List.

4.7 Scheduling a Custom Report

Custom reports can be scheduled both for automatic generation on a pre-defined schedule
or at specified intervals and for distribution via email. For more information on how to
schedule and manage scheduled reports, refer to the Scheduled Reports chapter in this
manual.
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5 Scheduled Reports

5.1 Introduction

GFI ReportCenter allows you to automatically generate reports on a pre-defined schedule
as well as at specified intervals. Further to this, GFl ReportCenter can also be configured
to automatically distribute scheduled reports via email. For every scheduled report, you
can configure custom emailing parameters including the list of report recipients and the
format of the report (for example, PDF), which will be attached to the email.

The report scheduling feature can, for instance, help you maximize the availability of your
system resources during working hours and avoid any possible disruptions to workflow. For
example, you can schedule lengthy reports after office working hours and then
automatically email them to the intended recipients.

Both default and custom reports can be scheduled for automatic generation and
distribution.

— | If Anonymization is enabled in GFl WebMonitor, personal data in reports (such as
—.1 User Names and IPs) will be masked. For more information refer to the GFl
WebMonitor Administration and Configuration Manual.

5.2 Scheduling a Report

To schedule a report:
1. Click on the Default/Custom Reports navigation button.

2. Right-click on the report to be scheduled and select Scheduled Report. This will launch
the Schedule Report Wizard. Click Next to continue.

Schedule Report Wizard
Mame and Description Lo,
Specify the name and description far thiz custam report

The name and dezcrption of a custom report will be used to uniguely identify the report through
the zet of custom reportz. The customn repart name must be unique.

Repart name:

Schedule for report 'Custorm Beport 1: Browsed Sites by Users past 12 Months'

Report description:

The Browszed Sites by sers repart lists the sites and site categony, hitz, browsing
time and bandwidth uzed for each uzer.

| ¢ Back H Mext = ]| Cancel |

Screenshot 18 - Keying in a scheduled report name

3. Key in a Report name and Report description for the scheduled report and click Next
to continue setup.
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Schedule Report Wizard

Time S5chedule

Specify the time schedule to be uzed to automatically generate the report @

Scheduled reportz can be generated either once uzing a zpecific date and time or elze
re-generated uzing a time frame, starting from a specific time.

Generate this report [once) on the following daywtime:
22011 4:36:12 PM

@ Generate this report eveny:

Interval: 15 | Dayz -

Start datedtime; | 242142011 [E~ | 4:30:00 PM =

| < Back H Mest = ]| Cancel |

Screenshot 19 - Report Scheduling Wizard: Date/time/frequency setup

4. Specify the report time scheduling parameters (date/time/frequency) and click Next to
continue setup.

Schedule Report Wizard

Advanced Settings
Custarnize repart distribution and storage options.

Y'ou can zend the generated report by email to a target recipient list or zave the generated report
if a falder on wour file system. Click on the Settings button of the relevant section in the dialog to
further confiqure report zendingssaving options.

| Export ko file

gl Click on the Settingz button to customize the report storage options and specify the file
o format and destination folder where this report will be stored.

| Settings
V| Send by mail

C Click. on the Settingz buttan to cuztomize and configure the email zettings which will be
zed for repart distribution.

| Settings

| < Back H Mest = ]| Cancel |

Screenshot 20 - Report Scheduling Wizard: Advanced Settings dialog

5. To export the generated report to file, select the Export to file checkbox. To customize
the report destination folder and the report file format, click Settings underneath this
option.

— | For more information on how to configure export-to-file settings, refer to the

— Configuring Report Export to File Options section in this chapter.

6. To automatically distribute generated reports via email, select the Send by mail
checkbox. To customize the email settings used for report distribution and the report file
format, click Settings underneath this option.
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Click Next to continue setup.

— | For more information on how to configure email settings, refer to the Configuring
— 1 Report Emailing Options section in this chapter.

Schedule Report Wizard

Date Filters

@ Figed Date Range

Yariable Range

Range Sizé | Choose Fange Size

Specify the data range that should be applied to the report

Start Date Monday . Februany 21,2001 [E=

End Date Saturday . Februam 28,2016 [E=

Q

¢ Back H Mest =

| |

Cancel

Screenshot 21 - Scheduling Report Wizard: Date Range options
7. Specify the date range for which the report will be generated. Click Next to continue.

Schedule Report Wizard

Choosing Users

Al uzers

127.0.01

-

Specify which uzers are to be included in the repaort

Selected users

-

=

Ik

¢ Back H Meut >

| |

Cancel |

Screenshot 22 - Specifying users to include in report

8. If applicable, select the users, which will have their data included in the report, and

click Next to continue.

Scheduled Reports
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Schedule Report Wizard

Choosing Categories

All categories

Specify which categories are to be included in the report

Selected cateqories

Society

ko

YWeh bazed Email
Wiehtdonitor Updates

Online Personal Storage
Internet Partals Web Advertize
Saocial Mebwork,

Search Engines

I

B

¢ Back || Mext = || Cancel |

Screenshot 23 - Select categories

9. If applicable, select the categories, which will be included in the report, click Next to
continue setup and click Finish to finalize configuring the scheduled report settings.

5.3 Configuring Advanced Settings

GFI WebMonitor ReportPack allows you to export scheduled reports in a specific file format
as well as to automatically distribute these reports via email. This is achieved using a set
of parameters (for example, recipient’s email addresses) that are either specified on the
fly during the configuration of scheduled reports or by using the default set of report

export and distribution

parameters configured during the GFI ReportPack installation.

— | The Schedule Report Wizard is by default configured to use the default set of
\—.1 report export and distribution parameters.

Report Export Formats

Scheduled reports can be exported in a variety of formats. Supported file formats include:

FORMAT DESCRIPTION

Adobe Acrobat (.PDF)

Microsoft Excel (.XLS)
Microsoft Word (.DOC)

Rich Text Format
(.RTF)

HTML (.HTM)

Use this format to allow distribution of a report on different systems such as
Macintosh and Linux while preserving the layout.

Use this format if you want to further process the report and perform more
advance calculations using other (external) programs such as Microsoft Excel.

Use this format if you want to access this report using Microsoft Word.

Use this format to save the report in a format that is small in size and which
allows accessibility through different word processors in different operating
systems.

Use this format to save the report in a platform independent format that can
be viewed through a web browser. For example, you can include reports
exported in html format directly on your website or intranet.
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5.3.1 Configuring Report Export to File Options

To configure the report export to file settings of a scheduled report:

| E=port ko file

’1;&"-] Click. o the Set.ting!s buttan to custu:urr!ize the report storage optiong and specify the file
format and destination folder where thiz report will be stored.

| Settings |

Screenshot 24 - Advanced Settings dialog: Export to file settings button
1. From the Schedule Report Wizard » Advanced Settings dialog, click Settings
underneath the Export to file option.

-

Report Storage Options @
Folder Options:

You can overide the default folder options for this scheduled
repark

.

Feport Destination:

C:%Program FileshCommon FileshGFI\ReportCenterFramewor |

Report format;
Adaobe Acrobat [* pdf) -|

[ 0k, ]| Cancel | Apply

Screenshot 25 - Advanced Settings: Export to file options
2. Specify the complete path where the exported report will be saved.

3. Specify the file format in which the exported report will be saved.

4. Click OK to finalize the configuration settings.
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5.3.2 Configuring Report Emailing Options

To configure the report emailing options of a scheduled report:

Send by mail

Lized for repart distribution.
Settings

Screenshot 26 - Advanced Settings dialog: Send by email settings button

C Click on the Settingz button to customize and configure the email settings which will be

1. From the Schedule Report Wizard » Advanced Settings dialog, click Settings

underneath the Send by email option.

r

Email Alerts Options

E mail Options

=

J Y'ou can overide the default email options faor this scheduled
repark

Ta: adminiztratori@localhost

CC:
From: GFIReportCenter@127.0.0.1

Serverr  127.0.01 Part: 25

[T] 5MTP Server requires login
Ilzer name:

Paszwiord:

Repart farmat:

Adobe Acrobat [, pdf) -

=

[ ] 4 ] | Cancel Apply
Screenshot 27 - Report distribution options
2. Specify the following parameters:
To/CC Specify the email address(es) where the generated report will be sent.
From Specify the email account that will be used to send the report.
Server Specify the name/IP and Port of the SMTP (outbound) email server. If the specified

server requires authentication, select the option SMTP Server requires login and

specify the logon credentials in the User name and Password fields.

Report format
emailed report will be sent.

3. Click OK to finalize the configuration settings.

Reports are sent via email as attachments. Specify the file format in which the
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5.4 Viewing the List of Scheduled Reports

GFI ReportCenter 3.6 ===
Ele Took Help
4« B[]
Panes 2 || scheduled reports list
Procluct Selection
Schedule Hame Fieport Name
Scheduls for report Custom Fieport 1: Browsed Sites by Lsers past 12 Months' Custom Report 1: Browsed Sites by Users past 12 Months

Scheduled Reports

= @] GFI WebMonitor 2011 FieporFack
[ Scheduled Reparts List
% Gcheduled Reports Activity

¢ Favorite Reports

w Default Reports

£ Custom Reports

| scheduled Reports

(i Options

2 help

Screenshot 28 - List of Scheduled reports

To view the list of scheduled reports that are currently configured for automatic
generation, click on the Scheduled Reports navigation button and select the Scheduled
Reports List node. This will display the scheduled reports information in the right pane of
the GFl ReportCenter management console.

The scheduled reports list displays the following details:

COLUMN NAME DESCRIPTION
Schedule Name The name of the scheduled report specified during the creation of the

scheduled report.

Report Name The names of the default or custom report(s) that will be generated

Last Generation The date/time when the report was last generated

Next Generation The date/time when the report is to be generated next

Description The description of the scheduled report specified during the creation of the

scheduled report

Report Pack The ReportPack through which the scheduled report was configured

5.5 Generating a Scheduled Report

To generate a scheduled report:

1. Click on the Scheduled Reports navigation button to display the list of available
scheduled reports.

Scheduled reports list
Schedule Mame Generate
Schedule for report 'Cugtom Report 1: B rows - t 12 Manths
isable
Delete

Go to Parent

Properties

Screenshot 29 - Selecting the report generation command
2. Right-click on the report that you wish to generate and select Generate.
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5.6 Enabling/disabling a Scheduled Report

Scheduled reports can be enabled or disabled as required. Use the Scheduled Reports
navigation button to view the list of scheduled reports as well as to identify their current
status. The status of scheduled reports is shown through the icon on the left of each
scheduled report:

® _ |ndicates that the scheduled report is enabled and is pending the next automatic
execution in accordance with the configured time schedule.

25 . Indicates that the scheduled report is disabled.
To enable or disable a scheduled report:
1. Click on the Scheduled Reports navigation button.

2. Right-click on the respective report and select Enable/Disable accordingly.

5.7 Editing a Scheduled Report

To make changes to the configuration settings of a scheduled report:

1. Click on the Scheduled Reports navigation button to display the list of available
scheduled reports.

2. Right-click on the scheduled report that you wish to re-configure and select Properties.
This will launch the Schedule Report Wizard.

Schedule Report Wizard

Welcome to the GFI
@ WebMonitor Schedule Reponrt

Y'ou can avernide the default email optiohs far this scheduled
repart

| Schedule for repart 'Custorn Repart 1: Brawsed Sites by
|Jzers pazt 12 Months'

The Browsed Sitez by Users repoart listz the zites and site
cateqony, hitz, browsing time and bandwidth uzed for each uzer.

Y'ou can overnde the default email options far this
scheduled report

< Back [ Mest = ]| Cancel |

Screenshot 30 - Schedule Report wizard

3. Click Next and perform the required changes. For more information on how to configure
the parameters of a scheduled report, refer to the Scheduling a Report section in this
chapter.
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5.8 Deleting a Scheduled Report

To delete a scheduled report:

1. Click on the Scheduled Reports navigation button to display the list of available
scheduled reports.

2. Right-click on the scheduled report that you wish to permanently remove from the list,
select Delete and confirm.

5.9 Locating the Original Report

To locate the original report that was scheduled:

1. Click on the Scheduled Reports navigation button to display the list of available
scheduled reports.

2. Right-click on the scheduled report of which you wish to locate the original report and
select Go to Parent.

5.10 Viewing the Scheduled Reports Activity

GFI ReportCenter 3.6 =)=
File Toos Hep
4 LB
Panes # || scheduled reports activity list
Product Selection
Date ProductName Type Description i
(D2021/201 B1705PM  GFI WebMoniter 2011 RepartPack Information Generating scheduled report "5 chedule for repart ‘Custom Fie
(1)2/21/2011 &17:03 P GFI webMonitor 2011 ReportPack. Information Starting to generate scheduled report 'S chedule for report '
Scheduled Reports (2021201 51507 PM - GFl webMonitor 2011 ReportPack Infarmation Generating scheduled report "S chedule for report Custam Re| =
(i) 2/21/2011 5:15:64 PM GFI'webMonitor 2011 ReportPack Information Starting to generate scheduled report S chedule for report 'Cy
= e &7 ;"i‘;‘;"é‘jzgﬂéigl:;‘;;”‘?a“k ()2/21/2011 515:22PM  GFl WebMoritor 2011 ReportPack. Infomation Staring t generate scheduled repert “Schedule for report Ty
L Gopeduled Reports Activity (i)2/21/2011 51538 PM GFI'wWebMonitor 2011 ReportPack Information Starting to generate scheduled report S chedule for report 'Cy
(1)2/21/2011 &16:27 P GFI webMonitor 2011 ReportPack. Information Starting to generate scheduled report 'S chedule for rport ‘Cu
(272172011 5:15:54 PM GFI webMonitor 2011 ReportPack Infarmatian Generating scheduled report 'S chedule for report ‘Custom Fe
()2/21/2011 5:15:22 PM GFI'webMonitor 2011 ReportPack Information Generating scheduled report S chedule for report ‘Custom Re:
(i)2/21/2011 51611 PM GFI'WebMonitor 2011 ReportPack Information Generating scheduled report S chedule for report ‘Custom Re:
(i)2/21/2011 516:58 PM GFI'wWebMonitor 2011 ReportPack Information Starting to generate scheduled report S chedule for report ‘T
(i)2/21/2011 516:43 PM GFI'webMaonitor 2011 ReportPack Infiarmation Starting to generate scheduled report S chedule for report ‘T
""" (272172011 5:16:53 P GFI webMonitor 2011 ReportPack Infarmatian Generating scheduled report 'S chedule for report ‘Custom Fe
¢ Favarite Reparts (D)2/21/2011 51653FM  GFl WebMonitor 2011 ReporiPack Infomation Stating to generate scheduled 1eport "Schedule for rgpor 't
w Default Reports (D 2/21/201 51817 PM GFl wWebMoritor 2011 ReportPack Information Starting to generate scheduled report S chedule for report Ty
= (i)2/21/2011 516:32 PM GFI'wWebMonitor 2011 ReportPack Information Generating scheduled report S chedule for report ‘Custom Re
5 Custom Reports " . " \
(i)2/21/2011 516:58 PM GFI'webMaonitor 2011 ReportPack Infiarmation Generating scheduled report S chedule for repart ‘Custom Fle
J Scheduled Reports (1272172011 5:15:07 P GFI webMonitor 2011 ReportPack Infarmatian Starting to generate scheduled report “Schedule for rspart ‘Cu
{ Options ()2/21/2011 5:15:59 P GFI ‘WebMonitor 2011 ReportPack Infarmation Starting to generate scheduled report S chedule for repart ‘Cu
(i)2/21/2011 5:16:37 PM GFI'WebMonitor 2011 ReportPack Information Generating scheduled report S chedule for report ‘Custom Re:
%) Help (i)2/21/2011 516:04 PM GFI'wWebMonitor 2011 ReportPack Information Starting to generate scheduled report S chedule for report ‘T -
. r

Screenshot 31 - Schedule activity monitor

GFI ReportCenter also includes an activity monitor through which you can view events
related to all scheduled reports that have been executed.

To open the schedule activity monitor, click on the Scheduled Reports navigation button
and select the Scheduled Reports Activity node. This will display the activity information
in the right pane of the GFI ReportCenter management console.

The scheduled reports activity monitor displays the following events:

% . Information: The scheduled report was successfully executed and sent by email
and/or saved at destination.

% . Warning: The scheduled report was not executed because product license is invalid or
has expired.

€ - Error: The scheduled report was not executed due to a particular condition/event.
Typical conditions include:

e Errors when attempting to save the generated report to a specific folder (for example,
out of disk space).
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e Errors when attempting to send the generated report via email (for example, the SMTP
server configured in the GFI ReportCenter settings is not reachable).

e Errors when attempting to reach the database backend from where the GFlI WebMonitor
ReportPack will extract the required reporting data (for example, the database does not
exist or the Microsoft SQL Server configured in the GFl ReportCenter settings is not
reachable).

The activity monitor records and lists the following information:

COLUMN NAME DESCRIPTION

Date The date and time of the scheduled report related event.

Product Name The ReportPack through which the scheduled report was configured.

Type The event classification - error, information, or warning.

Description Information related to the state of a scheduled report that has been executed.

The description is often the most useful piece of information, indicating what
=7 occurred during the execution of a scheduled report and/or the significance of
the event.

32 | GFI WebMonitor ReportPack Scheduled Reports



6 Configuring Default Options

6.1 Introduction

The GFI WebMonitor ReportPack allows you to configure a default set of parameters which
can be used when generating reports. These parameters are first set during installation.
However, you can still reconfigure any of these parameters via the Options navigation
button provided in the GFI ReportCenter management console.

GFI ReportCenter 3.6 EI@

File  Toolz Help
4 T=l =

Fanes a GFI

Product Selection

GFl ‘webMonitor 2011 ReportPack - GFl WebMonitor Options
Options

The GFIYWehhonitor Options section is used to configure the default options
and setlings used for generating GF1WWehMonitor reports. The settings include
| Database Source the fallowing:

#+ Import/E=port Configuration

. Database Source: Thiz aption contains information about the database
o Y Infarmat *
£ Version Information from which GFIWehMonitor reparts will be generated. The datahase
canfigured should be the one currently configured to store reporing
data in the GFlWebMonitar configuration.

{2 Licensing

Import/Export Configuration: The importfexport configuration can be
used to perform hackups of scheduled reports, custom reports, favorite
reports and other options related to the GFI WehManitor RepornPack.
These backups can then be imported into anather ReportCenter
instance.

- Version Information: This aption checks ifthere is a newer build
'i{»\? Favaorite Reports available for the GF1Yebbonitor ReportPack.

W Default Reports

Licensing: Used to specify the GFlWebManitar ReportPack license key
ED Custom Reports which is required for generating reports.

| Scheduled Reports
fluf Options

?) Help

Screenshot 32 - Options navigation button

6.2 Configuring Database Source

To configure the database source:
1. Click on the Options navigation button.

2. Right-click on the Database Source node and select Set Database Source... This will
display the Database Source configuration dialog.
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i 1

Database Source @

Databaze Source

D atabaze zettings

D atabaze Type:
| M3 SAL Server |

Fleaze specify the name or [P of the machine containing the SOL
Server / MSDE databasze to uze:

Server 192168 315 0LEXPRESS -

DB name: wehbdonitor -

W | Usze SOL Server Authentication

Izer: za

HHMRHMHNRY

Fazsword:

k. ]| Cancel | Apply

Screenshot 33 - Database source configuration dialog

3. From the Database Type drop down list of supported databases, select the database
type (for example, MS SQL Server).

— | GFI WebMonitor database backend supports only MSDE / MS SQL Express / MS SQL
. —.1 Server

4. Specify the name/IP of the server hosting the database backend.
5. Select the GFI WebMonitor database backend from the DB name drop down list.

6. If the specified server requires authentication, select the Use SQL Server
Authentication checkbox and specify the logon credentials in the User and Password
fields.

— | GFI WebMonitor supports only SQL Server authentication to authenticate to the
—.1 SQL Server.

7. Click OK to finalize the configuration settings.
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6.3 Viewing the Current Database Source Selection

The currently selected database source is shown in the right pane of the GFI ReportCenter.

GFI ReportCenter 3.6 o || = || 22
(=] GFIRep
File Tool: Help

4 85|k

Fanes a GFI

Product Selection

GFI webbonitor 2011 ReportPack -

Database Source Selection

GFl WebMonitor 2011 ReportPack

Options
GFl ‘wiebMonitor 2011 ReportPack Copyright (c) 2000-2011 GF| Software Ltd.
] ] Databaze Source Database Type: MS SOL Serwver

:‘I'i Irmpart/Esport Configuration Database Path: 192168 3 12\SQLEKPRESS

; Yersion |nformation

. /, = Licensing MNOTE : To change the database backend between different database types, right click on
Database Source and select "Set Database Source ",

'f? Favorite Reports
| Default Reports
% Custom Reports
| scheduled Reports
fuf Options

?) Help

Screenshot 34 - Database source configuration settings
To view the current database source:

1. Click on the Options navigation button.

2. Click on the Database Source node.

6.4 Configuring Default Scheduling Options

To configure the default report emailing options and report export to file settings to be
used by scheduled reports:

GFI ReportCenter 3.6
Eile | Toolz | Help
4 Default Scheduling Options
Pares WikOM ReportPack

Screenshot 35 - Default Scheduling Options node
1. From the pull-down menu, navigate to Tools » Default Scheduling Options.

2. To customize the email settings used for report distribution and the report file format,
select the Email Options tab.

— | For more information on how to configure email settings, refer to the Configuring
—.A Report Emailing Options section in the Scheduled Reports chapter.
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3. To customize the report destination folder and the report file format, select the Folder
Options tab.

— | For more information on how to configure export-to-file settings, refer to the

— Configuring Report Export to File Options section in the Scheduled Reports
chapter.

6.5 Import/Export Configuration

6.5.1 Import/Export GFl ReportCenter Configuration

GFI ReportCenter allows you to import or export the configuration options of the GFlI
ReportCenter. Also, it allows you to import or export the configuration options of all user
created reports (through the installed ReportPacks) such as, custom, scheduled and
favorite reports, as well as other options.

While the export functionality is particularly useful for backup purposes, the import
functionality is useful for the restoration of these configuration options. Also, the import
functionality can be used for replicating the configurations onto another GFl ReportCenter
instance, thus avoiding having to configure the options again.

Further to this, the import functionality can be used for replicating the report
configurations onto another GFl WebMonitor ReportPack instance, thus avoiding having to
create the reports and options again.

To import or export the GFl ReportCenter configuration options:

1. From the pull-down menu, navigate to File » Import/Export Configuration... This will
display the Import/Export Configuration dialog.

=

Irmport/Export Configuration @

|rpart/E #port

i Import/Export ReportCenter and ReportPack configurations.

The impart/export configuration functionalities can be uzed to perfarm
backups of scheduled reportz, custom reports, favonte reports and other
optionz. The exported configurations can also be imported into a
zeparate ReportCenter instance, provided that the same ReportPack
exizt on both instances.

Specify the action to perform:
@ Import configuration optionz

E wpart configuration options

Specify which configuration options to import/export:

| ReportCenter options
/| RepartPack custam, scheduled and favarite reparts + options

Specify the path and filename of the file to importexport;

[ ] ]l Cancel |

Screenshot 36 - Import/Export configuration dialog
2. Click on a radio button to select the action to perform.
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3. To import or export GFl ReportCenter configuration options, select the ReportCenter
options checkbox.

4. To import or export all user created reports (through the installed ReportPacks)
configuration options as well as other options, select the ReportPacks’ custom, scheduled
and favorite reports + options checkbox.

5. Specify a path and filename for the file to be saved at or retrieved from.

6. Click OK to import or export the GFI ReportCenter configuration options.

6.5.2 Import/Export GFl WebMonitor ReportPack Configuration

GFI ReportCenter allows you to import or export the configuration options of user created
reports (through a particular installed ReportPack) such as, custom, scheduled and favorite
reports, as well as other options.

While the export functionality is particularly useful for backup purposes, the import
functionality is useful for the restoration of these configuration settings. Also, the import
functionality can be used for replicating the report configurations onto another GFl
WebMonitor ReportPack instance, thus avoiding having to create the reports and options
again.

To import or export the GFl WebMonitor ReportPack configuration options:
1. Click on the Options navigation button.

2. Right-click on the Import/Export Configuration node and select Import/Export
Configuration. This will display the Import/Export Configuration dialog.

=

Irmport/Export Configuration @

|rpart/E #port

E GF1 webbdonitor 2011 ReportPack [mport/Export Configuration

The impart/export configuration functionalities can be uzed to perfarm
backups of scheduled reportz, custom reports, favonte reports and other
optionz. The exported configurations can also be imported into a
zeparate ReportCenter instance, provided that the same ReportPack
exizt on both instances.

Specify the action to perform:
@ Import configuration optionz

E wpart configuration options

Specify the path and filename of the file to importexport;

[ ] ]l Cancel |

Screenshot 37 - Import/Export configuration dialog

3. Click on a radio button to select the action to perform and specify a path and filename
for the file to be saved at or retrieved from.

4. Click OK to import or export the GFI WebMonitor ReportPack configuration options.
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7 General Options

7.1 GFl WebMonitor Licensing

For more information on licensing and evaluation, refer to the GFl website at:

http://www.gfi.com/products/gfi-webmonitor/pricing/licensing

7.2 Viewing GFI ReportPack Licensing Details

The current GFI ReportPack licensing details are shown in the right pane of the GFl
ReportCenter.

To view the current GFl ReportPack licensing details:

1. From the Product Selection drop down list, select the respective product (for example,
GFl WebMonitor ReportPack).

2. Click on the Options navigation button.

3. Click on the Licensing node.

7.3 Entering GFI ReportPack License Key After Installation

After installing GFI ReportPack you can enter your license key without re-installing or re-
configuring the application.

_—jL Entering the License Key should not be confused with the process of registering

|—1 your company details on our website. This is important since it allows us to give
you support and notify you of important product news. You may register and
obtain your GFI customer account from: http://www.gfi.com/pages/regfrm.htm

To input your GFI EndPointSecurity license key in the ReportPack:

Product Selection

[5F] 'webbdonitor 2011 ReportFack -

[3F| ‘febbdonitor 2011 BeportPack.
ALL PRODUCTS
RSl

Screenshot 38 - Product Selection drop down list

1. From the Product Selection drop down list, select the respective product (for example,
GFI WebMonitor ReportPack).

2. Click on the Options navigation button.

3. Right-click on the Licensing node and select Set Licensing.... This will display the
Licensing dialog.
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I 1

Licensing @

Lizenzing

Current license key

L ReportPack:
;.J GFl wiebbonitar 2011 ReportPack

Licenszing status:

Licenzed werzion

Evaluation status:

Licenze key:

Evaluation

Mew licenze key

:?“1, Enter your new ReportPack licenze ke
)

k. ]| Cancel | Apply

Screenshot 39 - Licensing dialog

4. In the Enter your new ReportPack license key text box, key in the license key provided
by GFI Software Ltd.

5. Click on OK to apply the license key.

7.4 Viewing GFIl ReportPack Version Details

The current GFI WebMonitor ReportPack version details are shown in the right pane of the
GFI ReportCenter.

To view the current GFI WebMonitor ReportPack version details:

1. From the Product Selection drop down list, select the respective product (for example,
GFl WebMonitor ReportPack).

2. Click on the Options navigation button.

3. Click on the Version Information node.
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7.5 Checking the Web for Newer Builds

Periodically GFl releases product and GFl ReportPack updates which can be automatically
downloaded from the GFI website.

i i

Prograrm Wersion Properties @

General

| i Wergion Information

GF1 webkdonitor 2017 ReportPack
Copyright [c] 2000-2011 GFI Software Ltd.

GF1 wWebMonitor 2011 ReportPack,

Yerzion: B.0 Build: 20110216

Check for latest verzion on webzite

Build Updates

| Check for newer builds on startup

[ (] ]| Cancel |

Screenshot 40 - Version Properties: Check for newer builds dialog
To check whether a newer GFl ReportPack build is available for download:

1. From the Product Selection drop down list, select the respective product (for example,
GFIl WebMonitor ReportPack).

2. Click on the Options navigation button.

3. Right-click on the Version Information node and select Check for newer builds... This
will display the Program Version Properties dialog.

4. Click Check for latest version on website to manually check if a newer version of GFI
ReportPack is available. Alternatively, enable the Check for newer builds on startup
checkbox to automatically check if a newer version of GFl ReportPack is available for
download every time GFI ReoprtCenter is launched.

5. Click OK to finalize the configuration settings.
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8 Appendix 1 - GFI WebMonitor Default Reports

8.1 Introduction

This section contains a short description of each report that can be generated using GFI

WebMonitor Report Pack.

8.2 Bandwidth Reports

Bandwidth Usage by Users

Bandwidth Usage by Websites

Bandwidth Usage by Classifications

Bandwidth usage by Classifications Trend

8.3 Hits Reports

Hits Usage by Users

Hits Usage by Websites

DESCRIPTION

The Bandwidth Usage by Users report shows the
amount of bandwidth consumed by each user,
sorted by bandwidth consumption. A bar graph
shows all the users in the scope of the report and
the amount of bandwidth (in Megabytes) consumed
by each, during a specified period of time.

The Bandwidth Usage by Websites report shows
the amount of bandwidth consumed by specific
websites, sorted by bandwidth consumption. A bar
graph shows all the websites in the scope of the
report and the amount of bandwidth (in Megabytes)
consumed by each, during a specified period of
time.

The Bandwidth Usage by Classifications report
shows the amount of bandwidth consumed by
specific categories, sorted by bandwidth
consumption. A bar graph showing all the website
classifications in the scope of the report and the
amount of bandwidth (in Megabytes) consumed by
each, during a specified period of time.

The Bandwidth Usage by Classifications Trend
report shows the amount of bandwidth consumed
by all users on all categories, on a daily basis

A line graph shows the amount of bandwidth (in
Megabytes) consumed on a daily basis by all the
users in the scope of the report, for each of the top
10 website classifications, during a specified period
of time.

DESCRIPTION

The Hits Usage by Users report shows the amount
of hits by each user, sorted by the amount of hits.

A bar graph shows all the users in the scope of the
report and the amount of hits registered by each,
during a specified period of time.

The Hits Usage by Websites report shows the
amount of hits on specific websites, sorted by the
amount of hits.

A bar graph shows all the websites in the scope of
the report and the amount of hits registered by
each, during a specified period of time.
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REPORT NAME DESCRIPTION

Hits Usage by Classifications The Hits Usage by Classifications report shows the
amount of hits on specific categories, sorted by the
amount of hits.

A bar graph shows all the website classifications in
the scope of the report and the amount of hits
registered by each, during a specified period of
time.

Hits Usage by Classifications Trend The Hits Usage by Classifications Trend report
shows the amount of hits by all users on all
categories, on a daily basis.

A line graph shows the amount of hits registered on
a daily basis by all the users in the scope of the
report, for each of the top 10 website
classifications, during a specified period of time.

8.4 Threat Reports
DESCRIPTION

Blocked Virus Downloads Trend The Blocked Virus Downloads Trend report shows
the number of viruses blocked over time.

A line graph shows the amount of blocked virus
downloads on a daily basis , during a specified
period of time.

Blocked Virus Downloads The Blocked Virus Downloads report shows the
number of viruses blocked per user.

A bar graph shows all the users in the scope of the
report and the amount of blocked virus downloads
for each, during a specified period of time.

Blocked Virus Downloads by AntiVirus The Blocked Virus Downloads by AntiVirus report
shows the number of viruses blocked by each
AntiVirus engine.

A bar graph shows all the AntiVirus engines used by
GFI WebMonitor and the amount of blocked virus
downloads for each, during a specified period of
time.

Blocked Virus Downloads by Threat The Blocked Virus Downloads by Threat report
shows the top threats that have been blocked.

A bar graph shows the top blocked viruses and the
amount of times each was blocked, during a
specified period of time.

Blocked Virus Downloads by Mime Type The Blocked Virus Downloads by Mime Type
report shows the top mime types that have been
blocked.

A bar graph shows the top mime types and the
amount of blocked files for each, during a specified
period of time.

Blocked Phishing Sites The Blocked Phishing Sites report shows the
number of phishing sites that have been blocked
over time.

A line graph shows the amount of blocked phishing
sites on a daily basis, during a specified period of
time.

8.5 Web Usage Trend Reports
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REPORT NAME DESCRIPTION

Bandwidth Usage by Users Over Time

Hits by Users Over Time

Browsing Time by Users

Browsed Sites by Users

The Bandwidth Usage by Users Over Time report,
shows the total bandwidth used by all users as well
as the bandwidth consumed by each individual user
over a period of time.

A line graph shows the amount of bandwidth (in
Megabytes) consumed on a daily basis by all the
users in the scope of the report, during a specified
period of time.

The Hits by Users Over Time report shows the
total hits generated by all users as well as the total
hits for each individual user over a period of time.

A line graph shows the amount of hits registered on
a daily basis by all the users in the scope of the
report, during a specified period of time.

The Browsing Time by Users report shows how
much time each user spent browsing the web as
well as the cumulative browsing time for all users.

A line graph shows the amount of minutes spent
browsing on a daily basis by all the users in the
scope of the report, during a specified period of
time.

The Browsed Sites by Users report lists the sites
and site categories, hits, browsing time and
bandwidth used for each user (the user name or
machine IP address).

Data is displayed in a set of lists each showing all
the websites browsed by each user in the scope of
the report, during a specified period of time.
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9 Troubleshooting

9.1 Introduction

The troubleshooting chapter explains how you should go about resolving any software
issues that you might encounter. The main sources of information available to users are:

e The manual - most issues can be solved by reading this manual.
¢ GFl Knowledge Base articles
e Web forum

¢ Contacting GFl Technical Support

9.2 Knowledge Base

GFI maintains a comprehensive Knowledge Base repository, which includes answers to the
most common problems. In case that the information in this manual does not solve your
installation problems, next refer to the Knowledge Base. The Knowledge Base always has
the most up-to-date listing of technical support questions and patches. Access the
Knowledge Base by visiting: http://kbase.gfi.com/.

9.3 Web Forum

User to user technical support is available via the web forum. The forum can be found at:
http://forums.gfi.com/.

9.4 Request Technical Support

If you have referred to this manual and our Knowledge Base articles, and you still cannot
solve issues with the software, contact the GFl Technical Support team by filling in an
online support request form or by phone.

e Online: Fill out the support request form on:
http://support.gfi.com/supportrequestform.asp. Follow the instructions on this page
closely to submit your support request.

e Phone: To obtain the correct technical support phone number for your region visit:
http://www.gfi.com/company/contact.htm.

_—jL Before you contact our Technical Support team, have your Customer ID available.

.—.1 Your Customer ID is the online account number that is assighed to you when you
first register your license keys in our Customer Area at:
http://customers.gfi.com

We will answer your query within 24 hours or less, depending on your time zone.

9.5 Build Notifications

We strongly suggest that you subscribe to our build notifications list. This way, you will be
immediately notified about new product builds. To subscribe to our build notifications,
visit: http://www.gfi.com/pages/productmailing.htm.
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