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1 Introduction

GFI WebMonitor is a comprehensive monitoring solution that enables you to monitor and filter
network users’ web traffic (browsing and file downloads) in real-time. It also enables you to
block web connections in progress as well as to scan traffic for viruses, trojans, spyware and
phishing material.

It is the ideal solution to transparently and seamlessly exercise a substantial degree of control
over your network users’ browsing and downloading habits. At the same time, it enables you to
ensure legal and best practice initiatives without alienating your network users.

1.1 Who is This Manual For?

This manual is for system administrators who want to use GFI WebMonitor in standalone proxy
mode (for example, in environments where there is no Microsoft ISA Server or Microsoft
Forefront TMG).

GFI WebMonitor

standalone proxy

Figure 1 - Environment: GFl WebMonitor in standalone proxy mode
For environments with Microsoft ISA Server or Microsoft Forefront TMG, a dedicated version of

GFI WebMonitor (GFI WebMonitor for ISA/TMG) is available. For more information, refer to:
http://www.gfi.com/isa-server-monitoring-security.

1.2 About This Manual

The aim of this manual is to help you use and configure GFI WebMonitor on your network.

This manual is structured as follows:

DESCRIPTION
Chapter 1 Introduction
Introduces this manual.
Chapter 2 Using the GFI WebMonitor Dashboard

Provides information on how to access and use GFl WebMonitor’s dashboard.
Chapter 3 Monitoring Internet Activity

Provides information on how to monitor Internet activity.
Chapter 4 Allowing and Blocking Users, IP Addresses and Sites

Provides information on how to configure allowed and blocked entities.
Chapter 5 WebFilter Edition - Site Rating and Content Filtering

Provides information on how to configure WebFilter Edition policies.
Chapter 6 WebSecurity Edition - File Scanning and Download Control

Provides information on how to configure WebSecurity Edition policies.
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CHAPTER DESCRIPTION

Chapter 7 Configuring GFl WebMonitor
Provides information on how to configure GFI WebMonitor settings.

Chapter 8 Quarantine
Provides information on how to configure and manage quarantined items.

Chapter 9 Miscellaneous
Provides information on topics that do not strictly fall within other chapters.

Chapter 10 Troubleshooting

Provides all the necessary information on how to deal with any problems
encountered while using GFI WebMonitor. Also provides extensive support
information.

Chapter 11 Glossary
Defines technical terms used within GFI WebMonitor.

Getting Started Guide

Detailed installation guidelines are provided in the Getting Started Guide, which is
downloadable from the GFl website:

http://www.gfi.com/products/gfi-webmonitor/manual

The Getting Started Guide provides detailed information on how to select your deployment
environment and install GFI WebMonitor with default settings.

1.3 Terms Used in This Manual

The following terms are used in this manual:

DESCRIPTION

Additional information and references essential for the operation of GFI
WebMonitor.

Important notifications and cautions regarding potential issues that are commonly
encountered.

"B g

Step by step navigational instructions to access a specific function.
Bold text Items to select such as nodes, menu options or command buttons.

<Italics text> Parameters and values that you must replace with the applicable value, such as
custom paths and filenames.

For any technical terms and their definitions as used in this manual, refer to the Glossary
chapter in this manual.
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2 Using the GFI WebMonitor Dashboard

2.1 Introduction

The Dashboard node enables you to obtain graphical and statistical information related to the
operation of GFI WebMonitor. This includes:

» Usage and operations statistics

» Hits over time and bandwidth usage trend charts

»  WebFilter statistics, Last blocked requests and security threats.

= If Anonymization is enabled, personal data (such as User Names and IPs) will be
= masked. For more information refer to the Anonymization section in this
manual.

2.2 The GFI WebMonitor Dashboard

The Dashboard node in the navigation bar provides access to the GFI WebMonitor Dashboard
which is described in detail in the sections below.

Add Controls ==

web Security: @ ‘webFilter: £ Evaluation (10 days left) [ Mutorefresh every: Iﬂ seconds -

Taday's Statistics # ¥ | Hits and Bandwidth Chart ~ X

Today's Statistics =

Proceszed Requests: 33

Total Bandwvidth Conzumed: 4.5 MB 'g

Current Active Connections: =1 » ;

Current tems in Guarantine: a H ]

AV Scanned Downloads: o -E
Guarantined Blocked f b

&% & Arti-Phishing: il 0 |

Dowvenlosdd & M a a

Wk Fitering: a a

Screenshot 1 - Dashboard Default view

By default the view displays two windows
» Today’s Statistics
» Hits and Bandwidth Chart.

= All graphical and statistical information within the Dashboard node displays
|=# browsing information for past dates and the current day (the current day is
calculated from midnight to the instant the dashboard is launched).
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Hide Controls <<

v _ v Top Categories By Bandwicth v Top Blocked Categories [ Hits Gver Time
[~ Last Blocked Security Thrests [¥ Top Categories By Sites o Today's Statistics [~ Bandwidth Uzage Trends
I™ Last Blocked Categories [V Hits and Bandwvicth Chart
weh Security: D Evaluation  webFilter: @ Evalustion (9 days left) ¥ futorefresh euery:l 15 - Iseconds -
Last Blocked Requests A~ ¥ | Top Categories(Bandwidth) A~ X
[a
Uszer IF Reazon Time | [
1000125 1000475 \u'\.febl.’ilterin.g: [Detault Yek 102102011 26.55MB ClwiebMonitor Updates
Filtering Policy) 4:17:54 PM Image and Yideo
A.3MEB .
- O Search Personal Sites and
WighFitt ; (Default Weh 12152011 ITME " N N
1000125 1000125 Fi:e rin' e:zﬁgc () Srau e Py 43808 Blags Streaming Media
4 i T Osports
1000125 1000125 | ioRFiering: (Defaul ek ”21 2o EPersonal Sites and Biogs
Filtering Policy) 4:13:35 PM EEME W Strearming Media
‘WebFitering: (Default Web 152102011
1000125 1000125
Fittering Palicy) 413352 | L]
ERREE  RREIEE WiehFittering: (Default Wek 172172011 lz‘
Top Categories(Sites) A ¥ | TopBlocked Categories ~ X

OwiebMonitor Updates
Osports

O adutt and Parmograghy
Eyveh Advertisements

Image and Yideo
WM search Personal Sites and
17 Blogs Streaming Media

1 2 4 & &

Today's Statistics A ¥ | Hits and Bandwidth Chart A X

Today's Statistics 500 40

Proceszed Requests: 1,011 100

Total Bandwvidth Consumed: 7215MB =

Current Active Connections: o )

Current tems in Quarantine: u] ﬁ g

AV Scanned Downloads: 7 -E
GAuarantined Elocked 100 1 E

&% & Anti-Phishing: 0 0

Dawaenlozd & b o o

Wk Fitering: u] u]

Screenshot 2 - Dashboard expanded view

Click Add Controls >> to display a number of controls that enable you to customize the view.
The available windows are:

» Last Blocked Requests

» Last Blocked Security Threats
» Last Blocked Categories

» Top Categories By Bandwidth
» Top Categories By Sites

» Hits and Bandwidth Chart

» Top Blocked Categories

» Today’s Statistics

» Hits Over Time

» Bandwidth Usage Trends

Once controls are added and the view is customized, GFI WebMonitor retains this view even
when the application is closed. Windows within the view can be collapsed and moved about the
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main window by holding down the left mouse button and dragging the window to the desired
location.

=, Click refresh * at the upper right corner to refresh the displayed information.

Last Blocked Requests
Last Blocked Requests A X
e
ser IP Reason Time | [ |
WehFiltering: 171042011
192,1658,200,5  192,1658.200.5
[internet portals) 41027 PM
WehFiltering: 171042011
192,168,200,6  192,1658.200.5
[internet portals) 41027 PM
WehFiltering: 171042011
192,1658,200,5  192,1658.200.5
[internet portals) 41027 PM
WehFiltering: 171042011
192,168,200,6  192,1658.200.5
[internet portals) £10:27 PM | L
192468 2NN R 197 148 200 & Gl A Ll ﬂ

Screenshot 3 - Dashboard: Last Blocked Requests list

The Last Blocked Requests list displays the five most recent entries blocked for the current day.
This enables you to identify problems with blocked requests regardless of whether these blocked
requests are reported to you or not.

Last Blocked Security Threats

Last Blocked Security Threats X
s
zer P ThreatMirus Time | [
1000125 10004125 . 41712
not be scanned. Password M
protected.
Bitdefender:
1000125 1000425 ) 44707
MyDoom AZmim Kaspersky: M
Infected: Email-

Wyiorm WYWin32 Mydoom.a

[+]

Screenshot 4 - Dashboard: Last Blocked Security Threats list

The Last Blocked Security Threats list displays the five most recent entries detected as
threats/viruses for the current day. This enables you to identify security issues as early as
possible, in time to take preventive measures before your network security is breached.
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Last Blocked Categories

Last Blocked Categaries A X
™
dser IP Category Time | [ |
Business and
10,2011
192.168.200.8 192,168,200, Econamy, Computer and -
41027 Pr
Internet Info
Business and
10,2011
192.168.200.8 192,168,200,  Economy, Computer and il
41027 Pr
Internet Info L
Business and
171042011
192.168.200.8 192,168,200, Econamy, Computer and 410:27 PM

Internet Info
Ruziness and E

Screenshot 5 - Dashboard: Last Blocked Categories

The Last Blocked Categories list displays the five most recent entries blocked for the current
day.

Top Categories (Bandwidth)

Top Categoriesi{Bandwidth) X
R e COwiebtonitor Updates
. Image and Yideo
i C O=esrch Personsl Stes and
|I 4 AEHE Blogs Streaming Medis
O=port=
\ Orerzonal Stes and Blogs

37.23MB B Streaming Medis

Screenshot 6 - Dashboard: Top Categories (Bandwidth) chart

The Top Categories (Bandwidth) chart is a graphical representation of the bandwidth use split
by categories for the current day.
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Top Categories (Sites)

Top CategoriesiSites) A M

3 ® Businezs and
OEconomy Computer and
7 Internet Info

O=earch Engines
12 Owebmonitor Updates
B Computer and Internet Info
20 Eirternet Partals

Screenshot 7 - Dashboard: Top Categories (Sites) chart

The Top Categories (Sites) chart is a graphical representation of the top hits (HTTP requests)

split by categories for the current day. This enables you to gain knowledge on site categories
being visited by web users.

Hits and Bandwidth Chart

x

Hits and Bandwidth Chart ~

Hits
Bandwidth (MB)

'":|:
007 Z0
007 k0
00750
00790

Screenshot 8 - Dashboard: Hits and Bandwidth Chart

The Hits and Bandwidth Chart enables you to view a graphical representation of the
relationship between the number of hits and bandwidth use for the current day.
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Top Blocked Categories (Hits) chart

Screenshot 9 - Dashboard: Top Blocked Categories (Hits) chart

The Top Blocked Categories (Hits) chart is a graphical representation of the blocked HTTP
requests for the current day. This enables you to identify the main reasons of why requests were

Top Blocked Categaries

blocked.

]

20

The chart displays data only once policies are in place.

Today’s Statistics

Screenshot 10 - Dashboard: Statistics

The information provided in the Today’s Statistics table lists a number of important operational

Today's Statistics

Today's Statistics
Processed Reguests:

Total Bandwidth Consumed:
Current Active Connections;

Current items in Quarantine:
A% Scanned Dovenloads:

At & A rti-Phishing:
Dovwenlosd 5 M
Wieh Filtering:

Buarantined

Lo Y o [

439
G0G.64 B

LI L R | 5]

Elocked

| Lo I [ R [}

elements of GFI WebMonitor for the current day.

>

Click Current Active Connections to view information related to any user request that is
being processed at the instant the report is launched or refreshed. This is also accessible from
the Monitoring node.

For more information, refer to the Active Connections section in the Monitoring Internet

activity chapter.

Click Current items in Quarantine to view a summary of the quarantine folder. This view can
also be accessed from the Quarantine node.
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For more information, refer to the Viewing Quarantined Items section in the Quarantine
chapter.

» Click AV Scanned Downloads to view the total number of downloads scanned by the anti-
virus engines.

For more information, refer to the section Virus & Spyware Protection in the WebSecurity
Edition - File scanning and download control chapter.

» Click the hyperlinks under the Quarantined and Blocked columns to view further detail on
the statistics as summarized below:

AV & Select the hyperlink under Select the hyperlink under Blocked to
Anti-Phishing Quarantined to approve or delete view the Blocked Policy Report.

quarantined items in the Virus

. . . For more information, refer to the
Scanning Policies category.

Blocked Monitoring section.
For more information, refer to the
Viewing Quarantined Items section.

Download & IM Select the hyperlink under Select the hyperlink under Blocked to
Quarantined to approve or delete view the Blocked Policy Report.
quarantined items in the Download

o For more information, refer to the
Control Policies category.

Blocked Monitoring section.
For more information, refer to the
Viewing Quarantined Items section.

Web Filtering Select the hyperlink under Select the hyperlink under Blocked to
Quarantined to approve or delete view the Blocked Policy Report.
quarantined items in the Web

. . . . For more information, refer to the
Filtering Policies category.

Blocked Monitoring section.
For more information, refer to the
Viewing Quarantined Items section.

Hits Over Time chart

Hits Owver Time ~ X

Hits ('000)

Screenshot 11 - Dashboard: Hits Over Time chart

The Hits Over Time chart is a graphical representation of the total number of hits per day over
the last 30-day period, including the current day. This enables you to identify a pattern of how
website hits fluctuate on a day-by-day basis and also helps to identify any anomalies.
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Bandwidth Usage Trends chart

Bandwidth Usage Trends A X

Bandwidth (GB)

TITTIT
TITET

Screenshot 12 - Dashboard: Bandwidth Usage Trends chart

The Bandwidth Usage Trends chart is a graphical representation of the total bandwidth use per
day over the last 30-day period and includes the current day. This enables you to identify
patterns and trends of how bandwidth is utilized on a day-by-day basis and to identify spikes and
anomalies.
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3 Monitoring Internet Activity

3.1 Introduction

The Monitoring node and its sub-nodes enable you to examine current and historical web
request data processed by GFl WebMonitor. Through these nodes, you can view data related to:
» Active Connections

» Past Connections

» Hidden Downloads

» Searches and reports

» Access Monitoring

» Blocked Monitoring

= If Anonymization is enabled, personal data (such as User Names and IPs) will be
= masked. For more information refer to the Anonymization section in this
manual.

3.2 Active Connections

The Active Connections report provides information related to current active connections.

ﬁl/l;lActive Connections 2

User 1P Bytes Status URL

tedomaina comadministrator — 192168.200.7 772978 [ Receiving real filetype: pof hittp: At gl combweebimontwvebmonmanual pof
tooomaina.comadministrator | 192.168.200.7 408,558 [®] Receiving real filetype: pof bttp: i gt comiwebmoniwebmongsg ot

Screenshot 13 - Monitoring: Active Connections view

Navigate to Monitoring » Active Connections to access the Active Connections view.

The information is displayed as follows:

COLUMN DESCRIPTION

User The user being monitored and whose request is being processed at the instant the
report is launched or refreshed

IP The IP being monitored and whose request is being processed at the instant the
report is launched or refreshed

Bytes The size of the download at the instant the report is launched or refreshed

Status The status of the connection (for example, Connecting or Receiving) at the instant

the report is launched or refreshed

URL The URL of the request that is currently being processed

Further Information

Click the [Z] button in the Status column of the related connection to terminate the download
(for example, interrupt file downloads that are taking up too much bandwidth).
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3.3

Past Connections

The Past Connections report shows the last 2000 complete connections processed by GFl
WebMonitor.

Screenshot 14 - Monitoring: Past Connections view

ﬁr/‘;g’ipast Connections

User

unauthenticated
unauthenticated
unauthenticated
unauthenticated
unauthenticated
unauthenticated

IP

192.163.200.7
1270041
1270041
1270041
1270041
1270041

Time

171922
171850
171707
171706
17:16:49
17:14:49

Size
nB

23 B
23 B
422KB
2928
23 B

Status

Real filetype: btml
Real filetype: btml
Real filetype: btml
Real filetype: btml
Real filetype: btml

URL

http: Mooy gfi combvebmonfwebmon
hitp: Supdate gfi.comilicensefgfi key
hitp: Supdate gfi.comilicensefgfi key
hitp: Supdate gfi.comiapd

hitp: Supdate gfi.comilicensefgfi key
hitp: Supdate gfi.comilicensefgfi key

Navigate to Monitoring » Past Connections to access the Past Connections view.

The information displayed includes:

User The user being monitored and whose request was processed

IP The IP being monitored and whose request was processed

Time The time the request was processed

Size The total size of request that was processed

Status The final status of the connection (for example, the file type, the error code,
redirection or not modified) that was processed

URL The URL of the request that is currently being processed

Table Sorting

The list is sorted by Time in descending order.

3.4

Hidden Downloads

The Hidden Downloads report enables you to monitor all unattended downloads from user

machines. An unattended download can be one of the following:

Valid updates started automatically from the user’s machine

Unwanted downloads by hidden applications

Interrupted / forgotten downloads initialized by the user. These are downloads that are
started by the user and not saved within 15 minutes

Malicious downloads that will take advantage of computer software vulnerabilities using

sequences of commands.

12 | GFI WebMonitor 2011
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"“Hidden Downloads «
This page shows downloads which were unattended by user and might show potertial hidden unweanted applications or exploits running on client's computers.

Unattended means downloads which produced dovwnload status window where user didn't click on save to disk button within 15 minutes after download. Such downloads are
alzo from valid applications (automstic updstes etc.), For those, if trusted, ts advised to move their dovenlosd URL domain locstions to the white list,

Group By: ®URL O user sgent Op View data for: | Today v
Display: ® a1 O only Executables and Packages
Last Time Count Real Filetype Content Type URL
[ 2010-10-14 15:38:05 1 Pdf document applicationdodf hittg: ey gfi comidocument sfsmartguidesiwebmon smartguide en podf
4 2010-10-14 15:37:55 1 Pdf documert applicationfpdf hittpoc S offi comdweebimontyebmonr prianual pof
Time User [ Size User Agent

2010-10-14 15:537:55  tcdomaina.com'administrator 192.165.200.7 1653MB  Mozilaid.0 (compatible; MSIE 6.0; Windowes MT 5.1; S, NET CLR 2.0.50727)

[ 2010-10-14 15:37:54 1 Pdf document applicationcf Fittpo: A oifi comiweebmontaebmonmanuisl . pof
» 2010-10-14 153751 1 Pdf document applicationodt hitt: e cofi comteebmontebmong s oo

Screenshot 15 - Monitoring: Hidden Downloads view

Navigate to Monitoring » Hidden Downloads to access the Hidden Downloads view.

The information displayed includes:

COLUMN DESCRIPTION

Last Time If the URL radio button is selected, the last time when the same URL was accessed
is displayed. However, if the User Agent radio button is selected then the last
time when the same user agent was used is displayed

Count The number of times the hidden download was accessed
Real Filetype The file type of a hidden download
Content Type The content type of the hidden download as suggested from the web content-type.

For more information, refer to the Adding New Content-types section in the
WebSecurity Edition - File scanning and download control chapter

URL The URL of the downloaded file

Expand an entry to view the details for the number of times the hidden download was accessed.
The information displayed includes:

COLUMN DESCRIPTION

Time The date and time the Hidden download was accessed

User The user that is being monitored and on whose machine the hidden download was
launched

IP The IP that is being monitored and on whose machine the hidden download was
launched

Size The size of the downloaded file

User Agent The application/agent that launched the hidden download

From the Group By radio buttons select one of the following display options:

OPTION DESCRIPTION

URL Displays the URL of the downloaded file
User Agent Displays the agent that started the hidden download
IP Displays the IP address of the URL that started the hidden download

From the Display radio buttons select one of the following options:
All Displays entries for all file types

Only Executables Displays entries for executables and packages only
and Packages
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Further Information

Select the URL hyperlink to view the Permanent Whitelist dialog. For more information, refer
to the Add Hidden Downloads to Whitelist section in this chapter.

3.4.1 Add Hidden Downloads to Whitelist

v Whitelist Save Settings Cancel

Uze this page to specify the user, [P, or site that you want to exclude fram all the
policies configured in GFl'wWebMonitor . Use this festure carefully, since what is
included in the lizt belowe will bypazs all GFIWebMonitor security checks.

Fermanent Whiteli st Temporary whiteli=t

Site it OTLCOIm Add
@- * acobe com m
@ * gfizoftware.com m
@- * macromedia.com m
@ * microsoft.com m
@- * SUN.COm m
@ * windovesupcate com m

Screenshot 16 - Whitelist hidden downloads dialog

Click the URL of a hidden download to launch the Permanent Whitelist dialog. Then click Add
to whitelist the selected URL.

3.5 Search

The Search node enables you to search the user browsing history. This reporting tool is used to
determine web browsing patterns, such as which domains or categories are being browsed.

==* search

Use thiz page to search through browesing history by UserdP and Category or Site and by date.

Search
Search For:

# Ugers " Sites and Domains Categories
Where:

Site Contains:

MOTE: Substrings are supported, for example 'domain.com’ will return sy domain.com, mail.domain.com, nesws.domain.com, etc.

Category = All Categaries j

From: 01252011 [ To: 01/25/2011

Search

Screenshot 17 - Monitoring: Search view
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To perform a search:

1. Navigate to Monitoring » Search and from the Search For options, select:

Users Specify a domain name in the Where Site = field. Optionally, select a Category

from the drop down list and specify a date range

Sites and Domains Specify the User/IP from a drop-down list or key in the IP address in the Where
User/IP = field. Optionally, select a Category from the drop down list and specify
a date range

Categories Specify the User/IP from a drop-down list or key in the IP address in the Where
User/IP = field. Optionally, enter the domain name of a particular website in the
Site = field and enter a date range

= For User, enter the username in the domain\user format.
=

= IP ranges are not supported.
:

2. Click Search.

Information is displayed in different views, depending on search criteria:

VIEW DESCRIPTION
Users Returns a list of Users or IP numbers. Result pane shows also the total surf time,

the data downloaded and uploaded in KB, the number of hits and the number of
sites accessed

Sites Returns a list of sites accessed. Result pane shows also the total surf time, the
data downloaded and uploaded in KB, the number of hits and the number of users
who accessed each site

Category Returns a list of categories accessed. Result pane shows also the total surf time,
the data downloaded and uploaded in KB, the number of hits for each category,
the number of users and the number of sites accessed

5. Search results can be exported as a CSV file. Click Export to CSV to create a file and save it in
a desired location.

3.6 Access Monitoring

The Access Monitoring node grants you access to a set of reports that enable you to monitor
internet activity.

= If Anonymization is enabled, personal data (such as User Names and IPs) will be
=¥ masked. For more information refer to the Anonymization section in this
manual.

3.6.1 Access Monitoring By Users

The report returns a list of Users or IP numbers. Result also shows the total surf time, the data
downloaded and uploaded in KB, the number of hits and the number of sites accessed.

1. Navigate to Monitoring » Access Monitoring » By Users

2. Further drill down can be achieved by hovering the mouse pointer over a particular row. Click
View Sites, View Domains or View Categories.

The results can be filtered by date and sorted by any one of the column headings. For example,
sorting by Surf Time would indicate which user spent most time surfing. You can then drill down
on a particular user and check the sites they accessed.
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Screenshot 18 - Monitoring By Users showing further drilldown options

3.6.2 Access Monitoring By Sites

The report returns a list of sites accessed. Result also shows the total surf time, the data
downloaded and uploaded in KB, the number of hits and the number of users who accessed each
site.

1. Navigate to Monitoring » Access Monitoring » By Sites

2. Further drill down can be achieved by hovering the mouse pointer over a particular row. Click
View Users.

The results can be filtered by date and sorted by any one of the column headings. For example,
sorting by Hits would indicate the most popular websites.
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Screenshot 19 - Monitoring By Users showing further drilldown options

3.6.3 Access Monitoring By Domains

16 | GFl WebMonitor 2011 Monitoring Internet Activity



The report returns a list of domains accessed. Result also shows the total surf time, the data
downloaded and uploaded in KB, the number of hits, the number of users who accessed each
domain and the number of sites accessed.

1. Navigate to Monitoring » Access Monitoring » By Domains

2. Further drill down can be achieved by hovering the mouse pointer over a particular row. Click
View Users or View Sites.

The results can be filtered by date and sorted by any one of the column headings. For example,
sorting by Downloaded would show from which domains your employees are downloading the
most.

& GFI WebMonitor - Windows Internet Explorer EI@
— . . |
@u - ‘f,'_; http://monitor.isa/ '| bl |"1‘ A | | # Bing P
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Screenshot 20 - Monitoring By Users showing further drilldown options

3.6.4 Access Monitoring By Categories

The report returns a list of categories accessed. Result also shows the total surf time, the data
downloaded and uploaded in KB, the number of hits for each category, the number of users and
the number of sites accessed.

1. Navigate to Monitoring » Access Monitoring » By Categories

2. Further drill down can be achieved by hovering the mouse pointer over a particular row. Click
View Users, View Sites or View Domains.

The results can be filtered by date and sorted by any one of the column headings. For example,
sorting by Hits would show the most popular categories.
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Screenshot 21 - Monitoring By Users showing further drilldown options

Click a row to further drill down on results. Each of these views can then be
exported in CSV format.

=

3.7 Blocked Monitoring

The Blocked Monitoring node grants you access to a set of reports that enable you to monitor
internet activity. The types of reports available are:

REPORT DESCRIPTION

Blocked Monitoring
by Users

Blocked Monitoring
by Policy

Blocked Monitoring
by Policy Type

Blocked Monitoring
by Category

Blocked Activity
Log

Returns a list of Users or IP numbers. Results also show the total number of
Breaches, the number of Polices Breached and the total number of Sites Blocked
per User / IP. The results can be filtered by date and sorted by any one of the
column headings.

Returns a list of Policy Types. Results also show the Policy name, total nhumber of
Users Blocked, the number of Breaches and the total number of Sites Blocked per
Policy. The results can be filtered by date and sorted by any one of the column
headings.

Returns a list of Policy Types. Results also show the total number of Users Blocked,
the number of Breaches, the number of Polices Breached and the total number of
Sites Blocked per Policy Type. The results can be filtered by date and sorted by
any one of the column headings.

Returns a list of blocked categories. Results also show the total number of Users
Blocked, the number of Breaches and the total number of Sites Blocked per
category. The results can be filtered by date and sorted by any one of the column
headings.

Returns a list of entries sorted by User. Results also show the date the user tried
to access a blocked site, the name of the policy and the URL name of each entry.
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4 Allowing and Blocking Users, IP Addresses and Sites

4.1 Introduction

The Whitelist and Blacklist nodes enable you to set up content scanning policies that override
all policy settings set up in WebFilter and WebSecurity editions.

4.2 Whitelist

The Whitelist is a list of sites, users and IP addresses approved by the administrator to be
excluded from all policies configured in GFl WebMonitor. Besides the Permanent Whitelist,
there is also a Temporary Whitelist that is used to temporarily approve access to a site for a
user or IP address.

In GFl WebMonitor, the Temporary Whitelist takes priority over the
Permanent Whitelist. Furthermore, both Whitelists take priority over the
Blacklist. Thus, if a site is listed in any of the Whitelists and that same site is
listed in the Blacklist, the site will be allowed.

4.2.1 Preconfigured Items

By default, GFI WebMonitor includes a number of preconfigured sites in the Permanent Whitelist.
These include GFI websites to allow automatic updates to GFl WebMonitor and Microsoft
websites to allow automatic updates to Windows. Removing any of these sites may preclude
important updates from being automatically effected.

4.2.2 Adding Items to the Permanent Whitelist

v; Whitelist Save Settings Cancel

Uze thiz page to specify the user, [P, or site that you want to exclude fram all the
policies configured in GFWekbonitar . Use this feature carefully, since wwhat is
included in the list below will bypass all GFWebhonitor security checks.

Fermanent Whiteli st Temporary Whiteli=t

Site w Add

@ * adobe.com

@ * gfi.com

@ * dfisoftware.com
@ * macromedia.com
@ * microzoft.com

@- * EUN.COom

@- * wvindowwsupdate com

B & & 8 8 8 &

Screenshot 22 - Permanent Whitelist view
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To add an item to the Permanent Whitelist:
1. Navigate to the Whitelist node and select the Permanent Whitelist tab.

2. From the drop-down list, select the User(s), Client IP(s) and/or Site(s) which will be added to
the whitelist and click Add. Repeat for all the required user(s), IP(s) and/or site(s).

3. Click Save Settings.

When keying in a User, specify the username in the format domain\user.

I

When keying in a Client IP, you can use IP ranges (for example, “10.0.0.10-12”
includes these IP addresses: “10.0.0.10”, “10.0.0.11” and “10.0.0.12”).

When keying in a Site, you can use wildcards (for example, “*.website.com”).
For more information, refer to the Using Wildcards section in this chapter.

T

4.2.3 Deleting Items From the Permanent Whitelist

To delete an item from the Permanent Whitelist:

1. Navigate to the Whitelist node and select the Permanent Whitelist tab.

2. Click the Delete icon m next to the item to delete.

3. Click Save Settings.

4.2.4 Adding Items to the Temporary Whitelist

v Whitelist Save Settings Cancel

Uze this page to specify the user, [P, or site that you want to exclude from all the palicies
configured in GFWebMonitor . Use this feature carefully, since what iz included in the list
belowe will bypazs all GFlWebbonitar zecurity checks.

Fermanent Whiteli st Temporary Whitelist

Apart from the sites that you approve manually for a temporary period, this list also
includes the zites that were approved from the GFIWebMonitar Quarantine.

Add
Gramt To Access To For (hours)
designer sy google.com 100 W
L 192165.99.89  www gfi.com 2500 ﬁﬁ
Delete All

Screenshot 23 - Temporary Whitelist view

To add an item to the Temporary Whitelist:
1. Navigate to the Whitelist node and select the Temporary Whitelist tab.
2. Click Add.
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Grant Temporary Access

Grant to:
P w | 192163499100

Access to:
* mMsn.com

For:

] hours

Add Cancel

Screenshot 24 - Temporary Whitelist: Granting Temporary Access dialog

3. From the Grant to: drop-down list, select whether a User or an IP will be added to the
temporary whitelist. Type the user or IP to be granted temporary access.

= When keying in a User, specify the username in the format domain\user.
= |

= When keying in a IP, you can use IP ranges (for example, “10.0.0.10-12”
|=HA includes these IP addresses: “10.0.0.10”, “10.0.0.11” and “10.0.0.12”).

4. In the Access to: field key the URL of the site. Type in the number of hours in the For: field.

= When keying in a Site, you can use wildcards (for example, “*.website.com”).
=¥ For more information, refer to the Using Wildcards section in this chapter.

5. Click Add to add the new item to the list.
6. Click Save Settings.

= The number of hours during which the user or IP has access to a site become
=¥ applicable from the moment Save Settings is clicked.

4.2.5 Deleting Items From the Temporary Whitelist

To delete an item from the Temporary Whitelist:

1. Navigate to the Whitelist node and select the Temporary Whitelist tab.

2. Click the Delete icon m next to the item to delete.

3. Click Save Settings.

4.3 Blacklist

The Blacklist is a list of sites, users and IP addresses that should always be blocked irrespective
of the WebFilter and WebSecurity policies configured in GFI WebMonitor.

In GFI WebMonitor, the Blacklist takes priority over all WebFilter and
WebSecurity policies.

4.3.1 Adding Items to the Blacklist
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* Blacklist Save Settings Cancel

Uze thiz page to specify the user, [P, or site that you albways wwant to block, irrespective of
the settings configured in the GFI'Webbonitor policies. Use this festure carefully, since
what iz included inthis list will always be blocked access by GFDWNebbonitor .

Site d Add
] 192.168.99.110 il
@ * adult.com ﬁ
@ * poket .com W

Screenshot 25 - Blacklist view

To add an item to the Blacklist:
1. Navigate to the Blacklist node.

2. From the drop-down list, select the User, Client IP and/or Site which will be added to the
blacklist and click Add. Repeat for all the required users, IPs and/or sites.

=3 When keying in a User, specify the username in the format domain\user.

:

=3 When keying in a Client IP, you can use IP ranges (for example, “10.0.0.10-12”
=% includes these IP addresses: “10.0.0.10”, “10.0.0.11” and “10.0.0.12”).

=3 When keying in a Site, you can use wildcards (for example, “*.website.com”).
=¥ For more information, refer to the Using Wildcards section in this chapter.

3. Click Save Settings.

4.3.2 Deleting Items From the Blacklist
To delete an item from the Blacklist:

1. Navigate to the Blacklist node.

2. Click the Delete icon W next to the item to delete.

3. Click Save Settings.

4.4 Using Wildcards

When keying in a site to the whitelist or blacklist, you can use the wildcard character [*] as
shown in the examples below:

*.com Allow/block all ‘.com’ top-level domains
*.website.com Allow/block all sub domains of the ‘website.com’ domain
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5 WebFilter Edition - Site Rating and Content Filtering

5.1 Introduction

The WebFilter Edition node and its sub-nodes enable you to manage the internet access of
users, groups or IP addresses on your network via control policies. The control policies include:

» Web Browsing Policies: to control browsing time and download bandwidth thresholds

» Web Filtering Policies: to control internet access during specific periods.

5.2 Web Browsing Policies

The Web Browsing Policies node enables you to create policies per user(s), group(s) and/or IP
address(es) to:

» restrict browsing time

» restrict download thresholds

These restrictions are based on specific sites and/or web categories. If the policy is exceeded,
GFI WebMonitor then issues a notification and blocks access to sites or categories. Furthermore,
specific sites can be excluded per policy.

E Web Browsing Peolicies Save Settings Cancel

Uze this page to configure Wiekb Browesing Policies to limit user brovwsing

Add Policy
Policy Hame Applies To Enabled Reset
L 1921580950
¥ Z Department Policy - Plones - W M
L0 jdoe
% jzmith

Screenshot 26 - Web Browsing Policies view

= More than one Web Browsing Policy can be applied to a user, a group and/or IP
=4 address.

In cases where more than one Web Browsing Policy is applied to the same user, group or IP, the
top most policy takes priority over subsequent policies. For example:

EXAMPLE POLICIES GFI WEBMONITOR ACTIONS
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EXAMPLE POLICIES GFlI WEBMONITOR ACTIONS

Example 1
Policy 1 (highest priority)
»  Applies to: User A

»  Allows browsing of ‘Sports’ websites for 15
minutes per day

Policy 2 (lowest priority)
»  Applies to: User A

»  Allows browsing of ‘Sports’ websites for 10
minutes per day

Example 2
Policy 1 (highest priority)
»  Applies to: User A

»  Allows browsing of ‘News and Media’ websites
for 5 minutes per day

Policy 2 (lowest priority)
»  Applies to: User A

»  Allows browsing of ‘Sports’ websites for 20
minutes per day

5.2.1 Adding a Web Browsing Policy

@ Web Browsing Policy

Scenario 1

Policy 1 and Policy 2 are enabled and User A
browses a ‘Sports’ website for 1 minute:

»  User A is allowed to browse ‘Sports’ websites
for a further 14 minutes

Scenario 2

Policy 1 and Policy 2 are enabled and User A
browses a ‘Sports’ website for 11 minutes. Next,
Policy 1 is disabled:

»  Policy 2 comes into effect at once

»  User A is no longer allowed to browse
‘Sports’ websites.

Scenario

Policy 1 and Policy 2 are enabled and User A
browses a ‘Sports’ website for 1 minute:

»  Policy 1 counter is not increased
»  Policy 2 counter is increased by 1 minute

»  User A is allowed to browse ‘News and
Media’ websites for 5 minutes

»  User A is allowed to browse ‘Sports’ websites
for a further 19 minutes

Save Settings Cancel
I=e thiz page to configure a web brovwesing policy.
General Wizb Brovwesing Exceptions Applies To Matifi cations
Policy Hame
L Department Policy
Policy Description
Weh Brovwsing policy applicable for the X7 Department D

Screenshot 27 - Web Browsing Policies: General tab

To add a Web Browsing Policy:

1. Navigate to WebFilter Edition » Web Browsing Policies.

2. Click Add Policy.

3. In the General tab provide a Policy Name and a Policy Description.
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@ Web Browsing Policy Save Settings Cancel

IUse thiz page to configure & web browsing policy.

Genearal ‘izb Brovwsing Exceptions Applies To Matifi cations
Threshold
(%) Allaww browesing of stesfcategories far | 1 Hours % |per|Day ¥
O Allevy dovwenloading from stesicategories of Pt

Categories/Sites to be limited.

Site w Add

&0 Al Categories m

Screenshot 28 - Web Browsing Policies: Web Browsing tab

4. Select the Web Browsing tab and from the Threshold area, specify the browsing or
downloading limits. The available options are:

Allow browsing of sites/categories Specify the allowed amount of minutes/hours per
day/week/month

Allow downloading from Specify the allowed amount of KB/MB per day/week/month

sites/categories

5. In the Categories/Sites to be limited area, specify the Site(s) and/or Category(ies) that will
be restricted by the new policy and click Add. Repeat for all the required site(s) and/or
category(ies).

6. Select the Exceptions tab.
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@ Web Browsing Policy Save Settings Cancel

Uze thiz page to configure a sweb browesing palicy.

General Wizb Brovwesing Exceptions Applies To Matifi cations

Excluded Sites
Add

@ e i com m

MOTE: The above sites will HOT BE ADDED to the threshold of this palicy.

Screenshot 29 - Web Browsing Policies: Exceptions tab

7. In the Excluded Sites field specify any URLs which are to be excluded from this policy. This
enables users to access sites without reducing from the total browsing time and download
bandwidth allowed, thus overriding other restrictions.

@ Web Browsing Policy Save Settings Cancel

Uze thiz page to configure & wwek browsing palicy.

Genearal izb Brovwwsing Exceptions Applies To Matifi cations

It ywou need to create a policy that applies to all the users, enter the user 'All uzers

User - Add
] 192.168.99.50 m
hjones W

y  jooe m

| jamith m

MOTE: When adding a group, the threshold will be calculated individually far each
uzer under the group, nat collectively as a group.

Screenshot 30 - Web Browsing Policies: Applies To tab

8. Select the Applies To tab and specify the User(s), Group(s) and/or IP(s) for whom the new
policy applies and click Add. Repeat for all the required user(s), group(s) and/or IP(s).

=3 When keying in a User, specify the username in the format domain\user.

= When keying in an IP, you can use IP ranges (for example, “10.
|I=# includes these IP addresses: “10.0.0.10”, “10.0.0.11” and “10.

o o

.0.10-12”
0.12
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@ Web Browsing Policy Save Settings Cancel

Uze thiz page to configure a web browsing policy.

General Web Browsing Exceptions Applies To Motifications

|_Hutif].|r the following administrators when a user infringes this policy.

Email Address
- Add

() sdministrator@@kizz local m

Send the following notification to the administrators

GFlWebionitor has blocked access to a userwho has exceeded the threshold of 3 |:|
wreh hrowesing policy.

r Hotify the user accessing the site if they exceed the threshold set by this policy.
RMOTE: The notification iz sent only if the user perfarming the download is authenticated.

Send the following notification to the user performing the download

Your regquest has heen blocked by GFlWebMonitar. The web browwsing policy threshold |:|
hasz been exceeded.

Screenshot 31 - Web Browsing Policies: Notifications tab

9. (Optional) Select the Notifications tab and define the notifications to send when a user
infringes this policy. The available options are:

DESCRIPTION
Notify the following administrators Select this option to send a notification to administrators. Add
when a user infringes this policy the administrator’s email address and provide the body text of

the notification email

Notify the user accessing the site if Select this option to send a notification to the user infringing
they exceed the threshold set by this  this policy and provide the body text of the notification email
policy

10. Click Save Settings. The new policy will now be listed under Web Browsing Policies.

5.2.2 Editing a Web Browsing Policy

To edit a Web Browsing Policy:

1. Navigate to WebFilter Edition » Web Browsing Policies.
2. Click the Edit icon @l next to the policy to edit.

3. Click Save Settings.

5.2.3 Enabling/Disabling a Web Browsing Policy

To enable or disable a Web Browsing Policy:
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1. Navigate to WebFilter Edition » Web Browsing Policies.
2. Check or uncheck the checkbox from the Enabled column for the policy to enable or disable.

3. Click Save Settings.

5.2.4 Deleting a Web Browsing Policy

To delete a Web Browsing Policy:
1. Navigate to WebFilter Edition » Web Browsing Policies.

2. Click the Delete icon 1 next to the policy to delete.
3. Click Save Settings.

5.2.5 Resetting a Web Browsing Policy

By resetting a Web Browsing Policy, all the threshold counters within the policy are reset. This is
applied for all users and IP addresses specified within the policy.

For example, a Web Browsing Policy that is applied to three particular users, is configured to
allow browsing of ‘Sports’ websites for 10 minutes per day. All three users have already browsed
Sports websites for a number of minutes, but when this policy is reset, the 10 minutes counter is
reset to zero. All three users will now be allowed to browse ‘Sports’ websites for a further 10
minutes.

=3 For information on how to reset the used threshold for a single user/IP
=¥ specified within a Web Browsing Policy, refer to the Web Browsing Thresholds
section in this chapter.

To reset a Web Browsing Policy:

1. Navigate to WebFilter Edition » Web Browsing Policies.

2. Click the Reset icon = next to the policy to reset and OK to confirm.

5.3 Web Browsing Thresholds

The Web Browsing Thresholds node enables you to:
» search for and display counters for a user or IP within Web Browsing Policies

» reset used browsing time or download bandwidth threshold for a single user or IP.

==" Web Browsing Thresholds

Uze this page to search through Wb Brovwesing Thresholds by UserdP and Wiekb Browesing Palicy.

Search
Policy: | a)l Policies v
User/1P: -
MOTE: User must be in the format DOMAINWzer . P address must be an exact match.
Search
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Screenshot 32 - Monitoring: Search view

5.3.1 Searching for Web Browsing Policies and/or Users/IPs

To search an item:

1. Navigate to WebFilter Edition » Web Browsing Policies » Web Browsing Thresholds.
2. From the Policy drop-down list select the Web Browsing Policy required.

3. From the User/IP drop-down list, key in or select the User or IP address.

4. Click Search to display the Search Results area.

The information displayed within the Search Results area includes:

User/IP The user/IP being monitored
Policy The Web Browsing Policy where the user/IP is specified
Threshold The amount of browsing time and/or download bandwidth threshold specified in

the Web Browsing Policy

Threshold Used The total browsing time or total download bandwidth used by the user/IP at the
time of the search

= When keying in a User, specify the username in the format domain\user.
:

IP ranges are not supported.

=%
5.3.2 Resetting Web Browsing Policy Threshold for a Single User/IP

By resetting a Web Browsing Threshold for a single user or IP, all the threshold counters within
the policy for that user are reset.

For example, a Web Browsing Policy is applied to three users and is configured to allow browsing
of ‘Sports’ websites for 10 minutes per day. It is reset for one user, and the counter is reset to
zero for that user only. This means that particular user will be allowed to browse ‘Sports’
websites for a further 10 minutes, whilst the other two users will no longer be allowed to browse
‘Sports’ websites.

=3 For more information on how to reset the used threshold for ALL user(s) and/or

=¥ IP(s) specified within a Web Browsing Policy, refer to the Resetting a Web
Browsing Policy section in this chapter.

To reset the Web Browsing Policy threshold for a single user or IP:

1. Search for the relevant Web Browsing Policy and/or user/IP. For more information, refer to
the Searching for Web Browsing Policies and/or Users/IPs section in this chapter.

2. From the Search Results area, locate the relevant User/IP and Policy combination.

3. Click Reset next to the user/IP and policy combination to reset.

5.4 Web Filtering Policies

The Web Filtering Policies node enables you to create policies per user(s), group(s) and/or IP(s)
to manage Internet access during specific periods, based on web categories. If an accessed site
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triggers a policy, GFl WebMonitor then uses the configured Web Filtering policy to determine
what action to take. This may be one of the following actions:

v

> Allow access to sites within specified categories per user(s), group(s) and/or IP(s)

v

> Block access to sites within specified categories per user(s), group(s) and/or IP(s)

v

> Quarantine access to sites within specified categories per user(s), group(s) and/or IP(s); that
is, upon the discretion of the administrator temporary access is allowed to blocked sites

v

> Exclude or include specific sites per policy.

= It is recommended that only one Web Filtering Policy is applied to a user, a

| =% group and/or IP address. In cases where more than one Web Filtering Policy is
applied to the same user, group or IP, the top most policy takes priority over
subsequent policies.

@ Web Filtering Policies Save Settings Cancel

Uze thiz page to configure web fittering policies that allovy wou to manage access to the internet per user, group, or P,
hazed on site categaries. GFWebMonitor determines the category of a paricular site by performing lookups in the
WiebGrade Databasze, and then uses thiz information in conjunction with the policies configured below . The policies are
processed fram top to bottom and the first one to match is applied.

Add Policy
Policy Hame Applies To Enabled
L a2 1589050
¥ Z Department Policy bjones m
jdoe
j=mith
Default Web Fittering Palicy Applies to everyone

Screenshot 33 - Web Filtering Policies view

5.4.1 Adding a Web Filtering Policy

To add a Web Filtering Policy:

1. Navigate to WebFilter Edition » Web Filtering Policies.
2. Click Add Policy.
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@ Web Filtering Policy Save Settings Cancel

U=ze thiz page to configure a wweb fitering policy .

General Web Filtering Exceptions Applies To Matifications

Palicy Hame
¥E Department Palicy

Policy Description
Weh Filtering policy applicable far the X2 Department |:|

Policy Schedule

l Policy Active Policy Inactive

0 2 4 G g 10 12 14 16 18 20 22 0
AR AR AR AN AR AN A AN AR AN AN AN AR AN AR AN AR AN AN AN AR AN AR
Sunday =

Monday > HNEEEEEEEEEE

Tuesday =

Wednesday |=

Thursday =
Fridey > HEEEEERENEEN
Saturday = ......

Screenshot 34 - Web Filtering Policies: General tab

3. In the General tab provide a Policy Name and a Policy Description.

4. In the Policy Schedule area, specify the time period during which the new policy will be
enforced.
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@ Web Filtering Policy Save Settings Cancel

Uze thiz page to configure & wekb fittering policy.

Genaral ‘Wizb Filtaring Exceptions Applies To Mitifi cation=s

A =ite can have multiple categories azsociated with it, for example, news and sports. If one or more of the categories
azzociated with a site iz lizted in the blocked categories list belove, the zite will be blocked.

v |+ ¥ Category
Abartion

=) Abused Drugs

M Adutt and Pornography

=) Alzakal and Tobacoo
H  Auctions
) Bt Mets
w' Buziness and Econatny
i) COMs
W Computer and Internet Info
W Computer and Internet Security
- Confirmed SPAM Sources IE‘
Legend
v Allow
o Quarantine
¥ Block

Show Advanced Options =>>

Screenshot 35 - Web Filtering Policies: Web Filtering tab

5

. Select the Web Filtering tab and set the action to take for each category as required. The

available options are:

>

N
v

v
v

o

Allow ¥

Quarantine ‘*

Block %

. (Optional) Click the Show Advanced Options button to configure actions for combined
categories per policy. For more information, refer to the Configuring Advanced Web Filtering

Policy Conditions section in this chapter.

The Override Rules area enables you to fine-tune combined actions and categories per policy.
These advanced Web Filtering Policy conditions give you greater flexibility in defining which

sites should be allowed or blocked.

32 | GFI WebMonitor 2011

WebFilter Edition - Site Rating and Content Filtering



@ Web Filtering Policy Save Settings Cancel

Uze thiz page to configure & wekb fittering policy.

Genaral ‘Wizb Filtaring Exceptions Applies To Mitifi cation=s

Excluded Sites
Add

@ iy i com m

MOTE: The above sites will HOT BE BLOCKED by this palicy when their categary is blocked in the Wb Fitering tab.

Included Sites

Add
@ wenny S .com W
@- weneny facebook .com W

MOTE: The above sites will be BLOCKED by thiz policy, even when their category iz not blocked in the Web Filtering
tak.

Screenshot 36 - Web Filtering Policies: Exceptions tab

7. Select the Exceptions tab and in the Excluded Sites and Included Sites fields specify any
URLs, which are to be:

» Excluded from the policy (that is, allowed). This enables users to access sites overriding other
restrictions.

» Included in the new policy (that is, blocked). The URLs specified in the included sites will be
blocked regardless of the scope of the new policy.

=3 The Exceptions tab is similar to a whitelist/blacklist feature that overrides any
\—21 rules within the policy.
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@ Web Filtering Policy Cancel

Use this page to configure & web fittering policy.

eneral Web Filtering Exceplions Applies To Motifications

If vou need to creste a policy that applies to all the users, you need to edit the seftings in the Default Wieh Filtering Policy .

IUser 'l - Add
L] 192168200 8 m
B | 192168373 m
| smith m
| Sales _]]ﬁ

Screenshot 37 - Web Filtering Policies: Applies To tab

8. Select the Applies To tab and specify the User(s), Group(s) and/or IP(s) for whom the new
policy applies and click Add. Repeat for all the required user(s), group(s) and/or IP(s).

= When keying in a User, specify the username in the format domain\user.
=¥

— When keying in an IP, you can use IP ranges (for example, “10.0.0.10-12”
|=H# includes these IP addresses: “10.0.0.10”, “10.0.0.11” and “10.0.0.12").
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@ Web Filtering Policy Save Settings Cancel

U=ze thiz page to configure a web fitering palicy.

General Web Filtering Exceptions Applies To Motifications

r Hotify the following administrators when the site category infringes this policy.

Email Address
- Add

Mo records available.

Send the following notification to the administrators
GFlWebionitor has blocked access to download content that breaches aweb filtering |:|

palicy.
]

|_Hutif].|r the user accessing the site if the site category infringes this policy.
RMOTE: The notification iz sent only if the user perfarming the download is authenticated.

Send the following notification to the user performing the download
Your download has been blocked. The content breaches a GFIWehMonitor web |:|
filtering policy.

Screenshot 38 - Web Filtering Policies: Notifications tab

9. (Optional) Select the Notifications tab and define the notifications to send when a user
infringes this policy. The available options are:

OPTION DESCRIPTION

Notify the following administrators Select this option to send a notification to administrators. Add
when the site category infringes this the administrator’s email address and provide the body text of
policy the notification email

Notify the user accessing the site if Select this option to send a notification to the user infringing

the site category infringes this policy this policy and provide the body text of the notification email
10. Click Save Settings . The new policy will now be listed in the main Web Filtering Policies
view.

5.4.2 Editing a Web Filtering Policy

To edit a Web Filtering Policy:
1. Navigate to WebFilter Edition » Web Filtering Policies.

2. Click the Edit icon # next to the policy to edit.
3. Click Save Settings.
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5.4.3 Enabling/Disabling a Web Filtering Policy

To enable or disable a Web Filtering Policy:

1. Navigate to WebFilter Edition » Web Filtering Policies.

2. Check or uncheck the checkbox from the Enabled column for the policy to enable or disable.

3. Click Save Settings.

5.4.4 Deleting a Web Filtering Policy

To delete a Web Filtering Policy:

1. Navigate to WebFilter Edition » Web Filtering Policies
2. Click the Delete icon 1 next to the policy to delete.

3. Click Save Settings.

5.4.5 Default Web Filtering Policy

GFI WebMonitor - WebFilter Edition ships with a default web filtering policy, which is configured
to apply to all users. The policy name is listed as Default Web Filtering Policy.

This policy can be edited but it cannot be disabled or deleted. Refer to the Editing a Web
Filtering Policy section in this chapter for information related to editing web filtering policies.

& All added Web Filtering Policies take priority over the Default Web Filtering
Policy.

=3 Certain fields in the default policy cannot be edited. These include Policy
|=# Name, Policy Description and fields in the Applies To tab.

5.5 Configuring Advanced Web Filtering Policy Conditions

The Override Rules area enables you to configure rules based on a combination of website
categories. This is particularly useful for sites associated with more than one category. These
advanced Web Filtering Policy conditions give you greater flexibility in defining which
categories of sites should be allowed or blocked.

For a site to be blocked by an advanced condition, it must be associated
with all the categories defined in the condition.

Advanced Web Filtering Policy Rules override the conditions set within the
Categories list.

5.5.1 Adding an Advanced Web Filtering Policy Condition

To add an advanced Web Filtering Policy condition:

1. Select the Web Filtering tab and click Show Advanced Options to view the Override Rules
for that specific policy.
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Edit Properties

If 2zite is categorized as

Financial Services AND Gambling

Available Categories

Ahortion ”

Ahused Drugs

Adult and Pornographe Use Category »
Alcahol and Tohacco

Auctions < Remove Category
Bot Mets

Business and Econor

Perform this action:

Block and Guarantine x‘-.
Al oy ]
‘Block and Gluarantine
Block and Delete

Screenshot 39 - Adding an advanced Web Filtering Policy condition

2. Click the Add Condition button to view the Edit Properties dialog.

3. Specify a combination of site categories that you would like to allow, block and quarantine or

block and delete.

For example, to block and quarantine sites which fall under the categories ‘Financial Services’

AND ‘Gambling’:

a. Select Financial Services from Available Categories list box and click Use Category >
b. Select Gambling from Available Categories list box and click Use Category >

c. Select Block and Quarantine from the Perform this action: drop-down list and click

OK to apply the condition.

In this example, a site is only blocked if it falls under both categories. Thus, it is NOT blocked if
it is categorized as ‘Financial Services’ only and likewise it is NOT blocked if it is categorized as

‘Gambling’ only.
4. Click Save Settings.

0K

Used Categories

Financial Services
Gambling

5.5.2 Editing an Advanced Web Filtering Policy Condition

To edit an advanced Web Filtering Policy condition:

1. Select the Web Filtering tab and click Show Advanced Options.
2. Click the advanced policy to be edited, to view the Edit Properties dialog.

3. Edit the advanced condition by doing any of the following:

a. Add more or Remove categories

Cancel

b. Change the action from the Perform this action: drop-down list.

4. Click OK to apply the changes you made.
5. Click Save Settings.
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5.5.3 Deleting an Advanced Web Filtering Policy Condition
To delete an advanced Web Filtering Policy condition:

1. Select the Web Filtering tab and click Show Advanced Options.
2. Click the Delete icon I next to the advanced policy to delete.

3. Click Save Settings.

5.6 WebGrade Database

The WebGrade Database node enables you to:

» Enable/disable the database

» View the database status, version and license details
» Enable/disable online lookups for URLs

» Configure database updates

» Check the presence or validity of any URL within the active local WebGrade database and
send feedback.

“Y webGrade Database Save Sellings Cancel

Usze this page to enableidizable the WehGrade Databaze, check the license status, and configure autamstic updates and notification seftings.

Database Enabled Status
- WiebGrade Database Licenzed
WebGrade Database Status and VYersion Active light version. Full version should be downloaded.
WebGrade Database License Status Licensed.

WehGrade Database Updates

Enable online lookup for URLE not resolved by local database.
This feature enables GFIWiehhMonitor to guery a global internet database zerver for URLs not found in the local WebGrade database.

Manage WebGrade Local Database updates automatically
Check for WebGrade Database updates, and if available install them, every: 9 hours

Send an email notification to the administrator on successfully updating the WebGrade Database.
MOTE: If & WehGrade Database update fails, an email notification is always sent to the administrator.

WebGrade Database last updated on: Downleading ... Update How

Check URL Category

Thizs toal enables you to gquery the WebGrade Database to determine the category of 2 URL. If you want to zuggest a new category for a
URL use the feedback button to he redirected to the online WehGrade Feedback Form.

Check URL Category Submit Feedback

Screenshot 40 - Web Filtering Policies: WebGrade Database view
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5.6.1 Enabling/Disabling the WebGrade Database
To enable or disable the WebGrade Database:
1. Navigate to WebFilter Edition » Web Filtering Policies » WebGrade Database.

2. Check or uncheck the Enabled checkbox to enable or disable the database.

= When the WebGrade Database is disabled, the Web Filtering Policies can no
|=% longer access the site categories.

3. Click Save Settings.

5.6.2 Enabling/Disabling Online Lookups for URLs
To enable or disable online lookups for URLs:
1. Navigate to WebFilter Edition » Web Filtering Policies » WebGrade Database.

2. Check or uncheck the Enable online lookup for URLs not resolved by local database
checkbox to enable or disable this feature.

=3 This option is enabled by default when the user updates the installation.

=

3. Click Save Settings.

5.6.3 Configuring WebGrade Database Updates

The WebGrade Database Updates area enables you to:

» Configure whether the WebGrade Database should be updated automatically or by manually
clicking Update Now.

» Configure the frequency with which available updates should be installed

» Configure if an email notification should be sent upon successful updating of the WebGrade
Database

To configure settings for the WebGrade Database to update automatically:
1. Navigate to WebFilter Edition » Web Filtering Policies » WebGrade Database.

2. Check the Manage WebGrade Local Database updates automatically and update the time
period within the hours field.

3. Select the Send an email notification to the administrator on successfully updating the
WebGrade Database checkbox if required.

4. Click Save Settings.
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5.6.4 Checking URL Categories

The Check URL Category area enables you to key in a URL and check for its category within your
active local WebGrade database. If the category is not found or if the category listed in the local
WebGrade database does not match with the website’s category, you can report it for update.

To find out the category of a URL:
1. Navigate to WebFilter Edition » Web Filtering Policies » WebGrade Database.

2. Key in URL in the check URL field and click Check URL Category. The category in the active
local WebGrade database is displayed beneath the URL field.

Reporting and/or Suggesting URL Categories
To report and/or suggest a wrongly categorized / uncategorized URL:

1. Click Submit Feedback. The WebGrade customer feedback form will be displayed in your
browser.

2. Fill in the form and click Submit.
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6 WebSecurity Edition - File Scanning and Download Control

6.1 Introduction

The WebSecurity Edition node and its sub-nodes enable you to scan and restrict usage for
various applications to users, groups or IP addresses on your network. The control policies
include:

» Download Control Policies: to control software downloads

» IM (Instant Messaging) Control Policies: to control access and use of MSN / Microsoft
Windows Live Messenger

» Virus Scanning Policies: to configure which downloaded files should be scanned for viruses
and spyware

» Anti-Phishing Engine: to configure protection settings for network users against phishing
sites.

6.2 Download Control Policies

The Download Control Policies node enables you to create policies per user(s), group(s) and/or

IP(s) to manage file downloads based on file types. If the download of a file triggers a policy, GFI
WebMonitor then uses the configured Download Control policy to determine what action to take.
This may be one of the following actions:

» Allow the file to be downloaded
» Block the file from being downloaded and quarantine the downloaded file

» Block the file from being downloaded and delete the downloaded file

=3 For allowed downloads, GFl WebMonitor then applies the configured Virus

=¥ Scanning Policies.

= It is recommended that only one Download Control Policy is applied to a user, a

=% group and/or IP address. In cases where more than one Download Control Policy
is applied to the same user, group or IP, the top most policy takes priority over
subsequent policies.

@ Download Control Policies Save Settings Cancel

Uze this page to configure download control policies that allow you to manage access to the internet per user, group, or IP. GFI
Webhonitor checks each dovenload against the policies configured belowy from top to bottom. The first palicy to match is
applied.

Add Policy
Policy Hame Applies To Enabled
L 192 168.99.50
¥ I Department Palicy * biones s
djdoe
s j=mith
Default Dovernload Contral Palicy S apnlies to everyone )

Screenshot 41 - Download Control Policies view
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6.2.1 Adding a Download Control Policy

To add a Download Control Policy:
1. Navigate to WebSecurity Edition » Download Control Policies.

2. Click Add Policy.

@ Download Control Policy Save Settings Cancel

Uze this page to configure a dovvnload control palicy.

General Dovwmload Contral Applies Ta Motifications

Policy Hame
L Department Policy

Policy Description
Dowenload Control policy applicakle for the XY Department |:|

[]

Screenshot 42 - Download Control Policies: General tab

3. In the General tab, key in a Policy Name and a Policy Description.
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@ Download Control Policy Save Settings Cancel

Uze this page to configure a dovvnload control palicy.

General Dovwmload Contral Applies Ta Motifications
v # ¥ File Type el
v Httml

i Ji imace

i Gif imace

= Flash
v css ||
w HhL il s

) Javascript

() Zip

¥ Executsble
i EAR archive
) Ward doc |E|
Legend
Add Content-type

W Al

4 Block and Cuarantine

¥ Block and Delete

Screenshot 43 - Download Control Policies: Download Control tab

4. Select the Download Control tab and from the available list of File Types select the action to
be taken for each type . The available options are:

> Allow ¥
» Block and Quarantine '*
» Block and Delete %

The action can also be configured by clicking on a file type and setting the
action from the Change Action dialog. A description about each file type is also
provided.

L]

Click the Add Content-type button to add new file types. For more
information, refer to the Adding New Content-types section in this chapter.

1]1]
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@ Download Control Policy Save Settings Cancel

Uze thiz page to configure a dovenload control policy.

General Donwmiload Contral Applies Ta Motifications

If you need to create & policy that applies to allthe users, you need 1o edit the settings in the Default Download

Contral Palicy .

Lser - Add

L] 192188.99.50 m
y  hjiones W
y  Jdoe W
, jamith ii]

Screenshot 44 - Download Control Policies: Applies To tab

5. Select the Applies To tab and specify the User, Group and/or IP for whom the new policy
applies, then click Add. Repeat for all the required users, groups and/or IP addresses.

= When keying in a User, specify the username in the format domain\user.
=¥

= When keying in an IP, you can use IP ranges (for example, “10.0.0.10-12”
|=H# includes these IP addresses: “10.0.0.10”, “10.0.0.11” and “10.0.0.12”).
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@ Download Control Policy Save Settings Cancel

Uze thiz page to configure a dovwnload control policy.

General Download Control Applies To Motifications

r Hotify the following administrators when the downloaded content infringes this
policy.

Email Address
- Add

Mo records available.

Send the following notification to the administrators

GFlWehMonitor has blocked access to download content that breaches a download |:|
contral policy.

L]

|_Hutif].|r the user performing the download when the downloaded content infringes
this policy.
MOTE: The notification is zent only if the user performing the download is authenticated.

Send the following notification to the user performing the download

four download has been blocked. The content breaches a GFWebMonitor download |:|
contral policy.

L]

Screenshot 45 - Download Control Policies: Notifications tab

6. (Optional) Select the Notifications tab and define the notifications to send when a user
infringes this policy. The available options are:

OPTION DESCRIPTION

Notify the following administrators Select this option to send a notification to administrators. Add
when the downloaded content the administrator’s email address and provide the body text of
infringes this policy the notification email

Notify the user performing the Select this option to send a notification to the user infringing
download when the downloaded this policy and provide the body text of the notification email

content infringes this policy
7. Click Save Settings. The new policy will now be listed in the main Download Control Policies
view.
6.2.2 Editing a Download Control Policy
To edit a Download Control Policy:

1. Navigate to WebSecurity Edition » Download Control Policies.

2. Click the Edit icon # next to the policy to edit.
3. Click Save Settings.
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6.2.3 Enabling/Disabling a Download Control Policy

To enable or disable a Download Control Policy:

1. Navigate to WebSecurity Edition » Download Control Policies.

2. Check or uncheck the Enabled checkbox to enable or disable the policy.

3. Click Save Settings.

6.2.4 Deleting a Download Control Policy

To delete a Download Control Policy:

1. Navigate to WebSecurity Edition » Download Control Policies.
2. Click the Delete icon M next to the policy to delete.

3. Click Save Settings.

6.2.5 Default Download Control Policy

GFl WebMonitor - WebSecurity Edition ships with a default download control policy configured to
apply to all users. The policy name is listed as Default Download Control Policy.

This policy can be edited but it cannot be disabled or deleted. Refer to the Editing a Download
Control Policy section in this chapter for information related to editing download control
policies.

Control Policy.

Certain fields in the default policy cannot be edited. These include Policy

& All added Download Control Policies take priority over the Default Download
=2 Name, Policy Description and fields in the Applies To tab.

6.2.6 Adding New Content-types

The New Content-type dialog enables you to create new file types which are not yet in the
predefined list.

Hew Content-type 1

Content-Type (example: video/s-msvideo)
applicationf3ds
Description (optional)

A0 Studio 30 Scene (Mesh File) |:|

Add Cancel
Screenshot 46 - Add new content type dialog

To create a new content-type:
1. Select an existing Download Control Policy and click edit, or create a new one.

2. Select the Download Control tab and click Add Content-type to view the New Content-type
dialog.
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2. Key in the content-type in the Content-Type field in the format type/subtype.
3. (Optional) Provide a description for the file type in the Description field.

4. Click Add.

5. Click Save Settings.

6.3 IM (Instant Messaging) Control Policies

The IM Control Policies node enables you to create policies per user(s), group(s) and/or IP(s) to
control the use of MSN Messenger and Microsoft Windows Live Messenger. If a policy is breached,
GFI WebMonitor then uses the configured IM Control policy to determine what action to take.
This may be one of the following actions:

» Blocking all traffic related to MSN / Windows Live Messenger

» Allowing all traffic related to MSN / Windows Live Messenger

=3 It is recommended that only one IM Control Policy is applied to a user, a group
=¥ and/or IP address. In cases where more than one IM Control Policy is applied to
the same user, group or IP, the top most policy takes priority over subsequent

policies.

% IM Control Policies Save Settings Cancel

Uze this page to configure IM contral policies for MSM SWindowes Live Messenger

Add Policy

Policy Hame Applies To Enabled

L 192 168.90.50

¥vZ Department Policy * blones a M
) jddoe
s jzmith

Drefault I Control Policy 2 applies to everyone L.

Screenshot 47 - IM Control Policies view

6.3.1 Adding an IM Control Policy

To add an IM Control Policy:
1. Navigate to WebSecurity Edition » IM Control Policies.
2. Click Add Policy.
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% IM Control Polic'gr Save Settings Cancel

Uze this page to configure an IM contral palicy far MSM SWindovws Live Messenger. Make sure that Windaws Live
Meszenger(MIMN) clients are passing via your proxy so GFWehhonitor can apply desired actions . Windowws Live
Messenget(MZMN) clierts should use WEBIHTTRY protocol as the only way of communication.

General It Contral Applies Ta Motifications

Policy Hame
i Z Department Policy

Policy Description

I {Instant Messaging) Caontrol policy applicahle for the XYE |:|
Department

Screenshot 48 - IM Control Policies: General tab

3. In the General tab provide a Policy Name and a Policy Description.

% IM Control Polic'y' Save Settings Cancel

Uze this page to configure an I control policy far MSM SWindows Live Meszenger. Make sure that Windows Live
hMeszenget(MZM) clierts are passing via your proxy =0 GFWebhonitor can apply desired actions . Windows Live
Meszenger(MZM) clierts should use WEBIHTTP pratocal as the anly way of communication.

General It Contral Applies Ta Motifications

=, '@'Bluck All MSH ! Windows=s Live Messenger traffic

v C‘Alluw MSH / Windows Live Messenger traffic

Screenshot 49 - IM Control Policies: IM Control tab

4. Select the IM Control tab and define the actions to take. The available options are:

»  Allow MSN / Windows Live Messenger traffic v

» Block All MSN / Windows Live Messenger traffic %
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% IM Control Folir.:],r Save Settings Cancel

Uze thiz page to configure an IM control policy far MM SWindovys Live Mezzenger. Make sure that Windows Live
Messenget(MSMN) clierts are passing via your proxy =0 GFDWebhonitor can apply desired actions . Windowvws Live
Mezzenger(MSR) clients should use WEBIHTTR) protocal sz the only wway of communication.

General It Cortral Applies Ta Motifications

Specify uszers, groups or [Ps to which thiz IM palicy applies.

Lsar « - Add
L] 192168.99.50 1]
hiones m

y  Jdoe W

. jamith m

MOTE: To apply settings to all users you must edit the Default I Policy

Screenshot 50 - IM Control Policies: Applies To tab

5. Select the Applies To tab and specify the User(s), Group(s) and/or IP(s) for whom the new
policy applies and click Add. Repeat for all the required user(s), group(s) and/or IP(s).

= When keying in a User, specify the username in the format domain\user.
:_,]
_12"
").

= When keying in an IP, you can use IP ranges (for example, “10.0.0.1
|=HA includes these IP addresses: “10.0.0.10”, “10.0.0.11” and “10.0.0.1

0
2
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% IM Control F'Oli(:'y' Save Settings Cancel

Uze thiz page to configure an 1M control palicy far MSK MWindowe s Live Mezsenger. Make sure that Windowes Live
Meszenger(MSM clients are passing via vour proxy =0 GFWebMonitor can apply desired actions . Windows Live
Meszsenger(M=M) clients should use WEBHTTPY protocol as the only way of communication.

General IM Control Applies To Motifications

r Hotify the following administrators when this IM policy is breached

Email Address
- Add

(D Administrator@@krizz Jocal m

Send the following notification to the administrators

A user has hreached the Default IM Contral Policy. GFIVWebMonitor blocked access to |:|
this content.

|_Hutif].r the uger breaching this IM policy.
MOTE: The notification is zent only if the uzer iz authenticated.

Send the following notification to the user breaching the IM Control policy

Webhonitor has detected that you have breached an I Control Policy. Please contact |:|
the administrator for mare information.

Screenshot 51 - IM Control Policies: Notifications tab

6. (Optional) Select the Notifications tab and define the notifications to send when a user
infringes this policy. The available options are:

OPTION DESCRIPTION

Notify the following administrators Select this option to send a notification to administrators. Add

when this IM policy is breached the administrator’s email address and provide the body text of
the notification email

Notify the user breaching this IM Select this option to send a notification to the user infringing

policy this policy and provide the body text of the notification email

7. Click Save Settings. The new policy will now be listed in the main IM Control Policies view.

6.3.2 Editing an IM Control Policy
To edit an IM Control Policy:
1. Navigate to WebSecurity Edition » IM Control Policies.

2. Click the Edit icon # next to the policy to edit.
3. Click Save Settings.
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6.3.3 Enabling/Disabling an IM Control Policy

To enable or disable an IM Control Policy:

1. Navigate to WebSecurity Edition » IM Control Policies.

2. Check or uncheck the checkbox from the Enabled column for the policy to enable or disable.

3. Click Save Settings.

6.3.4 Deleting an IM Control Policy

To delete an IM Control Policy:

1. Navigate to WebSecurity Edition » IM Control Policies.
2. Click the Delete icon 1 next to the policy to delete.

3. Click Save Settings.

6.3.5 Default IM Control Policy

GFI WebMonitor - WebSecurity Edition ships with a default instant messaging control policy,
which is configured to apply to all users. The policy nhame is listed as Default IM Control Policy.

This policy can be edited but it cannot be disabled or deleted. Refer to the Editing an IM Control
Policy section in this chapter for information related to editing download control policies.

& All added IM Control Policies take priority over the Default IM Control Policy.

=3 Certain fields in the default policy cannot be edited. These include Policy
.—1 Name, Policy Description and fields in the Applies To tab.

6.4 Virus Scanning Policies

The Virus Scanning Policies node enables you to create policies per user(s), group(s) and/or
IP(s) to manage virus scanning of files based on file types. If the download of an infected file
triggers a policy, GFl WebMonitor then uses the configured Virus Scanning policy to determine
what action to take. This may be one of the following actions:

» Issue a warning, but still Allow the file to be downloaded
» Block the file from being downloaded and quarantine the downloaded file
» Block the file from being downloaded and delete the downloaded file

GFI WebMonitor scans the downloaded files with any of the supported virus scanners. On the
user’s machine, GFI WebMonitor displays the download progress, the virus scanning status and
progress as well as the results.

= It is recommended that only one Virus Scanning Policy is applied to a user, a

| =% group and/or IP address. In cases where more than one Virus Scanning Policy is
applied to the same user, group or IP, the top most policy takes priority over
subsequent policies.
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ﬁ‘B Yirus Scanning Policies Save Settings Cancel

Uze thiz page to configure virus scanning policies to specity wwhich downloaded files should be zcanned for viruses and
spyware, The policies can be configured per user, group, or IP, 2o that vou can, for example, exclude certain power
uzers from virus scanning. GFIWebMonitar checks each dovenload against the policies configured belovy from tap to
battom. The first policy to match iz applied.

Add Policy
Policy Hame Applies To Enabled
L 102165.90 50
W Z Department Policy HEES ]
jdoe
jzmith
Default irus Scanning Palicy Applies to everyone
Screenshot 52 - Virus Scanning Policies view
6.4.1 Adding a Virus Scanning Policy
To add a Virus Scanning Policy:
1. Navigate to WebSecurity Edition » Virus Scanning Policies.
2. Click Add Policy.
ﬁ‘B Virus Scanning Policy Save Settings Cancel

= thiz page to configure & virus scanning poalicy .

General “irus Scanning Applies To Natifications

Policy Hame
2L Depantment Paolicy

Policy Description
Wirus Scanning policy applicable far the X2 Department |:|

Screenshot 53 - Virus Scanning Policies: General tab

3. In the General tab provide a Policy Name and a Policy Description.

4. Select the Virus Scanning tab and select the applicable action to be taken for each file type.
The available options are:

» Warn and Allow

» Block and Quarantine '*
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» Block and Delete %

5. Under the Scan With column, select the Display download progress and status icon to
display a notification window to the user during file download.

‘E‘!‘B Virus Scanning Policy Save Settings Cancel

Uze this page to configure & virus scanning policy.

General “irds Scanning Applies Ta Motifications
“"“iﬂ?;ﬁ“eu File Type Scan With el
LB @ X @ K O
! Html u |E|
1 * Jog image b - |E|
! + Gl imane i « [
L@ 0 s €@ k@ |
! CES u
' HML el sl @ K 0
1 -+ Javascript | 4
L @ Zin c i
! *  Executsble @ K 0
L RAR archive [y a IE‘
Legend
Add Content-type
L Warn and Allow {‘;," Soan with BitDefender
4 Block and Guarantine PG Scan with Waspersky
X Block and Delete |E| Soan with Marman
Display dovwnload

progress and status

Screenshot 54 - Virus Scanning Policies: Virus Scanning tab

6. Under the Scan With columns, select the anti-virus engine(s) to scan the downloaded files
with.

The action can also be configured by clicking on a file type and setting the
action from the Select Virus Scanners and Action dialog. A description about
each file type is also provided.

L)

Click the Add Content-type button to add new file types. For more
information, refer to the Adding New Content-types section in this chapter.
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ﬁ‘B Yirus Scanning Policy Save Settings Cancel

U=e thiz page to configure a virus scanning policy.

General Wirus Scanning Applies To Maotifications

If wou need to create a policy that applies to all the users, you need to edit the settings in the Defaul Virus Scanning

Palicy.

User w - Add

L] 192.165.99.50 m
y hjones W
, jdoe W
, jamith m

Screenshot 55 - Virus Scanning Policies: Applies To tab

7. Select the Applies To tab and specify the User, Group and/or IP for whom the new policy
applies, then click Add. Repeat for all the required users, groups and/or IPs.

= When keying in a User, specify the username in the format domain\user.
=

= When keying in an IP, you can use IP ranges (for example, “10.0.0.
|=HA includes these IP addresses: “10.0.0.10”, “10.0.0.11” and “10.0.0.12”).

54 | GFI WebMonitor 2011 WebSecurity Edition - File Scanning and Download Control



‘E‘!‘B Yirus Scanning Policy Save Settings Cancel

Uze thiz page to configure a virus scanning palicy.

General Virs Scanning Applies To Motifications

r Hotify the following administrators when the downloaded content infringes this
policy.

Email Address
- Add

D Adminiztrator@kiizz Jocal m

Send the following notification to the administrators

GFlWehMonitor has blocked access to download content that breaches a virus |:|
scanning policy

L]

|_Hutif].|r the user performing the download when the downloaded content infringes
this policy.
MOTE: The notification is zent only if the user performing the download is authenticated or the IP is mapped.

Send the following notification to the user performing the download

Your download has been hlocked. The content breaches a GFIWebbonitor virus |:|
scanning policy.

L]

Screenshot 56 - Virus Scanning Policies: Notifications tab

8. (Optional) Select the Notifications tab and define the notifications to send when a user
infringes this policy. The available options are:

OPTION DESCRIPTION

Notify the following administrators Select this option to send a notification to administrators. Add
when the downloaded content the administrator’s email address and provide the body text of
infringes this policy the notification email

Notify the user performing the Select this option to send a notification to the user infringing
download when the downloaded this policy and provide the body text of the notification email

content infringes this policy

9. Click Save Settings . The new policy will now be listed in the main Virus Scanning Policies
view.

6.4.2 Editing a Virus Scanning Policy

To edit a Virus Scanning Policy:

1. Navigate to WebSecurity Edition » Virus Scanning Policies.

2. Click the Edit icon # next to the policy to edit.
3. Click Save Settings.
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6.4.3 Enabling/Disabling a Virus Scanning Policy

To enable or disable a Virus Scanning Policy:

1. Navigate to WebSecurity Edition » Virus Scanning Policies.

2. Check or uncheck the Enabled checkbox to enable or disable a policy.

3. Click Save Settings.

6.4.4 Deleting a Virus Scanning Policy

To delete a Virus Scanning Policy:

1. Navigate to WebSecurity Edition » Virus Scanning Policies.
2. Click the Delete icon M next to the policy to delete.

3. Click Save Settings.

6.4.5 Default Virus Scanning Policy

GFl WebMonitor WebSecurity Edition ships with a default virus scanning policy, which is
configured to apply to all users. The policy name is listed as Default Virus Scanning Policy.

This policy can be edited but it cannot be disabled or deleted. Refer to the Editing a Virus
Scanning Policy section in this chapter for information related to editing virus-scanning policies.

All added Virus Scanning Policies take priority over the Default Virus
Scanning Policy.

=3 Certain fields in the default policy cannot be edited. These include Policy
.—21  Name, Policy Description and fields in the Applies To tab.

6.4.6 Adding New Content-types

The New Content-type dialog enables you create new definitions for file types, which are not
yet in the predefined list.

Mew Content-type [

Content-Type (example: video/x-msvideo)
applicationf-3ds
Description {optional)

30 Studio 30 Scene (Mesh File) |:|

Add Cancel
Screenshot 57 - Add new content type dialog

To create a new content-type:

1. Select the Virus Scanning tab within a Virus Scanning Policy and click Add Content-type to
view the New Content-type dialog.

2. Key in the content-type in the Content-Type field in the format type/subtype.
3. (Optional) Provide a description for the file type in the Description field.
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4. Click Add.
5. Click Save Settings.

6.5 Virus & Spyware Protection

The Virus & Spyware Protection node enables you to:
» Enable or disable one or more of the supported anti-virus scanning engines
» View the anti-virus scanning engine status, version and license details

» Configure anti-virus updates for each of the anti-virus scanning engines

'ﬁ‘ Virus & Spyware Protection Save Settings Cancel

Usze this page to enablefdizable the virus scanning engines and to check their licensing status.

Engine Enabled Status
(=% BitDefendsr Anti-virus Licensed #
Pa  Hazpersky Anti-virus Licensed &
|E| Marman &nti-Yirus Licensed =

Screenshot 58 - Virus & Spyware Protection view

6.5.1 Enabling/Disabling the Scanning Engines
To enable or disable one or more of the anti-virus scanning engines:
1. Navigate to WebSecurity Edition » Virus Scanning Policies » Virus & Spyware Protection.

2. Check or uncheck the Enabled checkbox to enable or disable a scanning engine.

= When an anti-virus scanning engine is disabled, GFI WebMonitor can no longer
=¥ scan files using that disabled engine.

3. Click Save Settings.

6.5.2 Configuring Anti-Virus Updates

The Anti-Virus Updates area for each one of the supported anti-virus scanning engines enables
you to:

» Configure whether the scanning engine should be updated automatically or by manually
clicking Update Now

» Configure the frequency with which available updates should be installed

» Configure if an email notification should be sent upon successful updating of the scanning
engine
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Fi) .
BitDefender Anti-Virus Save Settings Cancel

Uze this page to check the licensing status for the BitDefender Anti-Yirus, and to configure automatic updates, and notification settings.

Active. AVCORE w21 Windowsfi3g6 11.0.0.42 (Aug

Anti-virus Engine Status and Version 31 2010). Signatures: 5834744 (2010-10-14 07:41)

Anti-¥irus Engine License Status Licensed.

Anti-Virus Updates
Manage anti-virus updates automatically
Check for anti-virus updates, and if available install them, every: 24 hours

Send an email notification to the administrator on successfully updating the anti-virus.
MOTE: If an anti-virus update fails, an email notification iz always sent to the administrator.

Anti-virus last updated on: Update How

Screenshot 59 - BitDefender Anti-Virus view

|E| Norman Anti-Virus Save Settings Cancel

Usze this page to check the licensing status for the Morman &nti-Yirus, and to configure automatic updates, and notification settings.

Active Version: 6.6.7(10) Signature=: TEE3167.

Anti-virus Engine Status and Yersion (2010-10-13 06:22)

Anti-¥irus Engine License Status Licensed.

Anti-Virus Updates
Manage anti-virus updates automatically
Check for anti-virus updates, and if available install them, every: 24 hours

Send an email notification to the administrator on successfully updating the anti-virus.
MOTE: If an anti-virus update fails, an email notification iz alvays sent to the administrator.

Anti-virus last updated on: Update How

Screenshot 60 - Norman Anti-Virus view

To configure settings for any of the anti-virus scanning engines to update automatically:

1. Navigate to WebSecurity Edition » Virus Scanning Policies » Virus & Spyware Protection
and click the Edit icon # next to the anti-virus scanning engine to edit.

= Optionally, move the mouse pointer over the Anti-Virus Engine name and click
—.1  once

2. Check the Manage anti-virus updates automatically and update the time period within the
hours field.

3. Select the Send an email notification to the administrator on successfully updating the
anti-virus checkbox if required.

4. Click Save Settings.
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Configuring Kaspersky Virus-Scanning Engine Options

The Kaspersky anti-virus scanning engine enables you to state whether the actions specified in
the Virus Scanning Policies should also be used when files are identified as:

» Suspicious

» Corrupted (that is, files that cannot be scanned since the file format is corrupted, for
example, corrupted CAB files)

» Hidden (that is, files that cannot be scanned since the contents are protected, for example,
password protected ZIP files)

K Kaspersky Anti-Virus Save Settings Cancel

Usze this page to check the licensing status for the Kaspersky Anti-Virus, and to configure automatic updates, and notification settings.

Active. Version: §.0.2.45, Signatures: 41675065,

Anti-virus Engine Status and Version (2010-10-14 07:43)

Anti-¥irus Engine License Status Licensed.

Anti-Virus Updates
Manage anti-virus updates automatically
Check for anti-virus updates, and if available install them, every: 24 hours

Send an email notification to the administrator on successfully updating the anti-virus.
MOTE: If an anti-virus update fails, an email notification is always sent to the administrator.

Anti-virus last updated on: Update How

Virus-Scanning Engine Options

Trigger configured action also for files identified as:
Suspicinus
|:| Corrupted (Files that cannot be scanned since the file format is corrupted, for example, corrupted CAB files.)

Hidden (Fiez that cannot be scanned since the conterts are protected, for example, password protected ZIP files )

Screenshot 61 - Kaspersky Anti-Virus view

1. Navigate to WebSecurity Edition » Virus Scanning Policies » Virus & Spyware Protection
» Kaspersky Anti-Virus.

2. Check or uncheck the Suspicious, Corrupted or Hidden checkboxes to enable or disable the
relevant Virus Scanning Policies actions for files identified as suspicious, corrupted or hidden.

3. Click Save Settings.
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6.6 Anti-Phishing Engine

The Anti-Phishing Engine node enables you to:
» Enable or disable anti-phishing monitoring
» View the anti-phishing database status, version and license details

» Configure anti-phishing database updates

6.6.1 Enabling/Disabling the Anti-Phishing Engine
To enable or disable the Anti-Phishing Engine:
1. Navigate to WebSecurity Edition » Anti-Phishing Engine.

‘@ Anti-Phishing Engine Save Settings Cancel

Usze this page to configure the anti-phizhing engine to protect netwark uzers from phishing sites.
General Motifi cations

Bluck access to phishing sites.

Anti-Phizshing Engine Status and Yersion | Active Yersion2010-10-14 09:35.
Anti-Phishing Engine License Status Licensed .
Anti-Phishing Updates
Manage anti-phishing updates automatically
Check for anti-phishing updates, and if available install them, every: 24 hours

Send an email notification to the administrator on successfully updating the anti-
phishing.
MOTE: If an anti-phishing update failz, an email notification iz always zent to the sdminizstrator.

Anti-phishing last updated on: Hext update: Update How

Screenshot 62 - Anti-Phishing Engine: General tab

2. In the General tab check or uncheck the Block access to phishing sites checkbox to enable or
disable anti-phishing features.

= When the anti-phishing engine is disabled, GFI WebMonitor can no longer block
|=H#A phishing sites.

3. Click Save Settings.

6.6.2 Configuring Anti-Phishing Database Updates
The Anti-Phishing Updates area enables you to:

» Configure whether the anti-phishing engine should be updated automatically or by manually
clicking Update Now
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» Configure the frequency with which available updates should be installed
» Configure email notifications sent upon successful updating

To configure settings for the anti-phishing engine to update automatically:
1. Navigate to WebSecurity Edition » Anti-Phishing Engine.

2. In the General tab check the Manage anti-phishing updates automatically and update the
time period within the hours field.

3. Select the Send an email notification to the administrator on successfully updating the
anti-phishing checkbox if required.

4. Click Save Settings.

6.6.3 Configuring Phishing Notifications

The Notifications tab in Anti-Phishing Engine node enables you to specify whether email
notifications are to be sent to administrators or users when a phishing site is identified.

To configure phishing notifications:

1. Navigate to WebSecurity Edition » Anti-Phishing Engine.

@ Anti-Phishing Engine Save Settings Cancel

Uze thiz page to configure the anti-phizhing engine ta protect netwoark users from phishing stes.

General Motifications

Hotifythe following administrators when the site accessed is a known phishing site.
Email Address

- Add

Mo recards available.

Send the following notification to the administrators
GFIWvebMonitor blocked access to a known phishing site. |:|

L]

Nutify the user accessing the site if the site accessed is a known phishing site.
MOTE: The notification iz sent anly if the uzer performing the download is autherticated.

Send the following notification to the user accessing the site
GFIWebMonitor protected you from accessing a known phishing site.

Screenshot 63 - Anti-Phishing Engine: Notifications tab

2. Select the Notifications tab and define the notifications to send when a user infringes this
policy. The available options are:

OPTION DESCRIPTION

Notify the following administrators Select this option to send a notification to administrators. Add
when the site accessed is a known the administrator’s email address and provide the body text of
phishing site the notification email.
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OPTION DESCRIPTION

Notify the user accessing the site if Select this option to send a notification to the user infringing
the site accessed is a known phishing this policy and provide the body text of the notification email
site

3. Click Save Settings.
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7 Configuring GFI WebMonitor

7.1 Introduction

The Configuration node and its sub-nodes enable you to configure a default set of parameters
used by the WebFilter and WebSecurity editions. The configuration parameters include:

PARAMETERS DESCRIPTION

Administrative Access Control  To configure who can access GFI WebMonitor web interface for
configuration and monitoring

Notifications To configure alerting options for email notifications on important events
and licensing

General Settings To configure the data retention, downloaded cache, temporary whitelist
policies and number of records to be displayed per page

Proxy settings Configure GFlI WebMonitor proxy settings

Reporting Configure the database settings for reporting

When configuring the options mentioned in this section it is important to
click Save Settings in order to confirm the changes before leaving the page.

7.2 Administrative Access Control

The Administrative Access Control node enables you to list the user(s) and IP(s), which are
allowed to access the GFI WebMonitor application (that is, by keying in the URL
http://monitor.isa in their web browser) from their machine. Specified users are allowed access
to GFI WebMonitor only if their username has been authenticated.

7.2.1 Adding Users/IP Addresses to the Access Permissions List

“_ | Administrative Access Control Save Settings Cancel

Uze thiz page to configure the uzers or IPz that can access the GFWebMonitor zite, through which you can monitor, configure, and
manage GFWebhMonitar.

P Add
B 127004 m
[ 192.168.99.50 ]
y hiones W
y Jdoe ﬂﬁ
| jsmith ]

Screenshot 64 - Configuration: Administrative Access Control view

To add a user and/or IP to the access permissions list:

1. Navigate to Configuration » Administrative Access Control.
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http://monitor.isa/

2. Specify the User or IP, who is allowed to access the GFl WebMonitor application from his
machine and click Add. Repeat for all the required user(s) and/or IP(s).

= When keying in a User, specify the username in the format domain\user.

= IP ranges are not supported.
—_.-,,]

3. Click Save Settings.

7.2.2 Deleting Users/IP Addresses From the Access Permissions List
To delete a user and/or IP from the access permissions list:

1. Navigate to Configuration » Administrative Access Control.

2. Click the Delete icon 1 next to the user/IP to delete.

3. Click Save Settings.

7.3 Anonymization

The Anonymization node enables masking private user data in accordance with European privacy

and data protection laws. If enabled, GFI WebMonitor:

» Cloaks personal data (User name and IP) so that it can no longer be viewed from the
Monitoring Reports section or ReportPack.

v
v

Enables a validation process requiring two passwords from two different users.

v
v

Masks any features in the User Interface that provide access to private user information.

7.3.1 Enabling Anonymization

-_—

. Navigate to Configuration » Anonymization.

2. Click Enable Anonymization checkbox.

3. Enter the passwords for Responsible Person 1 and Responsible Person 2.
4

. Click Save Settings.
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{_.é GFIWebMonitor - Windows Internet Explorer
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@ Monitoring
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@ Proxy Settings
Il Reporting
& Safe Search
w Licensing
wy Wersion Infarmation
+ Juarantine

(7) Help

FIWebMonitor

S8 Administrative Access Contral

E=}

ﬁg Anonymization of Personal Data

Save Settings Cancel

By enabling this feature user's personal data collected by Gl WebhMonitar will not be visible from within the product. This festure uzes the
four-eye principle. When enabled, two passwords will be crested — and unless both passwords are re-ertered the personsl dats cannot be

vigwred.
Enahle Anonymization

Responsible Person 1

Pazsword:

Confirm Pazsword

Responsible Person 2

Pazsword:

Confirm Passward

Done

Screenshot 65 - Enabling Anonymization

7.3.2 Disabling Anonymization

@ Internet | Protected Maode: Off

1. Navigate to Configuration » Anonymization.

Aoy B0 v

2. Enter the password for Responsible Person 1 and Responsible Person 2.

3. Click Validate.

4. Uncheck the Enable Anonymization checkbox

5. Click Save Settings.
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Screenshot 66 - Disabling Anonymization

7.4 Notifications

The Notifications node enables you to specify from where and to whom are important
administrative notifications sent. Such emails are sent on important events including:

v

> Items being blocked or quarantined

N

> WebGrade Database and/or anti-virus signature update failures

v

> WebGrade Database and/or anti-virus signature update success

N
v

Approaching expiry of WebGrade Database and/or to update anti-virus signature licenses.

7.4.1 Configuring the Sender of Administrative Notifications
To configure the sender:
1. Navigate to Configuration » Notifications.

2. In the Send administrative emails using the following settings area, key in the sender’s
email address, the SMTP server and SMTP port.

3. Click Save Settings.
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7.4.2 Configuring the Recipients of Administrative Notifications

- Motifications Save Settings Cancel

Uze thiz padge to specify the settings GFWebMonitor should use to zend impartant administrative natifications, such az, block and
gquarantine notifications, and warnings swhen anti-virus defintion files fail to update ar the update licences are approaching expiry.

Send administrative emails using the following settings

From email address

Webkonitorg 27.0.0.1

SMTP Server SMTP Port
127.001 kil

Send administrative emails to the following recipients

Email Address

- Add

b Addministratorgg1 27001 [

Screenshot 67 - Configuration: Notifications view

To add recipients to whom notifications are sent:
1. Navigate to Configuration » Notifications.

2. In the Email Address field specify the email address of the recipient and click Add. Repeat
for all the required recipients.

3. Click Save Settings.

7.4.3 Deleting Email Recipients

To delete recipients to whom notifications are sent:

1. Navigate to Configuration » Notifications.

2. Click the Delete icon T next to the email address to delete.

3. Click Save Settings.
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7.5 General Settings

The General Settings node enables you to configure generic settings. These include:
» The number of days to keep browsing data in the database
» The number of hours to keep downloaded files in the GFI WebMonitor cache

» The number of hours a site is kept in the temporary whitelist after it has been approved from
the quarantine

» The number of records per page, shown for every report

» The language in which messages are displayed on user machines.

7.5.1 Data Retention

The Data Retention area enables you to configure a length of time (measured in days) for
keeping browsing activity data in the GFI WebMonitor databases. This data is used for monitoring
and reporting.

To configure for how long browsing activity data is kept:

1. Navigate to Configuration » General Settings.

Data Retention

GFIwebMontor stores data about the browesing activity passing through it in databazes that are then used to generate
informative reports and graphs, such as the ones accessible from the Monitoring nocde.

Here you can specify for how many days you want to keep this data. By default, this value iz set to 365 days. Faor
example, if you set itto ¥ days, then only the last ¥ days worth of data is kept in the databases.

Retain data for: 365 days

Screenshot 68 - Configuration: General Settings view - Data Retention

2. From the Data Retention area, key in the number of days in the Retain data for: field.

3. Click Save Settings.

= The default value is set to 365 days.

7.5.2 File Scanning Cache

The File Scanning Cache area enables you to configure for how long (in hours) downloaded files
will be kept in a local cache. Keeping these files in the cache will speed up subsequent user
requests for the same file.

To configure the length of time downloaded files are kept:

1. Navigate to Configuration » General Settings.
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File Scanning Cache

GFlWebMonitar keeps downloaded files, which cauzed the download status page to be displayved, in & cache for a
period of time, by default 27 hours. This iz done to speed up subsequent requests to dovwnload the zame file, since GFI
Wiebhonitar swould in such a caze serve the file from the local cache instead of getting the data from the original
SEFVEL.

When a user requests a file and it iz served from the GFI'YWebhMonitor cache, the dovwnload status page will clearly
indicate this fact and will alzo provide an option that alloves the user to download the file from the original server if the
uzer has knowwledge that an updated file iz available.

Here you can specify for hove many hours you want to keep dovwnloaded files inthe cache. If you want to disable the
caching feature, you can specify zera hours.,

Keep downloaded files cached for: 27 hours

Screenshot 69 - Configuration: General Settings view - File Scanning Cache

2. From the File Scanning Cache area, key in the number of hours in the Keep downloaded files
cached for x hours field.

3. Click Save Settings.

= To disable the cashing feature set the value to zero hours.

7.5.3 Temporary Whitelist

The Temporary Whitelist area enables you to configure the length of time (measured in hours)
items approved from quarantine will be kept in the Temporary Whitelist. This is the amount of
time during which the approved URL is accessible.

To configure for how long approved quarantined items are accessible:

1. Navigate to Configuration » General Settings.

Temporary Whitelist

When you approve an item from the GFDWebMonitor quaranting, the URL is automatically added to the temporary
whitelist feature. In this way, the specified user has a set amourt of time during which the URL is accessible and will
nat trigger any of the GFDWebhonitor policies configured.

By default, tems approved from the quarantine are added to the temporary whitelist with the time setting et to 52 hours.

Here you can specify the default amount of hours wou wart to set when approving newy tems from the quarantine.

By default, approve items for: 52 hours

Screenshot 70 - Configuration: General Settings view - Temporary Whitelist

2. From the Temporary Whitelist area, key in the number of hours in the By default, approve
items for: field.

3. Click Save Settings.
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7.5.4 Statistics: Records per Page

The Statistics: Records per Page area enables you to configure the number of records to display
per page for reports generated in the Monitoring node.

= This setting does not apply for the Top Categories report.

To configure the number of record to be displayed per page:

1. Navigate to Configuration » General Settings.

Statistics: Records per Page

GFlWebMonitor provides statistical reports located under the Monitoring node. The time taken for the retrieval of records
iz propottional to the amourt of recards displayed per page.

Here you can specify the number of records to be displayed per page.

Display: 500 records per page

MOTE: The minimum value is 100 and the maximum value iz 2000 recards per page.

Screenshot 71 - Configuration: General Settings view - Statistics: Records per Page

2. From the Statistics: Records per Page area, key in the number of records in the Display x
records per page field.

3. Click Save Settings.

7.5.5 Language

The Language area enables you to configure the language in which GFlI WebMonitor displays
messages on the user’s machines. Messages from GFl WebMonitor include:

» Download status windows

» URL blocking notifications

» HTTPS Scanning Warning Page

To configure the language of the GFI WebMonitor messages:

1. Navigate to Configuration » General Settings.

Language
Fleaze zelect the language in which GFIWebMonitor displays messages inthe client's internet browser.
English b

MOTE: In order for the language change to take effect, the GFI Proxy service must he restarted.

Screenshot 72 - Configuration: General Settings view - Language

2. From the Language area, select the language from the drop-down list in which GFI
WebMonitor displays messages on the user machines.

3. Click Save Settings.
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7.6 Proxy Settings

The Proxy Settings node enables you to configure several proxy settings. The settings include:
» Generic proxy related settings
» Caching related settings

» HTTPS Scanning related settings
= This node is not available in GFl WebMonitor for ISA/TMG,

=

When configuring the options mentioned in this section it is important to
click Save Settings to confirm the changes before leaving the page.

7.6.1 General Settings

The General Settings tab enables you to configure generic proxy related settings. The settings
include:

» Listening for incoming user requests on a specific network card
» Configuring the proxy authentication method

» Forwarding web traffic received by the GFl WebMonitor machine to another proxy

Network Configuration

The Network Configuration area enables you to configure GFI WebMonitor to listen for incoming
HTTP and HTTPS requests on a specific network card.

= The settings related to the network interface card can be configured through
=% the GFI WebMonitor Configuration Wizard. This wizard is launched
automatically after installing GFI WebMonitor in standalone proxy mode.

To configure GFl WebMonitor to listen on a specific network interface card:

1. Navigate to Configuration » Proxy Settings » General.

HMetwork Configuration

Configure the network interface and port on which the proxy listens to incoming connections.

192168.200.7 » | 3030

|:| Listen on all netwark interfaces

Uze WPAD for network clients

@' Publizh the IP of the GFI'WebMonitar proxy inWeaD
C‘ Publizh the host name of the GFIWebMonitor proxy in WeaD

MOTE: Procey will always listen for web connections from this computer (127 .0.0.1:30350)

Screenshot 73 - Configuration: Network Configuration

2. From the Network Configuration area, specify the network card(s) listening to incoming
requests:
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OPTION DESCRIPTION

A single network card Select the IP address of the network card from the drop-down list
and key in the listening port (default 8080)

Multiple network cards Select the Listen on all network interfaces checkbox.

3. Select Use WPAD for network clients to allow client machines to detect the machine where
GFl WebMonitor is installed as the default proxy. The Web Proxy AutoDiscovery (WPAD) internet
protocol enables client machines to automatically retrieve proxy settings from a WPAD data file,
stored on the same GFl WebMonitor machine.

4. Select:
Publish the IP of the GFI Select this option to include the GFI WebMonitor IP address in the
WebMonitor proxy in WPAD WPAD.dat file.
Publish the host name of the GFI  Select this option to include the GFl WebMonitor host name in the
WebMonitor proxy in WPAD WPAD.dat file.

5. Click Save Settings.

Configuring Authentication Method

The Authentication Method area enables you to configure the authentication method used by
the proxy. This determines how client machines are validated when accessing the Internet.

To configure the authentication method that will be used by the proxy:

1. Navigate to Configuration » Proxy Settings » General.

Authentication method

Select proxy server authentication method.
[ Imo suthertication

@' Basic authentication
Mate: For more infomation on why this option is dizabled please click here.

Set Exception List

Click here for mare information

Screenshot 74 - Configuration - Authentication method

2. From the Authentication Method area, select No authentication if the user is not required to
provide login credentials when new Internet sessions are launched.

3. Select either of these options if proxy authentication is required:

OPTION DESCRIPTION
Basic authentication Select this checkbox if the user is required to provide login

credentials when new Internet sessions are launched

Integrated authentication Select this checkbox if the user is not required to be prompted to
provide login credentials when new Internet sessions are launched.
This option enables GFl WebMonitor proxy to authenticate users by
using the client machines’ access control service. (Recommended)
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The Integrated authentication option is disabled if the machine (where GFlI
WebMonitor is installed) authenticates local users as Guest. The Guest only
network access model, grants all users the same level of access to system
resources, and so GFl WebMonitor proxy will not be able to differentiate
between the different users using a client machine.

L]

On Microsoft Windows XP Pro machines that have never been joined to a Domain
Controller, this Local Security Setting policy is enabled by default.

1]

The Network access method can be configured manually on each machine or
through Active Directory GPO. For more information, refer to the Configuring
Network Access Policy section in this manual.

L)

4. Click Set Exception List to configure the IP address(es) that GFI WebMonitor will exempt from

proxy authentication. GFI WebMonitor will not prompt the users to provide login credentials
when new Internet sessions are launched, but will carry on to apply the applicable policies.

IPs That Will Hot Be Authenticated ]
IP: Add
IP Address
127.0.01
192 168.99.50 m
OK

Screenshot 75 - Exception list dialog

5. In the IP field, specify the IP to exclude and click Add. Repeat for all the required IP
addresses.
6. Click OK to exit the dialog.

7. Click Save Settings.

Configuring Chained Proxy

Proxy Chaining is a method of connecting several proxy servers together to obtain greater
anonymity. These servers together will act as one proxy server that will process requests to
access the world wide web.

Client machines can be configured to forward web traffic to the GFl WebMonitor server. In
addition, the GFI WebMonitor server forwards the filtered traffic to a proxy server.
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Chained Proxy

WebMu:un'rtu:ur Proxy will route the web traffic to the following proxy:
Address: Part:
Use the followwing user credentisls as an aternative to the default proxy authentication credertials.

(Leave hlank to dizable aternative authentication)

Lzername: Pazzword:

Test Proxy Chaining

Click here for more information

Screenshot 76 - Configuration - Chained Proxy

To configure GFI WebMonitor to forward web traffic to another proxy machine:
1. Navigate to Configuration » Proxy Settings » General.

2. From the Chained Proxy area, select the WebMonitor Proxy will route the web traffic to
the following proxy: checkbox.

3. Key in the proxy server IP address in the Address text box and key in the chained proxy’s port
(default 8080) in the Port text box.

4. If proxy authentication requires alternate credentials, key in the required credentials in the
Username and Password fields.

=3 If no credentials are keyed in, the default user credentials are used.

=

5. (Optional) Click the Test Proxy Chaining button to test the connection between the GFI
WebMonitor machine and the proxy server.

6. Click Save Settings.
7.6.2 Caching Settings

Enabling/Disabling Cache

When Caching is enabled, GFI WebMonitor will store downloaded files in a temporary location.
This will speed up subsequent requests for the same file as GFI WebMonitor would serve the file
directly from the cache instead of downloading it again.

= It is recommended that any website that is not required to be kept in GFI

|=# WebMonitor’s cache, is added to the Cache exclusion list. For more information
on adding websites to the exception list, refer to:
http://kbase.gfi.com/showarticle.asp?id=KBID003954

To configure GFl WebMonitor to create a temporary location for downloaded files:

1. Navigate to Configuration » Proxy Settings » Caching.
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Enahle/Disahle Cache

By enakling Caching GF1Webhonitor will creste a temporary store of downloaded content which will help save bandwidth
and prevent tems from being downloaded repeatedly.

Enable Caching

It iz recammended that any website that iz not required to be kept in GFIWebhonitor's cache, iz added ta the Cache
excluzion list. For more information on adding websites to the exception list, refer to; hitp: Mkbasze ofi.comishowarticle .asp?
id=KBIDO0Z354

Screenshot 77 - Configuration - Enable/Disable Cache

2. Select the Enable Caching checkbox.
3. Click Save Settings.

Configuring Cache Size Limit

The Cache Size Limit area enables you to configure the size of the temporary location where
downloaded files will be kept. The value entered represents the maximum size limit in KB.

= A large cache size may result in high disk space consumption.

=

To configure the maximum limit of the temporary location for downloaded files:

1. Navigate to Configuration » Proxy Settings » Caching.

Cache 5ize Limit
GFIWebMonitor will maintain the size of the cache within this limit, the value entered represents the maximum size limit in KB.

MOTE: Setting the value to & large size can result in high disk space consumtion.

Max Cache Size: 512000 KB

Screenshot 78 - Configuration - Cache Size Limit

2. In the Cache Size Limit area, key in the maximum cache limit in the Max Cache Size field.

3. Click Save Settings.

Configuring Cache Storage Path

Use the Cache Storage Path area to specify the path in which GFI WebMonitor will store the
temporarily cached files.

= Ensure that the path exists and that the account under which GFI WebMonitor is
| =% running has sufficient privileges. GFI WebMonitor will save to a default path if
the path is either invalid or unspecified.

To configure the path of the temporary location for downloaded files:

1. Navigate to Configuration » Proxy Settings » Caching.
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Cache Storage Path

Specify the path in which GFDWebmonitor will store the temporarily cached files. Please ensure that the file path exists and
that sufficiert privileges are set.
MOTE: If & path iz invalid or not specified the default path (Located inside the GFDWebhonitor installation folder) will be used.

Cache Path:

Screenshot 79 - Configuration - Cache Storage Path

2. Key in the location in the Cache Path field.
3. Click Save Settings.

7.6.3 HTTPS Scanning Settings

The HTTPS Scanning Settings tab enables the configuration of HTTPS scanning settings which
include:

» A wizard for guidance in the configuration of HTTPS Scanning settings

v

> An option to scan, block and quarantine items from HTTPS websites

v

> A setting that enables a warning page to the client when browsing HTTPS websites

v

> Settings to create, import or export a through GFI WebMonitor

v

> Settings to block HTTPS websites with certificates that are expired, revoked or not yet
validated

Using the HTTPS Scanning Wizard

The HTTPS Scanning Wizard is a useful guide to aid configuration of the following HTTPS
Scanning settings:

» HTTPS Scanning Warning page
» Create or import certificate
» Certificate checks

» Export certificate
To start the HTTPS Scanning Wizard:

1. Navigate to Configuration » Proxy Settings » HTTPS Scanning.

HTTPS Scanning Wizard

Usze thiz step by step wizard to help you configure GF Webhonitar to scan HTTPS traffic.

Launch HTTPS Scanning Wizard

Screenshot 80 - Configuration - HTTPS Scanning Wizard

2. Click Launch HTTPS Scanning Wizard.

3. Navigate through the wizard and configure the settings as required. For more information
about each setting, refer to the sections in this chapter.

4. Click Finish to complete the HTTPS Scanning Wizard.
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Enabling/Disabling HTTPS Scanning

GFl WebMonitor can be configured to scan, block and quarantine items from HTTPS websites
when this feature is enabled.

Ensure that in enabling HTTPS Scanning, you are not violating any legal and
compliance regulations.

It is recommended that any HTTPS website that would be inappropriate for GFlI
WebMonitor to decrypt and inspect is added to the HTTPS scanning exclusion
list. For more information on adding HTTPS websites to the exception list, refer
to: http://kbase.gfi.com/showarticle.asp?id=KBID003942

1]l [>

If the option is disabled, GFI WebMonitor allows users to browse HTTPS websites
without decrypting and inspecting their contents.

1]

To configure GFI WebMonitor to scan HTTPS websites:
1. Navigate to Configuration » Proxy Settings » HTTPS Scanning.

Enable/Disahle HTTPS Scanning

By enabling HTTPS Scanning GF1Webianitar swill be able to scan, block and gquarantine tems from websites using HTTPS.

Enable HTTPS Scanning
MOTE: Ensure that by enabling HTTPS Scanning, you are naot violating any legal and compliance regulations in your
jurizdiction.

It is recommended that any HTTPS website that would be inappropriste for GFDWebMonitor to decrypt and inspect, is
added to the HTTPS scanning exclusion list. For more infarmation on adding HTTPS wehbsites to the exception list please
vigit the following knowledge base article: hitp: Mkbase gfi comishovarticle aspid=KBIDOD394 2.

Screenshot 81 - Configuration: Enable/Disable HTTPS Scanning

2. From the Enable/Disable HTTPS Scanning area, select the Enable HTTPS Scanning checkbox.
3. Click Save Settings.

HTTPS Scanning Warning Page

GFl WebMonitor can be configured to show a warning page in the client’s web browser, offering
the user the option to either go back to the previous page or to proceed. If the user opts to
continue, GFl WebMonitor then decrypts and inspects the contents of the HTTPS website.

GFl WebhMonitor

You are ahout to visit a site secured with HTTPS - please note that GFI
WebMonitor will decrypt and inspect the contents of HTTPS traffic.

Continue ] [ Back ]

Screenshot 82 - HTTPS Scanning Warning Page

To configure GFl WebMonitor to display the HTTPS Scanning Warning Page:
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1. Navigate to Configuration » Proxy Settings » HTTPS Scanning.

HTTPS Scanning Warning Page

Enshle this feature to serve a warning page to the client's web broweser before GFIWebMonitor starts decrypting and
inzpecting HTTPS websites,

Display HTTPS Scanning Warning Page

Screenshot 83 - Configuration: HTTPS Scanning Warning Page
2. From the HTTPS Scanning Warning Page area, select the Display HTTPS Scanning Warning
Page checkbox.

3. Click Save Settings.

Creating/Importing Certificate

After decrypting HTTPS websites, GFI WebMonitor can re-encrypt these websites for secure
transmission to the client’s browser. This is done by creating a new certificate through GFI
WebMonitor or by importing an existing certificate.

= On certificate expiry, browsing of HTTPS websites is not allowed. Renew,
=¥ export and deploy the certificate again to client computers.

This area also displays the relevant information of the currently used certificate.
To create or import an existing certificate:

1. Navigate to Configuration » Proxy Settings » HTTPS Scanning.

Create/Import Certificate

=g thiz functionality to create a new certificate through GFDWebMonitor or import an already existing ceificate.

Createimport Certificate

Current Certificate Information:

Hame: GFlWebhonitor Certificate
Valid From: 10/31/2010 9:04:06 Ak
Expires On: 11729/2010 4:00:00 Ph

Screenshot 84 - Configuration - Create/Import Certificate

2. Click Create/Import Certificate.
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]

Create/Import Certificate

'@' Create a new certificate:

Cettificate Mame:
GFlWebhonitor Cenificate

Certificate Expiration Date:
111302010

'C} Import an existing certificate:
Certificate Location( pf= or p12)

Cerificate Password:

0K Cancel

Screenshot 85 - Create/lmport Certificate dialog

3. Select:
DESCRIPTION
Create a new certificate Select this option to specify the certificate name and expiry date to
create a new certificate.
Import an existing certificate Select this option to specify the source location of the certificate

and the certificate’s password to import a certificate
4. Click OK to exit the dialog.
5. Click Save Settings.

Exporting Certificate

A created or imported certificate can be exported from GFI WebMonitor using the Export
Certificate functionality. Supported file formats:

» Personal Information Exchange file format (.pfx): Contains the certificate data and its
public and private keys. Required by GFl WebMonitor proxy to re-encrypt inspected HTTPS
traffic. Ideal for backing up the certificate and its keys.

» Certificate file format (.cer): Contains the certificate data but not its private key. Ideal for
deploying the certificate as a trusted certificate to the client computer.

Keep the private key of the certificate safe to avoid unauthorized generation of
trusted certificates.

It is recommended that when the certificate is not issued by a trusted
Certificate Authority, it is exported from GFI WebMonitor and deployed to the
client computers as a trusted certificate. For more information on how to
deploy a certificate to clients’ computers, refer to:
http://kbase.gfi.com/showarticle.asp?id=KBID003944

I

To export an existing certificate:

1. Navigate to Configuration » Proxy Settings » HTTPS Scanning.
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Export Certificate

U=e thiz functionalty to expatt the createdimported cedificate from GFWebhonitor .

tt iz recammended that when the cerificate iz not issued by a trusted Cetificate Authority, the cedificate is exparted from GFI
Wiebhonitor and deployed to the clients' computers as a trusted cedificate. Far more infarmation on haw to deploy a
cettificate to the clients' computers, please visit the following knowledge base article: hitp: Mkbase afi comishovwarticle asp?
j=KBIDO0S944.

Select file format for certificate:
{?ﬁ' .pfx
O cer

Export Certificate

Screenshot 86 - Configuration: Export Certificate

2. From the Export Certificate area, select the required file format of the certificate.
3. Click Export Certificate and specify the destination path of the certificate.
4. Click Save Settings.

Non-validated Certificates

GFI WebMonitor can block HTTPS websites with certificates that are yet to be validated. Non-
validated certificates have a start date that falls after the date when the certificate is validated
by GFI WebMonitor.

To configure GFI WebMonitor to check if certificates of HTTPS websites are yet to be validated:

1. Navigate to Configuration » Proxy Settings » HTTPS Scanning.

Non-validated Certificates

Enable this aption to block HTTPS websites with cerificates that are vet ta be walidated.

Black Mon-validated Certificates

Screenshot 87 - Configuration: Non-validated Certificates

2. From the Non-validated Certificates area, select the Block Non-validated Certificates
checkbox.

3. Click Save Settings.

Expired Certificates

GFI WebMonitor provides the option to block HTTPS websites with expired certificates. It also
enables you to specify a period (calculated in days) in which GFl WebMonitor will still accept
certificates after their expiry. Expired certificates have an end date that is earlier than the date
when the certificate is validated by GFI WebMonitor.

To configure GFl WebMonitor to block HTTPS websites with expired certificates:
1. Navigate to Configuration » Proxy Settings » HTTPS Scanning.
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Expired Certificates
Enable this option to block HTTPS websites with certificates that are expired.

Block Expired Certificates

Continue accepting an expired cerificate for 2 days after expiration.

Screenshot 88 - Configuration: Expired Certificates

2. From the Expired Certificates area, select the Block Expired Certificates checkbox.

3. Key in the number of days that expired certificates will remain valid in the Continue
accepting an expired certificate for x days after expiration field.

4. Click Save Settings.

Certificate Revocation Check

HTTPS websites with certificates that have been revoked can be blocked by GFI WebMonitor.
Revoked certificates are valid certificates that have been withdrawn before their expiry date
(for example, superseded by newer certificates or, have a lost or exposed private key). When
the Certificate Revocation Check feature is enabled, checks are carried out against a Certificate
Revocation List (CRL) issued by the corresponding Certification Authority.

= Enabling this option may affect the connection speed between client machines
| = and the web server. The delay may occur when GFI WebMonitor downloads the
HTTPS website’s certificate, connects to the CRL location, verifies that the
certificate is not listed (that is, is not revoked), and if not, allows the user to
browse the HTTPS website.

When enabling this option certain websites with valid certificates may also be
blocked. This may occur if the certificate has no CRL Distribution Point
specified or whenever the server hosting the relevant revocation list is
unreachable.

Ll

To configure GFl WebMonitor to check if certificates of HTTPS websites were revoked:

1. Navigate to Configuration » Proxy Settings » HTTPS Scanning.

Certificate Revocation Check

A Cedificate Revocstion Check iz carried out against a Certificate Revocation List (CRL) izsued by the correzponding
Cerification Authority.

Enakle thiz aption to block HTTPS websites with cerificates that are resaked.

Enahle Cerificate Revocation Check

MOTE 1: Enshling this option may cause the connection between client machines using the GFWebMonitor machine as the
default proxy server and the web zerver to slow down.

MOTE 2 Wiehsites with walid cedificates may also be blocked. For example, if the cenificate has no CRL Distribution Poirt
specified or whenever the server hosting the relevant revocation list is unreachakle.

Screenshot 89 - Configuration: Certificate Revocation Check

2. From the Certificate Revocation Check area, select the Enable Certificate Revocation
Check checkbox.

3. Click Save Settings.
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7.7 Reporting

The Reporting node enables you to store data on an existing database for statistical information.
Use GFI WebMonitor ReportPack to view and analyze stored information. In this section, you will
find information about:

» Reporting requirements
» How to enable or disable information gathering

» Configuring reporting options.

7.7.1 Reporting Requirements

Before enabling reporting, create a blank database in a Microsoft SQL environment. On enabling
reporting, the database structure is automatically configured by GFI WebMonitor.

Creating a New Database in Microsoft SQL Server 2008

1. On the SQL server machine, navigate to Start » All Programs » Microsoft SQL Server 2008
» SQL Server Management Studio.

2. Key in the database administrator credentials.
3. From the left panel expand SQL Server node » Security.
4. Right-click Logins and select New Login.

=]
;;S Script - [t} Help
= Server Roles .
- User Mapping Login name:; IWEbMDnJBEI Search... |
} Securables " windows authentication
L& Status (&' S0L Server authertication
Paszward: I-oo---i----
LConfirm pazzword: |-unuu"
El Speciy old password
Old pazzward: I
v Enforce password policy
¥ Erforce password expiration
v Uzer mugt change passward at next login
" Mapped ta cettificate I j
" Mapped to asymmetric key I j
™ Map ta Credential I j fdd
m Mapped Credsntials Credential | Provider |
Server
WwNZK3IS0L
Connection
za
4¥ View connection properties
Femaowe |
Ready Default database: I master ﬂ
Default language: I <default j

o]

Cancel |

4

Screenshot 90 - Create new SQL login
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5. Key in a valid user login name (example webMon_user).

6. Select the authentication type and click OK to apply changes.

7. From the left panel right-click Databases folder and select New Database.
8. In the new database dialog, key in a valid name (for example WEBMONDB).

9. Click the Owner browse (...) button to select the user created earlier from the Select
Database Owner dialog.

10. Click Browse.

& Browse for Dbjects

2 objectz were found matching the types you zelected.

M atching objects:

] [Type |=]
M # [dbusern Lo...
- [ [meec_user] Lo
T @ [NTAUTHORITYSSYSTEM] Lo,
A [sal Lo...
|- (@, [TESTMCH-SQL2008\Adminiztrator] Lo
v i [webMon_uger] e —
k. Cancel Help |

Screenshot 91 - Browse for Objects dialog

11. Select the user created earlier and click OK.

12. Click OK to close the Select Database Owner dialog and OK in the New Database dialog to
apply changes.

= To view more information on how to create a new database on various
= Microsoft SQL Server versions, refer to KBase article:
http://kbase.gfi.com/showarticle.asp?id=KBID003379

7.7.2 Enabling Reporting

To enable information gathering for reporting purposes:

1. Navigate to Configuration » Reporting.
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[ . y
I, | Reporting Save Settings Cancel

Reporting records statistical information to & database. You can then use the GFWebMonitor ReportPack to generate reports of your choice
bazed anthe data collected. This dislog allovwes you to configure the database backend for the reports.

¥ Enable Reporting

SAL Server Reporting

S4QL Server:
SOLERVVERR hd

Uszer:
WehMon_user

Password:

Database:
WEBR - Get Database List

Back Track Data

Status: 405 records are available starting from 14242011

GFlWebhonitor automatically transfers all live data logged during the day directly to the Microzoft SGL Server backend databasze
wou configured above when reporting is enabled.

If reporting has been dizabled, GFIWebMonitor will keep track of all of the data which has not yet been transferred to the Microsoft
SEL Server backend databaze.

Back Track allows you to retrieve all of this data and save it to the Microzoft SGL Server backend databasze.

Back Track Data How

Screenshot 92 - Configuration: Reporting view

2. Check the Enable Reporting checkbox to enable the reporting feature.

3. Key in the SQL Server, the User/Password combination and the Database name that enables
GFl WebMonitor to connect and audit data to the database in the respective order.

= To retrieve the list of available databases, click the Get Database List button.

=4

4. Click Save Settings.

;L For security purposes, passwords can only be keyed in from the machine where
|=HA GFl WebMonitor is installed. Thus, users who are allowed Administrative Access
Control from their machine will not be able to view the list of available

databases.

7.7.3 Disabling Reporting
To disable information gathering for reporting purposes:
1. Navigate to Configuration » Reporting.

2. Uncheck the Enable Reporting checkbox to disable reporting feature.
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3. Click Save Settings.

7.7.4 Updating Reporting Data

Daily at midnight, GFI WebMonitor automatically transfers any logged data to the Microsoft SQL
Server backend database (the same database configured when enabling the reporting feature).
There are instances however when the data retrieval process needs to be triggered manually,
such as:

» When upgrading the version of GFI WebMonitor
» When migrating data stored in files in a storage location to a central database
» To test configuration settings.

In these cases and others, click the Back Track Data Now button to trigger the transfer process.

=3 Data is always collected for complete 24-hour periods from midnight to
|—=#A midnight. Thus, the Back Track Data Now feature does not collect data for
partial periods, example between midnight and the time when this button is
clicked.

7.8 Safe Search

Safe Search is a feature supported by a number of search engines. If enabled, GFI WebMonitor
enforces filtering of explicit email and images from user searches.

Safe Search is compatible with the following search engines:

» Google

» Yahoo

» Lycos

» Bing

;L The Safe Search feature is available in the GFI WebMonitor WebFilter Edition.

=4

7.8.1 Enabling Safe Search
1. Navigate to Configuration » Safe Search.
2. Select Enable Safe Search.

3. Click Save Settings.
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7.8.2 Disabling Safe Search

1. Navigate to Configuration » Safe Search.

2. Uncheck the Enable Safe Search checkbox.

3. Click Save Settings
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8 Quarantine

8.1 Introduction

The Quarantine node enables you to view quarantined items categorized according to the policy
they triggered. Quarantined items can be approved or deleted. An item can be:

» an unauthorized site

» an unauthorized downloaded file, or

» a virus infected downloaded file.

The following GFl WebMonitor policies can be set to quarantine these items:

»  Web Filtering Policies

» Download Control Policies

» Virus Scanning Policies

=3 If Anonymization is enabled, personal data (such as User Names and IPs) will be
—1 masked. For more information refer to the Anonymization section in this
manual.

GFl WebMonitor does not store the downloaded files, but it stores their respective URL, same as
for the unauthorized sites.

Administrators should review the quarantine to:

» Establish the reason for which an item is being quarantined
» Determine whether the item is unauthorized/harmful or not
» Determine whether the item should be approved or not.

If approved from the quarantine list, items are transferred to the Temporary Whitelist and can
then be accessed on a temporary basis by the user who triggered the policy.

If deleted from the quarantine list, only the entry is deleted and thus, the items will continue to
be quarantined by the respective policies. Users can again be forbidden access to the items
through the Temporary Whitelist feature. For more information, refer to the Deleting ltems
From the Temporary Whitelist section in this manual.

There are four different views for quarantined items:

Today Displays all items transferred to quarantine today
Yesterday Displays all items transferred to quarantine yesterday
This Week Displays all items transferred to quarantine on the last 7 days starting from today
All Items Displays all items currently in quarantine
8.2 Viewing Quarantined Items

The Today, Yesterday, This Week and All Items lists display all items quarantined during the
specified periods and categorized according to the policy they triggered.
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Screenshot 94 - Quarantine view

To view quarantined items:

1. Navigate to the Quarantine node, and select one of the views available to view either all the
quarantined items or just those for a specified period.

2. Click the required policy tab to view a list of items quarantined for each respective policy
category:

» Download Control Policies

» Web Filtering Policies

» Virus Scanning Policies

3. Click the details icon =l to view specific details for that item.

4. Click Go Back To List to move back to the list of quarantined items.

5. Use the navigation icons == == == == to navigate through long lists of quarantined items.
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The information displayed includes:

Quarantined On The date and time the item was quarantined upon violation of policy
User/IP The user/IP who violated the policy
Download URL The URL of the downloaded file or of the unauthorized site

Quarantine Reason The reason why the item was quarantined

Table Sorting

The lists are sorted by Quarantined On in descending order.

8.3 Approving Quarantined Items

The Today, Yesterday, This Week and All Items lists enable you to approve any of the
quarantined items which are then transferred to the Temporary Whitelist. This way users are
allowed temporary access to these items.

To approve one or more items in quarantine:

1. Navigate to the Quarantine node, and select one of the views available, depending on when
the item was quarantined.

2. Click the policy tab where the quarantined items are listed.

A}
*t Quarantine Item

Delete hem Approve tem Go Back To List
Downloaded By todomaina. comadministratar
Download URL http: Sy gfi.combwebmonfwebmonmanual pdf

Quarantine Reason | [Download control rule blocked Pdf document payload.

Quarantined On 100452010 2:41 PM

Screenshot 95 - Quarantined item details view

3. To make the downloaded files or accessed URLs available to users:

» Option 1: Click the details icon = to view specific details for an item and click the Approve
Item button.

» Option 2: Select the checkboxes of individual items and click the Approve Selected Item(s)
button.

» Option 3: Click the Approve All Items button.

For more information, refer to the Allowing and Blocking Users, |P Addresses
and Sites chapter in this manual.

Exert extreme caution with this feature. By approving an item from the
Quarantine, you are excluding the website from all policies configured in GFI
WebMonitor for that particular user. Approving a potentially harmful file may
therefore lead to your network being compromised.

I g
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= The user email address is shown only if the user has been authenticated, and
|=% has a valid Active Directory email field.

8.4 Deleting Quarantined Items

The Today, Yesterday, This Week and All Items lists enable you to delete quarantined items.
When deleted, users will not be allowed access to these items and further attempts will still be
quarantined by the respective policies.

To delete one or more items in quarantine:

1. Navigate to the Quarantine node, and select one of the views available, depending on when
the item was quarantined.

2. Click the policy tab where the quarantined items are listed.

3. To delete the items’ entries:

» Option 1: Click the details icon = to view specific details for an item and click the Delete
Item button.

» Option 2: Select the checkboxes of individual items and click the Delete Selected Item(s)
button.

» Option 3: Click the Delete All Items button.
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9 Miscellaneous

9.1 Introduction

The miscellaneous chapter gathers all the other information that falls outside the initial
configuration of GFl WebMonitor.

9.2 Configuring Network Access Policy

In the Configuration » Proxy Settings » General » Authentication Method area, the
Integrated authentication option is disabled on GFI WebMonitor machines where the Network
access setting is set to Guest only - local users authenticate as Guest. On a machine that has
never been joined to a Domain Controller, this setting is set by default.

The Network access setting can be configured on each GFI WebMonitor machine
»  Manually or

» Using Active Directory GPO.

Configuring Network Access Manually

To configure Network access setting on a GFl WebMonitor machine manually:

1. Navigate to Start » Control Panel » Administrative Tools » Local Security Policy.
2. Expand Security Settings » Local Policies » Security Options.

3. Right-click Network access: Sharing and security model for local accounts from the right
panel and click Properties.
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Screenshot 96 - Microsoft Windows XP: Local Security Settings tab

4. Select the Local Security Setting tab.

5. Select Classic - local users authenticate as themselves from the Network access drop-down
list.

6. Click Apply and OK.
7. Close Local Security Settings dialog.

8. Close all open windows.

Configuring Network Access Using GPO in Microsoft Windows Server 2003

To configure Network access setting on GFI WebMonitor machines through Microsoft Windows
Server 2003 GPO:

1. Navigate to Start » Programs » Administrative Tools » Active Directory Users and
Computers on the DNS server.

2. Right-click the domain node and click Properties.
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Screenshot 97 - Active Directory GPO dialog

3. Select Group Policy tab in the Domain Properties dialog.
4. Select Default Domain Policy from the list and click Edit.

5. Expand Computer Configuration » Windows Settings » Security Settings » Local Policies
and click Security Options.

6. Right-click Network access: Sharing and security model for local accounts from the right
panel and click Properties.

7. In the Security Policy Setting tab, check Define this policy setting checkbox.

8. Select Classic - local users authenticate as themselves from the Network access drop-down
list.

9. Click Apply and OK.

10. Close all open windows.

Configuring Network Access Using GPO in Microsoft Windows Server 2008

To configure Network access setting on GFI WebMonitor machines through Microsoft Windows
Server 2008 GPO:

1. In the command prompt key in mmc.exe and press Enter.

2. In the Console Root window navigate to File » Add/Remove Snap-in... to open the Add or
Remove Snap-ins window.
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3. Select Group Policy Management from the Available snap-ins list, and click Add.

4. Click OK.
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5. Expand Group Policy Management » Forest » Domains and Domain.

6. Right-click Default Domain Policy and click Edit. This opens the Group Policy Management
Editor.

7. Expand Computer Configuration » Policies » Windows Settings » Security Settings »
Local Policies and click Security Options.

8. Right-click Network access: Sharing and security model for local accounts from the right
panel and click Properties.

9. In the Security Policy Setting tab, check Define this policy setting checkbox.

10. Select Classic - local users authenticate as themselves from the Network access drop-down
list.

11. Click Apply and OK.

12. Close Group Policy Management Editor dialog and save the management console created.
This information is also available in KBase article:

http://kbase.gfi.com/showarticle.asp?id=KBID003666

9.3 Uninstalling GFI WebMonitor

To uninstall GFI WebMonitor:
1. Navigate to Start » Control Panel » Add or Remove Programs.
2. Select GFl WebMonitor from the list, and click Remove button.

3. Click Yes button to confirm un-installation.
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10 Troubleshooting

10.1 Introduction

The troubleshooting chapter explains how one should tackle any software issues that might be

encountered. The main sources of information available to users are:

v

v
v

Web forum

v
v

v

10.2 Common Issues

> The manual - most issues can be solved by reading this manual

GFl Knowledge Base articles

> Contacting GFI Technical Support

ISSUE ENCOUNTERED SOLUTION

Users are not able to browse
and/or download from the
Internet after installing GFI
WebMonitor in Gateway or in
Simple Proxy mode.

Client browsers are still
retrieving old proxy Internet
settings although the browsers
are configured to automatically
detect settings.

Users are still required to
authenticate themselves
manually when browsing, even
when Integrated authentication
is used.

After the installation, GFl WebMonitor proxy machine has to be
configured to listen for incoming user requests. For more information,
refer to the Proxy Settings chapter in this manual.

Next, Internet browsers on client machines have to be configured to use
the GFI WebMonitor proxy machine as the default proxy.

In the event that the users are still not able to browse and/or download
from the Internet, add an exception rule in the firewall on the GFI
WebMonitor proxy machine to allow incoming TCP traffic on port 8080.

Internet explorer may not refresh cached Internet settings so client
browsers will retrieve old Internet settings. Refreshing settings is a
manual process on each client browser.

For more information, refer to the Refresh cached Internet Explorer
settings section within the Miscellaneous chapter in GFI WebMonitor
Getting Started Guide.

Or visit:
http://technet.microsoft.com/en-us/library/cc302643.aspx

Integrated authentication will fail when GFl WebMonitor is installed on
a Microsoft Windows XP Pro machine that has never been joined to a
Domain Controller and where the Network access setting is set to Guest
only - local users authenticate as Guest. For more information, refer
to the Configuring Network Access Policy section in the Miscellaneous
chapter.

Troubleshooting
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ISSUE ENCOUNTERED SOLUTION

Users using Mozilla Firefox The server and the client machine will use NTLMv2 for authentication
browsers are repeatedly asked when:
,t° key.ln credentials a.fter. »  GFl WebMonitor is installed on Microsoft Windows Server 2008 and
istalling GF.I ngMonItor n LAN Manager authentication security policy is defined as Send
Gateway or in Simple Proxy NTLMv2 response only
mode. g

an

»  The client machine LAN Manager is not defined (this is the default
setting in Microsoft Windows 7). NTLMv2 is not supported in
Mozilla Firefox and the user‘s browser will repeatedly ask for
credentials.

To solve this issue do one of the following :
1. Navigate to Configuration » Proxy Settings » General.

2. In the Network Configuration area select the Use WPAD for
network clients checkbox.

3. Select Publish the host name of the GFI WebMonitor proxy in
WPAD.

Or change authentication mechanism on either of the following:
On GFl WebMonitor server (Microsoft Windows Server 2008):

1. Navigate to Start » Administrative Tools » Local Security
Policy.

2. Expand Local Policies » Security Options.

3. Right-click Network Security: LAN Manager authentication
level from the right panel and click Properties.

4. Select Local Security Setting tab in the Network Security:
LAN Manager authentication level Properties dialog.

5. Select Send LM & NTLM - use NTLMv2 session security if
negotiated from the Network security drop-down list.

6. Click Apply and OK.
7. Close Local Security Policy dialog.
8. Close all open windows.
Client machines (Microsoft Windows 7) using Active Directory GPO:

1. Navigate to Start » Control Panel » System and Security
» Administrative Tools » Local Security Policy.

2. Expand Local Policies » Security Options.

3. Right-click Network Security: LAN Manager authentication
level from the right panel and click Properties.

4. Select Local Security Setting tab in the Network Security:
LAN Manager authentication level Properties dialog.

5. Select Send LM & NTLM - use NTLMv2 session security if
negotiated from the Network security drop-down list.

6. Click Apply and OK.

7. Close Local Security Policy dialog.

8. Close all open windows.
For more information visit:
http://kbase.gfi.com/showarticle.asp?id=KBID001782

10.3 Knowledge Base

GFI maintains a comprehensive Knowledge Base repository, which includes answers to the most
common problems. Refer to the Knowledge Base when the information in this manual does not
solve any problems that might be encountered. The Knowledge Base contains the most up-to-
date listing of technical support questions and patches. Access the Knowledge Base by visiting:
http://kbase.gfi.com/.
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10.4 Web Forum

User to user technical support is available via the web forum. The forum can be found at:
http://forums.gfi.com/.

10.5 Request Technical Support

If you have referred to this manual and our Knowledge Base articles, and you still cannot solve
issues with the software, contact the GFl Technical Support team either by filling in an online
support request form or by phone.

ACTION DESCRIPTION

Online Fill out the support request form on:
http://support.gfi.com/supportrequestform.asp. Follow the instructions on this

page closely to submit your support request

Phone To obtain the correct technical support phone number for your region visit
http://www.gfi.com/company/contact.htm

= Before you contact our Technical Support team, have your Customer ID

| = available. Your Customer ID is the online account number that is assigned to
you when you first register your license keys in our Customer Area at
https://customers.gfi.com/login.aspx.

We will answer your query within 24 hours or less, depending on your time zone.

10.6 Build Notifications

We recommend that you subscribe to our build notifications list. This way, you will be
immediately notified about new product builds. To subscribe to our build notifications,

visit: http://www.gfi.com/pages/productmailing.htm
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11 Glossary

TERM

Access Control
Active Directory

AD
Administrator
Anti-virus

Bandwidth
Blacklist

Cache

CER
CER file format

Certificate Revocation List
Chained Proxy
Console

CRL
Dashboard

Expired Certificate

File Transfer Protocol
FTP

Google Chrome

GPO

Group Policy Objects

Hidden Downloads

HTTP
HTTPS

HyperText Transfer Protocol

HyperText Transfer Protocol
over Secure Socket Layer
(SSL)

Internet Browser

Internet Gateway

DEFINITION

A feature that allows or denies users access to resources, for example,
Internet access.

A technology that provides a variety of network services, including
LDAP-like directory services.

See Active Directory
The person responsible for installing and configuring GFI WebMonitor.
Software that detects viruses on a computer.

The maximum amount of data transferred over a medium. Typically
measured in bits per second.

A list that contains information about what should be blocked by GFI
WebMonitor.

A location where GFI WebMonitor temporarily stores downloaded files.
This will speed up subsequent requests for the same file as GFI
WebMonitor would serve the file directly from the cache instead of
downloading it again.

See CER file format

A certificate file format that contains the certificate data but not the
private key.

A list issued by a Certification Authority listing HTTPS websites’
certificates that were revoked.

When client machines connect to more than one proxy server before
accessing the requested destination.

An interface that provides administration tools that enable the
monitoring and management of Internet traffic.

See Certificate Revocation List

Enables the user to obtain graphical and statistical information related
to GFI WebMonitor operations.

An expired certificate has an end date that is earlier than the date
when the certificate is validated by GFI WebMonitor.

A protocol used to transfer files between computers.
See File Transfer Protocol.
A web browser developed and distributed by Google.
See Group Policy Objects.

An Active Directory centralized management and configuration system
that controls what users can and cannot do on a computer network.

Unwanted downloads from hidden applications (for example, trojans) or
forgotten downloads initiated by users.

See Hypertext Transfer Protocol.
See Hypertext Transfer Protocol over Secure Socket Layer (SSL).

A protocol used to transfer hypertext data between servers and
Internet browsers.

A protocol used to securely transfer encrypted hypertext data between
servers and Internet browsers using certificates. The URL of a secure
connection (SSL connection) starts with https:// instead of http://.

An application installed on a client machine that is used to access the
Internet.

A computer that has both an internal and an external network card.
Internet sharing is enabled, and client machines on the internal
network use this computer to access the Internet.

Glossary
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TERM
LAN
LDAP

Lightweight Directory Access

Protocol
Local Area Network

Malware

Microsoft Forefront Threat
Management Gateway

Microsoft Forefront TMG
Microsoft Internet Explorer

Microsoft Internet Security
and Acceleration Server

Microsoft ISA Server
Microsoft SQL Server
Microsoft Windows Live
Messenger

Mozilla Firefox

MSN

Non-validated Certificate

NT LAN Manager
NTLM

Personal Information
Exchange file format

PFX
Phishing
Port Blocking

Proxy Server

Quarantine

Revoked Certificate

Spyware

Traffic Forwarding

Uniform Resource Locator

URL

DEFINITION

See Local Area Network.
See Lightweight Directory Access Protocol.

A set of open protocols for accessing directory information such as
email addresses and public keys.

An internal network that connects machines in a small area.

Short for malicious software.

Unwanted software designed to infect a computer such as a virus or a
trojan.

A Microsoft product that provides firewall and web proxy services. It
also enables administrators to manage Internet access through policies.
It is the successor of the Microsoft ISA Server and is part of the
Microsoft Forefront line of business security software.

See Microsoft Forefront Threat Management Gateway
A web browser developed and distributed by Microsoft Corporation.

A Microsoft product that provides firewall and web proxy services. It
also enables administrators to manage Internet access through policies.

See Microsoft Internet Security and Acceleration Server.

A Microsoft database management system used by GFl WebMonitor to
store and retrieve data.

An instant messaging application developed by Microsoft used by users
to communicate on the Internet.

Mozilla Firefox is an open source Internet browser.
See Microsoft Windows Live Messenger

An non-validated certificate has a start date that falls after the date
when the certificate is validated by GFI WebMonitor.

A Microsoft network authentication protocol.
See NT LAN Manager.

A certificate file format that contains the certificate data and its public
and private keys.

See Personal Information Exchange file format.

The act of collecting personal data such as credit card and bank
account numbers by sending fake emails which then direct users to
sites asking for such information.

The act of blocking or allowing traffic over specific ports through a
router.

A server or software application that receives requests from client
machines and responds according to filtering policies configured in GFI
WebMonitor.

A temporary storage for unknown data that awaits approval from an
administrator.

A revoked certificate is a valid certificate that has been withdrawn
before its expiry date (for example, superseded by a newer certificate
or, have a lost or exposed private key).

Unwanted software that publishes private information to an external
source.

The act of forwarding internal/external network traffic to a specific
server through a router.

The address of a web page on the world wide web. It contains
information about the location and the protocol.

See Uniform Resource Locator.
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TERM DEFINITION

User Agent

Virus
WAN

Web Proxy AutoDiscovery
protocol

Web traffic
WebFilter Edition

WebGrade Database
WebSecurity Edition

Whitelist

Wide Area Network
WPAD

A client application that connects to the Internet and performs
automatic actions.

Unwanted software that infects a computer.
See Wide Area Network.

An Internet protocol used by browsers to automatically retrieve proxy
settings from a WPAD data file.

The data sent and received by clients over the network to websites.

A configurable database that allows site access according to specified
site categories per user/group/IP address and time.

A database in GFI WebMonitor, used to categorize sites.

WebSecurity contains multiple anti-virus engines to scan web traffic
accessed and downloaded by the clients.

A list that contains information about what should be allowed by GFI
WebMonitor.

An external network that connects machines in large areas.

See Web Proxy AutoDiscovery protocol.
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Whitelist Node 28, 29
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WPAD 89, 118, 123
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