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1 Introduction

GFI WebMonitor is a comprehensive monitoring solution that enables
you to monitor and filter network u s e web draffic (browsing and file
downloads) in real-time. It also enables you to block web connections
in progress as well as to scan traffic for viruses, trojans, spyware and
phishing material.

It is the ideal solution to transparently and seamlessly exercise a
substantial degree of control over your network u s e brewsing and
downloading habits. At the same time, it enables you to ensure legal
and best practice initiatives without alienating your network users.

1.1 About this manual

The aim of this manual is to help you install and run GFI WebMonitor
on your network with minimum configuration effort. It describes:

 The various network environments that GFI WebMonitor can
support.

1 How to install GFI WebMonitor to monitor your environment.
1 How to get GFI WebMonitor running on default settings.
This manual is structured as follows:

Chapter 1 Introduces this manual and provides information on GFI
WebMonitor editions.

Chapter 2 Provides a high-level overview of how GFI WebMonitor
works and the different installation environments
supported.

Chapter 3 How to install GFI WebMonitor in Gateway mode.

Chapter 4 How to install GFI WebMonitor in Simple Proxy mode.

Chapter 5 How to customize the installation of GFI WebMonitor

Chapter 6 How to uninstall GFI WebMonitor.

Chapter 7 Provides a high-level overview of the user console.

Chapter 8 Provides information on topics that do not strictly fall
within other chapters.

Chapter 9 Provides troubleshooting information on common issues.

Glossary Explains specific technical terms used in this manual.

Administration and Configuration Manual

Detailed administration and configuration guidelines are provided in
the Administration and Configuration Manual, which is installed
with the product or separately downloadable from the GFI website:

http://www.gfi.com/products/gfi-webmonitor/manual

The Administration and Configuration Manual complements this
Getting Started Guide and provides more information on how to use
and customize the features provided by GFI WebMonitor.
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1.2 Terms used in this manual
The following terms are used in this manual:
T ANOTE: 0o
o Provides additional information and references essential for
the operation of GFI WebMonitor.
| MPORTANT: O

o Provides important information such as warnings and cautions
regarding potential issues commonly encountered.

For any technical terms and their definitions as used in this manual,
refer to the Glossary chapter in this manual.

=
=1}

1.3 GFI WebMonitor editions

GFl WebMonitor is available in three editions. Each edition caters for
system administrators with different requirements:

1 WebFilter Edition: Filters web traffic and website use per user(s),
group(s) and/or IP(s) and manages Internet access during specific
periods, based on web categories defined within its built-in
WebGrade database.

1 WebSecurity Edition: Provides a high degree of web security for
downloaded web traffic. This is achieved through its built-in
download control module and multiple anti-virus engines and anti-
spyware scanning modules.

1 Unified Protection Edition: Provides all the features of the
WebFilter Edition and the WebSecurity Edition in a single
package.

1.4 GFl WebMonitor licensing

For more information on licensing and evaluation, refer to the GFI
website at:

http://www.gfi.com/products/gfi-webmonitor/pricing/licensing

For information on how GFI WebMonitor counts users, refer to KBase
article:

http://kbase.gfi.com/showarticle.asp?id=KBID003528.
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2 About GFI WebMonitor

2.1 How does GFl WebMonitor work?
—2-03

? Blacklist\Whitelist filtering ﬂ WebSecurily
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Figure 1 - How does GFI WebMonitor work?

IMPORTANT: Forwarding of incoming traffic generated by the user to
GFI WebMonitor depends on the network environment; i.e. where GFlI
WebMonitor is installed.

o Request initiation: Users request a webpage or a download from
the Internet. The incoming traffic generated by the u s e reuest is
forwarded to GFI WebMonitor.

9 Blacklist/Whitelist filtering: The internal GFI WebMonitor
blacklist/whitelist filtering mechanism analyzes users dDs and IP
addresses and requested URLs. GFI WebMonitor takes the following
actions regarding blacklist and whitelist web traffic:

1 Web traffic requested by blacklisted users whose IDs and/or IP
addresses are blacklisted as well as requests for URLs which are
blacklisted, is rejected immediately.
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1 Web traffic requested by users whose IDs and/or IP addresses are
whitelisted as well as requests for URLs which are whitelisted, is
automatically granted access and forwarded to the user.

1 Web traffic requested by users whose IDs and/or IP addresses are
neither blacklisted or whitelisted as well as requests for URLs
which are neither blacklisted or whitelisted, is forwarded to the
WebFilter module for processing.

9 WebFilter module: Analyzes uncategorized web traffic received
from the blacklist/whitelist filtering mechanism against a list of
categorized websites stored in the WebGrade database.

Web traffic is blocked, allowed or quarantined according to the
configured policies. Quarantined web traffic can be manually approved
or rejected by the administrators according to the u s e nekds and
requirements, at a later stage. Approved quarantined URLs are moved
in a temporary whitelist; a mechanism used to approve access to a
site for a user or IP address for a temporary period.

NOTE: The WebFilter module is only available in the WebFilter Edition
and the Unified Protection Edition of GFI WebMonitor. In the
WebSecurity Edition, web traffic is sent directly from the
whitelist/blacklist filtering mechanism to the WebSecurity module.

0 WebSecurity module: Analyzes web traffic through the download
control module and scans incoming material for viruses, spyware and
other malware.

Infected material is allowed, blocked and quarantined or blocked and
deleted according to the configured policies. Web traffic is also
scanned for phishing material against a list of phishing sites stored in
the updatable database of phishing sites. Thus, web traffic generated
from a known phishing element is rejected. Finally, the approved web
material is forwarded to the user.

NOTE: The WebSecurity module is only available in the WebSecurity
Edition and Unified Protection Edition of GFI WebMonitor. In the
WebFilter Edition, WebSecurity processing is not performed, and web
traffic is forwarded on to the user.

IMPORTANT: Forwarding of approved web material by GFl
WebMonitor to the user depends on the network environment; i.e.
where GFI WebMonitor is installed.

2.2 Installing GFI WebMonitor

2.2.1 Introduction

GFI WebMonitor deployment depends on the network infrastructure
and the network role of the machine where GFI WebMonitor is to be
installed.
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2.2.2 Choosing your environment

Install GFI
WebMonitar

Do | have
a server

No
configured
as an internet
gateway?
Yes
Do | have .
a router that supports port Cﬁ‘:ﬂg‘g Ef
blocking or Internet Gateway
traffic forwarding?
Y Y
Install GF| Install GFI
WebMeaonitor in WebManitor in
Simple Proxy Mode Gateway Mode

Figure 2 - Choosing your environment flow chart

2.2.3 Internet Gateway environment

This environment requires an internet gateway that is used by client
machines to access the internet. GFI WebMonitor can be installed on
the internet gateway machine to filter and process all
outgoing/incoming HTTP traffic generated from/to user machines.
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Figure 3 - GFI WebMonitor installed on a gateway machine

To install GFI WebMonitor on an Internet gateway, refer to the
Installing in Gateway mode chapter in this manual.

2.2.4 Simple Proxy environment

This environment requires a router/gateway that supports port
blocking or traffic forwarding.

Port Blocking

The router/gateway must be configured to allow both HTTP traffic
generated from GFI WebMonitor machine and Non-HTTP traffic
generated from client machines. In addition, it must also block HTTP
traffic generated from client machines.

NOTE: Client machines must be configured to use the GFI
WebMonitor machine as the default proxy server.

End User Internet Gateway

Clients HTTP
End User Traffic

[N

End User

Filtered HTTP
Traffic

GFlWebMonitor

Figure 4 - GFI WebMonitor installed on a proxy machine connected to a router supporting port
blocking
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Traffic Forwarding

The router/gateway must be configured to allow outgoing HTTP traffic
generated by GFI WebMonitor only. In addition, it must forward clientsé
HTTP traffic to GFI WebMonitor.

End User Internet Gateway
8 @ @ Filtered traffic Internet
GFIl WebManitor
Traffic
End User HTTP traffic is forwarded to
E E GFl WebManitor Proxy
End User '

GFIlWebMonitor

Figure 5 - GFI WebMonitor installed on a proxy machine connected to a router supporting traffic
forwarding

To install GFI WebMonitor on a proxy server, refer to the Installing in
Simple Proxy mode chapter in this manual.
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3 Installing in Gateway mode

3.1 Introduction

This chapter provides you with information related to the installation of
GFI WebMonitor 2009 as a standalone proxy on a machine configured
as an Internet Gateway.

3.2 System Requirements
3.2.1 Software

Supported Operating Systems

GFI WebMonitor in Gateway mode can be installed on:
Microsoft Windows Server 2003

Microsoft Windows Server 2008

Microsoft Windows XP SP2

Microsoft Windows Vista

=A =4 =4 -4 =4

Microsoft Windows 7

Other required components

1 Microsoft Internet Explorer 6 or later
91 Microsoft.NET framework 2.0

1 Configuring Routing and Remote Access on Microsoft Windows
Server 2003/2008

1 Microsoft SQL Server 2000 or later (for reporting purposes)

3.2.2 Hardware
Minimum hardware requirements depend on the GFI WebMonitor

edition.
All Editions

1 Two Network Interface Cards.

WebFilter Edition

I Processor: 2.0 GHz
1 RAM: 1 GB (Recommended 4GB)
1 Hard disk: 2 GB of available disk space.

WebSecurity Edition
i Processor: 2.0 GHz
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1 RAM: 1 GB (Recommended 4GB)
9 Hard disk: 10 GB of available disk space.

Unified Protection Edition

i Processor: 2.0 GHz
1 RAM: 2 GB (Recommended 4GB)
9 Hard disk: 12 GB of available disk space.

NOTE: Allocation of hard disk space depends on your environment.
The size specified in the requirements is the minimum required to
install and use GFI WebMonitor. The recommended size is from 150-
250GB.

3.3 Installation

3.3.1 Pre-requisites

Before installing GFI WebMonitor on an Internet Gateway Server,
ensure that:

1. Client machines are configured to use the server as the default
internet gateway.

2. The serverd aetwork cards are connected:
1 one to the internal network (LAN)

and

1 one to the external network (WAN).

3. Start Routing and Remote Access service if installing GFI
WebMonitor on Microsoft Windows Server 2003 or Microsoft Windows
Server 2008. For more information, refer to the Configuring Routing
and Remote Access section in the Miscellaneous chapter.

3.3.2 Upgrades

In order to upgrade GFI WebMonitor, obtain the latest version from
http://www.gfi.com/pages/webmon-selection-download.asp.

NOTE: The upgrade process is similar to the installation instructions.
For more information, refer to the Installation procedure section in this
chapter.

IMPORTANT: If installing a new version of GFI WebMonitor on a
different infrastructure, it is recommended to uninstall GFI WebMonitor
before installing the new version. For more information, refer to the
Uninstalling GFI WebMonitor chapter in this manual.

3.3.3 Installation procedure

Run the installer as a user with administrative privileges on the target
machine.

1. Double click the GFI WebMonitor executable file.

2. Choose whether you want the installation wizard to search for a
newer build of GFI WebMonitor on the GFI website and click Next.

3. Read the licensing agreement. To proceed with the installation
select | accept the terms in the license agreement and click Next.
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ji& GFI WebMonitor 2009 - InstallShield Wizard E |
YebMonitor Configuration - Access Permissions
Specify who will be able to access the GFI WebManitor Web interface. I

By default only an administrator logged in on this computer will be authorized to access the GFI
WebMonitor web inkerface, GFI WebManitor can be configured to allow other users/computers
to access its web based interface over the netwark,

Enter the user name or the computer IP which will be granted access to GFI WebMonitor:
127.0.0.1;192,165.0.211

MOTE: Specify usernamels) in the Farmat DOMAINIUsername.
MOTE: The IP of this computer is already added to the access permission list.

MOTE: You can specify mare than one userfcomputer. Separate entries with a semicalon §;) eq.
127.0.0.1;COMPANY \user 1; COMPANY user2;172,16,135. 16

IniskallShield

< Back.

Cancel |

Screenshot 1 - Installation: Access Permissions

4. Key in the user name or the IP address, which will be used to
access the web interface of GFl WebMonitor and click Next.

NOTE: More than one user or machine can be specified. Separate
entries with semicolons 6 ; 6

i‘é‘- GFI WebMonitor 2009 - InstallShield Wizard E |
Customer Information
Please enter vour information. I

User Mame:
IJu:uhn Dioe

Organization:

|My Campansy

License Key:

IEvaluatiDn

IniskallShield

< Back

Cancel |

Screenshot 2 - Installation: Customer Information
5. Key in the User Name and Organization. If you have a license key,
update the License Key details and click Next.

NOTE: The license key can be keyed in after installation or expiration
of the evaluation period of GFI WebMonitor. For more information,
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refer to the Entering your license key after installation section in the
Miscellaneous chapter.

i'l-!;I- GFI WebMonitor 2009 - InstallShield Wizard E |
Service Logon Information
The fallowing lagon information is used by the WebMaonitor Service I

The GFI \WebMonitor service needs to run with administrative privileges For proper
functionality, Please enter the username and password of an account with adminiskrative
privileges. Please make sure that the account is active and does not have the password set to
expire. For domains, user names must be in the Format of DOMAINUserMame.

User Mame: |Administratnr

Password: I*****|

MOTE: The username and password provided rmust have "Logon As Service” rights, IF it doesn't
it will be switched OM automatically For the specified account. These credentials will only be
used ko create and run as new service in the services control panel. IS4 Firewall security
credentials will MOT be changed/downgraded in any way,

InskallShield

< Back I Mext = I Cancel

Screenshot 3 - Installation: Service Logon Information

6. Key in the logon credentials of an account with administrative
privileges and click Next.

NOTE: The user account must have Log on as a service rights;
otherwise, rights are automatically assigned. For more information,
refer to the Assigning Log On As A Service rights section in the
Miscellaneous chapter.

i‘é‘- GFI WebMonitor 2009 - InstallShield Wizard E |
Mail Settings

Enter administrator email and SMTP mail server settings I

Please enter the details of the SMTP server and email address that are to be used by GFI

WebMonitor 2009 For email repaorting.

Frarm: Iwebmonitur@mydomain.com

To: Iadministratu:ur@m‘;.fdu:umain.u:u:um

SMTP Server: Ismtp.mydumain.cum Part: |25

‘erify Mail Settings
Installshield
< Back Mext = ancel

Screenshot 4 - Installation: Mail Settings
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7. Provide the SMTP mail server details and email address to which
administrator notifications will be sent. Optionally click Verify Mail
Settings to send a test email. Click Next.

8. Click Next to install in default location or click Change to change
installation path.

9. Click Install to start the installation, and wait for the installation to
complete.

10. Click Finish to finalize setup.

11. After the installation, GFI WebMonitor Configuration Wizard
starts automatically. This will help you configure the server in gateway
mode.

12. In the welcome screen, click Next.

13. Select Gateway mode as your network environment and click
Next.

14. In the Current Gateway Configuration screen, select the internal
network card and click Next.

15. Click Finish to apply gateway settings.

3.3.4 Post-installation test

To test the installation from the machine where GFI WebMonitor was
installed:

1 Option 1. Launch GFI WebMonitor web console by clicking Start
3 Programs 3 GFI WebMonitor 3 GFI WebMonitor.

9 Option 2: Key in the URL http://monitor.isa in a web browser on
the same machine.

To test GFI WebMonitor installation from machines of users and/or IP
addresses that were allowed access to the application:

1 Key in the URL http://monitor.isa in a web browser from their
machine.

3.3.5 Post-installation actions

Configure the user machines to use GFI WebMonitor machine as the
default proxy. This can be achieved by:

1 Option 1: Configuring the client machines using the Group Policy
object (GPO) feature within the Active Directory.

1 Option 2: Configuring Internet browsers to use specific proxy
settings on each client machine manually.

NOTE: If WPAD is enabled in GFI WebMonitor proxy settings, the
client internet browser can be configured to detect the proxy settings
automatically. For more information, refer to the Enabling WPAD in
Proxy Settings section in the Miscellaneous chapter.

NOTE: Proxy settings can be customized when the installation is
complete. For more information, refer to the Customizing Proxy
settings chapter in this manual.
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Configuring GFI WebMonitor machine as the default proxy using
GPO in Microsoft Windows Server 2003

To configure the Proxy Settings on all client machines to use GFI
WebMonitor as a proxy server through Microsoft Windows Server
2003 GPO:

1. Navigate to Start 3 Programs 3 Administrative Tools 3 Active
Directory Users and Computers on the DNS server.

2. Right-click the domain node and click Properties.
masterdomain.com Propetties EHE3

Generall Managed By Group Policy |

To improve Group Policy management ; upgr:
M anagement Conzole [GPRC).

i
Current Group Policy Object Links for masterdomain
Ll

Group Policy Object Links | Mo Overide | Dizabled |
Drefault Domain Policy

it the Group Policy

Group Policy Objects higher in the list have the highest pricrity.
Thiz list obtained from: win2k3zer. masterdomain. com

New | agd. | Edt | |

Optionz... | Delete. .. | Properties | [ |

[™ Block Palicy inheritance

(] I Cancel | Apply |

Screenshot 5 - Active Directory GPO dialog

3. Select Group Policy tab in the Domain Properties dialog.
4. Select Default Domain Policy from the list and click Edit.

'Hi Group Policy Object Editor

File Action ‘ew Help

- lam B R

_=:j Default Domain Policy [winzk3sery, masterdomain.com] Poli | Name I Diescription |
E@ Computer Configuration @Browser User Interface Title, bitmaps, logos, etc,
D Software Settings @Connection Connection settings, proxy and ...
D Windows Settings @URLs Favaorites, Links and Important ...
- -0 Administrative Templates B security Zones & Ratings and Authenticode

Eﬂ User CDnFiguratim? Programs Default program settings and ex...
-1 Software Settings

Remate Installation Services

Scripks {Logon/Logoff)
Security Setkings
Folder Redirection

&

[+ Adrministrative Templates

4] | Bl

Screenshot 6 - GPO Editor window
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5. Expand User Configuration 3 Windows Settings 3 Internet
Explorer Maintenance 3 Connection and double-click Proxy
Settings to open the Proxy Settings dialog.

Proxy Settings ﬂ E

Proey Setkings |

‘fou can specify what prowxy servers, if any, vou want your users ko connect to, Use semicalons () ko
separake entries,

v &
—Proxzy Servers —Exceptions
Address of praxy Port Do not use proxy server For
R |192.1 E5110 : I P ‘ addresses beginning with:
2, Secure: |192.1 E8.5.10 ; | 8050 L
3.FTp:  [1921685110 : [e0a0 |
4, Gopher: |182.1 £8.5.10 : | E080
E, Socks: |192.153.5.1u : |anau [
v Do nok use proxy server for
[ Use the same proxy server for all addresses local {intranet) addresses,

Ok I Cancel | Apply Help

Screenshot 7 - Proxy Settings dialog

6. Check Enable proxy settings checkbox.
7. Uncheck Use the same proxy server for all addresses checkbox.

8. Key in the proxy server IP address and the port used (Default 8080)
in the HTTP and FTP text boxes.

9. Click OK to apply changes.
10. Close all open windows.

Configuring GFI WebMonitor machine as the default proxy using
GPO in Microsoft Windows Server 2008

To configure the Proxy Settings on all client machines to use GFlI
WebMonitor as a proxy server through Microsoft Windows Server
2008 GPO:

1. In the command prompt key in mmc.exe and press Enter.

2. In the Console Root window, navigate to File 3 Add/Remove
Snap-i n éo open the Add or Remove Snap-ins window.
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Add or Remove Snap-ins

You can select snap-ins for this conscle from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ns: Selected snap-ins:

| Snap-in |_vendor | "I Console Root Edit Extensions... |
%Device Manager Microsoft I 0 n
=¥ Disk Management Microsoft s e |
2 DS Microsoft

Event Viewer Microsoft Mave Up |
£3|Exchange Server 2007 Microsoft1

| Folder Microsoft ¢ [fave Do |
= Group Policy Management Microsoft Add > |
'=[ Group Policy Management E... Microsoft
'=[ Group Policy Object Editor Microsoft
_: Group Policy Starter GPO Ed... Microsoftt
f’_g Internet Information Servic,..  Microsoft
.’;"Inbernet Information Servic...

v IP Security Monitor Microsoft i T
[l | » Advanced... |

Description:

€ 2007 Microsoft Corporation. All rights reserved. This product is licensed.

Allows management of Group Policy across sites, domains, and organizational units within one or more forests,

OK I Cancel |

Screenshot 8 - Add/Remove Snap-ins window

3. Select Group Policy Management from the Available snap-ins
list, and click Add.

4. Click OK.

F=. Consolel - [Console Root\Group Policy Management\Forest: techcom.com\Domains\techcom.com ]

E File Action Wiew Favorites Window Help | 18] x|
alle 2 ] ] = NNERERN 7 el
| Conscle Root techcom.com
Bl &, Group Policy Management . : ) ) . )
ﬁ _ﬁ Forest: techcom.com Linked Group Policy Objects |Gmup Policy Inhertance I Delegation I
Bl [55 Domains Link Oder ~ | GPO | Erforced | Link Enabled | GPO
B techcom. com 1 s/ Default Domain Policy No Yes Enab
=r Default Domain Policy
2 | Domain Controllers
2 | Microsoft Exchange Secu
't Group Policy Objects
& WMI Filters
3] Starter GPOs
& Sites
8 roup Policy Modeling
1¢| Group Policy Results
| | I
| | o

Screenshot 9 - Console Root domain window

5. Expand Group Policy Management 3 Forest 3 Domains and
<domain>.

6. Right-click Default Domain Policy and click Edit to open the
Group Policy Management Editor.
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B Group Policy Management Editor [ O[]
File Action ‘View Help

e 2El=

|£[ Default Domain Policy [TECHCOMO2 TECHCOM.COM] Policy | Name | Description

& Computer Configuration Connection Settings Settings for connection settings

Bl 4, User Configuration @Aummaﬁc Browser Configurat... Settings for automatic browser c...
El [ Polides @Proxy Settings Settings for proxy

| Software Settings
=[] Windows Settings
?f} Remote Installation Services
= Scripts (Logon/Logoff)
Security Settings
|21 Folder Redirection
% Policy-based QoS
= Internet Explorer Maintenance
Erowser User Interface

@User Agent String Settings for user agent string

Connection

g URLs
i‘ Security
Programs

“| Administrative Templates: Policy definitions (AD
_| Preferences

4| | 0|

|
Screenshot 10 - GPO Editor window

7. Expand User Configuration 3 Policies 3 Windows Settings 3
Internet Explorer Maintenance 3 Connection and double-click
Proxy Settings to open the Proxy Settings dialog.

Proxy Settings ﬂ E
Proxy Settings |
You can spedfy what proxy servers, if any, you want your users to connect to, Use semicolons (; ) to
separate entries. Gopher cannot be customized in Internet Explorer 7.
[+ Enable proxy settings
—Proxy Servers —Exceptions
Address of proxy Port Do not use proxy server for
n . |192.'|'53.5.11ﬂ : I 2080 | addresses beginning with:
N
2, Sequre: |1 52.168.5.10 : | 8080 =l
s.FIP:  [1921685.110 : [s080 |
4. Gopher: |1 32.168.5.10 : | 8080
w
5. Socks: |152.153_5_1|:4 : |snsu [-
¥ Do not use proxy server for
[~ Use the same proxy server for all addresses local (intranet) addresses.

oK I Cancel Apply Help

Screenshot 11 - Proxy Settings dialog

8. Check Enable proxy settings checkbox.
9. Uncheck Use the same proxy server for all addresses checkbox.

10. Key in the proxy server IP address and the port used (Default
8080) in the HTTP and FTP text boxes.

11. Click OK to apply changes
12. Close Proxy Settings dialog.

13. Close Group Policy Management Editor dialog and save the
management console created.
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IMPORTANT: When using Active Directory, the administrator can
disable the Internet connection settings tab from the client machines.
For more information, refer to the Disabling Internet Connections
Settings on Client machines section in the Miscellaneous chapter.

Configuring Internet browsers to use a proxy server

This section shows how to configure the most commonly used Internet
browsers to use a proxy server.

Microsoft Internet Explorer

1. Launch Microsoft Internet Explorer.

2. From the Tools menu, choose Internet Options and select the
Connections tab.

3. Click LAN settings button.

Local Area Network (LAN) Settings

Butomatic configuration

Autamatic configuration may override manual setkings, To ensure the
use af manual setkings, disable automatic configuration.

[ ] Automatically detect settings

|:| Ilse automatic configuration script

Proxy server

Ilse a proxy server For wour LA {These settings will not apply to
dial-up or YPM connections).

Address: | myproxy Port: | 8030

[ |Bvpass proxy server For local addresses

[ Ok ][ Cancel ]

Screenshot 12 - LAN Settings dialog

4. Check Use a proxy server for your LAN checkbox.

5. Key in the proxy server name or IP address and the port used
(Default 8080) in the Address and Port text boxes.

NOTE: If WPAD is enabled in GFI WebMonitor proxy settings check
the Automatically detect settings checkbox in the Automatic
configuration area. For more information, refer to the Enabling
WPAD in Proxy Settings section in the Miscellaneous chapter.

6. Click OK to close LAN Settings dialog.
7. Click OK to close Internet Options dialog.

Mozilla Firefox

1. Launch Mozilla Firefox.
2. Click Tools 3 Options 3 Advanced tab 3 Network tab.
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Options [z|
= & F &8 &

Main Tabs Content  Applications  Privacy  Security  Adwvanced

Canneckian

Configure how Firefox connects to the Inkernet Setkings...

CFfline Skorage

Lse up ko g0 : MB aof space For the cache Clear Mow

Tell me when a website asks to store daka For offline use Exceptions...

The Fallowing websites have stored data For affline use:

I (o)1 l [ Cancel ] [ Help

Screenshot 13 - Mozilla Firefox: Options dialog

3. Click Settings button to open the Connection Settings dialog.
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Connection Settings

Configure Proxies to Access the Internet
() Mo proxy
() Auto-detect proxy settings for this network,

{#) Manual proxy configuration:

HTTP Praxy: | 192.165.5.110 Port: 8050

[ ] Use this progy server For all protocals

SEL Promy: | 192,168,510 Part: 8030 :
ETP Proxy: | 192,168,5.110 Pork: B0S0 o
Gopher Prosy: | 192.168.5.10 Park: 8030 :
SOCKS Hosky | 192,165,510 Pork: gog0 :

() SOCKS w4 (3) SOCKS v5

Mo Proxy for: | localhost, 127.0.0.1)
Example: .mozila.org, .net.nz, 192, 168.1.0/24
{:} Automatic proxy configuration URL:

I I l [ Cancel ] [ Help

Screenshot 14 - Mozilla Firefox: Connection Settings dialog

4. Select Manual proxy configuration.
5. Uncheck Use this proxy server for all protocols checkbox.

6. Key in the proxy server IP address and the port used (Default 8080)
in the HTTP Proxy, FTP Proxy and related Port text boxes.

NOTE: If WPAD is enabled in GFI WebMonitor proxy settings, select
Auto-detect proxy settings for this network. For more information,
refer to the Enabling WPAD in Proxy Settings section in the
Miscellaneous chapter.

7. Click OK to close Connection Settings dialog.
8. Click OK to close Options dialog.

Google Chrome

1. Launch Google Chrome.
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C || ¥¢ hitp://mools.google.com/chrome/int/en/welcome html » | O~ &~
[ customize Links [ Free Hotmail [ Windows Marketplace [ Windows Media [ flealtat il
New window Chrl4M
Mew incognita window Chrl+Shift+M

Goegle chrome

Always show bookmarks bar Ctrl+B

<

Full screen Fi1
What makes Google Chrome different
Histary Chrl+H
Baookmark manager Chrl+5Shift+B
| One box for everything Downloads Chrl+3
S - Clear browsing data... Chrl+Shift+Del
ek oo ons; Import bookmarks & settings. ..
Mew Tab page G |
%Pg Search Googhe for llons cluby Cptions
. for bonsgate
M e About Google Chrome

Application shortcuts

Help F1

Exit

View all features

< = l|||| . ; D ] =]

Screenshot 15 - Google Chrome: Customize and Control Google Chrome menu

2. Click Customize and Control Google Chrome 3 Options.

Google Chrome Options

| Basics || Minar Tweaks | Under the Hood l

B3

|.ﬁ.|||:|w all cookies w |
Show cookies

Metwork

Set up a proxy to connect to the network,

[ Change proxy settings

Web Content
Matify me when a pop-up is blocked

Google Gears: [ hange Google Gears settings

Security

You have chosen to open certain file bypes automatically after downloading.
You can clear these settings so that downloaded Files don't open automaticalke, 28

Clear auto-opening settings

Select trusted S5L certificates.,

W

Reset to defaults

[ Manage certificates |

Screenshot 16 - Google Chrome: Under the Hood tab

3. In the Google Chrome Options dialog, click Under the Hood tab.
4. Click Change proxy settings button to open Internet Properties
dialog.

5. Select the Connections tab.

6. Click LAN settings button.
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Local Area Network [LAN) Settings

Automatic configuration

Automatic configuration may override manual setkings, To ensure the
use af manual setkings, disable automatic configuration,

[ ] Automatically detect: settings

|:| Iz aukamnatic confiquration scripk

Proxy server

Ilse a proxy server For wour LA {These settings will not apply to
dial-up or YPM connections).

Address: | mvprosy Part: | G030

[ ]Bvpass proxy server for local addresses

[ Ok ][ Cancel ]

Screenshot 17 - LAN Settings dialog

7. Check Use a proxy server for your LAN checkbox.

8. Key in the proxy server name or IP address and the port used
(Default 8080) in the Address and Port text boxes.

NOTE: If WPAD is enabled in GFI WebMonitor proxy settings check
the Automatically detect settings checkbox in the Automatic
configuration area. For more information, refer to the Enabling
WPAD in Proxy Settings section in the Miscellaneous chapter.

9. Click OK to close LAN Settings dialog.
10. Click OK to close Internet Options dialog.
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4 Installing in Simple Proxy mode

4.1 Introduction

This chapter provides you with information related to the installation of
GFI WebMonitor 2009 as a standalone proxy on a machine configured
as a Proxy server.

4.2 System Requirements
4.2.1 Software

Supported Operating Systems

GFI WebMonitor in Simple Proxy mode can be installed on:
Microsoft Windows Server 2003

Microsoft Windows Server 2008

Microsoft Windows XP SP2

Microsoft Windows Vista

=A =4 =4 -4 =4

Microsoft Windows 7

Other required components

1 Microsoft Internet Explorer 6 or later
91 Microsoft.NET framework 2.0
1 Microsoft SQL Server 2000 or later (for reporting purposes)

4.2.2 Hardware
Minimum hardware requirements depend on the GFI WebMonitor

edition.
All Editions

1 Router/gateway that supports traffic forwarding or port blocking.

WebFilter Edition

1 Processor: 2.0 GHz

1 RAM: 1 GB (Recommended 4GB)

1 Hard disk: 2 GB of available disk space.

WebSecurity Edition

i Processor: 2.0 GHz

1 RAM: 1 GB (Recommended 4GB)

1 Hard disk: 10 GB of available disk space.
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Unified Protection Edition

1 Processor: 2.0 GHz
1 RAM: 2 GB (Recommended 4GB)
1 Hard disk: 12 GB of available disk space.

NOTE: Allocation of hard disk space depends on your environment.
The size specified in the requirements is the minimum required to
install and use GFI WebMonitor. The recommended size is from 150-
250GB.

4.3 Installation

4.3.1 Pre-requisites

Before installing GFI WebMonitor on a Proxy server, the
router/gateway must be configured to:

1 Block all outgoing HTTP traffic generated from the client
machines,

1 Allow outgoing HTTP traffic generated by GFI WebMonitor only,
1 Allow Non-HTTP traffic generated from client machines.

In this environment, traffic forwarding can be used to forward HTTP
traffic from the client machines to GFI WebMonitor machine. For more
information, refer to the Configuring Commonly Used Routers for Port
Blocking or Traffic Forwarding section in the Miscellaneous chapter.

4.3.2 Upgrades

In order to upgrade GFI WebMonitor, obtain the latest version from
http://www.gfi.com/pages/webmon-selection-download.asp.

NOTE: The upgrade process is similar to the installation instructions.
For more information, refer to the Installation procedure section in this
chapter.

IMPORTANT: If installing a new version of GFI WebMonitor on a
different infrastructure, it is recommended to uninstall GFI WebMonitor
before installing the new version. For more information, refer to the
Uninstalling GFI WebMonitor chapter in this manual.

4.3.3 Installation procedure

Run the installer as a user with administrative privileges on the target
machine.

1. Double click the GFI WebMonitor executable file.

2. Choose whether you want the installation wizard to search for a
newer build of GFl WebMonitor on the GFI website and click Next.

3. Read the licensing agreement. To proceed with the installation
select | accept the terms in the license agreement and click Next.
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ji& GFI WebMonitor 2009 - InstallShield Wizard E |
YebMonitor Configuration - Access Permissions
Specify who will be able to access the GFI WebManitor Web interface. I

By default only an administrator logged in on this computer will be authorized to access the GFI
WebMonitor web inkerface, GFI WebManitor can be configured to allow other users/computers
to access its web based interface over the netwark,

Enter the user name or the computer IP which will be granted access to GFI WebMonitor:
127.0.0.1;192,165.0.211

MOTE: Specify usernamels) in the Farmat DOMAINIUsername.
MOTE: The IP of this computer is already added to the access permission list.

MOTE: You can specify mare than one userfcomputer. Separate entries with a semicalon §;) eq.
127.0.0.1;COMPANY \user 1; COMPANY user2;172,16,135. 16

IniskallShield

< Back.

Cancel |

Screenshot 18 - Installation: Access Permissions

4. Key in the user name or the IP address, which will be used to
access the web interface of GFl WebMonitor and click Next.

NOTE: More than one user or machine can be specified. Separate
entries with semicolons 6

i‘é‘- GFI WebMonitor 2009 - InstallShield Wizard E |
Customer Information
Please enter vour information. I

User Mame:
IJu:uhn Dioe

Organization:

|My Campansy

License Key:

IEvaluatiDn

IniskallShield

< Back

Cancel |

Screenshot 19 - Installation: Customer Information
5. Key in the User Name and Organization. If you have a license key,
update the License Key details and click Next.

NOTE: The license key can be keyed in after installation or expiration
of the evaluation period of GFI WebMonitor. For more information,
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refer to the Entering your license key after installation section in the
Miscellaneous chapter.

i'l-!;I- GFI WebMonitor 2009 - InstallShield Wizard E |
Service Logon Information
The fallowing lagon information is used by the WebMaonitor Service I

The GFI \WebMonitor service needs to run with administrative privileges For proper
functionality, Please enter the username and password of an account with adminiskrative
privileges. Please make sure that the account is active and does not have the password set to
expire. For domains, user names must be in the Format of DOMAINUserMame.

User Mame: |Administratnr

Password: I*****|

MOTE: The username and password provided rmust have "Logon As Service” rights, IF it doesn't
it will be switched OM automatically For the specified account. These credentials will only be
used ko create and run as new service in the services control panel. IS4 Firewall security
credentials will MOT be changed/downgraded in any way,

InskallShield

< Back I Mext = I Cancel

Screenshot 20 - Installation: Service Logon Information

6. Key in the logon credentials of an account with administrative
privileges and click Next.

NOTE: The user account must have Log on as a service rights;
otherwise, rights are automatically assigned. For more information,
refer to the Assigning Log On As A Service rights section in the
Miscellaneous chapter.

i‘é‘- GFI WebMonitor 2009 - InstallShield Wizard E |
Mail Settings

Enter administrator email and SMTP mail server settings I

Please enter the details of the SMTP server and email address that are to be used by GFI

WebMonitor 2009 For email repaorting.

Frarm: Iwebmonitur@mydomain.com

To: Iadministratu:ur@m‘;.fdu:umain.u:u:um

SMTP Server: Ismtp.mydumain.cum Part: |25

‘erify Mail Settings
Installshield
< Back Mext = ancel

Screenshot 21 - Installation: Mail Settings
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7. Provide the SMTP mail server details and email address to which
administrator notifications will be sent. Optionally click Verify Mail
Settings to send a test email. Click Next.

8. Click Next to install in default location or click Change to change
installation path.

9. Click Install to start the installation, and wait for the installation to
complete.

10. Click Finish to finalize setup.

11. After the installation, GFI WebMonitor Configuration Wizard

starts automatically. This will help you configure the server in Simple
Proxy mode.

12. In the welcome screen, click Next.

13. Select Simple proxy mode as your network environment and
click Next.

14. (Optional) To view help on how to configure most commonly used
routers, select the Click here link. For more information, refer to the
Configuring  Commonly Used Routers for Port Blocking or Traffic
Forwarding section in the Miscellaneous chapter.

15. Click Finish to apply proxy settings.

4.3.4 Post-installation test

To test the installation from the machine where GFI WebMonitor was
installed:

I Option 1. Launch GFI WebMonitor web console by clicking Start
3 Programs 3 GFI WebMonitor 3 GFI WebMonitor.

I Option 2: Key in the URL http://monitor.isa in a web browser on
the same machine.

To test GFI WebMonitor installation from machines of users and/or IP
addresses that were allowed access to the application:

1 Key in the URL http://monitor.isa in a web browser from their
machine.

4.3.5 Post-installation actions

Configure the user machines to use GFI WebMonitor machine as the
default proxy. This can be achieved by:

1 Option 1: Configuring the client machines using the Group Policy
object (GPO) feature within the Active Directory.

1 Option 2: Configuring Internet browsers to use specific proxy
settings on each client machine manually.

NOTE: If WPAD is enabled in GFI WebMonitor proxy settings, the
client internet browser can be configured to detect the proxy settings
automatically. For more information, refer to the Enabling WPAD in
Proxy Settings section in the Miscellaneous chapter.

NOTE: Proxy settings can be customized when the installation is
complete. For more information, refer to the Customizing Proxy
settings chapter in this manual.
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Configuring GFI WebMonitor machine as the default proxy using
GPO in Microsoft Windows Server 2003

To configure the Proxy Settings on all client machines to use GFI
WebMonitor as a proxy server through Microsoft Windows Server
2003 GPO:

1. Navigate to Start 3 Programs 3 Administrative Tools 3 Active
Directory Users and Computers on the DNS server.

2. Right-click the domain node and click Properties.
masterdomain.com Propetties EHE3

Generall Managed By Group Policy |

To improve Group Policy management ; upgr:
M anagement Conzole [GPRC).

i
Current Group Policy Object Links for masterdomain
Ll

Group Policy Object Links | Mo Overide | Dizabled |
Drefault Domain Policy

it the Group Policy

Group Policy Objects higher in the list have the highest pricrity.
Thiz list obtained from: win2k3zer. masterdomain. com

New | agd. | Edt | |

Optionz... | Delete. .. | Properties | [ |

[™ Block Palicy inheritance

(] I Cancel | Apply |

Screenshot 22 - Active Directory GPO dialog

3. Select Group Policy tab in the Domain Properties dialog.
4. Select Default Domain Policy from the list and click Edit.

'Hi Group Policy Object Editor

File Action ‘ew Help

- lam B R

_=:j Default Domain Policy [winzk3sery, masterdomain.com] Poli | Name I Diescription |
E@ Computer Configuration @Browser User Interface Title, bitmaps, logos, etc,
D Software Settings @Connection Connection settings, proxy and ...
D Windows Settings @URLs Favaorites, Links and Important ...
- -0 Administrative Templates B security Zones & Ratings and Authenticode

Eﬂ User CDnFiguratim? Programs Default program settings and ex...
-1 Software Settings

Remate Installation Services

Scripks {Logon/Logoff)
Security Setkings
Folder Redirection

&

[+ Adrministrative Templates

4] | Bl

|
Screenshot 23 - GPO Editor window

28 {Installing in Simple Proxy mode

GFI WebMonitor 2009



5. Expand User Configuration 3 Windows Settings 3 Internet
Explorer Maintenance 3 Connection and double-click Proxy
Settings to open the Proxy Settings dialog.

Proxy Settings ﬂ E

Proey Setkings |

‘fou can specify what prowxy servers, if any, vou want your users ko connect to, Use semicalons () ko
separake entries,

v &
—Proxzy Servers —Exceptions
Address of praxy Port Do not use proxy server For
R |192.1 E5110 : I P ‘ addresses beginning with:
2, Secure: |192.1 E8.5.10 ; | 8050 L
3.FTp:  [1921685110 : [e0a0 |
4, Gopher: |182.1 £8.5.10 : | E080
E, Socks: |192.153.5.1u : |anau [
v Do nok use proxy server for
[ Use the same proxy server for all addresses local {intranet) addresses,

Ok I Cancel | Apply Help

Screenshot 24 - Proxy Settings dialog

6. Check Enable proxy settings checkbox.
7. Uncheck Use the same proxy server for all addresses checkbox.

8. Key in the proxy server IP address and the port used (Default 8080)
in the HTTP and FTP text boxes.

9. Click OK to apply changes.
10. Close all open windows.

Configuring GFI WebMonitor machine as the default proxy using
GPO in Microsoft Windows Server 2008

To configure the Proxy Settings on all client machines to use GFlI
WebMonitor as a proxy server through Microsoft Windows Server
2008 GPO:

1. In the command prompt key in mmc.exe and press Enter.

2. In the Console Root window, navigate to File 3 Add/Remove
Snap-i n éo open the Add or Remove Snap-ins window.
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Add or Remove Snap-ins

You can select snap-ins for this conscle from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ns: Selected snap-ins:

| Snap-in |_vendor | "I Console Root Edit Extensions... |
%Device Manager Microsoft I 0 n
=¥ Disk Management Microsoft s e |
2 DS Microsoft

Event Viewer Microsoft Mave Up |
£3|Exchange Server 2007 Microsoft1

| Folder Microsoft ¢ [fave Do |
= Group Policy Management Microsoft Add > |
'=[ Group Policy Management E... Microsoft
'=[ Group Policy Object Editor Microsoft
_: Group Policy Starter GPO Ed... Microsoftt
f’_g Internet Information Servic,..  Microsoft
.’;"Inbernet Information Servic...

v IP Security Monitor Microsoft i T
[l | » Advanced... |

Description:

€ 2007 Microsoft Corporation. All rights reserved. This product is licensed.

Allows management of Group Policy across sites, domains, and organizational units within one or more forests,

OK I Cancel |

Screenshot 25 - Add/Remove Snap-ins window

3. Select Group Policy Management from the Available snap-ins
list, and click Add.

4. Click OK.

F=. Consolel - [Console Root\Group Policy Management\Forest: techcom.com\Domains\techcom.com ]

E File Action Wiew Favorites Window Help | 18] x|
alle 2 ] ] = NNERERN 7 el
| Conscle Root techcom.com
Bl &, Group Policy Management . : ) ) . )
ﬁ _ﬁ Forest: techcom.com Linked Group Policy Objects |Gmup Policy Inhertance I Delegation I
Bl [55 Domains Link Oder ~ | GPO | Erforced | Link Enabled | GPO
B techcom. com 1 s/ Default Domain Policy No Yes Enab
=r Default Domain Policy
2 | Domain Controllers
2 | Microsoft Exchange Secu
't Group Policy Objects
& WMI Filters
3] Starter GPOs
& Sites
8 roup Policy Modeling
1¢| Group Policy Results
| | I
| | o

Screenshot 26 - Console Root domain window

5. Expand Group Policy Management 3 Forest 3 Domains and
<domain>.

6. Right-click Default Domain Policy and click Edit to open the
Group Policy Management Editor.
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B Group Policy Management Editor [ O[]
File Action ‘View Help

e 2El=

|£[ Default Domain Policy [TECHCOMO2 TECHCOM.COM] Policy | Name | Description

& Computer Configuration Connection Settings Settings for connection settings

Bl 4, User Configuration @Aummaﬁc Browser Configurat... Settings for automatic browser c...
El [ Polides @Proxy Settings Settings for proxy

| Software Settings
=[] Windows Settings
?f} Remote Installation Services
= Scripts (Logon/Logoff)
Security Settings
|21 Folder Redirection
% Policy-based QoS
= Internet Explorer Maintenance
Erowser User Interface

@User Agent String Settings for user agent string

Connection

g URLs
i‘ Security
Programs

“| Administrative Templates: Policy definitions (AD
_| Preferences

4| | 0|

|
Screenshot 27 - GPO Editor window

7. Expand User Configuration 3 Policies 3 Windows Settings 3
Internet Explorer Maintenance 3 Connection and double-click
Proxy Settings to open the Proxy Settings dialog.

Proxy Settings ﬂ E
Proxy Settings |
You can spedfy what proxy servers, if any, you want your users to connect to, Use semicolons (; ) to
separate entries. Gopher cannot be customized in Internet Explorer 7.
[+ Enable proxy settings
—Proxy Servers —Exceptions
Address of proxy Port Do not use proxy server for
n . |192.'|'53.5.11ﬂ : I 2080 | addresses beginning with:
N
2, Sequre: |1 52.168.5.10 : | 8080 =l
s.FIP:  [1921685.110 : [s080 |
4. Gopher: |1 32.168.5.10 : | 8080
w
5. Socks: |152.153_5_1|:4 : |snsu [-
¥ Do not use proxy server for
[~ Use the same proxy server for all addresses local (intranet) addresses.

oK I Cancel Apply Help

Screenshot 28 - Proxy Settings dialog

8. Check Enable proxy settings checkbox.
9. Uncheck Use the same proxy server for all addresses checkbox.

10. Key in the proxy server IP address and the port used (Default
8080) in the HTTP and FTP text boxes.

11. Click OK to apply changes
12. Close Proxy Settings dialog.

13. Close Group Policy Management Editor dialog and save the
management console created.
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IMPORTANT: When using Active Directory, the administrator can
disable the Internet connection settings tab from the client machines.
For more information, refer to the Disabling Internet Connections
Settings on Client machines section in the Miscellaneous chapter.

Configuring Internet browsers to use a proxy server

This section shows how to configure the most commonly used Internet
browsers to use a proxy server.

Microsoft Internet Explorer

1. Launch Microsoft Internet Explorer.

2. From the Tools menu, choose Internet Options and select the
Connections tab.

3. Click LAN settings button.

Local Area Network (LAN) Settings

Butomatic configuration

Autamatic configuration may override manual setkings, To ensure the
use af manual setkings, disable automatic configuration.

[ ] Automatically detect settings

|:| Ilse automatic configuration script

Proxy server

Ilse a proxy server For wour LA {These settings will not apply to
dial-up or YPM connections).

Address: | myproxy Port: | 8030

[ |Bvpass proxy server For local addresses

[ Ok ][ Cancel ]

Screenshot 29 - LAN Settings dialog

4. Check Use a proxy server for your LAN checkbox.

5. Key in the proxy server name or IP address and the port used
(Default 8080) in the Address and Port text boxes.

NOTE: If WPAD is enabled in GFI WebMonitor proxy settings check
the Automatically detect settings checkbox in the Automatic
configuration area. For more information, refer to the Enabling
WPAD in Proxy Settings section in the Miscellaneous chapter.

6. Click OK to close LAN Settings dialog.
7. Click OK to close Internet Options dialog.

Mozilla Firefox

1. Launch Mozilla Firefox.
2. Click Tools 3 Options 3 Advanced tab 3 Network tab.

32 {Installing in Simple Proxy mode GFI WebMonitor 2009



Options [z|
= & F &8 &

Main Tabs Content  Applications  Privacy  Security  Adwvanced

Canneckian

Configure how Firefox connects to the Inkernet Setkings...

CFfline Skorage

Lse up ko g0 : MB aof space For the cache Clear Mow

Tell me when a website asks to store daka For offline use Exceptions...

The Fallowing websites have stored data For affline use:

I (o)1 l [ Cancel ] [ Help

Screenshot 30 - Mozilla Firefox: Options dialog

3. Click Settings button to open the Connection Settings dialog.
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x]

Connection Settings

Configure Proxies to Access the Internet
() Mo proxy
() Auto-detect proxy settings for this network,

{#) Manual proxy configuration:

HTTP Praxy: | 192.165.5.110 Port: 8050

[ ] Use this progy server For all protocals

SEL Promy: | 192,168,510 Part: 8030 :
ETP Proxy: | 192,168,5.110 Pork: B0S0 o
Gopher Prosy: | 192.168.5.10 Park: 8030 :
SOCKS Hosky | 192,165,510 Pork: gog0 :

() SOCKS w4 (3) SOCKS v5

Mo Proxy for: | localhost, 127.0.0.1)
Example: .mozila.org, .net.nz, 192, 168.1.0/24
{:} Automatic proxy configuration URL:

I I l [ Cancel ] [ Help

Screenshot 31 - Mozilla Firefox: Connection Settings dialog

4. Select Manual proxy configuration.
5. Uncheck Use this proxy server for all protocols checkbox.

6. Key in the proxy server IP address and the port used (Default 8080)
in the HTTP Proxy, FTP Proxy and related Port text boxes.

NOTE: If WPAD is enabled in GFI WebMonitor proxy settings, select
Auto-detect proxy settings for this network. For more information,
refer to the Enabling WPAD in Proxy Settings section in the
Miscellaneous chapter.

7. Click OK to close Connection Settings dialog.
8. Click OK to close Options dialog.

Google Chrome

1. Launch Google Chrome.
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® Goagle Chrame

C || ¥¢ hitp://mools.google.com/chrome/int/en/welcome html » | O~ &~
[ customize Links [ Free Hotmail [ Windows Marketplace [ Windows Media [ flealtat il
New window Chrl4M
Mew incognita window Chrl+Shift+M

Goegle chrome

Always show bookmarks bar Ctrl+B

<

Full screen Fi1
What makes Google Chrome different
Histary Chrl+H
Baookmark manager Chrl+5Shift+B
| One box for everything Downloads Chrl+3
S - Clear browsing data... Chrl+Shift+Del
ek oo ons; Import bookmarks & settings. ..
Mew Tab page G |
%Pg Search Googhe for llons cluby Cptions
. for bonsgate
M e About Google Chrome

Application shortcuts

Help F1

Exit

View all features

< = l|||| . ; D ] =]

Screenshot 32 - Google Chrome: Customize and Control Google Chrome menu

2. Click Customize and Control Google Chrome 3 Options.

Google Chrome Options

| Basics || Minar Tweaks | Under the Hood l

B3

|.ﬁ.|||:|w all cookies w |
Show cookies

Metwork

Set up a proxy to connect to the network,

[ Change proxy settings

Web Content
Matify me when a pop-up is blocked

Google Gears: [ hange Google Gears settings

Security

You have chosen to open certain file bypes automatically after downloading.
You can clear these settings so that downloaded Files don't open automaticalke, 28

Clear auto-opening settings

Select trusted S5L certificates.,

W

Reset to defaults

[ Manage certificates |

Screenshot 33 - Google Chrome: Under the Hood tab

3. In the Google Chrome Options dialog, click Under the Hood tab.
4. Click Change proxy settings button to open Internet Properties
dialog.

5. Select the Connections tab.

6. Click LAN settings button.
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Local Area Network [LAN) Settings

Automatic configuration

Automatic configuration may override manual setkings, To ensure the
use af manual setkings, disable automatic configuration,

[ ] Automatically detect: settings

|:| Iz aukamnatic confiquration scripk

Proxy server

Ilse a proxy server For wour LA {These settings will not apply to
dial-up or YPM connections).

Address: | mvprosy Part: | G030

[ ]Bvpass proxy server for local addresses

[ Ok ][ Cancel ]

Screenshot 34 - LAN Settings dialog

7. Check Use a proxy server for your LAN checkbox.

8. Key in the proxy server name or IP address and the port used
(Default 8080) in the Address and Port text boxes.

NOTE: If WPAD is enabled in GFI WebMonitor proxy settings check
the Automatically detect settings checkbox in the Automatic
configuration area. For more information, refer to the Enabling
WPAD in Proxy Settings section in the Miscellaneous chapter.

9. Click OK to close LAN Settings dialog.
10. Click OK to close Internet Options dialog.
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5 Customizing Proxy settings

5.1 Introduction

This chapter provides you with information related to the
customization of Proxy settings once the installation of GFlI
WebMonitor is completed. Use the Proxy Settings node in GFI
WebMonitor to customize the following settings:

1 Network Configuration
9 Authentication Method
1 Chained Proxy

NOTE: This node is only available in GFI WebMonitor as a standalone
proxy version.
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@

Use thiz page to specify zettings for the proxy and authentication

Pro Xy Settin gs Save Settings Cancel

Tips & Solutions

For important tips and soltions relsted to comman enviroments and brovesers wwhen deploying the GFI
‘Webhonitor procxy please vist the fallowing knowledge base article:

hittp: Akhaze ofi. comishowarticle asp vid=KBIDO01S03

Network Configuration

Configure the network interface and part on which the procxey listens to incaming connections.

192.168.5.1 | |808a0

D Listen on all netwark interfaces

Usze WPAD for network clients

@' Publizh the IP of the GFI'Webhonitor procey inWRAD
O Publish the host name of the GFIWehionitar procy inWPAD

MOTE: Proxy will abvways listen for wweb connections from this computer (127.0.0.1:5030)
Authentication method

Select proxy server authentication method.

Ma authertication

Click here for more information

Chained Proxy

DWeann'rtnr Prozy will route the web tratfic to the follovwing proxy:

Address: | | Port: | |

Use the following user credentials as an aternative to the default proxy authentication credentials.
[Leave blank to dizable aternative authertication)

Username: | | Paszword: |

Click here for more information

Screenshot 35 - Configuration: Proxy Settings view

5.2 Configuring Network Configuration

The Network Configuration area allows you to configure GFI
WebMonitor to listen for incoming connections on a specific network
card. The Network Configuration drop-down list contains a list of
network cards installed on GFI WebMonitor machine.

To configure on which network interface GFI WebMonitor will listen to
incoming connections:
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1. Navigate to Configuration 3 Proxy Settings.
Metwork Configuration

Configure the network interface and port on which the proxy listens to incoming connections.

192.168.8.6  » | (8080

D Lizten on all network interfaces

Usze WPAD for network clients

@'Publish the IP of the GFIYWebMonitar prosxy inWPAD
(C Publish the host name of the GFIWebhionitor proxy in WRAD

MOTE: Prozy will alvways listen for wvweh connections from this computer (127.0.0.1:83080)

Screenshot 36 - Configuration: Proxy Settings view - Network Configuration

2. Select the IP address of the network card (through which the proxy
listens to incoming connections) from the drop-down list, and key in
the listening port (default 8080).

3. Select the Use WPAD for network clients to allow client machines
to detect the server as the default proxy.

4. Select:

1 Option 1: Publish the IP of the GFI WebMonitor proxy in WPAD
checkbox to include the GFI WebMonitor IP address in the
WPAD.dat file.

9 Option 2: Publish the host name of the GFI WebMonitor proxy
in WPAD checkbox to include the GFI WebMonitor host name in
the WPAD.dat file.

5. Click Save Settings to finalize configuring on which network
interface GFI WebMonitor will listen to incoming connections.

NOTE: Failing to click Save Settings means that you will lose settings
as soon as you leave the view to move to another section in GFlI
WebMonitor.

NOTE: Select the Listen on all network interfaces checkbox if the
GFI WebMonitor server is required to listen to incoming connections
on multiple network cards.

5.3 Configuring Authentication Method

The Authentication Method area allows you to configure the
authentication method used by the proxy. This determines how client
machines are validated when accessing the Internet.

Authentication method

Select proxy zerver authentication method.

[ o authertication

C‘ Baszic authentication
(®) Integrated authertication

Set Exception List

Click here for more informsation

Screenshot 37 - Configuration: Proxy Settings view - Authentication method
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No authentication

Select this checkbox if proxy authentication is not required. Thus, the
user is not required to key in a valid username and password when
launching a new Internet session. When launched, the Internet
browser will not prompt the user to provide valid login credentials.

Basic authentication

Select this checkbox if the user is required to key in a valid username
and password when launching a new Internet session. When
launched, the Internet browser will prompt the user to provide valid
login credentials.

Integrated authentication

Select this checkbox if proxy authentication is required. This is done
using the client ma ¢ h i aceessodcontrol service. Users will not be
required to key in login credentials to access the Internet.
(Recommended)

The Integrated authentication option is disabled on machines where
Local users are authenticated as guest (This policy is enabled by
default on a Microsoft Windows XP Pro machine which has never
been joined to a Domain Controller). Network access method can be
configured:

1 Manually on each machine or,
9 Using Active Directory GPO.

For more information, refer to the Configuring Network Access policy
section in the Miscellaneous chapter.

Exception List

The Set Exception List button allows you to specify the IP addresses
that GFI WebMonitor will exempt from proxy authentication.

To add IP addresses:
1. Click the Set Exception List button.

IPs That Will Hot Be Authenticated ;_:-ff
IP: [10.0.0.3 || Add
IP Address
127.0.0.1
10.0.0.1 ]
10,0.0.2 ]
oK

Screenshot 38 - Exception list dialog
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2. In the IP text box, key in the IP that is to be excluded and click Add.
Repeat for all the required IP addresses.

3. Click OK to exit the dialog.
4. Click Save Settings to finalize adding IP addresses.

NOTE: Failing to click Save Settings means that you will lose settings
as soon as you leave the view to move to another section in GFI
WebMonitor.

5.4 Configuring Chained Proxy
The Chained Proxy area allows you to configure the forwarding of
HTTP traffic received by the GFI WebMonitor machine to another
proxy.
NOTE: Client machines have to be configured to forward HTTP traffic
received by them to the GFI WebMonitor machine.

To configure GFI WebMonitor to forward HTTP traffic to a proxy
server:

1. Navigate to Configuration 3 Proxy Settings.

Screenshot 39 - Configuration: Proxy Settings view - Chained Proxy

2. Select the WebMonitor Proxy will route the web traffic to the
following proxy: checkbox.

3. Key in the proxy server IP address in the Address text box and key
in the chained p r o xpgri(default 8080) in the Port text box.

4. If proxy authentication requires alternate credentials, key in the
required credentials in the Username and Password text boxes.

NOTE: If no credentials are keyed in, the default user credentials are
used.

5. (Optional) Click the Test Proxy Chaining button to test the
connection between the GFI WebMonitor machine and the proxy
server.

6. Click Save Settings to finalize configuring GFI WebMonitor to
forward HTTP traffic to a proxy server.

NOTE: Failing to click Save Settings means that you will lose settings
as soon as you leave the view to move to another section in GFl
WebMonitor.

GFI WebMonitor 2009 Customizing Proxy settings 41







































































































































