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1 Introduction

1.1 Introduction to GFI MailSecurity

Email is frequently used as a means for distributing harmful content (for example, through email
attachments). GFl MailSecurity acts as an email firewall to protect an email system against
malicious email attacks. The software uses various methods to block malicious emails, such as
multiple virus scanning engines and link scanning technology. Using the GFI MailSecurity web-
based interface, you can easily configure and optimize the software for your requirements.
Blocked emails can then be reviewed and the appropriate action taken accordingly.

1.2  Using this manual

The aim of this ‘Getting Started Guide’ is to help you install and run GFI MailSecurity on your
network with minimum configuration effort. It describes:

1. The various environments and email infrastructures supported by this product.
2. How to install the software.
3. How to run the product using default settings.

1.2.1 Administration and Configuration Manual

Detailed administration and configuration guidelines are provided in a separate manual called
GFI MailSecurity Administration and Configuration Manual. This is installed with the product or
downloadable separately from the GFI web site:

http://www.gfi.com/mailsecurity/manual/

This Administration and Configuration manual complements this Getting Started Guide by
providing more detailed information on how to use and customize the features provided in GFI
MailSecurity.

1.2.2 Manual structure

This manual contains the following chapters:

Chapter 1 Introduction
Introduces this manual.
Chapter 2 About GFI MailSecurity
Provides basic information about GF| MailSecurity.
Chapter 3 Typical deployment scenarios
Describes the various environments how GFI MailSecurity can be installed.
Chapter 4 System requirements
Defines system specifications required to install GFl MailSecurity.
Chapter 5 Pre-install actions
Describes the actions that need to be taken before installing GFI MailSecurity in various
environments.
Chapter 6 New installations

Provides information on how to install GFl MailSecurity.

Chapter 7 Upgrade from earlier versions
Describes how to upgrade older versions of GFl MailSecurity to the latest version.

Chapter 8 Post-install actions
Defines the actions that need to be taken after installing GFl MailSecurity.

Chapter 9 Accessing the GFI MailSecurity Configuration and Quarantine Store
Provides information on how to access the GFI MailSecurity interface.

Chapter 10 Testing your GFl MailSecurity system
Describes how to test your GFl MailSecurity installation.
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Chapter 11 Uninstalling GFI MailSecurity
Provides information on how to uninstall GFl MailSecurity.

Chapter 12 Troubleshooting

Contains information on how to deal with any problems encountered while using GFI
MailSecurity. Also provides extensive support information.

Chapter 13 Appendix - Installing on a Microsoft Exchange 2003 cluster
Describes how to install GFl MailSecurity in a Microsoft Exchange 2003 Active/Passive cluster.

Chapter 14 Glossary
Defines technical terms used within GFI MailSecurity.

1.3 Terms and conventions used in this manual

The following terms and conventions are used in the documentation of this manual:

. Additional information and references essential for correct operation.
NOTE:
i‘j Important notifications and cautions regarding potential issues that are commonly encountered.
Step by step navigational instructions to access a specific task.
>
Bold Names of items to select such as nodes, menu options or command buttons.
< ires Parameters and values that you must replace with the applicable value, such as custom paths
Italics

and filenames.

For any technical terms and their definitions as used in this manual, refer to the Glossary
chapter.
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2 About GFI MailSecurity

2.1 GFI MailSecurity components

GFI MailSecurity scan engine

The GFI MailSecurity scan engine analyzes the con tent of all inbound and outbound email. If you
install GFl MailSecurity on the Microsoft Exchange server, it will also scan the Microsoft Exchange
information store. If you install GFI MailSecurity on a Microsoft Exchange Server 2007/2010
machine with Hub Transport and Mailbox Server Roles, it will also analyze internal email. When
GFI MailSecurity quarantines an email, it informs the appropriate supervisor/administrator via
Email/RSS feed, depending on the options configured.

GFI MailSecurity web interface

Through the GFI MailSecurity web interface, you can:

» Monitor email scanning activity

» Manage scanning and filtering engines

» Configure GFl MailSecurity settings

» Review quarantined emails

GFI MailSecurity Switchboard

Use the GFI MailSecurity Switchboard to configure:

» How to launch GFI MailSecurity

» Website and Virtual Directory names for the web interface and quarantine

» Tracing options to create log files for debugging purposes.
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2.2 How GFI MailSecurity works

This section provides a high-level overview on how GFl MailSecurity works.
2.2.1 Incoming email

Incoming email

GFIMailSecurity l

" P (Y
. 7. B

= 3 9 (3]
Blocked Scanning & filtering Accepted Delivered to
user's mailbox

Screenshot 1 -Incoming email
0 Incoming email is relayed to the GFI MailSecurity machine.

0 Email is scanned by GFI MailSecurity using the email scanning engines and filters configured
to scan inbound emails.

EMAIL SCANNING ENGINE DESCRIPTION

Virus Scanning Engines Scan emails for viruses and malicious code. Some engines also include other
features, such as macro checking, link scanning and Sandbox technology.

Content and attachment Block emails that match any rules containing pre-configured conditions within
filtering the email body or attachments.
Decompression engine Analyzes compressed attachments for potentially malicious content.

Trojan & executable scanner  Analyzes the function of executable files for malicious code.
Email exploit engine Checks if attachments contain any exploits.

HTML Sanitizer Scans and removes html code with email body and attachments.

0 GFI MailSecurity applies the appropriate action depending on the scan results.

Accepted If the email is safe, delivery to the user’s mailbox is allowed.

Blocked When a compromised email is detected, the appropriate action is taken by GFI
MailSecurity depending on which action is configured (for example, the email is
quarantined).

2.2.2 Outgoing email

Outgoing email

o |-J e

Blocked Scanning & filtering Accepted Sent for delivery

Screenshot 2 -Outgoing email
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0 Outgoing email is relayed to the GFI MailSecurity machine.

0 Email is scanned by GFI MailSecurity using the email scanning engines and filters configured
to scan outbound emails.

EMAIL SCANNING ENGINE DESCRIPTION

Virus Scanning Engines Scan emails for viruses and malicious code. Some engines also include other
features, such as macro checking, link scanning and Sandbox technology.

Content and attachment Block emails that match any rules containing pre-configured conditions within
filtering the email body or attachments.

Trojan & executable scanner  Analyzes the function of executable files for malicious code.
Email exploit engine Checks if attachments contain any exploits.

HTML Sanitizer Scans and removes html code with email body and attachments.

0 GFI MailSecurity applies the appropriate action depending on the scan results.

Accepted If the email is safe, delivery to the user’s mailbox is allowed.

Blocked When a compromised email is detected, the appropriate action is taken by GFI
MailSecurity depending on which action is configured (for example, the email is
quarantined).

2.2.3 Other features

Apart from scanning incoming and outgoing emails, GFI MailSecurity also includes the features
listed below.

DESCRIPTION
Internal emails scanning Attachment Filtering and Content Filtering can be configured to scan internal

emails when GFI MailSecurity is installed on the Microsoft Exchange server.
Information Store Protection Scans the Microsoft Exchange information store using the Virus Scanning Engines.
Directory Harvesting Deletes emails addressed to nonexistent users from the Quarantine Store.

Quarantine Store A central repository within GFl MailSecurity where all blocked emails are
retained until review.

2.3 Licensing

For information on licensing, refer to:
http://www.gfi.com/products/gfi-mailsecurity/pricing/licensing.
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3 Typical deployment scenarios

This chapter explains the different scenarios how GFI MailSecurity can be installed and
configured. You can install GFl MailSecurity:

» directly on your mail server, or

» on a separate machine configured as a mail relay/gateway server.

3.1.1 Installing GFI MailSecurity on your mail server

R
Emails I

R — i
Mail server
+
GFl Mail Security

Figure 1 - Installing GFI MailSecurity on your mail server

You can install GFI MailSecurity directly on your mail server, without any additional
configuration.

— | In Microsoft Exchange 2007/2010 environments, GFl MailSecurity can only be installed
.—.1 on the servers with the following roles:

» Edge Server Role, or
» Hub Transport Role, or

» Hub Transport and Mailbox Roles - with this configuration GFI MailSecurity can also scan
internal emails for viruses.

3.1.2 Installing GFI MailSecurity on a mail relay server

_—
Emails
—_—
GF1 Mail Security Mail server

Figure 2 - Installing GFI MailSecurity on a mail gateway/relay server

When installing on a separate server (that is, on a server that is not the mail server), you must
first configure that machine to act as a gateway (also known as “Smart host” or “Mail relay”
server) for all your emails. This means that all inbound email must pass through this machine for
scanning before being relayed to the mail server for distribution. The same applies for outbound
emails, where the mail server must relay all outgoing emails to the gateway machine for
scanning before they are conveyed to the external recipients via Internet.
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3.1.3 Installing GFI MailSecurity in front of your firewall

Firewall

GFI MailSecurity
Perimeter {Gateway) Server

Mail Server
Microsoft Exchange

Figure 3 - Installing GFI MailSecurity on a separate machine on a DMZ

Recommendation: If utilizing a firewall, a good way to deploy GFI MailSecurity is to install it on
a separate machine in front of your firewall or on the firewall itself. This allows you to keep
your corporate mail server behind the firewall. GFI MailSecurity will act as a smart host/mail
relay server when installed on the perimeter network (also known as DMZ - demilitarized zone).

— | In a Microsoft Exchange Server 2007/2010 environment, the mail relay server in the
.—.1 DMZ can be a machine running Microsoft Exchange Server 2007/2010 with the Edge
Transport Server Role installed.

When GFI MailSecurity is not installed on your mail server:

» You can perform maintenance on your mail server whilst still receiving email from the
Internet.

» Fewer resources are used on your mail server.

» Additional fault tolerance - if anything happens to your mail server, you can still receive
email since emails are queued on the GFI MailSecurity machine.

— | GFI MailSecurity does not require a dedicated machine when not installed on the mail
—1 server. For example, you can install GFl MailSecurity on your firewall machine or on
machines running other applications such as GFl MailEssentials.
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3.2 Which installation mode should | use?

A core requirement of GFl MailSecurity is a list of the local mailboxes to protect. GFl
MailSecurity can access the list of email users using two modes chosen during the installation:

» Active Directory mode
» SMTP mode

— | Both modes have the same scanning features and performance. The only difference
.—.1 between Active Directory and SMTP installation mode is the way that GFI MailSecurity
accesses/gathers the list of email users for generating its scanning rules and
notifications.

You must install GFI MailSecurity in SMTP mode if you are running Lotus Notes or
another SMTP/POP3 server.

3.2.1 Active Directory mode

To use this mode, the machine running GFI MailSecurity must be behind your firewall and must
have access to the Active Directory containing ALL your email users (the machine must be part
of the Active Directory domain). You can install GFI MailSecurity in Active Directory mode
directly on your mail server as well as on any other domain machine that is configured as a mail
relay server in your domain.

3.2.2 SMTP mode
Use this mode when the machine running GFI MailSecurity does not have access to the Active

Directory containing all your email users. This includes machines that are not part of your Active
Directory domain and machines in a DMZ.
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4  System requirements

4.1 Hardware requirements

The minimum hardware requirements for GFI MailSecurity are:
» 2GHz processor

» 512MB RAM

» 1.5GB of physical disk space (installation only)

4.2 Software requirements
4.2.1 Supported Operating Systems

» Windows Server 2008 Standard or Enterprise (x86 or x64) (including R2 edition)
» Windows Server 2003 Standard or Enterprise (x86 or x64)

»  Windows XP professional

»  Windows Small Business Server 2003 / 2008

4.2.2 Supported Mail Servers

» Microsoft Exchange Server 2010, 2007 SP1 or higher, 2003
» Lotus Notes 5.5, 5.0, 4.5, 4
» Any SMTP/POP3 mail server

4.2.3 Other required components

» Internet Information Services (lIS) SMTP and World Wide Web services
» Microsoft .NET framework 2.0

»  MSMQ - Microsoft Messaging Queuing Service - for more information how to install MSMQ,
refer to:

http://msdn.microsoft.com/en-us/library/aa967729.aspx

» Microsoft Data Access Components (MDAC) 2.8 - this is included by default on Windows Server
2003 or later. This can be downloaded from:

http://www.microsoft.com/Downloads/details.aspx?familyid=6CO50FE3-C795-4B7D-B037-
185D0506396C&displaylang=en
4.2.4 Important notes

Windows XP

Since the version of Internet Information Services (IIS) in Windows XP limits only up to 10
simultaneous client connections, installing GFlI MailSecurity on a machine running Windows XP
could affect its performance.

Windows Server 2008

When installing on Windows Server 2008, the following server roles and services must be
enabled:

» Web Server (lIS) role
» ASP.NET

» Windows Authentication Services
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» Microsoft SMTP Services

For more information, refer to:
http://kbase.gfi.com/showarticle.asp?id=KBID001596
Windows Small Business Server 2003

When using Small Business Server, ensure you have installed Service Pack 1 for Exchange Server
2003.

Microsoft Exchange Server 2007/2010

In a Microsoft Exchange Server 2007/2010 environment, install GFl MailSecurity on a machine
with one of the following roles:

» Edge Server Role, or
» Hub Transport Role, or

» Hub Transport and Mailbox Roles - with this configuration GFl MailSecurity can also scan
internal emails for viruses.

— | 1IS SMTP service is not required, since Microsoft Exchange 2007/2010 have an inbuilt
| —1 SMTP server.

4.2.5 Other installation notes

1. Disable anti-virus software from scanning the GFl MailSecurity directories. Anti-virus products
might interfere with normal operation as well as slow down any software that requires file
access. In fact, Microsoft does not recommend running file-based anti-virus software on the mail
server. For more information, refer to:

http://kbase.gfi.com/showarticle.asp?id=KBID003316.

2. GFI MailSecurity directories should not be backed up using backup software since this effects
operation of the software.
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5 Pre-install actions

5.1 Installing on your mail server

No additional configuration is required if you are installing GFl MailSecurity directly on your mail
server. For information on how to install GFI MailSecurity, refer to New installations chapter.

5.2 Installing on an IIS mail relay server

In order to install GFl MailSecurity on a mail relay/gateway machine, it must be running the IIS
SMTP service and World Wide Web service. You must also configure the machine as an SMTP
relay to your mail server. This means that the MX record of your domain must be pointing to the
gateway machine. This section describes how to configure your mail relay to install GFl
MailSecurity.

5.2.1 Step 1: Install the 1IS SMTP service

If the IIS SMTP service is not installed, ensure to install it on the mail relay server, as described
in the following sub-sections.

Windows Server 2003

1. Navigate to Start » Control Panel » Add or Remove Programs » Add/Remove Windows
Components.

2. Select Internet Information Services (1IS) and click Details.
3. Select the SMTP Service option and click OK.
4. Click Next to finalize your configuration.

Windows Server 2008

Enabling IS SMTP service

1. Launch the Windows Server Manager.

2. Navigate to the Features node and select Add Features.

3. From the Add Features Wizard select SMTP Server checkbox.

—_ | The SMTP Server feature might require the installation of additional role services and
.—.1 features. Click Add Required Role Services to proceed with installation.

4. In the following screens click Next to configure any required role services and features, and
click Install to start the installation.

5. Click Close to finalize the configuration.
5.2.2 Step 2: Specify mail relay server name and IP address

1. From Control Panel, open Administrative Tools and launch Internet Information Services.

2. Expand the server name node, right-click the Default SMTP Virtual Server node and click
Properties.
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Default SMTP Yirtual Server Properties

General |.-’-'-.u:u:ess| Messagesl Deliveryl LDAF Huutingl Securit_l,ll

% Diefault SMTP Wirtual Server

P addresz:

|1?2.'IE.13EI.?4 j Advanced... |
[ Limit number of connections to: I'“:I

Connection time-out [minutes]; |1 0

Enable logging

Eative o fammat:

"W3C Extended Lag File Format ¥| | Bropeties: |

] Cancel | Apply | Help

Screenshot 3 - Assign an IP address to the mail relay server

3. Key in the IP address of the SMTP relay server in the IP address list and click OK.

5.2.3 Step 3: Configure the SMTP service to relay mail to your mail server

Now you must configure the SMTP service to relay inbound messages to your mail server.

Start by creating a local domain in IIS to route mail:

1. From Control Panel open Administrative Tools and launch Internet Information Services.

2. Expand the server name node and navigate to Default SMTP Virtual Server » Domains. By
default, you should have a Local (Default) domain with the fully qualified domain name of the

server.

3. Configure the domain for inbound message relaying as follows:
a) Right-click the Domains node and click New » Domain.

14| Pre-install actions

Getting Started Guide



Mew SMTP Domain Wizard l

YWelcome to the New SMTP Domain 'wizard

|1ze thiz wizard to create a new daomain an thiz SMTF
wirtual server.

Specify the domain Type:

< Black I Mest = I Cancel

Screenshot 4 - SMTP Domain Wizard - Selecting domain type
b) Select Remote and then click Next.

c) Type the domain name in the Name box and then click Finish.

th Upon installation, GFl MailSecurity will import Local Domains from the IIS SMTP service.

.—.1 If you add additional Local Domains in IIS SMTP service, you must also add these
domains to GFl MailSecurity because this does not detect newly added Local Domains
automatically. You can add more Local Domains using the GFI MailSecurity
configuration. For more information, refer to the ‘Adding Local Domains’ section in the
GFI MailSecurity Administration & Configuration manual.

5.2.4 Step 4: Configure the domain to relay email to your mail server

1. Right-click the domain you just created and then click Properties. Select the Allow the
Incoming Mail to be relayed to this domain check box.
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NEW_Domain Properties E

General l Advanced l

“‘*R_f": ME'w _[lamain

Select the appropnate settings for your remote domain.

v Allow incoming mail to be relayed ta this domain

[ Send HELO instead of EHLO

Hutbound Securty..

Route domain
(" Usze DMS to route ta thiz domain

&+ Faorward all mail to zmart host

||]192.15=3.1.1]

O Cancel Apply Help

Screenshot 5 - Configure the new domain

2. In the Route domain dialog box, click Forward all email to smart host and type the IP address
(in square brackets) of the server which will handle the emails addressed to this new domain.
For example, [123.123.123.123]

— | The square brackets are used to differentiate an IP address from a hostname (which
|—.1 does not require square brackets).

3. Click OK.
5.2.5 Step 5: Secure your mail relay server

In this step, you will set up your SMTP virtual server’s mail Relay Restrictions. This means that
you must specify which machines may relay email through this virtual server (effectively limiting
the servers that can send email via this server).

1. Right-click the Default SMTP Virtual Server node and then click Properties.

2. In the properties dialog box, click the Access tab and then click Relay to open the Relay
Restrictions dialog box.
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Relay Restrictions |

Select which computer may relay through thiz wirtual server:
&= Only the list below
= Al except the lizt below

Computers:

Aooess | IF Address [Mazk] / Domain Hame

Py Granted | 192.1.22.30

Add... | Bemove |

V¥ Allow all computers which successfully authenticate to relay, regardless
of the list abowve.

| k. I Caricel Help

Screenshot 6 - Relay Restrictions dialog

3. Click Only the list below and then click Add to specify the list of permitted computers.

Computer |

Add one of the following to the list.

= Single computer
IF addresz:
|192.1sn. 2 .| DMS Lookup...

™ Group of computers

Sutrel addiess: SnfEred masks

" Diomain

==

] I Cancel Help

Screenshot 7 - Specify machines which may relay email via virtual server

4. In the Computer dialog box, specify the IP of the mail server that will be forwarding the
email to this virtual server. You can specify the IP of a single computer, group of computers or a
domain:

» Single computer: Select this option to specify one particular host that will relay email via
this server. If you want to look up the IP address of a specific host, click DNS Lookup.

» Group of computers: Select this option to specify the base IP address for the computers that
you want to relay.

» Domain: Select this option to include all the computers of a specified domain. This means
that the domain controller will openly relay emails via this server. Note that this option adds
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processing overhead and may reduce SMTP service performance because it includes reverse
DNS Lookups to verify the domain name of all IP addresses that try to relay.

Click OK to add entry to the list.

5.2.6 Step 6: Configure your mail server to relay email via the Gateway server
After you have configured the IIS SMTP service to send and receive email, you must configure
your mail server to relay all email to the mail relay server:

Microsoft Exchange Server 4/5/5.5

1. Start the Microsoft Exchange Administrator and double-click on Internet Mail Service to open
the properties configuration dialog box.

Internet Mail Service [MAILFAXSRY] Properties |
Cueues I Fiouting I Security I
General I Permizzions I Connected Sitez I Addrezz Space I Deliven Restrictionz |
Diagroztice Logaging I Internet b ail I Dial-up Connections Connections
L1 o o
Internet Mail Service (MAILFA...
— Transfer Mode————— 1~ Mesgzage Deliverny
% |nbound & Outbound i~ Usze domain name systen [DMS]
" |nbound Orly = Forward all messages to host;
" Qulbound Only |1nn.125.125.13n
= Mone [Flugh Queues] ™ Dil using: I j
Advanced... | Specify by E-Mail Diomain: E-Mail Domair... |
—&ccept Connections —Service Mezsage Queues—
% From any host [zecure or non-zecure] Betmy interval [hre):
" Only fram hosts using: I.-'l'-.uthenticaticun j |.25, 514
Specify by host; Hosztz... | Time-outz... |
[T Clientz can only zubmit if homed on thiz server
[ Clientz can only zubmit if authentization account matches submission address
k. I Cancel | Apply | Help

Screenshot 8 - The Microsoft Internet mail connector

2. Click the Connections tab and in the Message Delivery area click Forward all messages to
host. Type the computer name or IP of the machine running GFI MailSecurity.

3. Click OK and restart the Microsoft Exchange Server from the services applet.
Microsoft Exchange Server 2000/2003

You will need to set up an SMTP connection that forwards all email to GFI MailSecurity:
1. Start the Exchange System Manager.

2. Right-click the Connectors Node, click New » SMTP Connector and then specify the
connector name.

3. Click Forward all mail through this connector to the following smart host, type in the IP of
the GFI MailSecurity server (the mail relay/Gateway server) and then click OK.

— | Always enclose the IP address within square brackets [ ]. For example,
.—1 [100.130.130.10].
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4. Select the SMTP Server that must be associated to this SMTP Connector. Click the Address
Space tab, and then click Add. Click SMTP and then click OK to accept the changes.

5. Click OK. All emails will now be forwarded to the GFI MailSecurity machine.
Lotus Notes

1. Double-click the Address Book in Lotus Notes.

2. Click on Server item to expand its sub-items.

3. Click Domains and then click Add Domains.

4. In the Basics section, click Foreign SMTP Domain from the Domain Type field and in the
Messages Addressed to area, type “*” in the Internet Domain box.

5. Under the Should be routed to area, specify the IP of the machine running GFl MailSecurity in
the Internet Host box.

6. Save the settings and restart the Lotus Notes server.
SMTP/POP3 mail server
1. Start the configuration program of your mail server.

2. Search for the option to relay all outbound email via another mail server. This option will be
called something similar to Forward all messages to host. Enter the computer name or IP of the
machine running GFI MailSecurity.

3. Save the new settings and restart your mail server.

5.2.7 Step 7: Modify the MX record of your domain to point to the mail relay server

= If your ISP manages the DNS server, ask provider to update it for you.

Since the new mail relay server must receive all inbound email first, you must update the MX
record of your domain to point to the IP of the new mail relay/Gateway server. Otherwise, email
will continue to go to your mail server and by-pass GFI MailSecurity.

Verify the MX record of your DNS server as follows:

1. Open the command prompt, type nslookup and hit Enter.

2. Type set type=mx and press Enter.

3. Type your mail domain and press Enter.

4. The MX record should return a single IP that must correspond to the IP of the machine running
GFI MailSecurity.

E:"-.,WIHNT"-.,SysI:En132"-.,cn1d.e:u:e - nslookup

Microsoft Windows 2BBA [Uersion 5.88.21951
CC>» Copyright 1785-2808 Microsoft Corp.

C:xDocuments and Settingssadministrator.GHOST >nslookup
Default Server: nyserver
Addresz: 172.168.8.1

¥ set type=mx

*» mydomain.com
SEFVEr: MNYSErver
Addresz=s: 192.168.8.1

mydomain.com M{ preference =
mydomain.com internet address = 172.168.8.153
>

18, mail exchanger = mydomain.com

Screenshot 9 - Checking the MX record of your domain
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5.2.8 Step 8: Test your new mail relay server

Before you proceed to install GFI MailSecurity, verify that your new mail relay server is working
correctly.

1. Test the IIS SMTP inbound connection of your mail relay server by sending an email from an
external account to an internal user. Verify that the email client receives the email.

2. Test the lIS SMTP outbound connection of your mail relay server by sending an email to an
external account from an internal email client. Verify that the external user receives the email.

— | Instead of using an email client, you can send email manually through Telnet. This will
—.1 give you more troubleshooting information. For more information, refer to:
http://support.microsoft.com/support/kb/articles/Q153/1/19.asp
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6  New installations

Before you install GFl MailSecurity, check the points below:
1. Make sure that you are logged on using an account with administrative privileges.
2. Save any pending work and close all open applications on the machine.

3. Check that the machine you are installing GFI MailSecurity on meets the software and
hardware requirements specified earlier in this chapter.

To install GFI MailSecurity follow these steps:

1. Run the GFI MailSecurity setup program by double-clicking on the MailSecurity2011.exe file.
2. Click Next in the Welcome page.

3. Select whether to check for newer versions/builds of GFI MailSecurity and click Next.

4. Read the license agreement displayed in the License agreement page and click | accept the
terms in the license agreement if you accept the terms of the license agreement. Click Next to
continue the installation.

5. When upgrading from a previous version than GFl MailSecurity 10.1 SR8, you will be asked to
upgrade the Quarantine database from Microsoft Access to a Firebird database. Select Import to
automatically launch the Quarantine upgrade tool after the installation is complete. For more
information how to use the quarantine upgrade tool, refer to Upgrading the Quarantine section
in this manual.

If you select not to import the quarantine database, any quarantined emails will
not be imported in the new installation.

6. Key in the administrator’s email address in the Administrator Email text box. Enter the
license key in the License Key text box or use the default license key for evaluation purposes.
Click Next to continue the installation.

i';'!:“ GFI Mailsecurity for Exchange;/SMTP - InstallShield Wizard

Active Directory
Access ko ackive directory users I

Dioes this server have access ko all email users in Active Direckory?

- Yes, all email users are available on Active Directory. Rules will be based on
active Directary users

Mo, I do not have Active Directory or my nebwork does not have access ko
ackive Directory (DMZ), Rules will be based on SMTP email addresses

InstallEhield

Cancel |

Screenshot 10 - Define if the server has access to all email users in the Active Directory

7. Select the mode that GFl MailSecurity will use to retrieve the list of your email users. You
must select one of the following options:

< Back
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Yes, all email users are
available on Active Directory

No, | do not have Active
Directory or my network does
not have access to Active
Directory (DMZ)

Active Directory mode

GFI MailSecurity will retrieve the list of users from Active Directory. Selecting
this option means that GFl MailSecurity is being installed behind your firewall
and that it has access to the Active Directory containing ALL your email users.

SMTP mode

GFI MailSecurity will retrieve the list of email users/addresses from your mail
server. Select this mode if you are installing GFI MailSecurity on a machine
that does not have access to the Active Directory containing the complete list
of all your email users. This includes machines on a DMZ or machines that are
not part of the Active Directory domain.

— | For more information on which installation mode to use, refer to section Which
=7 installation mode should | use?.

Click Next to proceed with the installation.

i';'!:“ GFI Mailsecurity for Exchange;/SMTP - InstallShield Wizard

IIS Setup

Wirkual Directory, Website and SMTP Server seleckion GFI

IS Setup

Defaulk Web Site (REtp: [

Select the website on which to create the MailSecurity wirtual directory

Enter the name of the configuration virkual directory o create

IMaiISecurity

Enter the name of the RSS virtual directory ko create

IMaiISecurityRSS

—SMTP Server Setup

Select the SMTP server instance to bind MailSecurity ko

IDeFauIt SMTP Wirkual Server

=~

Installhield

< Back I Mexk = I Zancel

Screenshot 11 - Define your SMTP server and GFI MailSecurity virtual folder details.

8. In the IIS Setup dialog, configure the following options:

The website to create the GFlI
MailSecurity virtual directory

The GFI MailSecurity
Configuration virtual directory

The GFI MailSecurity
Quarantine RSS feeds virtual
directory
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Select the website where you want to host the GFl MailSecurity virtual
directories.

Specify a name for the GFI MailSecurity virtual directory.

Specify a name for the GFI MailSecurity Quarantine RSS feeds virtual
directory.

Getting Started Guide



SMTP Server Setup Select the SMTP Server that GFI MailSecurity binds to. By default, GFI
MailSecurity binds to your default SMTP virtual server (that is, the server
specified in the MX record of your DNS Server). If you have multiple SMTP
virtual servers on your domain, you can bind GFI MailSecurity to any available
SMTP virtual server.

NOTE 1: If you are installing on a Microsoft Exchange Server 2007/2010
machine this option is not shown since the IIS SMTP service is not required as
Microsoft Exchange has its own built-in SMTP server.

NOTE 2: After installation, you can still bind GFI MailSecurity to another SMTP
virtual server from the GFl MailSecurity Configuration. For more information,
refer to the ‘SMTP server bindings’ section in the GFI MailSecurity
Administration & Configuration manual.

Click Next to continue.

9. Setup now imports a list of your Local Domains from the 1IS SMTP service. If any Local Domain
is not listed, make sure to add it after installation completes. For more information, refer to the
‘Adding Local Domains’ section in the GFl MailSecurity Administration & Configuration manual.
Click Next to continue.

— | When installing on a Microsoft Exchange 2007/2010 machine, this screen is not
—.1 displayed. Local domains are configured in the Post-Installation Wizard.

10. Setup will now ask you to select a folder where to install GFI MailSecurity. Click Change... to
specify a new installation path or click Next to install in the default location and proceed with
the installation.

11. Click Install to start the installation process.

— | If you are prompted to restart the SMTP services, click Yes and finalize the installation.

=7

12. On completion, click Finish.

— | When installing on a Microsoft Exchange Server 2007/2010 machine, the installation
— 1 launches the GFI MailSecurity Post-Installation Wizard. For information on how to use
this wizard, refer to GFIl MailSecurity Post-Installation Wizard chapter.

6.1  GFI MailSecurity Post-Installation Wizard

—_ | This section applies only when installing GFI MailSecurity on a Microsoft Exchange
.—.1 Server 2007/2010 machine.

GFI MailSecurity will not work with Microsoft Exchange Server 2007/2010 if the
Post-Installation wizard is not completed.

The GFI MailSecurity Post-Installation Wizard registers GFI MailSecurity with the local installation
of Microsoft Exchange Server 2007/2010 so that it can process and scan emails passing through
the server.

1. Click Next in the welcome page.

The wizard collects information from the Microsoft Exchange Server 2007/2010 installation, such
as the list of local domains and the server roles installed.
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i@ GFI MailSecurity Post-Installation Wizard M= B |

Local domains
Specify the domains GFl MailSecurty should treat az local.

Diomaing with an astenizk next to them form part of the accepted domain list in Exchange.
The local domains vou add here, affect the GFI kailSecurity configuration only. The
icrogoft Exchange accepted domain list iz not modified.

Local domains

&dd

regearchdomain. loc ™
Hemove

¢ Back I Meut » I Cancel

Screenshot 12 - Local domains list

2. The wizard displays the accepted domain list collected from Microsoft Exchange Server
2007/2010. Only emails sent to or received from these domains will be scanned by GFI
MailSecurity. If there are any other local domains, type each domain in the Local domains box
and click Add. If you want to remove a domain from this page, select it from the list and click
Remove.

—_ | The local domains you add from this page affect the GFI MailSecurity installation only.
.—.1 The Microsoft Exchange Server 2007/2010 domains list is not modified.

Click Next to continue.

i@ GFI MailSecurity Post-Installation Wizard M= B |

Installation Summany
The following GFl MailSecurty components will be installed.

The wizard detected the following Exchange Server 2007 roles.

b il
Hub Transport
Client Access

The following GFI MailSecurty components will be installed.

WEAP
Routing Tranzpart &gent
SMTP Tranzport Agent

Click Mext, to install

Cancel |

¢ Back

Screenshot 13 - Server roles detected and list of components to install.
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3. A list of the Microsoft Exchange Server 2007/2010 server roles detected on the machine and a
list of the GFI MailSecurity components that need to be registered are displayed. Click Next to
install the required GFI MailSecurity components.

5. Click Finish to close the wizard.
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7 Upgrade from earlier versions

7.1 Upgrading from GFI MailSecurity 8 or earlier

Due to fundamental architectural changes between GFl MailSecurity 8 and previous versions, and
newer versions, it is not possible to install GFl MailSecurity on top of an existing installation of
GFI MailSecurity 8.

This section shows you how to:
» Replace your current GFl MailSecurity 8 installation with a newer version.

» Convert and import the GFI MailSecurity 8 configuration settings to the new configuration
format.

To upgrade from GFI MailSecurity 8, follow these steps:
1. Uninstall GFI MailSecurity 8.

2. When the GFI MailSecurity 8 uninstallation completes, some files are left in the root folder
where GFI MailSecurity 8 was installed. One of these files is the avapicfg.rdb located in the Data
sub-folder. You will need this file to migrate the settings from GFI MailSecurity 8 to the new GFI
MailSecurity installation.

3. Install GFI MailSecurity as shown in the New installations section of this chapter.

Do not install GFI MailSecurity to the same path where GFI MailSecurity 8 was
installed to prevent files such as avapicfg.rdb from being overwritten.

Ensure that the new GFI MailSecurity installation is installed using the same mode
as GFI MailSecurity 8. It is not possible to import settings if for example GFI
MailSecurity 8 was installed in SMTP mode and the new installation is installed in
Active Directory mode.

4. After the new installation of GFl MailSecurity is complete, stop the following services:
» GFI Content Security Attendant Service

» GFI Content Security Auto-Updater Service

»  GFI MailSecurity Attendant Service

»  GFI MailSecurity Scan Engine

» IS Admin

» Simple Mail Transfer Protocol (SMTP).

5. Navigate to <new GFI MailSecurity installation path> \GF\ContentSecurity\MailSecurity and
run the msec8upg.exe tool.
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&Migrate GFI Mailsecurity & configuration settings to GFI MailSecurity 9

Fleaze browse to the MailSecurity 8 configuration database. It iz normally stored in the
t ailS ecurituh ata directary. The file name iz avapickg.rdb

|| Browse...

Click the Migrate button to start the migration process. Migrate |

Screenshot 14 - GFI MailSecurity 8 configuration settings migration tool

6. In the migration dialog, click Browse and select the avapicfg.rdb file from the Data sub-
folder under the GFI MailSecurity 8 root folder.

7. Click Migrate.

8. When the migration process completes, click OK to close the information dialog box and click
the close button Xl to close the migration tool.

9. You now need to start all the services stopped in step 4 above.

10. From the GFl MailSecurity configuration page check that the GFI MailSecurity 8 settings were
migrated correctly.

7.2  Upgrading from GFI MailSecurity 9 or later

If you are currently using GFI MailSecurity 9, you can upgrade your current installation while
retaining your existing configuration settings.

Upgrades cannot be undone, that is, you cannot downgrade to an earlier version
once you have installed the latest version.

= On upgrading an existing installation, licensing reverts to trial version and a new fully
purchased license key for GFl MailSecurity 10.1 is required. For more information on
new license keys, refer to:http://customers.gfi.com.

— | You cannot change the installation path during GFl MailSecurity upgrades.

7.2.1 Upgrade procedure

1. Launch the GFI MailSecurity setup file on the machine where you have installed GFI
MailSecurity 9.

2. Setup will now proceed to install GFI MailSecurity in the same way as a new installation. For
more information refer to the New installations section earlier in this chapter.

7.3 Upgrading the Quarantine

Starting from GFI MailSecurity 10 SR8, Quarantine information is stored in a Firebird database
format. When upgrading from versions 9 or 10, GFl MailSecurity includes a Quarantine Upgrade
Tool to automate migration from the old database to the new database format.
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& The old quarantine data will not be available until imported.

7.3.1 Using the Quarantine upgrade tool

mGFI MailSecurity - Quarantine Upgrade

Guarantine Upgrade tool is now ready to copy your quarantine data to Firebird database.

Press Start to begin.

Current Progress: 54%

Processing. ..

ID | Sender |_Recipient | DateTime | Subject

155  vilian@evil.com SMTP:Admini... 07/11/20...  Stop this e-mail

157 vilian@evi.com SMTP:Admini... 07/11/20...  Stop this e-mail

o 158 villian @evil.com SMTP:Admini... 07/11/20...  Stop this e-mail

155 vilian@evil.com SMTP:Admini... 07/11/20...  Stop this e-mail

200 vilian@evil.com SMTP:Admini... 07/11/20...  Stop this e-mail

+ 201 villian@evil.com SMTP:Admini... 07/11/20...  Stop this e-mail

202 vilian@evil.com SMTP:Admini... 07/11/20.. Stop this e-mail Start
o« 203 villian@evil.com SMTP:Admini... 07/11/20...  Stop this e-mail

204 vilian@evil.com SMTP:Admini... 07/11/20...  Stop this e-mail

205 vilian@evil com SMTP:Admini... 07/11/20..  Stop this email Stop
F206  vilian@evil.com SMTP:Admini... 07/11/20...  Stop this e-mail

o 207 villian @evil.com SMTP:Admini... 07/11520...  Stop this e-mail

S 208 vilian@evil.com SMTP:Admini... 07/11/20...  Stop this e-mail

#2058 vilian@evil.com SMTP:Admini... 07/11/20...  Stop this e-mail Tell me more. .. |
S210  vilian@evil.com SMTP:Admini... 07/11/20...  Stop this e-mail

211 villian @evil.com SMTP:Admini... 07/11/20...  Stop this e-mail

212 vilian@evil.com SMTP:Admini... 07/11/20...  Stop this e-mail

213 vilian@evil.com SMTP:Admini... 07/11/20...  Stop this e-mail

w214 vilian@evil.com SMTP:Admini... 07/11/20...  Stop this e-mail

|C:‘-.Doc1.|ments and Settings“richardDesktopquarantine toal*GluarStore

| GFl MailSecurity

Screenshot 15 - Quarantine upgrade tool

1. Open the Quarantine Upgrade tool from <GFI MailSecurity installation path>

\ContentSecurity\MailSecurity\ and launch QssUpgrade.exe.

2. Click Start to start data migration.

Duration of the upgrade depends on the volume of data in your quarantine.
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8 Post-install actions

8.1 Add GFI MailSecurity to the Windows DEP Exception List

Data Execution Prevention (DEP) is a set of hardware and software technologies that perform
memory checks to help prevent malicious code from running on a system.

This section applies only when installing GFl MailSecurity on:
» Microsoft Windows XP with Service Pack 2
» Microsoft Windows Server 2003 with Service Pack 1 or 2

If you installed GFl MailSecurity on an operating system that includes DEP, you will need to add
the GFl MailSecurity scanning engine (GFiScanM.exe) and the Kaspersky Virus Scanning Engine
(kavss.exe) executables.

— | The Kaspersky Virus Scanning Engine is optional. If you are not purchasing the engine,
—.1 do not add kavss.exe to the DEP exception list.

To add the GFI executables in the DEP exception list:

1. From Control Panel and open the System applet.

2. From the Advanced tab, click Settings under the Performance area.

3. Click the Data Execution Prevention tab.

4. Click Turn on DEP for all programs and services except those | select.

5. Click Add and from the dialog box browse to: <GFI MailSecurity installation
path>\GFI\ContentSecurity\MailSecurity, and choose GFiScanM.exe.

6. Click Add and from the dialog box browse to: <GFI MailSecurity installation
path>\GFI\ContentSecurity\AntiVirus\Kaspersky\, and choose kavss.exe.

7. Click Apply and OK to apply the changes.

8. Restart the "GFl Content Security Auto-Updater Service" and the "GFl MailSecurity Scan
Engine” services.

8.2 Securing access to the GFl MailSecurity configuration/quarantine

The GFI MailSecurity configuration and quarantine store can be accessed through a web browser.
It is imperative that you configure proper security so that only authorized users can access the
software.

8.2.1 Local access only

You can configure GFI MailSecurity to be accessed only from the machine where it is installed.
1. Navigate to Start » Programs » GFI MailSecurity » GFI MailSecurity SwitchBoard.

2. Select Local mode to allow access to GFI MailSecurity only from the GFI MailSecurity server
(local machine).

3. Click OK.

To use this option you must add the local host address ‘http://127.0.0.1’ to the list of trusted
sites in Internet Explorer.

1. Navigate to Start » Control Panel » Internet Options.

2. From the Internet Properties dialog select Security tab and click the Trusted sites icon from
the Web content zone list.
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Internet Properties |

General Security | F'rivau:_l,ll D:untentl Eunnectiunsl F'ru:ugramsl .-’-'-.dvanu:edl
Select a'Web content zane to specify itz zecurnity zettings.

<@ 0 @

[nternet Local intranet IR ER R = Restricted
zites

Trusted sites

Thiz zone containg Web sites that pou Citas |
truzt not to damage your computer or —

data.

— Security level for thiz 2one

Custom

Custom settings.
- To change the zettings, click Custom Lewvel.
- To uze the recommended settings, click Defaulk Level,

Custom Lewvel... | Default Lewvel |

k. I Cancel | Spply |

Screenshot 16 - Internet properties dialog

3. Click Sites.

4. From the Trusted sites dialog specify http://127.0.0.1 in the Add this Web site to the zone
text box.

5. Click Add.
6. Click Close and OK to apply settings.

8.2.2 Local and remote access

You can configure GFI MailSecurity to be accessed from both the machine where it is installed
and other machines on the network.

1. Navigate to Start » Programs » GFI MailSecurity » GFI MailSecurity SwitchBoard.
2. Select 1IS mode to allow access to GFl MailSecurity both from the GFI MailSecurity server and
from remote machines.

— | You can also configure IIS to use https for the GFI MailSecurity configuration. For more
—1 information how to do this refer to
http://kbase.gfi.com/showarticle.asp?id=KBID002515.
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# GFI MailSecurity SwitchBoard

GFIMailSecurity

Uszer Interface Mode | Tracingl Other I

— Configuration uzer interface mode

Select the uzer interface mode pou want to uze to configure and manage
GF1 kiS5 ecurity

" Local mode

Configure and manage GFl MailSecurity from thiz maching only.

|5 mode

Configure and manage GF| MailSecurnity remately.

— IS user interface mode options

wiehsite name : I Default 'Web Site [http: /A M 2K 35ERY:20) j
Wirtual directony ; |Mail53curit_l.l Security... |
RSS5 Wirtual directony : |MaiISecurit_l.lFiSS BS5 Security... |

15 mode configuration URL:
Ihttp:h’W’INEKSSEHv:BDKM ailSecurity

15 mode quarantine LIFL:
Ihttp:;"MINEKESEHU:EDHM allSecuriby/quarantine

Caniel Apply

Screenshot 17 - GFI MailSecurity SwitchBoard

Configure the Active Directory accounts or groups to allow access to the Configuration and
Quarantine Store.

1. From the GFI MailSecurity Switchboard, click Security....
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IIS mode access control list [ x| |

“When in IS mode, acceszs o the configuration and quarantine URLz can be
restricted to specific users or groups. Below pou can configure access contal
ligts for both LIRLz. v'ou can drag and drop itemns between locations.

— Configuration URL Access Control List

M ame | Type | Allovs | Dery | il
P MASTER-DOMAIN WA dmiristrators mes W I
A MASTER-DOMAINE rterprise Admins oes M r il
A MASTER-DOMAINYD omain Adming mes W I
8 MASTER-DOMAIN Administratar users W r
S BUILTIN'Administratars rales 3 r
Add... Bemove |

— Quarantine URL Access Caontral List

I arne | Type | Alloy | Deny | .4}..'
O MASTER-DOMAIN A dministratars mex W r
P MASTER-DOMAINYE nterprize Admins mles W r o |
A MASTER-DOMAINYD omain Adming mes W r
8 MASTER-DOMAIN Administrator users ¥ r
Q, BUILTIM &drminizstrators roles v I
Add... Femove |
| ok I Cancel

Screenshot 18 - Configuration / Quarantine store Access Control Lists

2. In the IIS mode access control list dialog, configure the users to allow access to the GFl
MailSecurity configuration and the quarantine store in separate access control lists.

3. To allow access to a particular user or group, select Allow checkbox. To deny access, select
the check box under the Deny column.

4. If there are users or groups to allow access to but are not listed, click Add to specify and add
to the list.

— | You can drag and drop accounts and groups between the GFl MailSecurity configuration
—.1 and the quarantine store lists to avoid configuring the same users/groups twice.

5. On completion, click OK.
6. Click OK and wait while applying new settings.
7. Click OK to finalize configuration.
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8.3 Securing access to the GFI MailSecurity Quarantine RSS feeds

You can configure GFl MailSecurity to create quarantine RSS feeds on specific quarantine folders.
To configure who can subscribe to the quarantine RSS feeds:

1. Navigate to Start » Programs » GFI MailSecurity » GFI MailSecurity SwitchBoard.

i# GFI MailSecurity SwitchBoard [_ O] |

GFIMailSecurity

zer Interface Mode | Tra.:ingl Oither I

— Configuration uzer interface mode

Select the uzer interface mode pou want to uze to configure and manage
GF1 kiS5 ecurity

" Local mode

Configure and manage GFl MailSecurity from thiz maching only.

|15 mode

Configure and manage GFl MailSecurnity remately.

— 15 uzer interface made options

Wwiebsite name : [Defaultweb Site (hitp: /AwINZK3SERY-20) =]
Yirtual directony : IMaiISecurit_l,l Security... |
RSS Wirtual directony : IMaiISecurit_l,lFiSS BS5 Security... |

15 mode configuration LRL:
Ihttp:EMINEKSSEHv:BDKM ail3ecurity

15 mode quarantine LIFL:
Ihttp:;"MINEKESEHU:EDHM allSecuriby/quarantine

LCatcel Apply |

Screenshot 19 - GFI MailSecurity SwitchBoard
2. Click RSS Security....

IIS mode access control list [ x| |

Aooess to the RSS feeds can be restricted to specific users or groups. Below pou
can configure the access contral lizt for the feed URL.

—HRS55 URL Access Control List

M arne | Type | Aoy | Deny | 4}»'
P MASTER-DOMAIN WAdministratars mes W r
P MASTER-DOMAINYE nterprize Admirs mes W I i |
A MASTER-DOMAINYD omain Admins mes W r

8 MASTER-DOMAIN‘Admiristratar users W r
S BUILTINMAministrators roles v r

Add... Bemove

LCancel

Screenshot 20 - Quarantine RSS feeds Access Control Lists
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3. In the IIS mode access control list dialog box, configure which users/groups can subscribe to
the quarantine RSS feeds. Click Add or Remove buttons to add or remove users or groups from
the list. For each entry, select Allow or Deny checkboxes to allow or deny access.

4. Click OK to finalize access permissions.
5. Click OK and wait while applying the new settings.
6. On completion, click OK.

8.4 Configuring virtual directory names

By default, the virtual directory names of GFI MailSecurity and Quarantine RSS are MailSecurity
and MailSecurityRSS respectively. You can customize these virtual directory names.

— | If GFI MailSecurity is configured to be accessed only from the local machine, the GFlI
.—.1 MailSecurity Configuration virtual directory is not configurable.

1. Launch the GFI MailSecurity SwitchBoard from Start » Programs » GFI MailSecurity » GFI
MailSecurity SwitchBoard.

N

. From the IIS user interface mode options area, specify custom virtual directory names for:
» GFI MailSecurity virtual directory - key in a custom name in the Virtual directory field.

» Quarantine RSS virtual directory - key in a custom name in the RSS Virtual directory field.
3. Click OK to apply changes.

4. Click OK and wait while applying the new settings.

5. When the process completes, click OK.
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9  Accessing the GFI MailSecurity Configuration and Quarantine Store

This section provides information on how to access the GFI MailSecurity Configuration and
Quarantine Store from the local or a remote machine.

The GFI MailSecurity Configuration loads depending on the access mode configured in the GFI
MailSecurity SwitchBoard application.

1IS mode (default) GFI MailSecurity loads in your default web browser using the IIS setup settings configured
during installation.

Local mode GFI MailSecurity loads in an html viewer application.

For more information how to configure these settings refer to chapter Securing access to the
GFI MailSecurity configuration/quarantine.
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9.1 Accessing the configuration from the GFI MailSecurity machine

Navigate to Start » Programs » GFl MailSecurity and click GFI MailSecurity. The GFI
MailSecurity Configuration loads depending on how it is configured in the GFl MailSecurity

SwitchBoard application.

™ GFI ContentSecurity

GFIMailSecurity

i
E Dashboard
+ 8 WirusScanning Engines
Scanning & Filering
Cluarantine
Reporting

antiparn

clii & #§

General

ol Send us your Teedback

G

GFI MailSecurity

_'l k| Use the Configuration and Quarantine Management console t configure
and ridnsge yaur CF| MuiSedurity installstian

CFl MailSecurity Configuration and Quarantine Management
"= & Settings
—

Configures administrator's email, sutoupdater, local damaing and srmitp
bindings for MailSecurity,

Versian Infarmation
il

Displays wversion information

Licenising

isplays licensing infor mation.

‘J Infarmation Stare Pratection

Configures infarmation store pratection aptions.

v Content Filtering

Configures alist of content checking rules

.'jv Attac hrneEnt Filtering

Configures a list of attachrnent checking rules

Screenshot 21 - GFI MailSecurity accessed in local mode
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9.2 Accessing the configuration from a remote machine

To access the GFI MailSecurity configuration or quarantine store from a remote machine ensure
that GFI MailSecurity is set to IS mode (default setting) in the GFI MailSecurity Switchboard.

9.2.1 Accessing the configuration

1. Start Microsoft Internet Explorer.

2. In the address bar, key in the following address to access the GFl MailSecurity configuration:
http://<GFl MailSecurity server name>/<GFI MailSecurity virtual directory name>

where:

»  <GFI MailSecurity server name> is the fully qualified domain name of the server where GFl
MailSecurity is installed

» <GFI MailSecurity virtual directory name> is the name configured for the GFl MailSecurity
virtual directory (by default: MailSecurity).

For example: http://msecsvr.mydomain.com/MailSecurity
3. You will be prompted to specify a user name and password to authenticate.
— | The specified credentials must be allowed access to the GFI MailSecurity configuration

.—.1 to be able to log in. Permissions can be configured from the GFl MailSecurity
SwitchBoard.

9.2.2 Accessing the quarantine

1. Start Microsoft Internet Explorer.
2. In the address bar, specify the following address to access the GFl MailSecurity configuration:
http://<GFl MailSecurity server name>/<GFI MailSecurity virtual directory name>/quarantine

where <GFl MailSecurity server name> is the fully qualified domain name of the server where
GFI MailSecurity is installed, and <GFI MailSecurity virtual directory name> is the name
configured for the GFI MailSecurity virtual directory (by default: MailSecurity).

For example: http://msecsvr.mydomain.com/mailsecurity/quarantine
3. You will be prompted to specify a user name and password to authenticate.
— | The specified credentials must be allowed access to the GFl MailSecurity quarantine

|—.1 store to be able to log in. Permissions can be configured from the GFl MailSecurity
SwitchBoard.

4. From the left panel, select the node to display.
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Screenshot 22 - Accessing the quarantine
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10 Testing your GFI MailSecurity system

10.1 Introduction

GFI MailSecurity is now ready to start protecting your mail system from threats. This section
shows you how to create a custom content filtering rule and test the operation of GFl
MailSecurity by breaching this rule.

10.2 Step 1: Create a Content Filtering rule

. Launch the GFI MailSecurity console.

. Navigate to GFI MailSecurity » Scanning & Filtering » Content Filtering node.
. Click Add Rule....

. In Rule name key in ‘Test Rule’.

. Select the Subject tab and select Enable subject content filtering.

. In Enter phrase key in ‘Threat test’ and click Add.

N OO U AN W N -

. Select the Actions tab, enable Block email and perform this action and select Quarantine
email.

8. Click Apply to save the rule.

10.3 Step 2: Send an inbound test email

1. From an external email account, create a new email and key in “Threat test” as the subject.
2. Send the email to one of your internal email accounts.

10.4 Step 3: Send an outbound test email

1. From an internal email account, create a new email and key in “Threat test” as the subject.
2. Send the email to an external email account.

10.5 Step 3: Confirm that test emails were blocked

Confirm that GFl MailSecurity is working by ensuring that both inbound and outbound test emails
were blocked and quarantined. To do this:

1. From GFI MailSecurity, navigate to GFI MailSecurity » Quarantine » Today.
2. Ensure that both inbound and outbound test emails are listed, with reason being triggered
rule “test rule”.

— | When test is completed successfully, delete or disable the “test rule” created in step
=4 1.
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Screenshot 23 - Ensuring that test emails are blocked and quarantined
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11 Uninstalling GFI MailSecurity

11.1 Introduction

This chapter describes how to uninstall GFI MailSecurity for all supported operating systems.

If you are planning to uninstall and reinstall GFI MailSecurity to fix problems

1 encountered during installation, it is recommended to first read the Troubleshooting
chapter in this manual.

= Third-party components which are required by GFl MailSecurity, such as Microsoft .NET
\—.1 Framework or Microsoft Messaging Queuing Service, will not be uninstalled.

11.2 Uninstall GFl MailSecurity
1. Exit GFl MailSecurity.

2. From the Control Panel select:
» Add or Remove Programs - Windows Server 2003, Windows SBS 2003.
» Programs and Features - Windows Server 2008, Windows SBS 2008.

3. From the list of installed software select GFl MailSecurity for Exchange/SMTP and click
Remove or Uninstall.

4. Follow on-screen instructions to uninstall GFI MailSecurity.

11.3 Uninstalling GFl MailSecurity from an Active/Passive Cluster

To uninstall GFI MailSecurity from a MAILCLUSTER cluster environment, follow these steps:
1. Using the Cluster Administrator console make Node1 active.

2. Uninstall GFI MailSecurity from Node2.

3. Using the Cluster Administrator console make Node2 active.

4. Uninstall GFI MailSecurity from Node1.
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12 Troubleshooting

12.1 Introduction

The troubleshooting chapter explains how you should go about resolving any issues that you
might encounter. The main sources of information available to users are:

» The manual - most issues can be solved by reading this manual.
» GFI Knowledge Base articles
»  Web forum

» Contacting GFl Technical Support

12.2 Knowledge Base

GFI maintains a Knowledge Base, which includes answers to the most common problems. If you
have a problem, consult the Knowledge Base first. The Knowledge Base always has the most up-
to-date listing of technical support questions and patches. To access the Knowledge Base, visit
http://kbase.gfi.com/.

12.3 Web Forum

User to user technical support is available via the web forum. The forum can be found at:
http://forums.gfi.com/.

12.4 Common issues

ISSUE ENCOUNTERED POSSIBLE CAUSE AND SOLUTION
1. When migrating the GFI Cause
MailSecurity 8 settings to the new The user lookup mode of the GFI MailSecurity 8 installation is different

installation using msec8upg.exe tool,  from the user lookup mode of the new installation.
the following error is shown: Solution
“The user lookup mode of your 1. Uninstall the new GFI MailSecurity installation.

m?a]tlglfcl?sre]ﬁylgockzgﬂrﬁlcj)?:gp y(l(:lers not ﬁ;olzl:-i nstall the new GFI MailSecurity installation in the appropriate

MailSecurity 9 configuration.” . . ) ) ) . . .
3. Retry importing the GFl MailSecurity 8 configuration as described in
Upgrading from GFI MailSecurity 8 or earlier.

Error when receiving emails: This error occurs when emails are relayed from the IIS SMTP server to
“Body type not supported by Remote the Microsoft Exchange server. This happens because Microsoft Exchange
Host" Server versions 4.0, 5.0, and 5.5 are not able to handle 8-bit MIME

messages. For instructions how to turn off 8BITMIME in Windows Server
2003 refer to:

http://support.microsoft.com/default.aspx?scid=kb;en-us;Q262168.

Legitimate emails are moved to the Cause

failedmails folder When GFI MailSecurity is not able to scan incoming emails, these emails
are not delivered to the recipient(s) since they may contain malicious
content. GFl MailSecurity moves these emails to the failedmails folder,
which is located in: <GFI MailSecurity installation path>\Content
Security\MailSecurity\
Solution
If any legitimate emails are moved to the failedmails folder, these can
be manually re-processed for delivery. For more information how to do
this in various environments refer to:

http://kbase.gfi.com/showarticle.asp?id=KBID003263
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ISSUE ENCOUNTERED POSSIBLE CAUSE AND SOLUTION

GFI MailSecurity returns the following Cause

error. An attached file is detected as being a file with multiple file-types.
“The file was blocked by the Solution

attachment filtering module at file
type checking stage. The attachment
claimed to be a <filetype 1> which is

For information how to resolve this issue refer to:
http://kbase.gfi.com/showarticle.asp?id=KBID001922.

identified as being an attachment in NOTE: The solution to this issue requires changes in the Windows
category <filetype 1>. The file was Registry. It is important to follow the steps described in the solution
detected to belong to the category with attention as incorrect configuration can cause serious, system-wide
<filetype 2>.” problems.

12.5 Request technical support

If you have referred to this manual and our Knowledge Base articles, and you still cannot solve
issues with the software, contact the GFI Technical Support team by filling in an online support
request form or by phone.

» Online: Fill out the support request form on:
http://support.gfi.com/supportrequestform.asp. Follow the instructions on this page
closely to submit your support request.

» Phone: To obtain the correct technical support phone number for your region visit:
http://www.gfi.com/company/contact.htm.

NOTE: Before you contact our Technical Support team, have your Customer ID available. Your
Customer ID is the online account number that is assigned to you when you first register your
license keys in our Customer Area at: http://customers.gfi.com.

We will answer your query within 24 hours or less, depending on your time zone.

12.6 Build notifications

We strongly suggest that you subscribe to our build notifications list. This way, you will be
immediately notified about new product builds. To subscribe to our build notifications, visit:
http://www.gfi.com/pages/productmailing.htm.
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13  Appendix - Installing on a Microsoft Exchange 2003 cluster

A Microsoft Exchange cluster can be set up in one of 2 modes: active/active or active/passive.
This appendix describes how to install GFI MailSecurity on a Microsoft Exchange 2003
Active/Passive cluster

— | Installing GFI MailSecurity on a Microsoft Exchange 2003 Active/Active cluster is
—.1 currently not supported.

— | Installing GFl MailSecurity on a Microsoft Exchange Server 2007 cluster environment is
—.1 currently not supported.

Although you can install GFl MailSecurity on an Active/Passive cluster, you still need to configure
and manage a GFI MailSecurity installation per node. The configuration settings and quarantine
emails are not shared between nodes.

The following steps are required on each node:

» Install GFl MailSecurity on the node local hard drive.

= Do not install GFI MailSecurity on the shared drive.

=

» Install the GFI MailSecurity WWW virtual directory on the node’s Default Web Site.

» If you are installing on an IIS cluster, make sure you bind GFl MailSecurity to the Clustered
SMTP Virtual Server instance.

The following steps show you how to install GFI MailSecurity in a typical Active/Passive Cluster
environment. For this scenario, assume the cluster, named MAILCLUSTER, is made up of two
nodes, named Node1 and Node2.

1. Using the Cluster Administrator console make Node1 active.

2. Install GFI MailSecurity on the local hard drive of Node2 as described in the ‘Installing GFI
MailSecurity’ section of this chapter. When you reach the IIS Setup step of the installation,
select Default Web Site to host the GFI MailSecurity WWW virtual directory.

— | The Default Web Site IP address of Node2 should be set to use the IP address of the
\— 1 MAILCLUSTER machine.

3. When the GFI MailSecurity installation on Node2 completes, you should be able to access the
Node2 configuration using the following URL: http://Node2/MailSecurity/

4. From the Cluster Administrator console, make Node2 active.

5. Install GFI MailSecurity on the local hard disk of Node1 as described in the ‘Installing GFlI
MailSecurity’ section of this chapter. When you reach the IIS Setup step of the installation,
select Default Web Site to host the GFI MailSecurity WWW virtual directory.

— | The Default Web Site IP address of Node1 should be set to the IP address of the
\— 1 MAILCLUSTER machine.

6. When the GFI MailSecurity installation on Node1 completes, you should be able to access the
Node1 configuration using the following URL: http://Node1/MailSecurity/

7. To access the product configuration of the currently active node use the following URL:
http://MAILCLUSTER/MailSecurity/.

;L To access product configuration from a remote machine you must configure the GFI

. — 1 MailSecurity SwitchBoard application, making sure that the MAILCLUSTER name/IP is
specified for IS Mode. For more information, refer to Securing access to the GFl
MailSecurity configuration/quarantine section in this chapter.
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— | You will only be able to access the URL http://MAILCLUSTER/MailSecurity/ if you assign
.—.1 the IP address of the MAILCLUSTER machine in the Default Web Site for Node1 and
Node2 during the IIS Setup installation step.

8. The installation of GFI MailSecurity on an Active/Passive cluster is now complete.

WARNING: If Service Pack 2 for Microsoft Exchange Server 2003 is not installed on a
Microsoft Exchange Server 2003 cluster installation, Internet Information Services Web
sites that are hosted on the cluster will not start automatically when an Exchange
Server 2003 virtual server fails over to a cluster node. For more information about this
issue refer to:

http://support.microsoft.com/default.aspx?scid=kb;en-us;885440

Due to this, the GFl MailSecurity configuration could become unavailable following a
failover or moving of an Exchange Virtual Server from one node of the cluster to the
other. It is therefore recommended to install Service Pack 2 for Microsoft Exchange

Server 2003. For more information on how to install Microsoft Exchange Server 2003
service packs in a clustered Exchange Server environment refer to:

http://support.microsoft.com/kb/867624/en-us.
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14 Glossary
Active Directory

AD

Anti-virus software
Botnet
Decompression engine

Demilitarized Zone

Directory harvesting
Domain Name System

DMZ

DNS

DNS MX

Email headers

Exploit

Gateway

HTML Sanitizer
HTTP

IS

Internet Information Services

LDAP

Lightweight Directory Access

Protocol

Mail Exchange

Malware

Microsoft Message Queuing

Services
MIME

MSMQ

Multipurpose Internet Mail

Extensions

PGP encryption

Public folder

Getting Started Guide

A technology that provides a variety of network services, including LDAP
directory services.

See Active Directory

Software that detects malware such as Trojan horses in emails, files and
applications.

A network of infected computers that run autonomously and are controlled by
a hacker/cracker.

A scanning module that decompresses and analyzes archives attached to an
email.

An internet-facing section of a network that is not part of the internal
network. Its purpose typically is to act as a gateway between internal
networks and the internet.

Email attacks where known email addresses are used as a template to create
other email addresses.

A database used by TCP/IP networks that enables the translation of hostnames
to IP addresses and provides other domain related information.

See Demilitarized Zone
See Domain Name System
See Mail Exchange

Information that precedes the email text (body) within an email message. This
includes the sender, recipient, subject, sending and receiving time stamps,
etc.

An attack method that uses known vulnerabilities in applications or operating
systems to compromise the security of a system.

The computer (server) in a LAN that is directly connected to an external
network. In GFl MailSecurity, gateway refers to the email servers within the
company that first receive email from external domains.

A filtering module within GFI MailSecurity that scans and removes html
scripting code from emails.

Hypertext Transfer Protocol - A protocol used to transfer hypertext data
between servers and internet browsers.

See Internet Information Services

A set of Internet-based services created by Microsoft Corporation for internet
servers.

See Lightweight Directory Access Protocol

An application protocol used to query and modify directory services running
over TCP/IP.

The DNS record used to identify the IP addresses of the domain’s mail servers.

All malicious types of software that are designed to compromise computer
security and which usually spread through malicious methods.

A message queue implementation for Windows Server operating systems.

See Multipurpose Internet Mail Extensions

See Microsoft Message Queuing Services

A standard that extends the format of e-mail to support text other than ASCII,

non-text attachments, message bodies with multiple parts and header
information in non-ASCII character sets.

A public-key cryptosystem often used to encrypt emails.

A common folder within Microsoft Exchange that allows users to share
information.

Glossary |49



Quarantine Store A central repository within GFI MailSecurity where all blocked emails are
retained until they are reviewed by an administrator.

Recursive archives Archives that contain multiple levels of sub-archives (that is, archives within
archives). Also known as nested archives.

RSS feeds A protocol used by websites to distribute content (feeds) that frequently
changes (for example news items) with its subscribers.

Secure Sockets Layer A protocol to ensure an integral and secure communication between
networks.

Simple Mail Transport Protocol An internet standard used for email transmission across IP networks.

SMTP See Simple Mail Transport Protocol
SSL See Secure Sockets Layer
Trojan horse Malicious software that compromises a computer by disguising itself as

legitimate software.

Virus scanning engine A virus detection technology implemented within antivirus software that is
responsible for the actual detection of viruses.

Zombie An infected computer that is made part of a Botnet through malware.
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