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1 About GFI MailEssentials 

1.1 Introduction 

GFI MailEssentials is a server-based anti-spam solution that provides 
key corporate email anti-spam features for your mail server. Installed 
as an add-on to your mail server, GFI MailEssentials is completely 
transparent to users, with no additional user training required. 

The key features of this solution are: 

¶ Server-based anti-spam - Spam protection is an essential 
component of your networkôs security strategy. GFI MailEssentials 
offers advanced anti-spam filters which include blacklist/whitelist, 
Bayesian filtering, keyword checking, and header analysis. 

¶ Company-wide disclaimer/footer text - Companies are 
responsible for the content of their employees' email messages. 
GFI MailEssentials enables the automatic addition of disclaimers 
on top or the bottom of an email, together with fields/variables that 
personalize the disclaimer according to the recipient. 

¶ Email archival to database ï Archiving email is not only good 
practice but also may be a legal requirement. GFI MailEssentials 
provides the facility to archive all inbound and outbound email.  

¶ Reporting ï GFI Mail Essentials can produce various useful 
reports on email usage and anti spam operations. 

¶ Personalized auto-replies with tracking number - More than 
just an 'out of office' replies, auto-replies enable customers to 
know that their email has been received and that their request is 
being handled. Assign a unique tracking number to each reply to 
give your customers and employees an easy point of reference.  

¶ POP3 downloader ï Smaller businesses may not have the 
necessary facilities to use SMTP based email. GFI MailEssentials 
includes a utility that can forward and distribute email from POP3 
mailboxes to mailboxes on the mail server.  

¶ Email monitoring ï Central information stores are typically easier 
to manage than distributed information. GFI MailEssentials 
enables sending of email copies to a central store of email 
communications of a particular person or department.  

For more information on how GFI MailEssentials filters emails for 
inbound and outbound emails, refer to Appendix 1 ï How does spam 
filtering work in this manual. 

1.2 Using this manual 

This user manual is a comprehensive guide that aims to assist 
systems administrators in configuring and using GFI MailEssentials in 



 

2 ¶ About GFI MailEssentials Administration and configuration manual 

the best way possible. It builds up on the instructions provided in the 
GFI MailEssentials óGetting Start Guideô and describes the 
configuration settings that systems administrators must do so to 
achieve the best possible results out of the software 

This manual contains the following chapters: 

 

Chapter 1 Introduces this manual. 

Chapter 2 Provides detailed information on the routine administration tasks 
that administrators must perform on a day-to-day basis. 

Chapter 3 Gives detailed information on how customize GFI MailEssentials. 
This includes customizing anti-spam filters and their actions as 
well as disclaimers and auto replies. 

Chapter 4 Provides detailed information on how to perform other 
maintenance and setup tasks that fall beyond the scope of the 
previous two chapters. These include setting up the P2E feature, 
email monitoring and remote commands. 

Chapter 5 A troubleshooting and support section where information on how 
to solve common problems is given. 

Appendices Gives additional information related to how spam filtering and 
Bayesian filtering work and information on MSMQ. 

1.3 Licensing 

For information on licensing refer to: 

http://www.gfi.com/products/gfi-mailessentials/pricing/licensing  

1.4 Minimum Requirements & Installation 

For information on system requirements and installation refer to the 
GFI MailEssentials óGetting Started Guideô: 

http://www.gfi.com/mes/mes14gsgmanual.pdf 

http://www.gfi.com/products/gfi-mailessentials/pricing/licensing
http://www.gfi.com/mes/mes14gsgmanual.pdf
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2 Recommended post-install actions 

2.1 Introduction 

About anti-spam filters 

Out of the box, GFI MailEssentials includes a number of specialized 
anti-spam filters. Each one of these filters target one or more types of 
spam. The filters which ship with GFI MailEssentials are listed below:  

Filter Description Enabled 
by Default 

SpamRazer 
An anti-spam engine that determines if an email 
is spam by using email reputation, message 
fingerprinting and content analysis. 

Yes 

Directory 
Harvesting 

Stops email which is randomly generated 
towards a server, mostly addressed to non-
existent users. 

Yes 

Phishing 
Blocks emails that contain links in the message 
bodies pointing to known phishing sites or if 
they contain typical phishing keywords. 

Yes 

Sender 
Policy 
Framework 

Stops email which is received from domains not 
authorized in SPF records 

No 

Auto-
Whitelist 

Addresses to which an email is sent to, are 
automatically excluded from being blocked. 

Yes 

Whitelist A custom list of safe email addresses Yes 

Email 
blacklist 

A custom list of blocked email users or 
domains. 

Yes 

DNS 
blacklists 

Checks if the email received is from senders 
that are listed on a public DNS blacklist of 
known spammers. 

Yes 

Spam URI 
Realtime 
Blocklists 

Stops emails which contain links to domains 
listed on public Spam URI Blocklists such as 
sc.surbl.org 

Yes 

Header 
checking 

A module which analyses the individual fields in 
a header by referencing the SMTP and MIME 
fields 

Yes 

Keyword 
checking 

Spam messages are identified based on 
blocked keywords in the email title or body 

No 

New 
Senders 

Emails that have been received from senders to 
whom emails have never been sent before. 

No 

Bayesian 
analysis 

An anti-spam technique where a statistical 
probability index based on training from users is 
used to identify spam. 

No 

As listed in the table above, not all anti-spam filters are enabled by 
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default. This is due to configuration settings which are 
network/infrastructure dependent and cannot therefore be preset. 
Although key filters like SpamRazer are enabled by default, it is 
recommended that after installing GFI MailEssentials, the rest of the 
anti-spam filters and filtering mechanisms are reviewed and enabled 
accordingly. For more information refer to the Anti-spam filters chapter 
starting on page 38 in this manual. 

Anti-Spam actions 

A number of actions can be triggered by anti-spam filters on detection 
of spam email. These actions determine what will happen to email 
spam detected and are configurable on a filter by filter basis. Anti-
spam filter actions supported are: 

¶ Tag spam email (default) 

¶ Move email spam to a central folder 

¶ Move email spam to public folders 

¶ Moving email spam to Junk E-mail folder 

¶ Forward email spam it to a specific email address 

¶ Delete spam. 

Default Anti-Spam actions 

The default action taken when GFI MailEssentials blocks a spam 
email depends where the software is installed: 

 

Deployment Default action Description 

GFI MailEssentials 
installed on the same 
computer as Microsoft 
Exchange 

Deliver email in 
Exchange mailbox 
sub-folder 

When a filter blocks a spam 
email, the email is moved to a 
sub-folder in Inbox named 
Suspected Spam. 

GFI MailEssentials not 
installed on the same 
machine as Microsoft 
Exchange 

Tagging Anti-spam filters adding the 
prefix [SPAM] in the subject 
field of spam emails. Tagged 
emails are still delivered in the 
userôs Inbox. 

 

For more information about anti-spam actions refer to the Spam 
Actions ï What to do with spam email section starting on page 70 in 
this manual. 

2.2 Route spam to dedicated spam folders 

To filter out spam from the recipients Inbox, configure GFI 
MailEssentials to route emails to dedicated spam folders. You can 
setup a different spam folder for every anti-spam filter. This allows you 
to categorize email spam and have an insight on which filter blocked 
your spam ï a function important to identify false positives and tweak 
your filters accordingly. 

Enable spam email routing to folders 

Different anti-spam ómove to folderô actions are available depending 
on the type of setup you have.  
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If you are running a Microsoft Exchange 2003/2007 infrastructure the 
following move to folder actions can be triggered: 

¶ In Inbox - Use this option to route spam to the userôs Inbox.  

¶ In Exchange junk email folder ï Use this option to route all spam 
to the userôs default Junk E-mail folder 

¶ In Exchange mailbox sub-folder ï Use this option to route all 
spam to a specific folder in the userôs mailbox.  

On other infrastructures, user is allowed to route spam emails to a 
specific folder on the client/end-user side. 

2.2.1 Configuring email routing to folders 

NOTE: This section is applicable when GFI MailEssentials is installed 
on the Microsoft Exchange Server only. If GFI MailEssentials is 
installed on a separate machine, then refer to section Moving spam 
email to userôs mailbox folders on page 112 of this manual 

1. Launch GFI MailEssentials configuration console by clicking: 

Start Ʒ All Programs ƷGFI MailEssentials Ʒ GFI MailEssentials 
Configuration. 

2. From the list of filters in Anti-Spam Ʒ Anti-Spam Filters node, 
right click on the filter to be configured e.g. Header Checking and 
select Properties. 

 
Screenshot 1 - Configuring the action that should be taken 
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3. Click on the Actions tab to access options for anti-spam filter 
actions configuration. 

4. Select Deliver email to mailbox and choose one of the following 
options: 

¶ In Inbox - Use this option to route spam to the userôs Inbox.  

¶ In Exchange junk email folder ï Use this option to route all spam 
to the userôs default Junk E-mail folder 

¶ In Exchange mailbox sub-folder ï Use this option to route all 
spam to a specific folder in the userôs mailbox. Click Configure to 
launch the Move to Exchange folder dialog and type the folder 
where to move spam email. 

Example: ñInbox\Spam Mailò will create a sub-folder in Inbox 
named Spam Mail. 

5. Click OK to save your configuration. 

6. Repeat for all enabled spam filters. 

2.3 Enable public folder scanning 

Spamming techniques are in continuously evolving and consequently 
you might encounter instances when spam still makes it through anti-
spam filters on to the recipientôs Inbox. Through public folder 
scanning, users can manually classify email as spam and óteachô GFI 
MailEssentials spam patterns to classify similar email as spam. 

Public folder scanning enables GFI MailEssentials to retrieve emails 
from public folders to add to whitelist/blacklist and HAM/SPAM 
databases. On systems running Microsoft Exchange Server or Lotus 
Domino, public folders are created automatically on completion of the 
configuration process. 

To enable public folders scanning follow the instructions listed in the 
sections below.  

2.3.1 Public folder scanning setup for Microsoft Exchange 
Servers 

1. From the GFI MailEssentials configuration console right click the 
Anti-spam Ʒ Anti-Spam Settings and select Properties. 
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Screenshot 2 - Configuring Public folder scanning 

2. Select Public Folder Scanning tab, and click on Enable Public 
Folder Scanning checkbox.  

3. From the Poll public folders via list select the method GFI 
MailEssentials uses to retrieve emails from public folders.  

¶ For Exchange Server 2000/2003 ï Select MAPI, IMAP or 
WebDAV. 

¶ For Exchange Server 2007 ï Choose WebDAV. 

Available options are: 

¶ MAPI: To use MAPI, GFI MailEssentials must be installed on the 
machine on which Microsoft Exchange Server is installed. No 
other settings are required. 

¶ IMAP Requires Microsoft Exchange IMAP service. IMAP enables 
remote scanning of public folders and works well in environments 
running firewalls. In addition, IMAP can be used with other Mail 
servers that support IMAP. Parameters required are: 

o Mail server name 

o Port number (default IMAP port is 143) 

o Username/password 

o Select the Use SSL option to use a secure connection 
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NOTE: MAPI and IMAP cannot be used to poll emails from 
Microsoft Exchange Server 2007 public folders. 

¶ WebDAV - Specify Mail server name, port (default WebDAV port 
is 80), username/password and domain. To use a secure 
connection select the Use SSL checkbox. By default, public 
folders are accessible under the ópublicô virtual directory. If this has 
been changed to something else, specify the correct virtual 
directory name to access the public folders by editing the text in 
the URL box. 

  

 
Screenshot 3 ï Public folder scanning test succeeded 

4. Click Scan Now to automatically create Public folders. 

5. Click Test if you are setting up IMAP or WebDAV. On screen 
notification will confirm success/failure. If the test fails, verify/update 
credentials and re-test. 

2.3.2 Configure a dedicated user account for Exchange 
Server 2000/3 

When GFI MailEssentials is installed in a DMZ, it is highly 
recommended that for security reasons a dedicated user account is 
created to retrieve/scan email from public folders. Users will have 
access to the GFI AntiSpam folders.  

1. Create a new Active Directory (AD) user with power user privileges.  

2. From the Microsoft Exchange System Manager, expand Folders Ʒ 
Public Folders node. 

3. Right click GFI AntiSpam Folders public folder and select 
Properties. 

4. Click Permissions tab and select Client permissions. 
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Screenshot 4 - Setting user role 

5. Click Addé, select new user, and click OK. 

6. Select new user from the client permissions list and from provided 
list set its role to óOwnerô. Ensure that all checkboxes are selected and 
the radio buttons are set to All. 

7. Click OK to finalize your configuration. 

8. From the Microsoft Exchange System Manager right click GFI 
AntiSpam Folders and select All tasks Ʒ Propagate settings. 

NOTE: For Microsoft Exchange Server 2003 SP2, select click GFI 
AntiSpam Folders and select All tasks Ʒ Manage Settings option.  

9. Select the Folder rights or Modify client permissions option and 
click OK or Next. 

10. Specify the credentials of power user account created in step 1 
and test the setup to ensure the permissions are correct. 

2.3.3 Configure a dedicated user account for Exchange 
Server 2007 

When configuring a dedicated user account to retrieve the emails from 
the GFI AntiSpam Public folders, the user would need to have óownerô 
access rights on the GFI AntiSpam Public Folders.  

1. Create a new Active Directory (AD) (power)user.  

2. Logon to the Microsoft Exchange Server using administrative 
privileges.  

3. Open óMicrosoft Exchange Management Shellô and key in following 
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command: 

Get - PublicFolder - Identity " \ GFI AntiSpam Folders" -

Recurse | ForEach - Object {Add -

PublicFolderClientPermission - Identity $_.Identity ï

User "USERNAME" ïAccessRights owner ïServer 

"SERVERNAME"} 

4. Change ñUSERNAMEò and ñSERVERNAMEò to the relevant details 
of the Active Directory user in question. 

¶ Example: 

Get - Publi cFolder - Identity " \ GFI AntiSpam 

Folders" - Recurse | ForEach - Object {Add -

PublicFolderClientPermission - Identity 

$_.Identity ïUser "mesuser" ïAccessRights owner ï

Server "exch07"}  

2.3.4 Hiding user posts in GFI AntiSpam Folders 

For privacy and security purposes, it is highly recommended that you 
hide user posts made on GFI AntiSpam folders. This way, users will 
only be able to post to the folders without viewing existing posts (not 
even the ones they posted themselves). To configure user privileges 
and hide posts for unauthorized users do as follows: 

1. From the Microsoft Exchange System Manager expand Folders Ʒ 
Public Folders node. 

2. Right click GFI AntiSpam Folders public folder and select 
Properties. 

3. Select the Permissions tab and click Client permissions. 

4. Click Addé, and select the user/group to hide the posts from and 
click OK. 

5. Select user/group configured earlier to the client permissions list 
and set its role to Contributor.  

6. Ensure that only the Create items checkbox is selected and the 
radio buttons are set to None. 

7. Click OK to finalize your configuration. 

8. From the Microsoft Exchange System Manager right click GFI 
AntiSpam Folders and select All tasks Ʒ Propagate settings. 

9. Select Folder rights checkbox and click OK. 

2.3.5 Public folder scanning setup for Lotus Domino 
servers 

Step 1: Create a new database which used to store GFI 
MailEssentials Public folders.  

1. From the IBM Domino Administrator, click on File Ʒ Database Ʒ 
New. 

2. Key in the following details for the new database: 

¶ Server: <Your Domino Server details> 

¶ Title: Public-Folder 

¶ File name: Public-F.nsf 



 

Administration and configuration manual Recommended post-install actions ¶ 11 

¶ Select óMail (R7)ô as the template for the new Database 

3. Click OK to create the database. 

Step 2: Convert the database format of the newly created 
database. 

1. From the Lotus Domino server Console, run the following 
command: 

Load Conve rt ïe ïh <Database Filename>  

¶ Example:  

Load  Convert ïe ïh Public - F.nsf  

Step 3: Create a new Mail-In database: 

A new mailbox needs to be created in order to store the new GFI 
MailEssentials Public Folder.  

1. From the IBM Domino Administrator, select People & groups tab 
and click on Mail-In Databases and Resources. 

2. Click Add Mail-In Database and key in the New Mail-In Database 
as follows: 

¶ Mail-in name: Public Folders 

¶ Description: The GFI MailEssentials Mailbox 

¶ Internet address: <public@<yourdomain.com> 

¶ Internet Message: óNo Preferenceô 

¶ Encrypt incoming mail: óNoô 

¶ Domain: <yourdomain> 

¶ Server: <Your Domino server name> 

¶ File name: óPublic-F.nsfô 

NOTE: You will need to associate a user with the Mail-In-database 
created above. This account will be used by the GFI MailEssentials 
server to connect to the Lotus Domino Server. 

Step 4: Configure GFI MailEssentials 

Define the shared namespace which will be used when connecting to 
the Lotus Domino IMAP service: 

1. Click Start Ʒ Run and type Regedit. 

2. Locate the following Registry Key: 

<HKEY_LOCAL_MACHINE\ SOFTWARE\ GFI \ ME14\ Attendant \ rpfo

lders:8 \ > 

3. Create the following Keys: 

Name: óFolderDelimiterô Name: óSharedNamespaceô 

Type: STRING Type: STRING 

Value: ó\\ô Value: <Public Folder 
Prefix\Name of new Mail-In 
Database\> 

Get the values for the ósharednamespaceô key as follows: 

Public folder prefix name 

1. From the IBM Domino Administrator, click Configuration Tab. 
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2. Expand Server Ʒ Configurations, click on your Domino Server 
and click Edit Configuration. 

3.From the IMAP tab, select Public and Other Usersô Folders tab. 
The óPublic Folder Prefixô can be found under the Public Folder 
Section. 

Mail-In database name 

1. From the IBM Domino Administrator select People & Groups tab. 

2. Click on Mail-In Databases and Resources node. Name of the 
New Mail-In Database is listed within the right pane. 

Step 5: Restart the IMAP Service on the Domino Server 

1. Open the Lotus Notes Console 

2. Type ótell imap quitô and wait until the task completes. 

3. Once the above is complete, type óload imapô 

Step 6: Configure GFI MailEssentials 

Configure the GFI MailEssentials Public Folder Scanning properties. 
1. From the GFI MailEssentials Configuration, right click Anti Spam 
Node and select Properties. 

2. Select Public Folder Scanning tab and key in the following values: 

¶ Server: <IP Address of Domino Server> 

¶ Port: 143 (default) 

¶ Username: Username associated with the mail-in database 

¶ Password: User password  

3. Test configuration by clicking Test button and click Scan now to 
generate the public folders. 

Step 7: Ensure the Public Folders are created 

Using telnet to determine if Public folders were created successfully: 

1. From the GFI MailEssentials machine load up command prompt. 

2. Type ótelnetô 

3. Type óOpen <IP ADDRESS> 143ô 

4. Type óao1 login <public@yourdomain.com> <password>ô 

5. Type óao5 list ñ<Public Folder Prefix\Name of new Mail-In 
Database\>ò ñ*ò 

6. The output of the above command should show the public folders 
as in the following screenshot: 
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7. Type óao3 logoutô 

NOTE: Use the Lotus notes designer to remove any unwanted views 
and forms from the database created previously. 
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3 Routine Administration 

3.1 Reviewing spam email 

3.1.1 Spam review process 

1. Instruct the individual email users to periodically review spam 
emails.  

2. In case of legitimate emails being identified as spam, refer to the 
Managing legitimate email section below to instruct GFI MailEssentials 
on how not to classify similar emails as spam. 

3. In case of spam emails being incorrectly identified as spam (false 
positives), refer to the Managing spam section below for instructions 
on how to instruct GFI MailEssentials on how to classify similar emails 
as spam. 

3.2 Managing legitimate email 

As with any anti-spam solution, GFI MailEssentials might require 
some time until the optimal anti-spam filtering conditions are achieved. 
In cases where this is not yet achieved, there might be instances 
where legitimate email might be identified as spam.  

In such cases users should add emails incorrectly identified as spam 
to the óAdd to whitelistô and to the óThis is legitimate emailô folders to 
óteachô GFI MailEssentials that the email in question is not spam. 

Important notes 

In Microsoft Outlook, dragging and dropping email moves the email to 
the selected folder. To retain a copy of the email, hold down the CTRL 
key to copy the email rather than moving it. 

3.2.1 Adding senders or newsletters to the whitelist 

1. In the public folders, locate the GFI AntiSpam Folders Ʒ Add to 
whitelist public folder. 

2. Drag and drop emails or newsletters to the Add to whitelist public 
folder.  

3.2.2 Adding discussion lists to the whitelist 

Discussion lists (NOT newsletters) are often sent out without 
including the recipient email address in the MIME TO and are 
therefore marked as spam. To receive these discussion lists, whitelist 
the email addresses of these valid list mailers. 
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Add discussion lists to the whitelist 

1. In the public folders, locate the GFI AntiSpam Folders Ʒ I want 
this Discussion list public folder. 

2. Drag and drop discussion lists to the I want this Discussion list 
public folder.  

3.2.3 Add ham to the legitimate email database 

1. In the public folders, locate the GFI AntiSpam Folders Ʒ This is 
legitimate email public folder. 

2. Drag and drop emails to the This is legitimate email folder.  

3.3 Managing spam 

While GFI MailEssentials starts identifying spam emails right out of the 
box, there might be instances where spam makes it through 
undetected to the users mailbox. Typically this might be either due to 
configuration settings that have not yet been performed or to new 
forms of email spam to which GFI MailEssentials has not yet adapted 
itself. In both cases, these situations are resolved when GFI 
MailEssentials is configured to capture such spam. 

NOTE: For information on how to resolve issues related to emails not 
detected as spam refer to the Troubleshooting & support chapter 
starting on page 117 in this manual. 

In these cases users should add such emails to óAdd to blacklistô and 
to the óThis is spam emailô folders to óteachô GFI MailEssentials that 
the email in question is spam. 

Important notes 

1. In Microsoft Outlook, dragging and dropping email moves the email 
to the selected folder. To retain a copy of the email, hold down the 
CTRL key to copy the email rather than moving it. 

2. Refer to the Enable public folder scanning section starting on page 
6 in this manual for more information on how to automatically create 
the GFI AntiSpam folders. 

3.3.1 Adding senders to the blacklist 

1. In the public folders, locate the GFI AntiSpam Folders Ʒ Add to 
blacklist public folder. 

2. Drag and drop emails to the Add to blacklist public folder. 

3.3.2 Adding spam to the spam database 

1. In the public folders, locate the GFI AntiSpam Folders Ʒ This is 
spam email public folder. 

2. Drag and drop the spam email to the I want this Discussion list 
public folder.  

3.4 Viewing anti-spam status on dashboard  

The GFI MailEssentials Dashboard shows the status of your anti-
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spam system, including email processing activity and statistics. Use 
the GFI MailEssentials Dashboard as follows: 

1. Click Start Ʒ All Programs Ʒ GFI MailEssentials Ʒ GFI 
MailEssentials Dashboard. 

 
Screenshot 5 - GFI MailEssentials Dashboard 

2. Click on: 

¶ Status to view GFI MailEssentials services status and email 
processing activity. 

¶ Statistics to view statistical charts showing email flow and spam 
blocked by all spam filters as well as counters with information on 
incoming and outgoing email and spam. 

¶ P2E Logging: Shows a log of the POP2Exchange activities. 

NOTE: For information on POP2Exchange refer to the Setting up 
POP3 and dialup downloading section starting on page 91 in this 
manual. 

3.5 Generating spam digests 

The spam digest is a short report sent to an administrator or user via 
email. This report lists the total number of emails processed by GFI 
MailEssentials and the number of spam emails blocked over a specific 
period of time (émainly since the last spam digest).  

3.5.1 Configuring spam digests 

Administrator spam digest 

1. Select Anti-Spam Ʒ Spam Digest Ʒ Properties. 
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Screenshot 6 ï Spam digest properties/Administrator spam digest 

2. From the Administrator Digest tab, click Send administrator 
spam digest to enable spam digest. 

3. Configure the desired sending frequency (Daily, Weekly, Monthly) 
from the Sending schedule drop-down. 

4. Specify the digest content that will be sent in the email, either a 
Total count of processed email and spam or Total spam captured 
per spam filter or both. 

5. Finalize settings by selecting Apply and OK. 

Recipient spam digest 

1. Select Anti-Spam Ʒ Spam Digest Ʒ Properties. 
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Screenshot 7 ï Recipient spam digest 

2. From the Recipient Digest tab, select Spam recipient spam 
digest to enable spam digest. 

3. Configure the desired sending frequency from Sending schedule. 

4. Specify the digest content that will be sent in the email:  

¶ Total count of processed email and spam  

¶ Total spam captured per spam filter  

¶ List of blocked spam  

or any combination of options as required. 
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Screenshot 8 ï Spam digest recipient list 

5. Click on the Recipients list tab, add the users to receive the spam 
digest and select the method used to determine who should receive 
the spam digest. Available options are: 

¶ Only users listed below should receive the recipient spam digest.  

¶ All users except the ones listed below will receive the recipient 
spam digest. 

NOTE: The required list of users can also be imported from a file in 
XML format in the same structure that GFI MailEssentials would 
export files. 

6. Select Apply and OK to finalize settings. 

3.6 Creating email archives 

GFI MailEssentials includes an archiving feature which enables the 
retention of historical records related to your email communications. 
Since GFI MailEssentials is an anti spam solution, the built-in 
archiving feature is not intended to replace/replicate the functionality 
provided by comprehensive email-archiving solutions such as GFI 
MailArchiver.  

Archiving requires database technology. GFI MailEssentials supports 
both Microsoft Access and Microsoft SQL server. 
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Important notes 

1. Internal email is not archived. 

2. For larger networks Microsoft SQL Server is recommended.  

3. Using Microsoft Access limits the size of the database to 2 GB. 
MSDE and SQL Server Express are limited to 2 and 4 gigabytes 
respectively. 

4. When a Microsoft Access database reaches 1GB, an email is sent 
to the administrator recommending to switch to a Microsoft SQL 
server. 

3.6.1 Enable archiving 

1. From the GFI MailEssentials configuration console right click Email 
Management Ʒ Mail Archiving and select Properties. 

2. Click Mail Archiving tab and select whether to archive inbound 
and/or outbound emails. 

3. Select and configure the archival method: 

¶ Archive emails to a text file ï Archives inbound and outbound 
emails to separate inbound and outbound text files. Email 
attachments are not archived when this option is selected. 

¶ Archive emails to a database ï Archives all email to a Microsoft 
Access or SQL/SQL Server Express/MSDE database. This feature 
enables the archival of email attachments. 

4. To exclude archiving of emails received by certain users, select the 
Exceptions tab, tick Do not archive emails where the sender or 
recipient is in the list below, click Add button and add user email 
address in the Email list.  

5. Click OK button to finalize your configuration. 

3.6.2 Enabling Archive Web Interface access from GFI 
MailEssentials 

Important notes 

GFI MailEssentials Archive Web Interface is not supported on 64bit 
Operating Systems. 

Installing GFI MailEssentials Archive Web Interface (AWI) on 
Microsoft IIS 7.0 (x86 systems) 

To install AWI on Microsoft IIS 7.0, you need to:  

¶ Install the IIS Web Server Role Services.  

¶ Configure the IIS Web application which will be used by AWI.  

AWI requires the following IIS Web Server Role Services in order to 
work correctly:  

¶ ASP  

¶ Windows Authentication  

To install IIS Web Server Role Services on Microsoft Windows 2008:  

1. Open the óServer Managerô. 
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2. Expand the Roles node and select Web Server (IIS). 

3. From the right pane, click on the Add Role Services button. 

4. Select the óASPô and the óWindows Authenticationô role services and 
click Next.  

5. Click on the Install button to install the role services. 

Configure the IIS Web application to be used by AWI on IIS 
6.0 

1. Start up Internet Services Manager, right click on the Website node, 
and from the popup menu select New Ʒ Virtual Directory. The 
Virtual Directory Creation Wizard is displayed. Click Next to 
continue. 

2. Enter an alias for the virtual directory. In this case it is AWI, but you 
can enter whatever name you like, as long as it follows the folder 
naming conventions used in Microsoft Windows. 

3. You now need to enter the path where the content is located. Click 
Browse, and folder AWI\wwwroot folder in the GFI MailEssentials 
installation path. 

 
Screenshot 9 - Setting permissions 

4. Next you need to set the access permissions. Check the Read and 
Run Scripts (such as ASP) checkboxes only. Make sure all the other 
checkboxes are unchecked. Click Next and on the finish page click 
Finish to finish the Virtual Directory Creation Wizard. 

5. Right click on the newly created virtual directory, located under the 
web root of your website server and select Properties from the 
context menu. 
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Screenshot 10 - Setting Virtual Directory properties 

6. In the Virtual Directory tab of the Properties dialog, check the 
Read, Log Visits and Index this resource checkboxes. Make sure 
that all the other checkboxes are unchecked. In the Execute 
Permissions list box, select Scripts only. 

7. Access the Documents tab. Remove all the default documents 
except for default.asp. 

8. Access the Directory Security tab and click on the Edit button in 
the Authentication and access control group. 

NOTE: Since the Archive Web Interface provides access to all the 
emails archived by GFI MailEssentials, it is important to setup proper 
authentication and security for this web server and virtual directory. 
There are three ways to secure the Search Interface. These are Basic 
Authentication, Digest and Integrated Windows Authentication. 
Integrated Windows Authentication is the preferred choice in an Active 
Directory environment, because it makes the authentication process 
seamless, since initially it does not prompt the users for their 
username or password information. Rather, it uses the current 
Windows user information on the client computer for authentication. If 
you are installing GFI MailEssentials in a DMZ, use Basic 
authentication. 
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Screenshot 11 - Select authentication method 

9. Check the Integrated Windows authentication checkbox 
(recommended if installed on the internal network) OR Basic 
Authentication checkbox (if installed in the DMZ). Ensure that the 
Enable anonymous access checkbox is unchecked. 

NOTE 1: If using Integrated Windows authentication, then 
authentication will occur against Active Directory. This means you do 
not need to configure additional users. If you use basic authentication, 
authentication will occur against the local user database on the 
machine. In this case create usernames and passwords on that local 
machine. For more information on securing IIS, please review the IIS 
documentation. 

NOTE 2: Be sure you do NOT allow anonymous access. 

10. Click OK to finalize your configuration. 

Configure the IIS Web application to be used by AWI on IIS 
7.0 

To configure AWI on IIS 7.0: 

1. Open óAdministrative Toolsô. 

2. Enter the óInternet Information Services (IIS) Managerô. 

3. Right-click on the website under which will host AWI web interface 
and click Add Application. 

4. Enter óAWIô as the Alias and enter the path to the AWI ówwwrootô 
folder located at <GFI\MailEssentials\AWI\wwwroot>. 
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Screenshot 12 - Internet Information Services (IIS) Manager: Add application 

5. Click OK to create the new Application.  

6. Click on the óAWIô application which was just created and double 
click the Authentication icon in the right pane.  

 
Screenshot 13 - Internet Information Services (IIS) Manager 

7. Right click on the Anonymous Authentication option and select 
Disable. 

8. Right click on the Windows Authentication option and select 
Enable. 

3.6.3 Accessing the Archive Web Interface 

1. Launch internet explorer. 

2. Key in: http://<machine_name>/<awi_virtual_folder_name>. 

¶ Example: http://master-domain.com/awi/ 
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Screenshot 14 ï Archive Web Interface (AWI) search page 

The AWI will load the search page. Click on the Full Archive link in 
the top right corner to access the full archive page. 

3.7 Spam status and email processing reports 

GFI MailEssentials enables you to create reports based data archived 
to database. These reports assist you in knowing what spam is being 
filtered out by GFI MailEssentials and what are the use levels of your 
mail server and domain resources. 

Important notes 

Enable GFI MailEssentials archiving to use reporting. Refer to Enable 
archiving section starting on page 21 in this manual for details on how 
to enable archiving. 

3.7.1 Enabling reporting 

1. Select Email Management Ʒ Reporting Ʒ Properties and click 
Configure button. 

2. Select database type: 

¶ Microsoft Access - Specify the file name and location. 

¶ Microsoft SQL server - Specify server name, logon credentials 
and database. 

3. Click Test button to test the database configuration. Click OK to 
save settings. 

3.7.2 Using Reports 

1. Launch the GFI MailEssentials Reporter by clicking Start Ʒ All 
Programs Ʒ GFI MailEssentials Ʒ GFI MailEssentials Reports. 
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2. Click Reports Option and select any Report or Statistics option. 

3. Select File Ʒ Print menu option to print reports. 

NOTE: Select File Ʒ Print Preview to preview how the report will be 
printed. 

4. To save a report click File Ʒ Save As. Specify a name and a 
location for the saved file and click the Save button. 

NOTE: Report is saved to the location selected with the name 
specified for the report. In the folder specified, two sub-folders are 
created, ógraphicsô and óreportô. The óreportô sub-folder contains the 
report files in HTML format. The ógraphicsô sub-folder contains 
graphics which are displayed in the HTML report. 

3.7.3 Daily Spam Report 

The Daily Spam Report shows the total emails processed, total spam 
email caught, the spam percentage of total emails processed and how 
many spam emails were caught by each individual anti-spam feature. 
Each row in the report represents a day. 

 
Screenshot 15 - Daily spam report 

Report Options 

¶ Sort column: Sort the report by date, total spam processed, 
keyword checking etc.  

¶ Multi Page report: Specify the number of days per page. 

Filter options 

¶ Specific Email: Limit report to a specific email address. 

¶ Date Range: Limit report to a specific date range. 

When all report options are selected, click Report to generate report.  

3.7.4 Anti-Spam Rules Report 

The Anti-spam Rules Report shows how much spam email each anti-
spam method caught. 
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Screenshot 16 ï Anti-spam Rules Report 

Report Options 

¶ Specific Email: Limits the report to a specific email address. 

¶ Date Range: Limits the report to a specific date range. 

When all report options are selected, click Report button to generate 
report.  

3.7.5 User Usage Statistics 

The user usage statistics report gives an overview of how many 
emails users send or receive and how large their sent or received 
emails are. 
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Screenshot 17 - User usage statistics filter dialog 

Report Type 

¶ Report Type: Specify reporting on inbound emails, outbound 
emails, or both. 

Report Options 

¶ Sort by: Specify sorting by email address, by number of emails, or 
by the total size of the emails.  

¶ Highlight users: Identify users who send or receive more than a 
specific number of emails or specific number of megabytes of 
email. 

¶ List top: List only the top number of users in the report.  

¶ Multi Page report: Specify the number of users to display per 
page.  

Filter options 

¶ Specific Email: Limit the report to a specific email address. 

¶ Date Range: Limit the report to a specific date range. 

When all report options are selected, click Report button to generate 
report.  

3.7.6 Domain Usage Statistics 

The domain usage statistics report gives an overview of how many 
emails are sent or received to non-local domains. 
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Screenshot 18 - Domain usage statistics filter dialog 

Report Type 

¶ Report Type: By default report data for domain usage statistics is 
always for both inbound and outbound emails. 

Report Options 

¶ Sort by: Specify if the report is sorted by domain name, by 
number of emails, or by the total size of the emails.  

¶ Highlight domains: Identify domains that send or receive more 
than a specific number of emails or a specific number of 
megabytes of email. 

¶ List to: List only the top number of domains in the report. 

¶ Multi Page report: Specify the number of domains to display per 
page.  

Filter options 

¶ Specific domain: Limit the report to a specific domain. 

¶ Date Range: Limit the report to a specific date range. 

When all report options are selected, click Report button to generate 
report.  

3.7.7 Mail Server Daily Usage Statistics 

This report gives an overview of how many emails, per day, are sent 
or received on the mail server where GFI MailEssentials is installed. 
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Screenshot 19 - Mail server daily usage statistics filter dialog 

Report Type 

¶ Report Type: The data for Mail Server Daily usage statistics is 
always reported for both inbound and outbound emails. 

Report Options 

¶ Sort by: Specify if report is sorted by date (since the report is per 
day), by number of emails, or by the total size of the emails.  

¶ Highlight days: Identify the days on which you sent or received 
more than a number of emails or a number of megabytes of email. 

¶ List top: List only the top specified number of days in the report. 

¶ Multi Page report: Specify the number of days to display per 
page.  

Filter options 

¶ Specific Email: Limit the report to a specific domain. 

¶ Date Range: Limit the report to a specific date range. 

When all report options are selected, click Report button to generate 
report.  

3.7.8 User Communications 

The User communications report enables you to review information on 
what kind of emails each user has sent. Once a user communications 
report is generated, the user record can be expanded to list the 
subject of sent or received emails. Mail with the same subject is 
grouped. These emails can be further expanded to reveal when and to 
whom, email with that subject was sent. 
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Important notes  

1. This report is a complex report that might take time to generate. It is 
recommended that you limit the range to a specific user or to a 
particular date range. 

 
Screenshot 20 - The user communications report shows exact email trail 

Report Type 

¶ Report Type: Specify reporting on inbound emails, outbound 
emails, or both. 

Report Options 

¶ Sort by: Specify if the report should be sorted by email address, 
by number of emails, or by the total size of the emails.  

¶ Highlight users: Identify users who sent or received more then a 
number of emails or a number of megabytes of email. 

¶ List top: List only the top specified number of users in the report. 

¶ Multi Page report: Specify the number of users to display per 
page.  

Filter options 

¶ Specific Email: Limit the report to a specific email address. 

¶ Date Range: Limit the report to a specific date range. 
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Screenshot 21 - User communications filter dialog 

On selecting the required options, click Report button to generate 
report.  

3.7.9 Miscellaneous options 

¶ Excluding users from reports 

The exclude users tool enables users to be exempted from reports 

From the Tools Ʒ Excluded Users List click on Addé button 
and Add or Remove SMTP email address for the user to exclude 
from reports. 

 
Screenshot 22 - Excluded users dialog 
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¶ Find Tool 

The find tool enables the finding of strings in reports.  

From the Tools Ʒ Find menu option, key in the stings to find and 
select Find Next to search for strings. 

 
Screenshot 23 - Find dialog 

3.8 Disabling/Enabling email processing 

Disabling email processing disables all protection offered by GFI 
MailEssentials and enables all emails (including Spam) to get to your 
userôs mailboxes.  

To enable/disable GFI MailEssentials from processing emails: 

1. Navigate to Start Ʒ Programs Ʒ GFI MailEssentials Ʒ GFI 
MailEssentials Switchboard. 

 
Screenshot 24 - The GFI MailEssentials Switchboard: Troubleshooting 


