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1 About GFI MailEssentials

1.1 Introduction

GFI MailEssentials is a server-based anti-spam solution that provides
key corporate email anti-spam features for your mail server. Installed
as an add-on to your mail server, GFl MailEssentials is completely
transparent to users, with no additional user training required.

The key features of this solution are:

T

Server-based anti-spam - Spam protection is an essential

component of your networkds security

offers advanced anti-spam filters which include blacklist/whitelist,
Bayesian filtering, keyword checking, and header analysis.

Company-wide disclaimer/footer text - Companies are
responsible for the content of their employees' email messages.
GFI MailEssentials enables the automatic addition of disclaimers
on top or the bottom of an email, together with fields/variables that
personalize the disclaimer according to the recipient.

Email archival to database i Archiving email is not only good
practice but also may be a legal requirement. GFI MailEssentials
provides the facility to archive all inbound and outbound email.

Reporting i GFI Mail Essentials can produce various useful
reports on email usage and anti spam operations.

Personalized auto-replies with tracking number - More than
just an ‘'out of office' replies, auto-replies enable customers to
know that their email has been received and that their request is
being handled. Assign a unique tracking number to each reply to
give your customers and employees an easy point of reference.

POP3 downloader i Smaller businesses may not have the
necessary facilities to use SMTP based email. GFI MailEssentials
includes a utility that can forward and distribute email from POP3
mailboxes to mailboxes on the mail server.

Email monitoring 7 Central information stores are typically easier
to manage than distributed information. GFI MailEssentials
enables sending of email copies to a central store of emalil
communications of a particular person or department.

For more information on how GFI MailEssentials filters emails for
inbound and outbound emails, refer to Appendix 1 i How does spam
filtering work in this manual.

1.2 Using this manual

This user manual is a comprehensive guide that aims to assist
systems administrators in configuring and using GFI MailEssentials in

Administration and configuration manual

About GFI MailEssentials 11

st



the best way possible. It builds up on the instructions provided in the

GF I Ma i
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configuration settings that systems administrators must do so to
achieve the best possible results out of the software

This manual contains the following chapters:

Chapter 1
Chapter 2

Chapter 3

Chapter 4

Chapter 5

Appendices

Introduces this manual.

Provides detailed information on the routine administration tasks
that administrators must perform on a day-to-day basis.

Gives detailed information on how customize GFI MailEssentials.
This includes customizing anti-spam filters and their actions as
well as disclaimers and auto replies.

Provides detailed information on how to perform other
maintenance and setup tasks that fall beyond the scope of the
previous two chapters. These include setting up the P2E feature,
email monitoring and remote commands.

A troubleshooting and support section where information on how
to solve common problems is given.

Gives additional information related to how spam filtering and
Bayesian filtering work and information on MSMQ.

1.3 Licensing

For information on licensing refer to:

http://www.gfi.com/products/gfi-mailessentials/pricing/licensing

1.4 Minimum Requirements & Installation

For information

on system requirements and installation refer to the

GFI MailEssentials 6 €tting Started Guided :
http://www.gfi.com/mes/mesl4gsgmanual.pdf
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2 Recommended post-install actions

2.1 Introduction

About anti-spam filters

Out of the box, GFI MailEssentials includes a number of specialized
anti-spam filters. Each one of these filters target one or more types of
spam. The filters which ship with GFI MailEssentials are listed below:

Filter Description Enabled

by Default

An anti-spam engine that determines if an email

SpamRazer is spam by using email reputation, message Yes
fingerprinting and content analysis.
. Stops email which is randomly generated
Directory
H : towards a server, mostly addressed to non- Yes
arvesting .
existent users.
Blocks emails that contain links in the message
Phishing bodies pointing to known phishing sites or if Yes
they contain typical phishing keywords.
ﬁglr;ger Stops email which is received from domains not NoO
y authorized in SPF records
Framework
Auto- Addresses to which an email is sent to, are Yes
Whitelist automatically excluded from being blocked.
Whitelist A custom list of safe email addresses Yes
Email A custom list of blocked email users or
. . Yes
blacklist domains.
DNS Checks if the email received is from senders
. that are listed on a public DNS blacklist of Yes
blacklists
known spammers.
Spam  URI Stops emails which contain links to domains
Realtime listed on public Spam URI Blocklists such as Yes
Blocklists sc.surbl.org
Header A module which analyses the individual fields in
X a header by referencing the SMTP and MIME Yes
checking .
fields
Keyword Spam messages are identified based on No
checking blocked keywords in the email title or body
New Emails that have been received from senders to
. No
Senders whom emails have never been sent before.
. An anti-spam techniqgue where a statistical
Bayesian S . -
analysis probability index based on training from users is No

As listed in the table above, not all anti-spam filters are enabled by

used to identify spam.
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default. This is due to configuration settings which are
network/infrastructure dependent and cannot therefore be preset.
Although key filters like SpamRazer are enabled by default, it is
recommended that after installing GFI MailEssentials, the rest of the
anti-spam filters and filtering mechanisms are reviewed and enabled
accordingly. For more information refer to the Anti-spam filters chapter
starting on page 38 in this manual.

Anti-Spam actions

A number of actions can be triggered by anti-spam filters on detection
of spam email. These actions determine what will happen to email
spam detected and are configurable on a filter by filter basis. Anti-
spam filter actions supported are:

Tag spam email (default)

Move email spam to a central folder

Move email spam to public folders

Moving email spam to Junk E-mail folder
Forward email spam it to a specific email address

=A =4 =4 -4 -4 4

Delete spam.

Default Anti-Spam actions

The default action taken when GFI MailEssentials blocks a spam
email depends where the software is installed:

Deployment Default action Description

GFI MailEssentials Deliver email in When a filter blocks a spam

installed on the same Exchange mailbox email, the email is moved to a

computer as Microsoft sub-folder sub-folder in Inbox named

Exchange Suspected Spam.

GFI MailEssentials not Tagging Anti-spam filters adding the

installed on the same prefix [SPAM] in the subject

machine as Microsoft field of spam emails. Tagged

Exchange emails are still delivered in the
u s e mhios.

For more information about anti-spam actions refer to the Spam
Actions T What to do with spam email section starting on page 70 in
this manual.

2.2 Route spam to dedicated spam folders

To filter out spam from the recipients Inbox, configure GFlI
MailEssentials to route emails to dedicated spam folders. You can
setup a different spam folder for every anti-spam filter. This allows you
to categorize email spam and have an insight on which filter blocked
your spam i a function important to identify false positives and tweak
your filters accordingly.

Enable spam email routing to folders

Different anti-s pam 0 mo v e adiiams arecaladable depending
on the type of setup you have.
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If you are running a Microsoft Exchange 2003/2007 infrastructure the
following move to folder actions can be triggered:

T Inlnbox-Use this option to mMdmxte spam to

1 In Exchange junk email folder i Use this option to route all spam
t o the us dunkdEsmaidf@dera ul t

1 In Exchange mailbox sub-folder T Use this option to route all
spamt o a specific folder in the useros

On other infrastructures, user is allowed to route spam emails to a
specific folder on the client/end-user side.

2.2.1 Configuring email routing to folders

NOTE: This section is applicable when GFI MailEssentials is installed
on the Microsoft Exchange Server only. If GFI MailEssentials is
installed on a separate machine, then refer to section Moving spam
emai |l t o woxfaderdm pagalil2 obthis manual

1. Launch GFI MailEssentials configuration console by clicking:

Start 3 All Programs 3 GFI MailEssentials 3 GFI MailEssentials
Configuration.

2. From the list of filters in Anti-Spam 3 A nRSpam Filters node,
right click on the filter to be configured e.g. Header Checking and
select Properties.

Header Checking Properties |

Generall Leneral -:u:untu:l.l Languages Achions | Other I

i : Select the action ta perfarm when this filker blocks a zpam email

= Delete the email
¥ Perform the following action|z]:

¥ Deliver email to mailbos;
= In Inbox

£~ In Exchange junk email falder

f* |n Exchange mailbox sub-folder Configure. .. |

[ Send to email address;

Iadministratnr@master-dumain.u:u:um

[ Save to specified folder on disk:

Email content modifications:

¥ Tag the email with specific text; Configure... |

[ fppend block reazon to email subject

k. I Cancel | Apply |

Screenshot 1 - Configuring the action that should be taken
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3. Click on the Actions tab to access options for anti-spam filter
actions configuration.

4. Select Deliver email to mailbox and choose one of the following
options:
1 InInbox - Use this optionto route spam t o t hlebouser 0s

1 In Exchange junk email folder i Use this option to route all spam
t o the us dunkéEsmaitf@dera ul t

1 In Exchange mailbox sub-folder T Use this option to route all
spam to a specific folder in the user 6 s maClick Gomfkgure to
launch the Move to Exchange folder dialog and type the folder
where to move spam email.

Example: il n\Bgam Mai | 0 wi & bub-foldereia tnkox
named Spam Mail.

5. Click OK to save your configuration.
6. Repeat for all enabled spam filters.

2.3 Enable public folder scanning

Spamming techniques are in continuously evolving and consequently

you might encounter instances when spam still makes it through anti-

spam filters on to t he r e c Inlpx. eThroughs public folder

scanning, users can manually c¢classify email a
MailEssentials spam patterns to classify similar email as spam.

Public folder scanning enables GFI MailEssentials to retrieve emails

from public folders to add to whitelist/blacklist and HAM/SPAM

databases. On systems running Microsoft Exchange Server or Lotus

Domino, public folders are created automatically on completion of the

configuration process.

To enable public folders scanning follow the instructions listed in the
sections below.

2.3.1 Public folder scanning setup for Microsoft Exchange
Servers

1. From the GFI MailEssentials configuration console right click the
Anti-spam 3 Anti-Spam Settings and select Properties.
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Anti-5Spam Properties |

Remate Commands I [zlabal Actionz | Perimeter SMTP Servers |
DMS Server Public Falder Scanning
b Configure use of public folders for classification of emails
L

[¥ Enable Public Folder Scanning

Interval in hours bebween scanning of the public folder: I2

Foll public folders via: IIM.&P‘ vI SEat e |

— IMAFP configuration

Server: IwinEkar

Bort: [143 [T UseSSL

IJzermame: Iadministratur

KERENHNK

FPazsward: I

Test |

HOTE: IM&F cannot be uzed to access Exchange 2007 Public
Folders.

] I Cancel Apply

Screenshot 2 - Configuring Public folder scanning

2. Select Public Folder Scanning tab, and click on Enable Public
Folder Scanning checkbox.

3. From the Poll public folders via list select the method GFI
MailEssentials uses to retrieve emails from public folders.

9 For Exchange Server 2000/2003 i Select MAPI, IMAP or
WebDAV.

1 For Exchange Server 2007 i Choose WebDAV.
Available options are:

1 MAPI: To use MAPI, GFI MailEssentials must be installed on the
machine on which Microsoft Exchange Server is installed. No
other settings are required.

1 IMAP Requires Microsoft Exchange IMAP service. IMAP enables
remote scanning of public folders and works well in environments
running firewalls. In addition, IMAP can be used with other Malil
servers that support IMAP. Parameters required are:

o Mail server name

0 Port number (default IMAP port is 143)

o Username/password

0 Select the Use SSL option to use a secure connection

Administration and configuration manual Recommended post-install actions {7



NOTE: MAPI and IMAP cannot be used to poll emails from
Microsoft Exchange Server 2007 public folders.

1 WebDAV - Specify Mail server name, port (default WebDAV port
is 80), username/password and domain. To use a secure
connection select the Use SSL checkbox. By default, public
folders are accessible undthshas he O6publ i
been changed to something else, specify the correct virtual
directory name to access the public folders by editing the text in
the URL box.

GFI MailEssentials Configuration E

\lj) The test succeeded, You are ready to use IMAP,

Screenshot 31 Public folder scanning test succeeded

4. Click Scan Now to automatically create Public folders.

5. Click Test if you are setting up IMAP or WebDAV. On screen
notification will confirm success/failure. If the test fails, verify/update
credentials and re-test.

2.3.2 Configure a dedicated user account for Exchange
Server 2000/3

When GFI MailEssentials is installed in a DMZ, it is highly
recommended that for security reasons a dedicated user account is
created to retrieve/scan email from public folders. Users will have
access to the GFI AntiSpam folders.

1. Create a new Active Directory (AD) user with power user privileges.

2. From the Microsoft Exchange System Manager, expand Folders 3
Public Folders node.

3. Right click GFI AntiSpam Folders public folder and select
Properties.

4. Click Permissions tab and select Client permissions.
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Client Permissions

I ame; Role:
Default Author
Anorymous Cantribubor el

iGF] AnhSpam [vaner

Remowve

Froperties. .

— Permizsions

Bales: I Cwrer

¥ Create items
[V PFead items
[V Create subfolders

L

¥ Folder owner
¥ Folder contact
¥ Folder Visible

Edit items Delete items——
" Mone " Mone

" Own " Owr

Al (O |

o]

Screenshot 4 - Setting user role

Cancel Help

5. Click A d d éselect new user, and click OK.

6. Select new user from the client permissions list and from provided
list set its role to @wnerd Ensure that all checkboxes are selected and
the radio buttons are set to All.

7. Click OK to finalize your configuration.

8. From the Microsoft Exchange System Manager right click GFI
AntiSpam Folders and select All tasks 3 Propagate settings.

NOTE: For Microsoft Exchange Server 2003 SP2, select click GFI
AntiSpam Folders and select Alltasks 3 Manage Soptiort. i ngs

9. Select the Folder rights or Modify client permissions option and
click OK or Next.

10. Specify the credentials of power user account created in step 1
and test the setup to ensure the permissions are correct.

2.3.3 Configure a dedicated user account for Exchange
Server 2007

When configuring a dedicated user account to retrieve the emails from
the GFl AntiSpamPu bl i ¢ f ol der s, the wuser
access rights on the GFI AntiSpam Public Folders.

1. Create a new Active Directory (AD) (power)user.

2. Logon to the Microsoft Exchange Server using administrative
privileges.

3. Open

woul d ne

OMi crosoft Exchange Management Sh
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command:

Get - PublicFolder - Identity " \ GFI AntiSpam Folders" -
Recurse | ForEach - Object {Add -
PublicFolderClientPermission - Identity $_.ldentity i
User "USERNAME" T AccessRights  owner T Server

"SERVERNAME"}

4.Change AUSERNAMEO and ASERVERNAMEO to t
of the Active Directory user in question.

1 Example:
Get- Publi cFolder - Identity " \ GFI AntiSpam
Folders" -Recurse | ForEach - Object {Add -
PublicFolderClientPermission - ldentity
$_.ldentity T User "mesuser" T AccessRights owner |

Server "exch07"}

2.3.4 Hiding user posts in GFl AntiSpam Folders

For privacy and security purposes, it is highly recommended that you
hide user posts made on GFI AntiSpam folders. This way, users will
only be able to post to the folders without viewing existing posts (not
even the ones they posted themselves). To configure user privileges
and hide posts for unauthorized users do as follows:

1. From the Microsoft Exchange System Manager expand Folders 3
Public Folders node.

2. Right click GFI AntiSpam Folders public folder and select
Properties.

3. Select the Permissions tab and click Client permissions.

4. Click A d d ¢and select the user/group to hide the posts from and
click OK.

5. Select user/group configured earlier to the client permissions list
and set its role to Contributor.

6. Ensure that only the Create items checkbox is selected and the
radio buttons are set to None.

7. Click OK to finalize your configuration.

8. From the Microsoft Exchange System Manager right click GFI
AntiSpam Folders and select All tasks 3 Propagate settings.

9. Select Folder rights checkbox and click OK.

2.3.5 Public folder scanning setup for Lotus Domino
servers

Step 1: Create a new database which used to store GFI
MailEssentials Public folders.

1. From the IBM Domino Administrator, click on File 3 Database 3
New.

2. Key in the following details for the new database:
1 Server: <Your Domino Server details>

9 Title: Public-Folder

1 File name: Public-F.nsf

10 1 Recommended post-install actions Administration and configuration manual



T Select o6Mail (R7) 6 a&datdhdse t empl ate for
3. Click OK to create the database.

Step 2: Convert the database format of the newly created
database.

1. From the Lotus Domino server Console, run the following
command:

Load Conve rt 1e ih<Database Filename>
1 Example:

Load Convert ie ihPublic -F.nsf
Step 3: Create a new Mail-In database:

A new mailbox needs to be created in order to store the new GFI
MailEssentials Public Folder.

1. From the IBM Domino Administrator, select People & groups tab
and click on Mail-In Databases and Resources.

2. Click Add Mail-In Database and key in the New Mail-In Database

as follows:

9 Mail-in name: Public Folders

91 Description: The GFI MailEssentials Mailbox

9 Internet address: <public@<yourdomain.com>

T I nternet Message: ONo Preferencebd
1 Encryptincomi ng mail : ONob6

1 Domain: <yourdomain>

1 Server: <Your Domino server name>

T File namé&. n6RPWbI i c

NOTE: You will need to associate a user with the Mail-In-database
created above. This account will be used by the GFI MailEssentials
server to connect to the Lotus Domino Server.

Step 4: Configure GFI MailEssentials

Define the shared namespace which will be used when connecting to
the Lotus Domino IMAP service:

1. Click Start 3 Run and type Regedit.
2. Locate the following Registry Key:

<HKEY_LOCAL_MACHINESOFTWARESFI\ ME14 Attendant \ rpfo
lders:8 \>

3. Create the following Keys:

Name: OFol der De Name: 6Shar edNa

Type: STRING Type: STRING

Val e : o) Value: <Public Folder
Prefix\Name of new Mail-In
Database\>

Get the values for the O0Osharednamespaceb
Public folder prefix name
1. From the IBM Domino Administrator, click Configuration Tab.
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2. Expand Server 3 Configurations, click on your Domino Server
and click Edit Configuration.

3.From the IMAP tab, select Publ i ¢ and Ot hertabUser soé6 Fol
The 6Public Fol der Prefixo can be f ound
Section.

Mail-In database name
1. From the IBM Domino Administrator select People & Groups tab.

2. Click on Mail-In Databases and Resources node. Name of the
New Mail-In Database is listed within the right pane.

Step 5: Restart the IMAP Service on the Domino Server

1. Open the Lotus Notes Console

2. Ttyelel 6i map quitd and wait until the ta
3. Once the above is complete, type 061l oad
Step 6: Configure GFI MailEssentials

Configure the GFI MailEssentials Public Folder Scanning properties.
1. From the GFI MailEssentials Configuration, right click Anti Spam
Node and select Properties.

2. Select Public Folder Scanning tab and key in the following values:
1 Server: <IP Address of Domino Server>

1 Port: 143 (default)

9 Username: Username associated with the mail-in database

1 Password: User password

3. Test configuration by clicking Test button and click Scan now to
generate the public folders.

Step 7: Ensure the Public Folders are created

Using telnet to determine if Public folders were created successfully:

1. From the GFI MailEssentials machine load up command prompt.
2Type O6telnet o

3.Type &PABDRESS>14 30

4.Type 6aol | ogin <public@yourdomain. com>

5. Type 6aob [ i st A <\Ranme | aof ciew Aviail-ld e r Prefix
Database\> 0 A * 0

6. The output of the above command should show the public folders
as in the following screenshot:
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public foldersspublic—folder Ea
{N\HasChildren> '™\ {483

Folderspublic—folder~GFI AntiSpam Folders

{“HasChildrend "™" {652

Folderspublic—folder~GFI Anti%pam Folders-Add to blacklist
{\HasMoChildren? '"“N" {752

Folderspublic—folder~GFI fAntiSpam Folders“Add te hlacklist“Processed
(“\HasChildren> "™\" {652

Folderzpublic—folder~GFI Anti%pam FoldersAdd to whitelist
{“HasMoChildrend '“N" {752

Folderspublic—folder~GFI fAntiSpam Folders“Add te whitelist“Processed
{NHasChildren> "™\" {762

Folderzpubhlic—folder~GFI Anti%pam Folders>I want this Discussion list
(~HasNoChildren> '“\'" {862
Folderspubhlic—folder~GFI AntiSpam Folders>\I want this Discussion list“\Pro

(“\HasChildrend "' {732

Folderzpublic—folder~GFI Anti%pam Folders:This legitimate email
(NHasMoChildrend '"™N" {B3>

Folderspubhlic—folder~GFI AntiSpam Folders>\This is legitimate email“Proces

(“\HasChildrend "™\" {672

Folderzpubhlic—folder~GFI AntiSpam Folders:This iz spam email
{“HasMoChildrend '“N" {77

Folderspublic—folderGFI AntiSpam Folders“This i am email“Processed

7.Type 6ao03 |l ogoutd

NOTE: Use the Lotus notes designer to remove any unwanted views
and forms from the database created previously.
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3 Routine Administration

3.1 Reviewing spam email

3.1.1 Spam review process

1. Instruct the individual email users to periodically review spam
emails.

2. In case of legitimate emails being identified as spam, refer to the
Managing legitimate email section below to instruct GFI MailEssentials
on how not to classify similar emails as spam.

3. In case of spam emails being incorrectly identified as spam (false
positives), refer to the Managing spam section below for instructions
on how to instruct GFI MailEssentials on how to classify similar emails
as spam.

3.2 Managing legitimate email

As with any anti-spam solution, GFI MailEssentials might require
some time until the optimal anti-spam filtering conditions are achieved.
In cases where this is not yet achieved, there might be instances
where legitimate email might be identified as spam.

In such cases users should add emails incorrectly identified as spam
to the O0Add aodwhotehkes®OThdsfolsdedregitomat
6teachdéd GFI Mail Essentials that the emai/l

Important notes

In Microsoft Outlook, dragging and dropping email moves the email to
the selected folder. To retain a copy of the email, hold down the CTRL
key to copy the email rather than moving it.

3.2.1 Adding senders or newsletters to the whitelist

1. In the public folders, locate the GFI AntiSpam Folders 3 Add to
whitelist public folder.

2. Drag and drop emails or newsletters to the Add to whitelist public
folder.

3.2.2 Adding discussion lists to the whitelist

Discussion lists (NOT newsletters) are often sent out without
including the recipient email address in the MIME TO and are
therefore marked as spam. To receive these discussion lists, whitelist
the email addresses of these valid list mailers.
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Add discussion lists to the whitelist

1. In the public folders, locate the GFI AntiSpam Folders 3 | want
this Discussion list public folder.

2. Drag and drop discussion lists to the | want this Discussion list
public folder.

3.2.3 Add ham to the legitimate email database

1. In the public folders, locate the GFI AntiSpam Folders 3 This is
legitimate email public folder.

2. Drag and drop emails to the This is legitimate email folder.

3.3 Managing spam

While GFI MailEssentials starts identifying spam emails right out of the
box, there might be instances where spam makes it through
undetected to the users mailbox. Typically this might be either due to
configuration settings that have not yet been performed or to new
forms of email spam to which GFI MailEssentials has not yet adapted
itself. In both cases, these situations are resolved when GFlI
MailEssentials is configured to capture such spam.

NOTE: For information on how to resolve issues related to emails not
detected as spam refer to the Troubleshooting & support chapter
starting on page 117 in this manual.

In these cases users should abddamdich emai
to the O6This is spam email 6 folders to 6
the email in question is spam.

Important notes

1. In Microsoft Outlook, dragging and dropping email moves the email
to the selected folder. To retain a copy of the email, hold down the
CTRL key to copy the email rather than moving it.

2. Refer to the Enable public folder scanning section starting on page
6 in this manual for more information on how to automatically create
the GFI AntiSpam folders.

3.3.1 Adding senders to the blacklist

1. In the public folders, locate the GFI AntiSpam Folders 3 Add to
blacklist public folder.

2. Drag and drop emails to the Add to blacklist public folder.

3.3.2 Adding spam to the spam database

1. In the public folders, locate the GFI AntiSpam Folders 3 This is
spam email public folder.

2. Drag and drop the spam email to the | want this Discussion list
public folder.

3.4 Viewing anti-spam status on dashboard

The GFI MailEssentials Dashboard shows the status of your anti-
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spam system, including email processing activity and statistics. Use
the GFI MailEssentials Dashboard as follows:

1. Click Start 3 All Programs 3 GFlI MailEssentials 3 GFl
MailEssentials Dashboard.

[ GFI MailEssentials Dashboard [_[Olx]
Ele  ©ptions  Programs Help
Status | Slatlstlcsl P2E Loggmgl
— Status of key services
Q‘J GFI MailE szential: Managed Attendant Service iz Bunning & GFI Ligt Server is Bunning
0 GF M ailE ssentials Legacy Attendant Service is Running O GFI MailE ssentials POPZE xchange Service is Running
0 GFI MailE szentials Enterprise Transfer Agent is Running c‘) GF| MailE ssentials Scan Engine iz Running
T4 Logging
Received Time | Proceszed Time | E haire: | Sender | Recipients | Subject | Description |ﬂ
—4 09/09/2008 11:06:24  09/09/2008 11:06:24  TRANS "'postmaster jens(@external ext  Undeliverable Processed successfully
iy 0940942008 11:06:24  09/08/2008 11:06:24  TRMS “postrnaster..  jens@externalext  Undeliverable: Processed successiully,
=4 0940942008 11:06:24  09/09/2008 11:06:24  TRANS "postmaster...  jensi@externalext  Undeliverable: Processed successfully.
= 0940942008 11:06:24  09/09/2008 11:06:24  TRNS “postrnaster...  jens@externalext  Undeliverable: Processed successfully,
=4 09/09/20028 11:06:24  09/09/2008 11:06:24  TRNS “pogtmaster...  jens@externalext  Undeliverable; Processed successfully.
—4 09/09/2008 11:06:24  09/09/2008 11:06:24  TRANS "'postmaster jens(@external ext  Undeliverable Processed successfully
iy 0940942008 11:06:24  09/08/2008 11:06:24  TRMS “postrnaster..  jens@externalext  Undeliverable: Processed successiully,
=4 0940942008 11:06:24  09/09/2008 11:06:24  TRANS "postmaster...  jensi@externalext  Undeliverable: Processed successfully.
= 0940942008 11:06:24  09/09/2008 11:06:24  TRNS “postrnaster...  jens@externalext  Undeliverable: Processed successfully,
=4 09/09/20028 11:06:24  09/09/2008 11:06:24  TRNS “pogtmaster...  jens@externalext  Undeliverable; Processed successfully.
—4 09/09/2008 11:06:24  09/09/2008 11:06:24  TRANS "'postmaster jens(@external ext  Undeliverable Processed successfully
iy 0940942008 11:06:24  09/08/2008 11:06:24  TRMS “postrnaster..  jens@externalext  Undeliverable: Processed successiully,
=4 0940942008 11:06:24  09/09/2008 11:06:24  TRANS "postmaster...  jensi@externalext  Undeliverable: Processed successfully.
= 0940942008 11:06:24  09/09/2008 11:06:24  TRNS “postrnaster...  jens@externalext  Undeliverable: Processed successfully,
=4 09/09/20028 11:06:24  09/09/2008 11:06:24  TRNS “pogtmaster...  jens@externalext  Undeliverable; Processed successfully.
—4 09/09/2008 11:06:24  09/09/2008 11:06:24  TRANS "'postmaster jens(@external ext  Undeliverable Processed successfully
iy 0940942008 11:06:24  09/08/2008 11:06:24  TRMS “postrnaster..  jens@externalext  Undeliverable: Processed successiully,
=4 0940942008 11:06:24  09/09/2008 11:06:24  TRANS "postmaster...  jensi@externalext  Undeliverable: Processed successfully.
= 0940942008 11:06:24  09/09/2008 11:06:24  TRNS “postrnaster...  jens@externalext  Undeliverable: Processed successfully,
=4 09/09/20028 11:06:24  09/09/2008 11:06:24  TRNS “pogtmaster...  jens@externalext  Undeliverable; Processed successfully. j

Screenshot 5 - GFI MailEssentials Dashboard

2. Click on:

i Status to view GFI

processing activity.

MailEssentials services status and email

1 Statistics to view statistical charts showing email flow and spam
blocked by all spam filters as well as counters with information on
incoming and outgoing email and spam.

1 P2E Logging: Shows a log of the POP2Exchange activities.

NOTE: For information on POP2Exchange refer to the Setting up
POP3 and dialup downloading section starting on page 91 in this

manual.

3.5 Generating spam digests

The spam digest is a short report sent to an administrator or user via
email. This report lists the total number of emails processed by GFI
MailEssentials and the number of spam emails blocked over a specific

period oftme( é mai nly since the | ast spam digest

3.5.1 Configuring spam digests

Administrator spam digest
1. Select Anti-Spam 3 Spam Digest 3 Properties.
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Spam Digest Properties |

Administrator Digest | Recipient Digest | Recipients list |

Enable and configure the administrator's spam email digest

L=

The adminiztrator's zpam digest iz an email zent o the administrator containing
the total emaill proceszed and the total spam blocked per spam filter.

v Send administratar spam digest

Frequency: Dray: Tirne:
[weekly =] | Thursday x| Joroo =]

Digest contents

[+ Total count of processed email and spam

[+ Total zpam captured per zpam filker

(] 4 I Caricel Apply

Screenshot 6 1 Spam digest properties/Administrator spam digest

2. From the Administrator Digest tab, click Send administrator
spam digest to enable spam digest.

3. Configure the desired sending frequency (Daily, Weekly, Monthly)
from the Sending schedule drop-down.

4. Specify the digest content that will be sent in the email, either a
Total count of processed email and spam or Total spam captured
per spam filter or both.

5. Finalize settings by selecting Apply and OK.

Recipient spam digest
1. Select Anti-Spam 3 Spam Digest 3 Properties.

18 1 Routine Administration Administration and configuration manual



Spam Digest Properties |

Adrinistrator Digest  Recipient Digest | Fiecipients Iistl

Enable and configure the recipients’ spam email digest

The recipient zpam digest iz an email zent to inbound domain recipients which
containz, for the recipient's email, the total email proceszed, the count of zpam
blocked per spam filker and the details of each spam email.

¥ Send recipient spam digest

Frequemncy: Dray: Tirne:

[ Manthy =l |_3 =t =]

— Digest contents

¥ Total count of processed email and spam
¥ Total spam captured per zpam filker

¥ List of blocked spam [datetime, sender, subject]

(] I Cancel Apply

Screenshot 71 Recipient spam digest

2. From the Recipient Digest tab, select Spam recipient spam
digest to enable spam digest.

3. Configure the desired sending frequency from Sending schedule.
4. Specify the digest content that will be sent in the email:

1 Total count of processed email and spam

9 Total spam captured per spam filter

9 List of blocked spam

or any combination of options as required.

Administration and configuration manual Routine Administration 19



Spam Digest Properties |

Administrator Digest | Recipient Digest  Recipients list |

Specify which recipients should or should not receive the zpam

ﬂ digest via email

For the recipient digest, specify the inbound domain recipients that should or
ghould nat receive the zpam digest.

& Only uzers listed below should receive the recipient spam digesk

= Al users except the ones listed below will receive the recipient
zpam digest

Email Address | Add
5] reubeni@master-domain. com
=] iohn@Emazter-dormain. conm
i{=] olafEmaster-domain. com Import ..

Bemove

Expart ..

il

(] I Cancel Apply

Screenshot 81 Spam digest recipient list

5. Click on the Recipients list tab, add the users to receive the spam
digest and select the method used to determine who should receive
the spam digest. Available options are:

1 Only users listed below should receive the recipient spam digest.

9 All users except the ones listed below will receive the recipient
spam digest.

NOTE: The required list of users can also be imported from a file in
XML format in the same structure that GFI MailEssentials would
export files.

6. Select Apply and OK to finalize settings.

3.6 Creating email archives

GFI MailEssentials includes an archiving feature which enables the
retention of historical records related to your email communications.
Since GFl MailEssentials is an anti spam solution, the built-in
archiving feature is not intended to replace/replicate the functionality
provided by comprehensive email-archiving solutions such as GFI
MailArchiver.

Archiving requires database technology. GFI MailEssentials supports
both Microsoft Access and Microsoft SQL server.
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Important notes
1. Internal email is not archived.
2. For larger networks Microsoft SQL Server is recommended.

3. Using Microsoft Access limits the size of the database to 2 GB.
MSDE and SQL Server Express are limited to 2 and 4 gigabytes
respectively.

4, When a Microsoft Access database reaches 1GB, an email is sent
to the administrator recommending to switch to a Microsoft SQL
server.

3.6.1 Enable archiving

1. From the GFI MailEssentials configuration console right click Email
Management 3 Mail Archiving and select Properties.

2. Click Mail Archiving tab and select whether to archive inbound
and/or outbound emails.

3. Select and configure the archival method:

1 Archive emails to a text file i Archives inbound and outbound
emails to separate inbound and outbound text files. Emalil
attachments are not archived when this option is selected.

i Archive emails to a database i Archives all email to a Microsoft
Access or SQL/SQL Server Express/IMSDE database. This feature
enables the archival of email attachments.

4. To exclude archiving of emails received by certain users, select the
Exceptions tab, tick Do not archive emails where the sender or
recipient is in the list below, click Add button and add user email
address in the Email list.

5. Click OK button to finalize your configuration.

3.6.2 Enabling Archive Web Interface access from GFl
MailEssentials

Important notes

GFI MailEssentials Archive Web Interface is not supported on 64bit
Operating Systems.

Installing GFI MailEssentials Archive Web Interface (AWI) on
Microsoft IIS 7.0 (x86 systems)

To install AWI on Microsoft IIS 7.0, you need to:
9 Install the IIS Web Server Role Services.
1 Configure the IIS Web application which will be used by AWI.

AWI requires the following 1IS Web Server Role Services in order to
work correctly:

1 ASP

1 Windows Authentication

To install IIS Web Server Role Services on Microsoft Windows 2008:
1.0pen the 6Server Manager 0.
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2. Expand the Roles node and select Web Server (lIS).
3. From the right pane, click on the Add Role Services button.

4.Sel ect the O6ASPO66 and t he sénidesrmddo ws Aut hen
click Next.

5. Click on the Install button to install the role services.

Configure the 1IIS Web application to be used by AWI on IS
6.0

1. Start up Internet Services Manager, right click on the Website node,
and from the popup menu select New 3 Virtual Directory. The
Virtual Directory Creation Wizard is displayed. Click Next to
continue.

2. Enter an alias for the virtual directory. In this case it is AWI, but you
can enter whatever name you like, as long as it follows the folder
naming conventions used in Microsoft Windows.

3. You now need to enter the path where the content is located. Click
Browse, and folder AWNh\wwwroot folder in the GFI MailEssentials
installation path.

¥irtual Directory Creation Wizard

Yirtual Directory Access Permiszsions
Set the accezs permizzions for thig virtual directony,

Allawy the fallowing permiszions:

¥ Head

¥ Run soripts [such as A5F)

[T Execute [such as |S&P] applications or CGl
[ Wwirite

[ Browse

To complete the wizard. chick Hext .

¢ Back I et » I Cancel |

Screenshot 9 - Setting permissions

4. Next you need to set the access permissions. Check the Read and
Run Scripts (such as ASP) checkboxes only. Make sure all the other
checkboxes are unchecked. Click Next and on the finish page click
Finish to finish the Virtual Directory Creation Wizard.

5. Right click on the newly created virtual directory, located under the
web root of your website server and select Properties from the
context menu.
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wipoperues B

Yirtual Directary IDn:n:uments I Direckary Security I HTTP Headers I Custarn Errars I
The content For this resource should come From:
4 directory located on this computer
" & share located on another computer
" A redirection to a URL

Local path: IC:'I,F‘ru:ugram Files!GFT MailEssentialsha Browse. .. |
| ScHpk source access v Log wisits

¥ Read ¥ Index this resource

[ wirite

[ Directory browsing

Application settings

Application name: I AT Remove

Skarting poink: <Defaulk Web Site =AW T
Configuration. .. |

Execute permissions:

Application poal: | pefaulappPacl =] ylletzle

Ok, I Cancel | Gl | Help |

Screenshot 10 - Setting Virtual Directory properties

6. In the Virtual Directory tab of the Properties dialog, check the
Read, Log Visits and Index this resource checkboxes. Make sure
that all the other checkboxes are unchecked. In the Execute
Permissions list box, select Scripts only.

7. Access the Documents tab. Remove all the default documents
except for default.asp.

8. Access the Directory Security tab and click on the Edit button in
the Authentication and access control group.

NOTE: Since the Archive Web Interface provides access to all the
emails archived by GFI MailEssentials, it is important to setup proper
authentication and security for this web server and virtual directory.
There are three ways to secure the Search Interface. These are Basic
Authentication, Digest and Integrated Windows Authentication.
Integrated Windows Authentication is the preferred choice in an Active
Directory environment, because it makes the authentication process
seamless, since initially it does not prompt the users for their
username or password information. Rather, it uses the current
Windows user information on the client computer for authentication. If
you are instaling GFlI MailEssentials in a DMZ, use Basic
authentication.
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Authentication Methods |

— Enable anonymaws access:

Ilze the Fallowing Windows user account For ananymaous access:

Llser name: I ISR _WINZKSENTSVR Brawse: . |

Passwiord; I YTt

Authenticated access
Far the following authentication methods, user name and password
are required when:

- anonymous access is disabled, or

- access is reskricted using MTFS access conkrol lisks
¥ Integrated Windows authentication
[ Digest authentication For Windows domain servers
[ EBasic authertication (password is sent in clear kext)

[ .MET Passport authenkication

[efault dormain: I Selech, ..

il

BEAmi | Selech.,

K I Cancel | Help |

Screenshot 11 - Select authentication method

9. Check the Integrated Windows authentication checkbox
(recommended if installed on the internal network) OR Basic
Authentication checkbox (if installed in the DMZ). Ensure that the
Enable anonymous access checkbox is unchecked.

NOTE 1: If wusing Integrated Windows authentication, then
authentication will occur against Active Directory. This means you do
not need to configure additional users. If you use basic authentication,
authentication will occur against the local user database on the
machine. In this case create usernames and passwords on that local
machine. For more information on securing IIS, please review the IS
documentation.

NOTE 2: Be sure you do NOT allow anonymous access.
10. Click OK to finalize your configuration.

Configure the IIS Web application to be used by AWI on IIS
7.0

To configure AWI on IIS 7.0:
1.0Open OAdministrative Tool sé.
2Enter the oOmhhatieome$Sedwnifoes (11 S) Manager

3. Right-click on the website under which will host AWI web interface
and click Add Application.

4. Ent er OWhaMligs ammlentert he path to the AWI O ww
folder located at <GFI\MailEssentials\AW \wwwroot>.
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Site name:  Default Web Site
Path: /

Alias: Application pool:

IAWI IDEfauItAppP'uﬂI Select... |

Example: sales

Physical path:
IC:\Frngram Files\GFIMailEssentials \AWT Wwewwroot v |
Pass-through authentication

Connect as... Test Settings...

| 0K I Cancel

Screenshot 12 - Internet Information Services (IIS) Manager: Add application

5. Click OK to create the new Application.

6.Click on the OAWI 6 apmpatadamdtdoublem whi ch wa
click the Authentication icon in the right pane.

“E Internet Information Services (IIS) Manager - X
el i (115) Manage =1
@_Q", [3 » MESMAR * Sites b DefaultWebSite » AWI » Iib s @ -
File  View Help
_. = ‘i Authentication ——
€- [ |7 |8 B, Disable
| Start Page § "
E!---aj MESMAR {TEST\Administrats Group by: No Grouping v . % ttings...
Q Application Pools Name = | Status | Response Type |®| Help
@% FTP Sites Anorvmous Authentication Disabled Online Help
E-[&] Sites Windows Authentication Enabled

5 HTTP 401 Challenge
B Default Web Site

| aspnet_dient
(P awr

Configuration: localhost' applicationHost. config , <location path="Default Web Site/AWI">

4.

Screenshot 13 - Internet Information Services (IIS) Manager

7. Right click on the Anonymous Authentication option and select
Disable.

8. Right click on the Windows Authentication option and select
Enable.

3.6.3 Accessing the Archive Web Interface

1. Launch internet explorer.
2. Key in: http://<machine_name>/<awi_virtual_folder_name>.
1 Example: http://master-domain.com/awi/
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43 Email Archive Web Client - Microsoft Internet Explorer

File Edit ‘iew Favorites Tools  Help | ",'

Address I@j http:/fmaster-domain. com/awifsearch, asp?SUID=7b7 1dbdc333cdbad j a Go

GFI —— ——— i
Search Email Archive @Fu”mchwe

Search for an email or email thread by entering one or more fields below, You do not have
to fill in all the fields, For example if you specify from, a local user, but no external
recipient, then all mails sent by that user will be displayed.

Specify whether you want ta search inbound ar sutbound rail.
IFrDm (Outbound) 'I

Specfy the local user erail address

Specify the external email address

Note: Dperands are not supported in this search interface. A more powerful archiving add-
on product will be available soon.

Specify a word or phrase to search for in the subject,

Spacify a word or phrase to search for in the body.

Mote: Specify a minirnum of 3 characters and at least a local or external email address,

=
[&] pore l_l_’_ @) Trusted sites v
Screenshot 14 i Archive Web Interface (AWI) search page

The AWI will load the search page. Click on the Full Archive link in
the top right corner to access the full archive page.

3.7 Spam status and email processing reports

GFI MailEssentials enables you to create reports based data archived
to database. These reports assist you in knowing what spam is being
filtered out by GFI MailEssentials and what are the use levels of your
mail server and domain resources.

Important notes

Enable GFI MailEssentials archiving to use reporting. Refer to Enable
archiving section starting on page 21 in this manual for details on how
to enable archiving.

3.7.1 Enabling reporting

1. Select Email Management 3 Reporting 3 Properties and click
Configure button.

2. Select database type:

1 Microsoft Access - Specify the file name and location.

1 Microsoft SQL server - Specify server name, logon credentials
and database.

3. Click Test button to test the database configuration. Click OK to
save settings.

3.7.2 Using Reports

1. Launch the GFI MailEssentials Reporter by clicking Start 3 All
Programs 3 GF | Mai |l Essentials 3 GFI Mai | Essen
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2. Click Reports Option and select any Report or Statistics option.
3. Select File 3 Print menu option to print reports.

NOTE: Select File 3 Print Preview to preview how the report will be
printed.

4. To save a report click File 3 Save As. Specify a hame and a
location for the saved file and click the Save button.

NOTE: Report is saved to the location selected with the name

specified for the report. In the folder specified, two sub-folders are

created, 6gr apbposbHbd.an-Tolder contains pher t & sub
report files i n HT ML f dotdenacbntains T h e 6grap
graphics which are displayed in the HTML report.

3.7.3 Daily Spam Report

The Daily Spam Report shows the total emails processed, total spam
email caught, the spam percentage of total emails processed and how
many spam emails were caught by each individual anti-spam feature.
Each row in the report represents a day.

GFI MailEzzentials Reporter M= 3
File Toolz: Heports Help

N
GFI ——

Daily Spam Report

Date range : 511972009 to 61772009

N N Spam  Phishing
Total Mew Total Hewword  Header _ Bayesian  ONZ Directary Spam
D3¥  processed Senders Spam Checking Checking B20Rist wrolcis Blacklist 5FF Harvesting B‘:'i"—ist BI:’&'I-M SpamRazer poortage
B 5/2009 2522 461 754 ag aa 104 a 1 u] u} 7 u} 458 0%,
BABE00Y 6952 1220 1278 172 B2 2 2 0 15 1 il il 745 15
61 7/2009 4823 5 965 47 3 44 104 o 0 u} 267 u} 301 20%
Total Mew  Total  Keyword  Header Bayesian  DNS Directory = SPam  Phishing m

; Spa
? =" Blacklist : L 3F ! URL URL  SpamFazer
Processed Senders  Spam  Checking Checking Pralysis  Elacklist Harvesting o =P R Percentage

14297 1695 2998 315 175 406 106 1 16 1 274 1] 1704 21%

Copyright GFI Software Ltd

|F|eady

Screenshot 15 - Daily spam report

Report Options

1 Sort column: Sort the report by date, total spam processed,
keyword checking etc.

1 Multi Page report: Specify the number of days per page.

Filter options

1 Specific Email: Limit report to a specific email address.

91 Date Range: Limit report to a specific date range.

When all report options are selected, click Report to generate report.

3.7.4 Anti-Spam Rules Report

The Anti-spam Rules Report shows how much spam email each anti-
spam method caught.

Administration and configuration manual Routine Administration 27



GFI MailE szentials Reporter [_ O] x|

File Tool: Repots Help
GFI ——
Anti-Spam Rules Report

Date range : 5/159/2009 to 6172009

Blacklist 406
Sender biacklisted 186
Recipient blacklisted 220

Header Checking 175
Emall header contains a malformed MIME From: field a3
Mumber of numbers in MME From exceeds maximum threshald 17
Email found in subject 14
Ermal containg remate images 1

Keyword Checking 5
Found waord(=) inthe subject pal
Found word(=) inthe Text body 290
Found waord(=) inthe HTML kbody 4

Bayesian Analysis 106
Brayesian Fitter detected spam 106

DHS Blacklist 1
Sending mail zerver found on DMNS Blacklist 1

<pF w =

|Fieady

Screenshot 16 i Anti-spam Rules Report

Report Options

1 Specific Email: Limits the report to a specific email address.

1 Date Range: Limits the report to a specific date range.

When all report options are selected, click Report button to generate
report.

3.7.5 User Usage Statistics

The user usage statistics report gives an overview of how many
emails users send or receive and how large their sent or received
emails are.
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User Usage Statistics

—Report Tepe
(o J € Dutbound Only " Both Directions
— Repart Optiohz
Sort column Ermail Direction
I Email &ddress j I Inbound j
[~ Highlight user recards when the following conditions match
Direction Armount mare than
IF!ec:eived mail j I T |MBytes j
[~ Display top records only for cunrent zort calumn
o |_1
[~ Multiple page report
Hecards fer page |_5U
— Filter Options
Specific Enail Date Range
INn [ate Range j
Eram i
[o4r08/2003 =] [o4v0srz00z <]
Report I Cloze |

Screenshot 17 - User usage statistics filter dialog

Report Type

1 Report Type: Specify reporting on inbound emails, outbound

emails, or both.
Report Options

1 Sort by: Specify sorting by email address, by number of emails, or

by the total size of the emails.

1 Highlight users: Identify users who send or receive more than a
specific number of emails or specific humber of megabytes of

email.

1 List top: List only the top number of users in the report.

1 Multi Page report: Specify the number of users to display per

page.
Filter options

1 Specific Email: Limit the report to a specific email address.

91 Date Range: Limit the report to a specific date range.
When all report options are selected, click Report button to generate

report.

3.7.6 Domain Usage Statistics

The domain usage statistics report gives an overview of how many
emails are sent or received to non-local domains.
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Domain Usage Statistics

—Report Tepe
) | it (© i ) [uthound Gl
— Repart Optiohz
Sort column Email Direction
IDumain j IIanund j
[~ Highlight domain records when the following conditions match
Diirection Armount mare than
[Mail To Domain OUT] x| | T |MBytes ]

™ Display top records arly for cument sort column

Tog |_1

[~ tultiple page report
Hecardsper page: I a0

— Filter Options

Specific Donain Date Range

INn [ate Range j

Eram i
[o4r08/2003 =] [o4v0srz00z <]

Report I Cloze |

Screenshot 18 - Domain usage statistics filter dialog

Report Type

1 Report Type: By default report data for domain usage statistics is
always for both inbound and outbound emails.

Report Options

1 Sort by: Specify if the report is sorted by domain name, by
number of emails, or by the total size of the emails.

1 Highlight domains: Identify domains that send or receive more
than a specific number of emails or a specific number of
megabytes of email.

1 List to: List only the top number of domains in the report.

1 Multi Page report: Specify the number of domains to display per
page.

Filter options

1 Specific domain: Limit the report to a specific domain.

91 Date Range: Limit the report to a specific date range.

When all report options are selected, click Report button to generate
report.

3.7.7 Mail Server Daily Usage Statistics

This report gives an overview of how many emails, per day, are sent
or received on the mail server where GFl MailEssentials is installed.
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Mail Server Daily Usage Statistics

—Report Tepe
€ Irtourd Drly ¢ Quound & Gl Diestons
— Repart Optiohz
Sort column Ermail Direction
IDate j IIanund j
[~ Highlight days when the fallawing conditions match
Direction Armount mare than
IF!ec:eived mail j I T |MBytes j

™ Display top records arly for cument sort colurmn

Frjj I 1

[~ Multiple page report
Hecords per page I alll

— Filter Options

Specific Enail Date Range

INn [ate Range j

Eram i
[o4r08/2003 =] [o4v0srz00z <]

Report I Cloze |

Screenshot 19 - Mail server daily usage statistics filter dialog

Report Type

1 Report Type: The data for Mail Server Daily usage statistics is
always reported for both inbound and outbound emails.

Report Options

1 Sort by: Specify if report is sorted by date (since the report is per
day), by number of emails, or by the total size of the emails.

1 Highlight days: Identify the days on which you sent or received
more than a number of emails or a number of megabytes of email.

9 List top: List only the top specified number of days in the report.

1 Multi Page report: Specify the number of days to display per
page.

Filter options

1 Specific Email: Limit the report to a specific domain.

1 Date Range: Limit the report to a specific date range.

When all report options are selected, click Report button to generate
report.

3.7.8 User Communications

The User communications report enables you to review information on
what kind of emails each user has sent. Once a user communications
report is generated, the user record can be expanded to list the
subject of sent or received emails. Mail with the same subject is
grouped. These emails can be further expanded to reveal when and to
whom, email with that subject was sent.
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Important notes

1. This report is a complex report that might take time to generate. It is
recommended that you limit the range to a specific user or to a
particular date range.

GFI MailEssentials Reporter [_ (O] =]
File Tools Reports Help
Composite - User Communications Report
Email (IN) Size (IN) No. of Emails (OUT) Size (OUT) No. of Emails
Administratori@master-domain.com 643.40 KBytes 703 0.00 KBytes i) @
jackbi@master-domain.com 11.03 KBytes 7 0.00 KBytes i) @
notification: gfi mailsecurity detected a threat in your email. 6.49 KBytes 4 E.
g adminiztratori@master-domain.com 1.62 KBytes 14#1172009 12:23:02
g adminiztrator@@master-domain.com 1.62 KBytes 141112009 12:23:30
g administrator@master-domsin.com 1.62 KBytes 1471172009 12:26:39
g adminiztrator@@master-domain.com 1.62 KBytes 141112009 12:28:30
test 1.5 MBvtes Il <3
notification: gfi mailsecurity detected a threat. 1.64 KBytes I <
[zpam] - 100% free - found word(s) 100% free in the subject 1.02 KBytes 1 E.
B cam@esdermal com 1.02 KBytes 0144142009 093513
jEmithi@master-domain.com 3.65 KBytes 2 0.00 KBytes i) @
vickypig@master-domain.com 1.83 KBytes 1 0.00 KBytes i) @
Total (IN) Size Total (IN) Emails Total (OUT) Size Total (OUT) Emails
659.93 KBytes 713 0.00 KBytes ]

Copyright GF| Software Ltd

[Feady

Screenshot 20 - The user communications report shows exact email trail

Report Type

1 Report Type: Specify reporting on inbound emails, outbound
emails, or both.

Report Options

1 Sort by: Specify if the report should be sorted by email address,
by number of emails, or by the total size of the emails.

1 Highlight users: Identify users who sent or received more then a
number of emails or a number of megabytes of email.

9 List top: List only the top specified number of users in the report.

1 Multi Page report: Specify the number of users to display per
page.

Filter options

1 Specific Email: Limit the report to a specific email address.

91 Date Range: Limit the report to a specific date range.
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User Communications

—Report Tepe
ol € Dutbound Only " Both Directions
— Repart Optiohz
Sort column Ermail Direction
I Email Address j I Inbound j
[~ Highlight user recards when the following conditions match
Direction Armount mare than
IF!ec:eived mail j I T |MBytes j

[~ Display top records only for cunrent zort calumn

Frjj I 1

[~ Multiple page report
Hecords per page I alll

— Filter Options

Specific Enail Date Range

INn [ate Range j

Eram i
[o4r08/2003 =] [o4v0srz00z <]

Report I Cloze |

Screenshot 21 - User communications filter dialog

On selecting the required options, click Report button to generate
report.

3.7.9 Miscellaneous options

1 Excluding users from reports
The exclude users tool enables users to be exempted from reports

From the Tools 3 Excluded Users List click on Ad d éutton
and Add or Remove SMTP email address for the user to exclude
from reports.

Excluded Users

Uzerz listed in the list below will not be included in any of the reparts.

Excluded Users List

Uzers |
ceni@master-domain. com

Close

. HEmove |
_ G |

Screenshot 22 - Excluded users dialog
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f Find Tool
The find tool enables the finding of strings in reports.

From the Tools 3 Find menu option, key in the stings to find and
select Find Next to search for strings.

Screenshot 23 - Find dialog

3.8 Disabling/Enabling email processing

Disabling email processing disables all protection offered by GFI
MailEssentials and enables all emails (including Spam) to get to your
user6s mail boxes.

To enable/disable GFI MailEssentials from processing emails:

1. Navigate to Start 3 Pr ograms 3 GFI Mai |l Essenti al
MailEssentials Switchboard.

Screenshot 24 - The GFI MailEssentials Switchboard: Troubleshooting
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