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1 Introduction

1.1 Introduction to GFI LanGuard

GFlLanGuardis a security scanning, network auditing and remediation solution that
enables you to scan and protect your network through:

» ldentification of sys tem and network weaknesses via a comprehensive vulnerability
check database. This includes tests, based on OVAL CVEand SANS Top 20 vulnerability
assessmentguidelines.

» Auditing of all hardware and software assets on your network, enabling you to create a
detailed inventory of assets. This goes as far as enumerating installed applications as
well as devices connected on your network.

» Automatic download and remote installation of service packs and patches for Microsoft
operating systems and third party products as well as automatic un dnstallation of
unauthorized software.

1.2 About this manual

This manual is a comprehensive guide aimed at assisting you in configuring and using GFI
LanGuard It builds on the instructions in the GFI LanGuardé Gett i ng Start Gui
describes the use and configuration required to achieve the best possible results. The GFI
LanGuard Getting Started Guide is available from:

http://www.gfi.com/lannetscan/manual

This manual contains the following chapters:

CHAPTER DESCRIPTION

Chapter 1 Introduction
Introduces this manual and GFI LanGuard

Chapter 2 Managing Agents
Provides information on how to deploy agents on your network.

Chapter 3 Agent-less Auditing

Provides information on how to perform a manual and a scheduled scan without using
GFlLanGuardagent. This chapter also includes information on how to view audit
results.

Chapter 4 Analyzing Results

Provides information on analyzing audit results using the status dashboard and the
security sensors.

Chapter 5 Fixing Vulnerabilities

Provides information on how to fix vulnerabilities , using automatic r emediation,
remediation centre and remote support.

Chapter 6 Configuring GFI LanGuard
Provides information on how to customize and configure advanced setti ngs in GFI
LanGuard

Chapter 7 Reporting

Provides information on how to generate audit result reports and a description of the
report contents.

GFI LanGuard Introduction | 1
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CHAPTER

Chapter 8
Chapter 9

Chapter 10
Chapter 11

Chapter 12
Chapter 13

Chapter 14

Glossary

Appendix

DESCRIPTION

Scanning Profiles
Provides information on the different scanning profiles in GFI LanGuard

Utilities
Describes each utility in GFI LanGuard and how these can be used on your network.

Using GFI LanGuard from the command line

Describes the command line tools available in GFI LanGuard and how these can be
used.

Adding vulnerability checks

Provides information on how to add vulnerability checks using VBscript and Python. Also
includes information on GFl LanGuard SSH module

GFIl LanGuard certifications
Provides information on GFI LanGuard certifications, These include OVAL and CVE.

Miscellaneous
Provides information on how to enable NetBIOS on network computers

Troubleshooting

Provides information all the necessary information on how to deal with common
problems encountered while using GFI LanGuard

Glossary
Defines technical terms used within GFI LanGuard

Data processed by GFI LanGuard

Provides information on the data processed by GFI LanGuard including ports and
protocols used.

1.2.1 Terms and conventions used in this manual

The following table contains a description of the common terms and conventions used in

this manual:

Bold text
<Italic text >

Indented ¢ ode

) (>l I
<

DESCRIPTION

Additional information and references essential for the operation of GFI LanGuard

Important notific ations and cautions regarding potential issues that are commonly
encountered.

Step by step navigation instructions to access a function.
Indicate a control within the user interface, such as nodes, menws and buttons.
Replace text within angle brackets. Such as file paths and custom parameters.

The indented text indicates that the text is a programming code. In some
programming languages indentation is important.

For any technical terms and their definitions as used in this manual, refer to the  Glossary

chapter.

2| Introduction
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1.3 GFlLanGuard components
GFl LanGuardodés architecture is designed f
caters for medium to large networks.

GFILanGuard consists of the following components:

GFIl LanGuard management console

The management console enables you to configure and use GFILanGuard 2011 It also
enables you to analyze audit results.

GFIl LanGuard attendant service

GFlLanGuardattendant is the background service that manages all sche duled operations
including scheduled network security scans, patch deployment and remediation operations.
GFIl LanGuard agent deployment

GFILanGuard provides you with the facility to use agents. These enable real time result
analysis and reduce network bandwidth consumption . Depending on how you configure GFI
LanGuard agents are deployed automatically on new ly discovered machines or on
manually selected computers. For more information on GFI LanGuard Agents, refer to
Managing Agentschapter in this manual.

GFIl LanGuard patch agent service
GFlLanGuard patch agent is the background service that handles the deployment of
patches, service packs and software updates on target computers.

GFIl LanGuard Script Debugger

The GFILanGuard Script Debugger is the module that allows you to write and debug
custom scripts using a VBScripttcompatible language.

& ScriptDbg - [Scriptl] EI@
File Edit View Debug Watches Options Window Help
Using: |Eunent|y logged-an user * | Username: Pazsword:

Me|asl

Functio main

Dim wmi As Object
Dim socketobject As oObject
Dim strComputer As String
Dim cr As string

strComputer = "127.0.0.1"
cr = chr(13) + chr (10)
set wmi = Getobject ("winmgmts:i\" & strComputer & "\root'cimv2")

For Each socketobject In wmiinst
If socketobject.displayname = "message"
echo ("servicename = ")
echo (socketobject.Disp1ayname+cr)
echo ("service ststaus = ")
echo (socketobject.State+cr)
If socketobject.state = "Running” Then main = true
end If
Next

End Function

Ready Ln 2, Coll MNUM

Screenshot1 8 GFlLanGuard script debugger

Use this module to create scripts for custom vulnerability checks through which you can
custom scan network targets for specific vulnerabilities.

GFILanGuardscript debugger is accessible from Start 3 Programs 3 GFlLanGuard 2011
3 GFlLanGuard Script Debugger .

GFI LanGuard Introduction | 3
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1.4 Vulnerability management strategy

GFI recommends you to follow the sequence below for an effective vulnerability
management strategy:

1. Configure Agents dFor more information, referto Managing Agentssection in this
manual.

2. Analyze oFor more information, refer to Analyzing results section in thi s manual.

3. Remediate - For more information, refer to Fixing vulnerabilities section in this manual.

i Using agents is highly recommended because they provide real &ime result

|—.1 analysis and reduce network bandwidth consumption. Agent dess audit is also
available in GFI LanGuard. This enables you to perform audits manually or
repeatedly on a schedule. For more information on Agent dess auditing, refer to
Agentdess auditing section in this manual.

Important notes

1. In most cases, vulnerability scans generate different event log entries across diverse
systems. Example, UNIXlogs and web server logs will all detect GFI LanGuard scans as
intrusion attempts triggered from the computer running GFlI  LanGuard

2. For large network environments, a Microsoft SQL Server/MSDE database backend is
recommended instead of the Microsoft Access database. For more information on how to
configure the database backend, refer to Selecting a database backend section in this
manual.

3. When submitting a list of target computers from file, ensu re that file contains only one
target computer name per line.

& If Intrusion Detection Software (IDS) is running during an audit, GFI LanGuard
will set off a multitude of IDS warnings and intrusio  n alerts in these
applications. If you are not responsible for the IDS system, make sure to
inform the person in charge about any planned security audits.

To perform an audit, GFI LanGuard must remotely logon to target computers
with administrator privileges.

& Agent deployment can only be done on Microsoft Windows operating systems.

4| Introduction GFI LanGuard



2 Managing Agents

2.1 Introduction

GFlLanGuard can be configured to deploy live agents automatically on newly discovered
machines or on manually selected computers. Agents enable data processing and auditing
to be done on target machines; once an au dit is finished, the result is sent to GFlI
LanGuard Agents will:

» Reduce scanning time
» Minimize bandwidth consumption

» Provide real time results

& Agents can only be deployed on Microsoft Windows operating systems.

2.2 Deploying agents

~

To configur eoymegtent 60s depl

1. Launch GFlLanGuard management console from Start 3 Programs 3 GFILanGuard
2011 3 GFlLanGuard 2011

@) GFI LanGuard 2011 =n E=h <=
> |« | Dashboard Scan Remediate Activity Monitor Reports Configuration Utilities @) - Discuss this version...

Welcome to GFI LanGuard 2011

GFI LanGuard 2011 is ready to audit your network for vulnerabilities

Network Vulnerability Level What to do next

View security status of the network. Click on it for details.
| View Dashboard
Investigate network vulnerability status and audit results.

Z _‘\ .
/, Medium
/1 ow I§ -~ ManageAgents
ho ", r Enable agents to automate network security audit and to distribute
o4 scanning load across client machines.

:: 0= NyA
o~
Current Vulnerability Level is: High

| e Launch a Scan
lL Manually set-up and trigger a network security audit.

LATEST NEWS

V= 05-Aug-2011 - Patch Management - Added support for GC_13_0_782_107, Google Chrome 13.0.782.107 - Stable channel - System le... Read more
V= 05-Aug-2011 - Patch Management - Added support for JAVA7000. Java Runtime Environment 7.0 x64 - Read more
V= 05Aug-2011 - Patch Management - Added support for JAVA7000, Java Runtime Environment 7.0 - Read more

=
(]
&

Screenshot2 8&Home page
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2. From the Home menu, select Manage Agents.

@) GFI LanGuard 2011

2 e

B, Scheduled Scans
plications Inventory

f‘ Security Updates

¥ Patch Auto-Download
..... 4 Merting Options

..... & Program Updates
General
Version Information

Dashboard Scan Remediate Activity Monitor Reports Configuration Utilities @) - Discuss this version...

(o Auto-Uninstall Validation

..... £ Patch Auto-Deployment

----- % Database Maintenance Options

=N o =

" Manage Agents
Enable agents to automate network security audit and to distribute scanning load across client machines.
GF| LanGuard is able to audit entire networks in just few minutes through the use of agents. \When deployed ona computer, the agent will start

collecting system information on aregular basis, making sure that you always have an up-to-date network security status every timethe
application 15 opened. Tell me more...,

# Deploy Agents
. Initiate agents deployment on specified target computers.

@ Agents Settings
iew and modify general agents settings.

]
F A List of computers with comesponding agent status.

£
Com... | Status Details Last results
@ =
A WIN... Notinstalled 1
& W73  Notinstalled
A w701  Notinstalled
A GFI-... Notinstalled
A BAJA... Notinstalled
A GFI-... Notinstalled
A GFI-... Notinstalled
A ARIE... Notinstalled
A GX620 Notinstalled
A OWE... Notinstalled
R RES-... Notinstalled
R PSGC1 Notinstalled
Cou... v

@ Use Dashboard and Activity Monitor to view agents activity.

Screenshot 3 8 Manage agents

3. Select Deploy Agents to select the target scan computers and click Next. There are two
methods of selecting target computers, described below:

Table 1 drarget selection

OPTION DESCRIPTION

Local Domain

Custom

Deploy agents on all reachable computers within the same workgroup / domain
where LanGuardis installed.

Deploy agents on specific computers or group of computers. Add new rules to
search or specify target scan computers. For more information on how to add

new rules refer to the Custom Agent Deployment section of the manual.

4. (Optional) Select Authenticate using checkbox to specify al ternate credentials.

5. (Optional) Click Advanced Settings to configure automated network audit properties.
Table 2 below describes these automated network properties :

Table 2 d Automated network audit properties

TAB NAME DESCRIPTION

General

Audit schedule

Auto demediation

6| Managing Agents

Configure the schedule for when GFI LanGuard automatically scans for new
machines in the network perimeter where agents are enabled .

Configure how often the agent audits the host computer (where the agent is
installed). Select the recurrence pattern and the time the audit will  start.

Configure GFlLanGuard to automatically download and install missing patches
and service packs. Uninstall unauthorized applications on the scanned
computers.

For more information on how to configure auto d&emediation, refer to
Automatic Remediation section in this manual

GFI LanGuard



6. Click Next and Finish to complete agent deployment.

A

=3 Alternate credentials must have administrative permissions on the scan targets.

It is recommended to enable System Restore on the target scan computers if

& Auto &demediation is enabled in GFI LanGuard.

2.2.1 Custom agent deployment

The Custom option in the Deploy Agents wizard enables the creation of ru les enabling you

to search for specific computers. To launch the Add new rule dialog:

Deploy Agents

Step 1 of 3: Define target
Select the agent deployment target.

-

[

A

Computers Select target computers:
Credentials ' Local domain
Finish @ Custom:
Add new nile... Clear nule list
Computer name is: W511211 Remove
Advanced Settings (Optional) MNead = I I Cancel

Screenshot4 & Deploy agent wizard

1. Select Custom from the Deploy Agents wizard.
2.Click Add new rul eé
Table 3 below describes the available options:

Table 3 dAdd new rule

OPTION DESCRPTION

Rule type Enables you to specify the target computers to scan. Select:

»  Computer name is d manually enter a computer name or import the

names from a saved text (.txt) file.

» Domain name is dselect computers from one or more reachable domains.

»  Organization unitis 0dselect computers from one or more reachable

organization unit s.
Add Add specified computer name to list.

Remove Remove selected computer from list.

GFI LanGuard
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OPTION DESCRPTION

Sel ect é Select where to deploy agents from a list of reachable computers.

| mport é Speciy location of a saved text (.txt) file  with the list of computer names
where to deploy agents.

Export Export the defined list of computers and save it for future use.

= Only include single comput er names per line in the import file.

=

3. Click OK, once the rule is defined to save and continue with Deploy Agents wizard.

2.3 Configuring Agents

2.3.1 Agents settings

To configure additional agentsodo settings:
1. From Configuration tab, select Agents Management.

2. Click Agents Settings.

3. (Optional) Table 4 below describes the available agent settings:

Table 4 dAgents settings

Auto u ninstall Set the number of days after which GFI LanGuard Agents automati cally
uninstall themselves if the host computer is unresponsive for the set period of
days.

Agents report using Specify the communication port s used by GFlLanGuard and GFlLanGuard
Agents.

4. Click OKto save and close dialog.
Communication on TCP port 135 and 1070 must be enabled in Windows
firewall for GFILanGuard Agents to send data to GFI LanGuard.
2.3.2 Customizing agents

Agents can be modified through the Properties dialog.

To access agent properties:
1. Click Configuration tab 3 Agents Management.
2. From the right pane, right dclick an agent and select Properties .

3. (Optional) From General tab, specify the authentic ation method.

8| Managing Agents GFI LanGuard



I

Properties

Agent Status

Agent deployment status
Agent status: Pending install

Deploy agent

Disallow agent installation

Agent activity settings
Audit host computers every day at 12:00 PM.

[ Change scan schedule. ..

Scanning profile:

[ Full Scan

Agent auto remediation settings
Auto remediation is: OFF

[ Change settings. ..

oK

{ [ Cancel

Screenshot5 d Agent properties

4. From Agent Status tab, enable/disable agent deployment by clicking Deploy agent or

Disallow agent installation

5.Cick Change
profile , select the active scan profile.

6. Enable/disable agent auto demediation. Click Ch an g e

remediation settings dialog for that specific agent.

GFI LanGuard

s ¢ a n tosconfigerd ageneséan schedule and from Scanning

S ddopen Agosd é
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Auto remediation settings @

General
Auto-Remediation enables LanGuard to automatically download and install
e missing patches and service packs, and uninstall unauthonzed applications
on the scanned computers.

After receiving scan results from the agent:

Automatically download and deploy missing patches
Automatically download and deploy missing service packs
[] Automatically uninstall unauthorized applications

Corfigure autoremediation options. ..

@ it is recommended to have System Restore on forthe system drive on
the target computers.

@ Remediation actions are conducted from the LanGuard console
computer where the patches are downloaded and distibuted to
remediation targets.

@ There are security updates that are not approved for auto-deployment .

OK || Cancel

Screenshot6 8 Agent autodemediation
7. Select Automatically download and deploy missing patches  to enable automatic
remediation for missing patches.

8. Select Automatically download and deploy missing service packs to enable automatic
remediation for missing service packs.

9. Select Automatically uninstall unauthorized  applications to enable automatic
remediation for unauthorized applications.

10. (Optional) Click Configure auto & e me di at i o nto farther dusiomizes
remediation options.

For information about autodremediation options, refer to Autodemediation
options section in this manual.

For information about unauthorized applications, refer to  Automatically uninstall
unauthorized applications section in this manual.

)

10| Managing Agents GFI LanGuard



3 Agent-less Auditing

3.1 Introduction

Agentdess auditing is the process of performing audits on target computers without using
agents. Two types of audits can be done using this approach:
» Manual audit s dPerform audit s on target computer( s) once.

» Scheduled audits dPerform audit s on a target computer (s) repeatedly on a
schedule.

On completion of an agentdess audit, GFlLanGuard enables you to analyze the audit
results. This section provides information on how to configure manual audits, scheduled
audits and analyze the results. For more information on how to analyze results, refer to
Audit Result Summaryand Audit Result Details sections in this manual.

3.2 Performing a manual audit

An effective audit can be done in three steps such as:

» Configure scan properties dconfigure scan targets and any relative properties required
to scan the networked computers.

» Analyze scan results didentify the main network vulnerabilities discovered and the
scan targets that require immediate attention.

» Remediate vulnerabilities dimplement patches, service packs or fixes to the scanned
targets.

GFI LanGuard Agent-less Auditing | 11



3.2.1 Step 1: Configure target properties

1. Launch GFlLanGuardfrom Start 3 Programs 3 GFlLanGuard 2011 3 GFILanGuard
2011.

@) GFI LanGuard 2011 =n = =<
P« | = Dashboard Scan Remediate Activity Monitor Reports Configuration Utilities @) - Discuss this version...

Welcome to GFI LanGuard 2011

GFI LanGuard 2011 is ready to audit your network for vulnerabilities

Network Vulnerability Level What to do next

View security status of the network. Click on it for details.
| View Dashboard
Investigate network vulnerability status and audit results.

i i N
/, Medium
/1 ow r '« Manage Agents
lOJ 5 Enable agents to automate network security audit and to distribute

(o S nja - : )
N scanning load across client machines.

| Launch a Scan
lL Manually set-up and trigger a network security audit.

Current Vulnerability Level is: High

LATEST NEWS

V= 05-Aug-2011 - Patch Management - Added support for GC_13_0_782_107. Google Chrome 13.0.782 107 - Stable channel - System le__. Read more
V= 05-Aug-2011 - Patch Management - Added support for JAVA7000, Java Runtime Environment 7.0 x64 - Read more
V= 05Aug-2011 - Patch Management - Added support for JAVA7000. Java Runtime Environment 7.0 - Read more

=
(=]
&

Screenshot 7 8 Launch manual scan

2. From the Home page, select Launch a scan.

Launch a New Scan

Scan Target: Profile:

file:customgroup_2011 8 _4_18 29 59.tt v [wn] Fullscan - @
Credentials: Username: Password:

Currently logged on user - |=a

Use per computer credentials when available Remember credentials

Screenshot8 d Manual scan settings

3. From the Scan Target dropdown menu, select the target computer or group of
computers to scan. Table 5 below describes the available options:

Table 5 d Target options when auditing

OPTION DESCRIPTION

Local host Audit the local host where GFI LanGuardis installed.

Domain: primary domain Audit the entire domain / wor kgroup of the computer / server where GFI
LanGuardis installed. For information on how to define custom target

properties, refer to the Custom target properties section in this
manual.

File Audit computers specified in a saved text (.txt) file. For information on how
to define custom target properties, refer tothe ~ Custom target
properties section in this manual.
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4. From the Profile dropdown menu, select the scan profile that you want GFI LanGuard
to action during the scan.

5. From the Credentials dropddown menu, select the log don method used by GFlLanGuard
to log onto the scan targets.

Table 6 below describes the available log don methods:

Table 6 dLogon and audit options

OPTION DESCRIPTION

Currently logged on user U= the current logged on user credentials when | ogging on scan
targets.

Alternative credentials Use custom credentials. Keydn the user name and password to
use.

A null session Log onto scan targets using a null session. The user will log onto
the target machine as an anonymous user.

A private key file Log onto UNIX machines using SSH. A user name and password is
required.

6. (Optional) Select Use per computer credentials when available  to logon target
machines using the credentials specified in the Dashboard. For more informati on on how to
configure computer credentials using the dashboard, referto Configure credentials section
in this manual.

7. (Optional) Select Remember credentials to use the configured credentials as default
when performing an audit.

8. Click Scanto start auditing the selected targets.

For more information on Scanning Profiles, refer to the Scanning Profiles section
in this manual.

[l

The credentials provided need to have administrator privileges in order for GFI
LanGuard to logdon to the target computers and carry out the network audit.

L)

3.2.2 Step 2: Analyze sca n results

One of the key steps in a network security audit is to analyze scan results and identify the
most vulnerable areas that require immediate attention. The Scan Results Overview and
Scan Results Details sections provide this information.

To analyze scan results:

1. Launch GFlLanGuardfrom Start 3 Programs 3 GFlLanGuard 20113 GFILanGuard
2011.

2. Launch a scan or load a scan from a saved file.
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@) GFI LanGuard 2011

> |« | Dashboard Scan Remediate Activity Monitor Reports Configuration
Launch a New Scan
Scan Target: Profile:
file:customaroup_2011_8_4_18_29_59.txt - E] Full Scan - @
Credentials: Username: Password:
Currently logged on user - |za

Use per computer credentials when available

Scan Results Overview
|1 Saved Scan Result: [file:customgroup_2011_8_4_18_29_59.txt

= Y Saved Scan Result: [file:customgroup_2011...
=] & 192.168.3.28 [W703] (Windows 7 Gold)
[} L Vulnerability Assessment
& High Security Vulnerabilities (8)
s Medium Security Vulnerabiliies (17)
1, Low Security Vulnerabilites (11)
" Missing Service Packs (2)
" Missing Patches (42)
& Network & Software Audit
= [¥] @ 192.168.3.35 [W701] (Windows 7)
@ Vulnerabiity Assessment
& Metwork & Software Audit
=] 7| 192.168.3.237 [WIN2K35ERV] (Windo... | |
@ Vulnerabiity Assessment
= g Metwork & Software Audit
B4 Ports
= EI System Information
¢ NetBIOS Names (8)
LY Computer

4 I 2

Scanner Activity Window

Remember credentials

Scan Results Details

Utilities

=N o =

©) - Discuss this version...

Scan completed!

Summary of scan results generated during this network audit.

Vulnerability level:

The average vulnerability level for this scanning session is: High

EEO000SS--

Results statistics:

Audit operations processed:
Missing security updates:
Other vulnerabilities:
Potential vulnerabilities:
Installed applications:

Open ports:

Errors:

Errors encountered during scan:

Timac-

m

10279 audit operations processed
44 (44 CriticalHigh)

42 (8 CriticalHigh)

3

13 (0 unauthorized)

g5

25 error(s)

»

Screenshot9 d Scan result details

3. From the Scantab, analyze the scan results from the provided view s described below:

Table 7 d Scan Results

SECTION DESCRIPTION

Scan Results Overview

includes:

»  Scanned target names

Provides summarized information about the last scan . Information provided

»  The number and type of vulnerabilities detected during the scan.

Scan Results Details

This section enables users to select a scan target from the Scan Results

Overview section in order to display detai led information about every
vulnerability detected on the selected computer.

Database/XML file .

L)

3.2.3 Step 3: Remediate vulnerabilities

For more information about scan results, refer to  Audit Result Summary, Audit
Result Details and Analyzing Resultssections in this manual.

To load saved scan results, go to File 3 Load Scan Results from 3

GFlLanGuardenables you to immediately remediate the detected vulnerabilities through

the Remediate tab. For more information on remediating vulnerabilities, refer to

Vulnerabilities section in this manual.

14| Agent-less Auditing
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3.2.4 Custom target properties

Target rules are custom rules used by GFI LanGuardto find a target computer or a domain.

Click Scantab 3 é (define button), to launch Custom target properties dialog.

I

Custom target properties

Computers Group |

-,

==

L Defing a cugtom group of computers,

[Eroup name:

cuztomgroup_2011_3_1_11_29 26

Add any computer that zatisfies ane of the following riles:

Add new rule... Clear rule list =
Computer name iz w06 Bemowve
Computer name iz w03 Bemove |=
Computer name iz w02 A emowve
Computer name iz techoomservtwo Remove
T thar i arns s _backe o e Dlornons

Ewcept for the computers that satizfy the following rules:

Add new rule... Clear rule list
Computer name 1z 192.168.100.23 Remove
Computer name iz 192, 163,100,158 Remove

] ] [ Cancel

Screenshot 10 d Custom target properties

To create a new tar get rule:

1. Click Add new rule...
available rule types:

and configure search criteria. Table 8 below describes the

Table 8 d Custom target prope rties

RULE TYPE DESCRIPTION

Computer name is

Computers file list is

Domain name is

IP address is

GFI LanGuard

Search and add computers by name. Keydn a valid computer name and click
Add for each computer. Click OKto apply changes.

Search and add computers from a text file. Click the browse bu tton and
locate the text file. Click OKto apply changes.

NOTE When submitting a list of target computers from file, ensure that the
file contains only one target computer name per line.

Search and add computers that are members of a domai n. Select the domains
from the list and click OK

Search and addcomputers by IP address. Select This computer to add the
local host or Scananother computer to add a remote computer. Key dn the IP
address if required and click OK

Agent-less Auditing | 15



RULE TYPE DESCRIPTION

2

IP address range is Search and add computers within an IP range. Select Scanan IP address
range and key in the IP range or select CIDRsubnet and keydn the range
using CIDR notation.

NOTE The Classless Intedomain Routing (CIDR) provides an alternative way
of specifying an IP address range. The notation is as follows: <Base address> /
<IP network prefix>. Example: 192.168.0.0/16

Organization unit is Search and add computers within an organizational unit. Click Select and
from the list select the Organizatio nal units. Click OK

. To identify the rule for future use key dn a valid name in Group name and click OK

3.3 Scheduled scan

A scheduled scan is a network audit that is scheduled to run automatically on a specific

date/time and at a specific frequency. Sch eduled scans can be set to execute once or
periodically. Scheduled scan status is monitored using the Activity Monitor tab 3 Security
Scans

Scheduled scans alsoenable:

»

»

»

»

Automatic download and deployment of missing updates detected during a scheduled
audit.

Email notifications on network threats detection .
Consecutive scan comparison reports generation and email distribution.

Automatic uninstall ation of unauthorized applications.

3.3.1 When to use scheduled Scans?

GFIl recommendsschedued scans:

»

»

»

»

When GFILanGuard Agent is not deployed on the target computer.

To automatically perform periodical/regular network vulnerability scans using same
scanning profiles and parameters

To automatically trigger scans after office hours and generate al erts and auto &
distribution of scan results via email.

To automatically trigger auto d&emediation options, (Example: Auto download and
deploy missing updates).

For more information on autodemediatio n and deployment, options refer to
Automatic Remediation section in this chapter

Ensure that the GFI LanGuard Attendant service is running otherwise schedu led

A

operations will fail to start. To view GFlI LanGuard Attendant service , click Start
3 Run, keydn services.msc and press Enter. Locate GFI LanGuard Attendant
Service and ensure that Status is Started .
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3.4 Setting up scheduled scans

1. Launch GFlLanGuard management console from Start 3 Programs 3 GFIlLanGuard

2011 3 GFlLanGuard 2011.
2. Click Configuration tab 3 Scheduled Scans.

3. From Common Tasks, select New schedul

ed scané

i

Mew scheduled scan

Step 1 of 8: Define target type

Scan type

(") Scan a single computer

(") Scan a range of computers
(@) Scan a list of computers
() Scan computers in text file

() Scan a domain or workagroup

Scan job description:

Select the type of targets to be scanned and describe this scan.

L 2

ANE)
I

Description

Scan a list of computers,

The list may indude computer names, IP
addresses and even ranges of computers,

) Tell me more...

Screenshot11 d New Scheduled Scan dialog

4. Select one of the options described in Table 9 below and click Next:

Table 9 dNew scheduled scan type

OPTION DESCRIPTION

Scan a single computer Scan local host or one specific computer .

Scan a range of computers Scan a number of computers defined through an IP range. For more

information refer to:

http://kbase.gfi.com/showarticle.asp?id=KBID002749

Scan a list of computers Manually create a list of targets, import targets from file or select targets
from network list.

Scan computers in text file Scan targets enumerated in a specific text file.

Scan a domain or Scan all targets connected to a domain/workgroup.

workgroup

5. Depending on the option selected in the previous step, specify the respective target

computer(s) details and click Next.

GFI LanGuard
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i

Mew scheduled scan @

Step 3 of 8: Set the triggering time
Set the triggering time for this scheduled scan job,

Triggering time Description

x Set the triggering time for this scheduled scan
= job

(@ Recurrence pattern: a;: 18:19:39 =

@ Every 1 days

(") One time only, on: 04/03/2011 at: |13:19:39

() Every weekday

Wait for offine machines to connect to the network.,

If nonexistent systems are specified in the scan target the
scan will not finish until the user manually stops it from
Activity Monitor -= Security Scans.

@) Tell me more... < Back H Mext = ] [ Cancel

Screenshot12 d Scheduled scan frequency

6. Specify date/time/frequency of scheduled scan and click Next.

i

Mew scheduled scan @
Step 4 of 8: Select scan profile #
Select parameters to use for scan job.
Scan profile Description
Scan job operation: Discover open TCPfUDP ports commonly

[Netwnrk & Software audit exploited by Trojans.

Select scan profile:
Ry Full TCP & UDP Scan -
By Only SNMP
% PFing Them all
% Share Finder
% Uptimes
% Disks Space Usage
% System Information
% Hardware Audit
% Metwork Discovery

m

1

MOTE: Scan profiles contain pre-set parameters used by the
scanner for the job type selected.

@) Tell me more... < Back H Mext = ] [ Cancel

Screenshot 13 d Select scanning profile
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7. Specify the scanning profile and click Next.

i )

Mew scheduled scan @

Step 5 of 8: Remote logon credentials .i\
Specify credentials to use to log on to remote targets. y %
Credentials Description

(™) GFI LanGuard 10 Attendant Service account Use data from computer profiles

(@ Alternative credentials
Lser name: Administrator

PESS'NI:Irlj: BERRRRERRREER

(71 55H Private Key

|Use per computer credentials when available

@) Tell me more... < Back ]| Mext = | [ Cancel

Screenshot 14 d Remote logon credentials
8. (Optional) Specify Remote logon credentials and click Next. Remote logon credentials
can be either one of the following:

Table 10 8 Remote logon credentials

OPTION DESCRIPTION

GFI LanGuard 10 Performs the scan using the credentials specified while installing GFI
Attendant Service account LanGuard 2011.
Alternative credentials Specify alternate credentials to connect to the scan computers.

NOTE Ensure the supplied credentials have administr ative privileges.

SSH Private Key Key in a username and select the key file used to logon to UNIX/LINUX
based systems.

Use per computer Use predefined credentials for the scan being configured . For more

credentials when available information, referto  Configure credentials section in this manual.
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Mew scheduled scan @

Step 6 of 8: Specify auto-remediation options w
Please configure automatic remediation options. . /
Auto remediation Description
Automatically download and deploy missing patches Automatically uninstall unautharized

Automatically download and deploy missing service packs applications.

When this option is enabled, LanGuard will

Automatically uninstall unautharized applications automatically uninstall unautharized
Confiqure auto-remediation options. .. applicaﬁ_u:uns detected, which are validated for
View applications which this scan will uninstall. .. auto-uninstall
§) There are security updates that are not approved for
auto-deployment.
p Itis recommended to have System Restore on for the
system drive on the target computers,
@) Tell me more... < Back ” Mext = ] [ Cancel

Screenshot 15 d Scheduled scan autodemediati on options

9. From the auto demediation dialog, select the required options and click Next. Table 11
below describes the list of available options :

Table 11 6 Autodemediation options

OPTION DESCRIPTION

Automatically download and deploy Automatically download and deploy missing patches on target
missing patches machines.

Automatically download and deploy Automatically download and deploy missing service packs on
missing service p acks target machines.

Automatically uninstall unauthorized If this option is selected all applications validated as
applications unauthorized, will be uninstalled fro m the scanned computer

(unauthorized applications are defined in  Application
Inventory ). For more details see Application auto o
uninstall

Configure auto demediation Automatically remove unauthorized applicat ions from target
machines. Unauthorized applications are defined in the

Application Inventory ). For more details see Application
autoduninstall

View applications which this scan will Click the lin k to launch the Applications which will be
uninstall uninstalled dialog. This will list all the applications that will
be uninstalled when the scheduled scan is finished.
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Mew scheduled scan @

Step 7 of 8: Configure reporting options °
Choose which reporting options you would like to enable for this scheduled scan. | H

Reporting options Description

. You may enable emailing and/or saving of the
v
Email the scan report scan reports and choose the data to indude in

[] save the scan report to disk: the report.

C:\ProgramData\GFI\LanGuard 10\Reports

Choose scan repart content:
Comparison data and auto remediation details
[] Full scan results data

A Configure alerting options...

¥, Alerting options are not configured!

@ Scans for large networks will generate a large repart!

@) Tell me more... < Back ]| Mext = | [ Cancel

Screenshot 16 d Scheduled scanreporting options

10. (Optional) Configure Reporting options as described below:

Table 12 dReporting options

OPTION DESCRIPTION

Email the scan report Send a report by email at the end of each scheduled scan.
Save the scan report to disk Save a report to disk at the end of each scheduled scan.
Comparison data and auto remediation Include details of auto remediation actions performed and
details result comparison with previous security scans.

NOTE Comparison is done between scanswith same scan
target (s) and scanning profile.

Full scan results data Include full scan result details.

Configure alerting options (Optional) Click Conf i gur e al enotspecifg opt i
sender/recipient deta ils.

For information on configuring alerting options, refer to
Configuring alerting options section in this manual.
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i

Mew scheduled scan @

Step 8 of 8: Review scheduled scan job
Please review the settings for this scheduled scan job. _ a

Scheduled scan summary

Target localhost =
Triggering time Occurs every day at 01:38:05.
Scanning profile Full 5can
Credentials GFI LanGuard 10 Attendant Service account
Auto-remediation A.utom_aticalhr downlua_d and deplu\{ missing patches and service packs,
and uninstall unauthorized applications
Warning Alerting options are not configured (email reports will not be sent).
@) Tel me more... <Back || Fmsh | | Cancel

Screenshot17 d Review scheduled scan job

13. Click OK and Finish.

By default, a Il new schedul ed scans are disabled To enable, select Configuration tab 3
Scheduled Scansand click on the % button.

Confirm that the new scheduled scans are successfully set by clicking on Activity Monitor
tab 3 Security Scans New scheduled scans are listed in the queue.

B . Security Scans

s sty
V‘}J’ Provides visibility to the queue, progress and status of all scans.

[ | Target Profile Start time 7 | Status Remaining time
'% domain:WORKGROUP Full TCP & UDFP Scan 04082011 21:21:32 running (0/7) 30 minutes

IZ'::ZI file: 20110804212047 list.bwt  High Security Vulnerabilities 04082011 21:21:31 completed MfA

'% localhost Full Scan 04/08/2011 21:21:31 running (0,1) 5 minutes

'Z@Z' file:customagroup 2011 8 4... Full Scan 04/08/2011 18;35:10 completed MfA

Screenshot 18 d Scheduled scan status

— | For more information on Scheduled Scans refer to the Scheduled Scanssection in
—1 this manual.
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3.5 Audit result summary

On completion of a network security scan, it is important to identify the areas that require
immediate attention. The correct analysis and interpretation of information collected
enables you to achieve this goal.

To view the progress and results of an audit:

1. Wait for a scan to complete or load a result from the database/file. For more
information on how to load results from the database, referto  Loading saved scan results
from database section in this manual.

2. Click Scan.

: Scan completed!

Summary of scan results generated during this network audit.

Vulnerability level:

The average vulnerability level for this scanning session is: High

O - -

Results statistics:

Audit operations processed:
Mis=ing security updates:
Other vulnerabilities:
Potential vulnerabilities:
Installed applications:

Open ports:

Errors:

Errors encountered during scan:

Times:

Computers scanned:

Total scan time:

Average scan time per machine:
Minimum =can time:

Maximum =can time:

Vulnerability level listing:

Highs:
Medium:
Low:

Top 1 most vulnerable computers:

G woz

Screenshot19 d Scan summary

GFI LanGuard

10275 audit operations processed
44 (44 CriticalHigh)

42 (8 CriticalHigh)

3

13 (0 unauthorized)

ccC

25 erroris)

3 computer(z)

13 minutes, 43 seconds
& minutes, 58 seconds
4 minutes, 1 second

13 minutes, 27 seconds

1 computer(s)
0 computer(s)
0 computer(z)
2 computer(s)
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3.5.1 Vulnerability level rating

The vulnerability level is a rating given by GFI LanGuardto each computer after itis
scanned. The rating indicates the vulnerability level of a computer/network, depending on
the number and type of vulnerabilities and/or missing patches found.

Vulnerability level:

The average vulnerability level for this 2canning ses=ion iz: High

HE DS -.

Screenshot 20 & Vulnerability level meter

High vulnerability ratings are the result of identified vulnerabilities and /or missing
patches that are classified as high risk.

When a number of computers are scanned in a single audit session, a measurement of the
global vulnerability level is based on a weighted sum of the vulnerabilities detected on the
computers scanned.

The Vulnerability level is indicated using color &coded graphical bar. A red colour &code
indicates a high vulnerability level, while a green colour d&ode indicates a low vulnerability
level.

3.5.2 Loading saved scan results from database

By default, saved scan results are stored in a da tabase. GFIl LanGuard stores the results
data of the last 10 scans performed per scanning profile. You can configure the number of
scan results that are stored in a database file. For more information, refer to the Database
maintenance options section in this manual.

To load saved scan results from the database backend or from XML files:

1. Launch GFlLanGuard management console from Start 3 Programs 3 GFIlLanGuard
2011 3 GFlLanGuard 2011.

2. Click the GFlLanGuard button 3 File 3 Load Scan Results from 3 Databaseé
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I -

Database source @
General
* { . Select the szan rezult bo uze for the required operation.
Target Frofile v Date Completed  Motes
. file:customaroup_2...  Full Scan 328201 1255839 Yes
. file:customgroup_2...  Full Scan /28201 125855 ez
. localhost Full Scan A2e2mM1 12187 ez
* localhost Full Scan 28201 1210.38 Mo
* localbiost Full Szan 3282M1 121016 Mo
[] Show scans performed by agents K ] l Cancel

Screenshot21 d Reloaded scan results

3. Select the saved scan result and click OK

— | The right pointing arrow indicates that the scan did not complete successfully.
_—'.

3.5.3 Save and load scan result in XML format

Scan results are an invaluable source of information for systems administrators. GFI
LanGuardresults are stored in a Microsoft 8QL Server or a MicrosoftAccess database. In
addition, scan results can also be exported to XML.

To save scan results to XML file:

1. Launch GFlLanGuard management console from Start 3 Programs 3 GFlLanGuard
2011 3 GFlLanGuard 2011.

2. Click on Scan.
3. Launch a new scan or load a scan from the database.
4. Click the GFlLanGuard button 3 File 3 Save Scan Results

5. Locate the destination where you want to save the XML and click Save.
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To load saved scan results from an XML file:

1. Launch GFlLanGuard management console from Start 3 Programs 3 GFILanGuard
2011 3 GFlLanGuard 2011.

2. Click the GFlLanGuard button 3 File 3 Load Scan Resultsfrom 3 XML Fi | e é

3. Locate the scan results to load and click OK

3.6 Audit result details
On scan completion, the Results section displays a graphical representation of the
vulnerability level including the scan result in more detail. To access the Results section:

1. Launch GFlLanGuard management console from Start 3 Programs 3 GFIlLanGuard
2011 3 GFlLanGuard 2011.

2. Wait for a scan to complete or load a result from the datab aseffile.

3. Click Scan.

@) GFI LanGuard 2011 =n = =<
> |« | Dashboard Scan Remediate Activity Monitor Reports Configuration Utilities @) - Discuss this version...

Launch a New Scan

Scan Target: Profile:

file:customgroup_2011_8_4 18_29_59.txt - I_I Full Scan - 9
Credentials: Username: Password:
Currently logged on user - |za
| Use per computer credentials when available Remember credentials
Scan Results Overview Scan Results Details
1" 5aved Scan Result: [file:customaroup_2011_8_4 18_29_59.txt -

, Scan completed!
=I- I Saved Scan Result: [file:customgroup_2011...
= @. 192.168.3.28 [W703] (Windows 7 Gold) ﬂ Summary of scan results generated during this network audit.
=} _g Vulnerabiity Assessment
& High Security Vulnerabilities (8)
s Medium Security Vulnerabiliies (17)

1, Low Security Vulnerabilities (11)
# Missing Service Packs (2) The average vulnerability level for this scanning session is: High

#' Missing Patches (42) 08 JL]dg
& Metwork & Software Audit
= & 192.168.3.35 [W701] (Windows 7)

m

Vulnerability level:

£

Results statistics:
& Vulnerability Assessment

-
# g Network & Software Audit Audit operations processed: 10279 audit operations processed
. 2| 192.168.3.237 [WINZK3SERV] (Windo... Missing security updates: 44 (44 CriticalHigh)
- g Vulnerablity Assessment Other vulnerabilities: 42 (8 CriticalHigh)
= L% Network & Software Audit Potential vulnerabilities: 3
T n‘ Ports Installed applications: 13 (0 unauthorized)
= E, System Information Open ports: 55
& NetBIOS Mames (8)
A Computer Errors:
Errors encountered during scan: 25 error(s)
4 m s Timeas: S
Scanner Activity Window *
Screenshot 22 § Detailed view tab
Scan Results Displays information related to the scanned computer or domain.
Overview
Scan Results Details Displays information related to the scan performed on target computer including

vulnerabilities found, system patching status, etc.
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From Scan Results Overview, expand a computer node to access results retrieved during
the scan. Security scan results are organized in two sub dhodes tagged as:

» Vulnerability Assessment
» Network & Software Audit

While a scan is in progress, each computer node has an icon that categorize s the response
time. Table 13 below describes the different icons used by GFI LanGuardto categorize the
response time. The first icon indicates that the scan is queued, while the second icon
indicates that the scan is in progress.

Table 13 8 Response time icons

| A Fast response Less than 25ms
2l Medium response Between 25ms and 100ms
B Slow response More than 100ms

3.6.1 Vulnerability assessment

Scan Results Overview

= ¥ Scan target: file:customgroup_2011_8_4 18 29 59.bxt
Ed 192.168.3.237 [WIN2K3SERV] (Windows) (]
= [#] € 192.168.3.28 [W703] (Windows 7 Gold)

= g Vulnerability Assessment
M High Security Yulnerabiliies (8)
A Medium Security Vulnerabilities (17)
1, Low Security Vulnerabilities (11)
" Missing Service Packs (2)
# Missing Patches (42)

& Metwork & Software Audit

7 192.168.3.35 [W701] (Windows 7)

Screenshot 23 d The Vulnerability Assessment node

Click on any Vulnerability Assessment node to view the security vulnerabilities identified
on the targe t computer grouped by type and severity as follows:

» High Security Vulnerabilities
» Low Security Vulnerabilities
» Potential vulnerabilities

» Missing Savice Packs

» Missing Patches

High/Med/Low Security vulnerabilities

Click on the & High Security Vulnerabilities or & Low Security Vulnerabilites subdodes
for a list of weaknesses discovered while auditing a target device. Table 14 below
describes these groups:

Table 14 6 GFILanGuard Vulnerability groups

Mail, FTP, RPC, DNS Showsvulnerabilities discovered on FTP servers, DNS servers, and
and Miscellaneous SMTP/POP3/IMAP mail serves. Links to Microsoft Knowledge Base articles or

other support documentation are provided.
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GROUP DESCRIPTION

Web Lists discovered vulnerabilities on web servers (such as wrong configuration
issues). Supported web servers include Apache, Netscape, and Microsoft I.1.S.

Services Lists vulnerabilities discovered in active services as well as the list of unused
accounts that are still active and accessible on scanned targets.

Registry Registry settings of a scanned network device are listed . Links to support
documentation and short vulnerability descriptions are provided.

Software Enumerates software installed on the scanned network device(s). Links to
supporting documentation and short vulnerability descriptions are provided.

Rootkit Enumerates discovered vulnerabilities because of having a rootkit installed on
the scanned network device(s). Links to supporting documentation and short
vulnerability descriptions are provided.

Potential vulnerabilities

Select & Potential vulnerabilities  subiode to view scan result items classified as possible
network weaknesses. Although not classified as vulnerabilities, these scan result entries

still require particular attention  since malicious users can exploit them during malicious
activity.

For example, during vulnerability scanning GFI LanGuard enumerates all modems installed
and configured on target computer s. If unused, modems are of no threat to your network .
If connected to a telephone line these modems can however be used to gain unauthorized
and unmonitored access to the Internet. U sers can potentially bypass corporate perimeter
security including firewalls, anti &virus, website rating and web content blocking . This
exposes the corporate IT infrastructure to a wide range of threats including hacker attacks.
GFlLanGuard considers installed modems as possible threats and enumerates them in the
Potential Vulnerabilities subdode.

Missing Service Packs /Patches

Click * Missing Service Packs or * Missing Patches subdode to check any missing
software updates or patches .

— | GFlLanGuard can identify missing service packs and patches on various products.
—.1 For a complete list of supported products visit:
http://kbase.gfi.com/showarticle.asp?id=KBID002573

Bulletin info rmation

To access bulletin information, right &lick on the res pective service pack and select More
details 3 Bulletin Info .
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http://kbase.gfi.com/showarticle.asp?id=KBID002573

Bulletin Info e

Bulletin

Bulletin I0: Mok Available Qiumber: 90830 Dake: 2011-02-08 Severity: Undefined

Title: Windows Malicious Software Removal Tool x64 - February 2011 (KBS90830)

Description: After the download, this toal runs one time to check your computer Far infection by spedific, prevalent
malicious software (including Blaster, Sasser, and Mydoom) and helps remove any infection that is Found. IF
an Infection is Found, the tool vill display a status report the nesdt time that vou start vour computer, & new
wersion of the tool will be offered every month. IF wou wank to manually run the tool on your compuker, you
can download & copy From the Microsoft Download Center, or vou can run an online version From

Applies To: Windows Server 2003
WWindows Server 2003, Datacenter Edition
Windows XP x64 Edition
indows Yista

LIRL: hikp: /oo, microsoft. comFedinkFLink1d=39987

Screenshot 24 d Missing Service pack: Bulletin info dialog

3.6.2 Network & Software A udit

Scan Results Overview

= ¥ Scan target: file:customgroup_2011_8_4 18_29_59.bct o
E3d 192.168.3.237 [WINZK3SERV] (Windows) (]
= {7 192.168.3.28 [W703] (Windows 7 Gold) i)

& Vulnerability Assessment
= g Metwork & Software Audit
i@ Ssystem Patching Status
= 54 Ports
“w Open TCP Ports (8)
% Open UDP Ports {7)
& Hardware
71 Software
L} system Information
& 192.168.3.35 [W701] (Windows 7)

Screenshot 25 d The network and software audit node

Click Network & Software Audit to view security vuln erabilities identified on scanned
targets. Here, vulnerabilities are grouped by type and severity as follows:

» System Patching Status
» Ports

» Hardware

» Software

»  System Information
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System Patching Status

Click System Patching Status to view all missing and inst alled patches on a target
machine.

Table 15 6 System patching status

ICON DESCRIPTION

Missing Patches Missing software patches.
Installed Service Installed service packs.
Packs

Installed Patches Installed software patches

Scan Results Details
¥ System Patching Status
Select one of the following system patching status categories bellow

Missing Service Packs (2)
Allows you to analyze the missing service packs information

Missing Patches (42)
Allows you to analyze the missing patches information

Allows you to analyze the installed service packs information

Installed Patches (49)
Allows you to analyze the installed patches information

a Installed Service Packs (2)

Screenshot26 d System patches status

Ports

Click Ports to view all open TCP and UDP ports detected during a scan. If a commonly
exploited port is discovered to be open, GFl LanGuard marks it in red.

— | Some software products may use the same ports as known Trojans. For additional
—.1 security, GFI LanGuard identifies these ports as a threat.

Apart from detecti ng open ports, GFl LanGuarduses service fingerprint technology to
analyze the service(s) that are running behind the detected open port(s). With service
fingerprint, GFI LanGuard can detect if malicious software is using the detected open port.

Scan Results Details

Ports
Select one of the following port categories bellow

m,_ Open TCP Ports ()
Allows you to analyze the TCP open ports

* Open UDP Ports (G)
Allows you to analyze the UDP open ports

Screenshot 27 dAll UDP and TCP ports, found during a scan
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Hardware

Click Hardware to view all details discovered by the hardware audit. The har dware audit,
amongst others, displays information such as MAC addresses, IP addresses, device type;
device vendor etc. Table 16 below describes the hardware information groups:

Table 16 8 Hardware information from an audit

ICON DESCRIPTION

Network Devices, including information of all physical, virtual and software  denumerated
devices.

Local Drives, including information on local drives such as available disk space and file
system type.

Processors, ircluding information regarding the processor of a target machine, such as
vendor name and processor speed.

Motherboard, including information regarding the motherboard of a target machine, suc h
as product name, manufacturer, version and serial number.

Memory details, including information regarding the memory allocation of a target
machine, such as free physical/virtual memory available.

Storage details, including information regarding the storage of a target machine, such as
floppy disk drive, CD/ROM and hard drives.

Display adapters, including information regarding the display and video devices of a
target machine, such as the device manufacturer.

|ElPga (»

\

Other devices, including inf ormation of devices that does not fall under the mentioned
categories above, such as keyboard, ports, mouse and human interface devices.

Software

Click Software to view all details involved in the software audit. The software audit
amongst others displays information such as:

» application name

» publisher

» version

Table 17 below describes the hardware information groups :

Table 17 &Software information from an audit

ICON DESCRIPTION

& & General Applications & Enumerates installed software on scan targets. .

L

Antivirus Applications dLists installed antivirus engines on scantargets.

QQ Instant Messenger Applications dLists all detected instances of Instant messenger

& - applications on scan targets.
— | Patch Management Applications 0 Specifies information of installed patches on scan targets.
-
|

i' ii Web Browser Applications 0 Contains scanned targets that have Internet browsers installed.
% '} Firewall Applications o Enumerates information on installed Firewall applications on scan

':f"s;‘ targets.

Anti dhishing Applications dLists information of installed anti &bhishing engines on scan
targets.
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ICON DESCRIPTION

e
N’ "
-

»

System Information

VPN Client Applications dIncludes information on installed Virtual Private Network clients on
scan targets.

PeeroTodPeer Applications 8 Showsinstalled Peer dTodPeer applications on scantargets.

Click System Information to view all details related to the operating system installed on a
target machine. Table 18 below describes the system information groups :

Table 18 8 System information from an audit

CATEGORY INFORMATIONPROVIDED HELPS TO IDENTIFY

2. Shares »

»

»

»

»

# Password Policy  »

»
»

»

»

# Security Audit »
Policy

»

»

»

»

% Registry 2

»
»

»

% NETBIOS Names »

»

A Computer ?

»
»

»
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Share name

Share remark (extra
details on the share).

Folder which is being
shared on the target
computer

Share permissions and
access rights

NTFS permissions and
access rights.

Minimum password length

Maximum password
length

Minimum password expiry
date

Force logoff
Password history.

Audit account logon
events

Audit account
management

Audit directory service
access

Audit logon events

And mor eé

Registered owner
Registered organization
Product name

Current build number.

Workstation service
Domain name
Domain controllers
File server service.
MAC address

Time to live (TTL)
Network role
Domain.

»

Users sharing entire harddrives, shares that
have weak or incorrectly configured access
permissions

Startup folders, and similar system files, that
are accessible by unauthorized users, or
through user accounts, that do not have
administrator privileges, but are allowed to
execute code on target computers.

Unnecessary or unused shares.

Incorrectly configured lockout control
Password strength enforcement policies.

Security holes or breaches.

Hardware and software settings such as
which drivers and applications will be
automatically launched at system startup.

Rogue computers
Wrong configurations.

Rogue computers
Wrong configurations.
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CATEGORY INFORMATIONPROVIDED HELPS TO IDENTIFY

i} Groups »  Account operators »  Wrong configurations
»  Administrators »  Security flaws due to rogue or obsolete user
»  Backup operations groups.
»  Guest.
2 Users »  Full name »  Rogue, obsolete or default user accounts.
»  Privilege
»  Flags
»  Login.
L Logged On Users >  List of logged on users. »  Authorized and unauthorize d users currently
logged on computers.
N S »  Lists hosts remotely »  Authorized and unauthorized remote
connected to the target connections.
computer during
scanning.
8 services »  List of active services. »  Rogue or malicious processes; redundant
services.
4 Processes »  List of active processes. »  Rogue or malicious processes.
Remote TOD »  Time of remote »  Time inconsistencies and regional settings
(time of day) :/;g:l;;tatlon, SELUEL o »  Wrong configurations.

Security audit policy

An important part of any securit y plan is the ability to monitor and audit events on your

network. These event logs are frequently referenced to identify security holes or breaches.

Identifying attempts and preventing them from becoming successful breaches of your

system security iscriti ¢ a |l . I n Windows, you can use 06Group P
policy that can track user activities or system events in specific logs.

To keep track of your system auditing policy, GFI LanGuard collects the security audit
policy settings from target co mputers and includes them in the scan result. To access more
information on the result click on “& Security Audit Policy subdode.

Apart from gaining knowledge on the current audit po licy settings, you can also use GFl
LanGuardto access and modify the audit policy settings of your target computers. To
achieve this:

1. From the Scan Results Overview panel, right &lick on the respective target computer
and select Enable auditing on 3 This computer/Selected computers/All computers.
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GFI LanGuard Administration Wizard ==

Switch on security auditing policies
Automatic tuming on of securty auditing policies

Specify which auditing policies are to be tumed on. The recommended auditing policies

have been selected by default:
Auditing Policy Success Failure
Audit account logon events -
Audit account management
Audit directory service access =
Audit logon events
Audit object access
Audit policy change
Audit privilege use O O -
Select Mead to tum on the selected auditing policies.
| <Back || Ned> | | Cancel |

Screenshot 28 6 The audit policy administration wizard

2. Select/unselect auditing policies acc ordingly, and click Next to deploy the audit policy
configuration settings, on the target computer(s).

-

GFI LanGuard Administration Wizard =

Application of securty auditing policies results
The results of the application of the securnty auditing policies to all computers.

Results:
Computer Result
W W703 Success.

Before re-attempting to apply the policies please ensure that communication between
this computer and the tanget computer is possible and that vou have administrative
privileges to access the securnty policies of these computers.

[+1]
1
e
E
W
Ll
(=1}
0
[11]

Screenshot 29 d Results dialog in audit policy wizard

3. At this stage, a dialog will show whether the deployment of audit policy settings was
successful or not. To proceed to the next stage click Next. Click Back to re deploy settings
on failed computers.

4. Click Finish to finalize configurat ion.
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Groups/users

Rogue, outdated or default user accounts can be exploited by malicious or unauthorized

users to gain access to restricted accoendafesr of your
example is just one commonly exploited accounts ; more often than not, this account is left

configured within a system and even worse without changing the default password

settings. Malicious users have developed applications that can automatically re éenable the

0Guestd account and gr amhhisempbwers dsers to dais acceasttoo ve r i gh
sensitive areas of the corporate IT infrastructure.

GFIlLanGuard collects information on all user accounts and user groups currently enabled
on scanned targets. This information is organized in the scan results under tw o separated
nodes. To access the list of user accounts identified during on a target computer, click
Users subdode. Use the information enumerated in this sub &ode to inspect the access
privileges assigned to each user account. To gain access to the list of user &yroups
configured on a target computer, click ) Groups subiode.

— | Users shoutl not use local accounts to log on to a network computer. For better
—1 security, users should | og on to net w
Di rectoryd account .

Sessions

Click ™ Sessionssubiode to access the list of hosts that were remotely connected to the
target computer during scanning.

— | The information included in this sub éhode also includes the remote connection

—.1 details of th e scanning sessions just performed by GFILanGuard For example,
the IP of the computer running LanGuard logon credentials and other related
information.

Services

Active services can be a potential security weak spot in your network system. Any of these
services can be a Trojan, a virus or another type of malware, that can seriously affect your
system in a dangerous way. Furthermore, unnecessary applications and services that are
left running on a system consume valuable system resources.

During the scanning process, GFILanGuard enumerates all services running on a target
computer for you to analyze. This way you can identify the services to stop. Further to the
freeing up of resources, this exercise automatically hardens your network by reducing the
entry points through which an attacker can penetrate into your system. To access the list

of services enumerated during a scan, click & Services submode.

Processes

Click % Processes subMode to access the list of processes running on the target computer
during a scan.

Remote time of day

Click ' Remote TOD (time of the day) subdode to view the network time that was read
from the target computer during the scan. This time is generally set on network computers
by the respective domain controller.
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4 Analyzing Results

4.1 Introduction

The Dashboard section provides you with extensiv e security information based on data
acquired during audits. Amongst others, the Dashboard section enables you to determine

the current network vulnerability level, the top

dmost vulnerable computers, and the

number of computers in the database. To display the Dashboard section:

1. Launch GFlLanGuard management console and from the Home page select View

Dashboard.

@) GFI LanGuard 2011

> |« | Dashboard Scan Remediate Activity Monitor Reports
% Unfiltersd ¥ TEMP (192.168.3.20)
& Entire Network Iy - ~ 2
F r L
B Localhost : ... [l f \\ ;.’ v 0 f&
» |T£-' Local Domai... iy —_— .
' lTE" MASTERDO... L) Overview Computers History Vulnerabilities Patches

» [& rcpomamp 0

Vulnerability Level

[‘ Medium
1 ow \
s 10)

o S NA
Top 5 Issues to Address

Security Sensors

0 Missing Patches

Missing Service Packs

Vulnerabilities

@ Windows 7 Service Pack 1 (KBS76932) i
Firewall Issues

@ Adobe Flash Player 10.3.181.34
9
9

@ Update for Windows 7 (KB2552343)

Security Update for Microsoft NET Unauthorized Applications

Framework 4 on Windows XP, Window...

Security Update for Windows 7
(KB2511455)

Audit Status

0O 0®

Credentials Setup
Common Tasks:

Manage agents... *
Scan and refresh

Agent Status

| Agent Not Installed
Deploy Agent

Click here to learn more about agents.

Set credentials... -

4 I 2

Malware Protection Issues

===
Configuration Utilities @) - Discuss this version...
Search Entire Network ]
8 d @ &
“
Parts Software Hardware Sy'stem
Information
Computer Details
& Computer Name TEMP
@ IP Address 192.168.3.20
B MAC Address 00-15-5D-03-EC-8B
°Opemﬁng System Windows 7 (SP: Gold)
- Network Role Workstation
- |s Virtual Machine No
-/ Language English {United States) =
Scan Activity
3 H H
4 ; P
3 ; /.
2 : /.
p o £

] I 20 = I
Last Scan: 09/08/2011 00:43:44

Remediation Activity

4N\

P—
2011

Last Remediation: 04/08/2011 23:22:51

Screenshot 30 ¢ View Dashboard

2. From the Dashboard tab, select one of the options described in the following sections:

4.1.1 Overview

The Dashboard Overview is a graphical representation of the security level/vulnerability

level of a single computer, domain or entire network.

When a computer or domain is selected, the results related to the selected
computer/domain are automatically updated in the dashboard. Below is a description of

each section found in the dashboard:
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Network security level

e

Metwork Security Level

/\ Medium
1 Low

Screenshot 31 d Network Security Level

This rating indicates the vulnerability level of a computer/network, depending on the
number and type of vulnerabilities and/or missing patches found. A  high vulnerability level
is a result of vulnerabilities and/or missing patches which average severity is categorized
as high.

Computer vulnerability distribution

Computer Yulnerability Distribukion

rr

N High 4 computer(s)

Medium O computer(s)
N [ ow 0 computer(s)
B NA 0 computer(s)

Screenshot 32 d Computer Vulnerability Distribution

This chart is available only when selecting a domain or a workgroup, and displays the
distribution of vulnerabilities on your network. This chart enables you to determine how
many computers have high, medium and low vulnerability rating.

Most vulnerable computers

e

Mast Yulnerable Computers

L WINSERYA[192.168.3.248)

L XP04[192.168.3.81]

L WINXPLAN TCOOMAINA COM...
L ¥PO1[192.168.3.245)

Screenshot 33 8 Most Vulnerable Computers

This list is available only when selecting a domain or a workgroup, and shows the most
vulnerable computers discovered during the scan. The icon color on the left indicates the
vulnerability level.
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Agent status

When selecting a domain or workgroup, a chart showing the overall agent status of all
computers within the domain/workgroup is displayed. This enables you to determine the
number of agents installed or pending installation on the selected domain/workgroup.

Agent Skakus *

Instzllin progress 4 computen|s)

-

Screenshot 34 d Agent Status when selecting a domain/workgroup

When selecting a single computer, this section displays an icon representing the agent
status. The icons are described in Table 19 below:

Table 19 8 Agent status

DESCRIPTION
Not installed Agent is not insta lled on the target machine.

(' Pending Installation is pending. A status can be pending when the machine is
““I : installation offline or the agent is being installed.
=S

Pending uninstall Uninstallation is pending. A status can be pending when the

machine is offline or the agent is being uninstalled.

\

5,

Installed Agent is install ed on the target machine.

&

Audit status

This chart is available only when selecting a domain or workgroup and enables you to
identify how many audits have been performed on your network grouped by time.

Audit Status

bl

B | =st24 Hours O computen(s)
- L=zt Wesk 3 computerfs)
5% o

B | =st Month 1 computer{s)
I Cider 0 computer{s)

Screenshot 35 d Audit status chart
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Vulnerability trends over time

When a domain or workgroup is selected, this section displays a line graph showing the
change of vulnerability level over time grouped by computer cou nt.

Vulnerability Trend Ower Time
- 2
=
=]
o
(&}
5 Total
] = High
E Mgdrm
tS = Low
/] - N
I AT WSR2 D TR B2 IWZ 30 3T 3N 3N 3L IS G AT 3B MY 2o 321
M1 011 1 011 1 011 1 2041 2011 2001 2011 2011 2011 2011 2011 2041 2011 2011 2011
Time

Screenshot 36 d Vulnerability Trends Over Time for a domain/workgroup

When a single computer is selected, this section displays a graph showing the change of
vulnerability level over time for the selected computer.

Vulnerability Trend Over Time

10
a
-1

4

Wulnerability Lewvel

2

0
B14/2010 132010 BM1e72010 BM72010 182010 192010 B20/2010 B2172010 B22/2010

Screenshot 37 d Vulnerability Trends Over Time for a single computer
Computers by network role

This chart is available only when selecting a domain or a workgroup and displays the
number of audited computers, grouped by network role. Amongst other roles, this graph
identifies the number of servers and workstations per selected do main.

Computers By Metwork Role &

B Server Scomputer{s)
B Workstation 4 computer(s)
. MR 1 computer{s)

Screenshot 38 d Computers by network role

40| Analyzing Results GFI LanGuard

»



Computers by operating system

This chart is available only when selecting a domain or a workgroup and displays the
number of audited computers, grouped by the installed operating system.

Computers By Operating Systern -3
B Windows XP 4 computer{s)
Windows Server 2003 3 computer{s)
B Windows Server 2008 x64 2 computer|s)
. MNSA 1 computer{s)

Screenshot 39 8 Computers by operating system

Computer details

This section is available when selecting a single computer and enables you to view the
selected computer details.

Computer Details

»

A Computer name WINSERWA,

@ IP address 152.168.3.248

s MAC 01-02-5F-5F-40-53

e Operating system: Windows Server 2003
& Network role PDC {Primary Domain Controller)
A Vitual machine Microsaft Virtual PC
_,;?' Language EM

Screenshot40 d Computer Details
Scan activity

This line graph is available only when selecting a single computer and enables you to view
the number of scans/audits performed on the selected computer. In addition enables you
to verify if scheduled scans are being performed.

Scan Activity

r

3

2
- &14/2010 &/18/2010 &/18/2010 B202010 BZ22010 BI2472010
Last scan:  Tuesday, June 22, 2010

Screenshot41 d Scan activity
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Remediation Activity

This line graph is available only when selecting a single computer and enables you to view
the number of remediation activities performed on the selected compute r. In addition, this
graph enables you to verify that auto demediation is performed.

Remediation Activity

r

(1)

4 e
2 \

713172010 8172010 8212010 832010 8472010
Last Remediation: Monday, August 02, 2010

Screenshot42 d Remediation activity
Top 5 Issues to Address

This section is available only when selecting a single computer, and displays the top five
issues to address for the selected computer.

Top 5 Issues to Address #
Windows Malicious Software Removal
Toal - Juby 2010 (KBE50830)

v

¥ Securty Update for SQL Server 2005
Service Pack 3 (KBS70852)

v

Microsoft SQL Server 2005 Express
Edition Service Pack 3 (KES55706)

Shutdown without logon

1 Cached Logon Credentials

Screenshot43 8 Top 5 issues to address
Results statistics

This section is available only when selecting a single computer and displays an overview of
the audit result. Amongst others, the result enables you to identify the number of missing
patches, number of installed applications, open p orts and running services.

Results Statistics A
Q Missing securty updates: 20 (20 Critical /High) -
i £ Installed applications: 124 (0 unauthorzed)
F4  Open ports: 20 £

73 Shares: ]

K Metwork devices: & (0 blacklisted)
B  Services: 112
&) Frocesses: 42 i

Screenshot44 d Result statistics
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4.2 Computers view
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Screenshot45 d Analyze results by computer

Select this view to group audit results by computer. From the drop down list, select one of
the options described in Table 20 below to view related information

Table 20 6 View by computers information

OPTION DESCRIPTION

General information

Agent Details

GFI LanGuard

Select this option to display information on the:

» Domain name

»  Operating system

»  Service pack installed

»  Last scan date and time

»  Operating system language

NOTE Server and VM columns enable you to identify if the selected
computer is a server or a virtual machine respectively.

Select this option to view the agent status. This option enablesy ou to
identify if an agent is installed on a computer and if yes, displays the type of
credentials being used by the agent.

Analyzing Results | 43



OPTION DESCRIPTION

Vulnerabilities

Patching status

Open ports

Software

Hardware

System information

44| Analyzing Results

View the number of vulnerabilities found on a computer grouped by severity.
Severity of a vulnerability can be:

»  High

»  Medium
» Low

»  Potential

For a full description of each rating, referto  Vulnerability assessment
section in this manual.

View the number of:

»  Missing patches

»  Missing sevice packs

» Installed patches

» Installed service packs
View the number of:

»  Open TCP ports

»  Open UDP ports

»  Backdoors

View the number of:

»  Antiphishing engines

»  Antispyware engines

»  Antivirus engines

»  Backup applications

» Data loss prevention applications
»  Device access and desk encryption applications
»  Firewalls

» Installed applications

»  Instant messengers

»  Peer to peer applications
»  Unauthorized applications
»  Virtual machines

» VPN clients

»  Web browsers

View information on:

»  Number of disk driv es

»  Free disk space

»  Memory size

»  Number of processors

»  Other hardware.

View information on:

»  The number of shared folders
»  Number of groups

»  Number of users

» Logged users

»  Audit policy status.

GFI LanGuard



4.3 History view

Select this view to group audit resul ts by date for a specific computer. To configure the
history starting date or history period click the link provided.

WORKGROUP - 28 oomputers Search Entire Network v
f'\ = f"L ) f' = ﬁ
" ) Y r | =
fne k_! v-) Le ke &
. . o System
Overview Computers History Vulnerabilities Patches Ports Softwars Hardware .
Information

History Overview for "Last Week' View Seftings

laZul | 38 SF I & wow v R | [ - = - | Ful Soeen
w703 192.168.3.28 Windows 7 Gold

[u]

& TEMP (192.168.3.20) - Windows 7

dely Juawnoog 127

@& Applications

@ osjo8/2011

(01:34) - The version of the application "Micresoft SQL Server VS5 Writer' has changed.

(01:34) - The version of the application "Microsoft SQL Server Setup Support Files (English)' has changed.
(01:34) - The version of the application "Microsoft SQL Server Mative Client' has changed.

& Automatic Remediation Details

@ 047082011
(23:22) - Real time remedistion performed: installed service pack “windows 7 Service Pack 1 (KBS76532)".

(23:22) - Real time remediation performed: installed service pack "Microsoft QL Server 2005 Express Edition Service
Pack 4 (KB2463332)".

4

Pagel of 4 B 100%

Screenshot46 d Dashboard: History
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4.4 Vulnerabi lities view

Display more details on the vulnerabilities found on a network and the number of affected
computers. When a vulnerability is selected from the Vulnerability List , the Details
section provides more information on the selected vulnerability. From  the Details, section
click View affected computers or View unaffected computers to display a list of affected
and unaffected computers. For a description of terms used in this result, refer to
Vulnerability as sessment

WORKGROUP - 28 computers Search Entire Network &~
@ & @ | @ A 5 B L
y . + ] —
l-g,_l k‘ v »—0 h :- ! =
. . — System
Overview Computers History Vulnerabiliti... Patches Parts Software Hardware .
Infarmation
Vulnerability Types Vulnerability List
F\High Securiy Vinerabiles (5) e 3|
i Medium Security Vulnerabilities (18) ST e e e e b
il Low Security Vulnerabilities {11) [ | vulmerability name Product No. of computers
iy Potential Yulnerabilities (4) 0 Al Servers: Adcyde - build.cgi A ccwde a
' Missing Patches (50) ﬂ] AlS - Brian Stanbackh 1 )
' Missing Service Packs (2) Brvers: r!an noa sg.jue....
ﬂ Firewall Vulnerabiltis (1) ﬁ] All Servers: Brian Stanback bslist.cgi 1
ﬂ] All Servers: DCShop vulnerability DCShop 1
ﬂ] All Servers: Free Onine Dictionary 1 2
{1] LeifM. Wright ad.cgi 1
ﬂ] OVAL:12219: Untrusted search p... Microsoft Office PowerPoint 2007 1
E s T, - - - - -
Count=9 -

Details

ﬂ High Securnty Vulnerability: Al Servers: Adcycle - build.cai

Type: Web
Date: 20 November 2000
Product : Adeycle

Description:  Build.cgi f it has execute pemmission and is in the cgi directory, passwords can be compromised and remote users can delete your data.
References: CVE-2000-1161, SecurtyFocus-1969

View affected computers
View unaffected computers

Screenshot47 d Dashboard: Vulnerabilities
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4.5 Patches view

Display more details on the missing/installed patches and service packs found during a
network audit. When a patch/service pack is selected from the List, the Details section
provides more information on the selected patch/service pack. From the Details section,
click View computers having this patch missing to display a list of computers hav ing the
selected patch missing. For a description of terms used in this result, referto  System
Patching Status section in this manual.

WORKGROUP - 28 c()mpu[ers Search Entire Network b
—_ T - J." I_____f ﬁ |
ail\ k‘ v ) L P 4 =0
| — . J "—o ¢ 4) oy
. . e System
Overview Computers History Vulnerabilities Patches Parts Software Hardware .
Infarmation
Patch Types Patch List
| ] Wissing Patches (50) S I —— =
Drag a column header here to group by that column POrg st T

W Missing Service Packs (2) o i ‘ - o =

@ Installed Patches (50) [ | Patch name Date posted Severity Applies to Mo. of computers
'@ Installed Service Packs (3) o 011-06-28 1
@ M507-025: Securi... 2007-05-15 Important  Office 1
@ M507-036: Securi... 2007-07-10 Important  Office 1
@ M507-036: Securi... 2007-07-10 Important  Office 1
@ M507-037: Securi... 2007-07-10 Important  Office 1
@ M507-042: Securi... 2007-08-14 Important  Office 1
KB RarAn AT e LWL P i e | L e 4
Count=50 v

Details

l@' Missing Patch: APSBE11-18: Adobe Flash Player 10.3.181.34 'i' Remedizte 5

Bulletin ID:  APSB11-18
QNumber: APSB11-18

Date: 28 June 2011
Severity: Critical

Appliesto:  Adobe Flash Player 10

Description: This release contains fixes for crtical vulnerabilties identified in Security Bulletin APSE11-18. All users are encouraged to update to
the new players version 10.3.181.34.

m

URL: hitp .//wwww adobe com/support/securty.bullsting /apsb 11-18.html
Note: Before distributing this software in you network make sure you agree and comply with Adobe license. More detzils here: B

hitp:/Awwnw adobe.comllicensing!

Screenshot 48 d Dashboard: Patches
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4.6 Ports view

Display more details on the open ports found during a network audit. When a port is
selected from the Port List , the Details section provides more information on the selected
port. From the Details section, click View computers having this port open to display a
list of computers having the selected port open. For a description of terms used in this
result, refer to Ports section in this manual.

WORKGROUP - 28 computers Search Entire Netwark
L1
A ]
2 K ) Lo iy
. . System
Overview Computers History Vulnerabilities Patches Software Hardware
Infarmation
Port Types Port List

. A

‘_: } Drag & column header here to group by that column {3 e o z
[ | Port Process Mo, of computers b
=] TCP25 3
& TCPao 11
@ TCP 135 17
@ TCP 135 svchost.exe 1
@ TCP 138
Q@ TCP443 3
@ TCP 445 19
@ TCP 445 System 1

Count=567 | -

Details

»

s Open TCP Port: TCF 21

Type: TCP
Port number: 21

m

View computers having this port open

Screenshot49 d Dashboard: Ports
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4.7 Software view

Display more details on the installed applications found during a network audit. When an
application is selected from the Application Lis t, the Details section provides more
information on the selected application. For a description of terms used in this result,
refer to Software section in this manual.

WORKGROUP - 28 oomputers Search Entire Network
f?"l_
2 A e 98 hul = E@
Overview Computers History Vulnerabilities Patches Parts Hardware System
Infarmation
Application Category Applications List

[} All Applications (25) - S A
ﬁﬂrﬂiswware I Drag a column header here to group by that column =5 T
K Antiphishing (1) [ | application name Version Publisher Mo, of computers
& Firewall (1) =

| Adobe Flash Player 10 ActiveX  10.1.82.76 Adobe Systems ... i
¥ VPN Client (1) i EE

“ Web Browser (1) ﬁ';i Alchemy Catalyst 9.0 9.00,0000 Alchemy Softwa... 1 ) )

M& Disk Encryption (1) fil Alchemy Publisher 3.0 3.00.0000 Alchemy Softwa... 1

£7 Patch Management (3) fil Camtasia Studio 7 7.1.0 TechSmith Corp... 1

fi] FastStone Capture 5.7 6.7 FastStone Soft 1

fil GFILlanGuard 2011 10.1.2011.0802  GFI Software Lid 1

ﬁ? HTML Help Warkshop 1

ﬁ? MadCap Lingo V4 4.0.0 MadCap Software 1

fil Microsoft .NET Framework 4... 4.0.30319 Microsoft Corpao... 2
Count=25 | -

Details

m Application: Adobe Flash Player 10 ActiveX

Version: 10.1.82.76
Publisher: Adobe Systems Incomorated

View computers with Adobe Flash Player 10 ActiveX installed
View computers without Adobe Flash Plaver 10 ActiveX installed

Screenshot50 d Dashboard: Software
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4.8 Hardware view

Display more information on the hardware found during a network audit. Select hardware

from the List to display more details. For a description of terms used in this re  sult, refer to
Hardware section in this manual.

Screenshot51 d Dashboard: Hardware

50| Analyzing Results GFI LanGuard


















































































































































































































































































































































































































