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1 Introduction  

1.1  Introduction to GFI LanGuard 

GFI LanGuard is a security scanning, network auditing and remediation soluti on that 
enables you to scan and protect your network through:  

» Identification of sys tem and network weaknesses via a comprehensive vulnerability 
check database. This includes tests, based on OVAL, CVE and SANS Top 20 vulnerability 
assessment guidelines.  

» Auditing of all hardware and software assets on your network, enabling you to create a 
detailed inventory of assets. This goes as far as enumerating installed applications as 
well as devices connected on your network.  

» Automatic download and remote installation of service packs and patches for Microsoft 
operating systems and third party products as well as automatic un ðinstallation of 
unauthorized software.  

1.2  About this manual  

This manual is a comprehensive guide aimed at assisting you in configuring and using GFI 
LanGuard. It builds on the instructions in the GFI LanGuard ôGetting Start Guideõ and 
describes the use and configuration required  to achieve the best possible results. The GFI  
LanGuard Getting Started Guide is available from: 
http://www.gfi.com/lannetscan/manual  

This manual contains the following chapters:  

CHAPTER DESCRIPTION 

Chapter 1  Introduction  

Introduces this manual and GFI LanGuard. 

Chapter 2  Managing Agents 

Provides information on how to deploy agents on your network.  

Chapter 3  Agent-less Auditing  

Provides information on how to perform a manual and a scheduled scan without using 
GFI LanGuard agent. This chapter also includes information on how to view audit 
results.  

Chapter 4  Analyzing Results  

Provides information on analyzing audit results using the status dashboard and the 
security sensors. 

Chapter 5  Fixing Vulnerabilities  

Provides information on how to fix vulnerabilities , using automatic r emediation, 
remediation centre  and remote support . 

Chapter 6  Configuring GFI  LanGuard 

Provides information on how to customize and configure advanced setti ngs in GFI 
LanGuard. 

Chapter 7  Reporting  

Provides information on how to generate audit result reports and a description of the 
report contents.  

http://www.gfi.com/lannetscan/manual
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CHAPTER DESCRIPTION 

Chapter 8  Scanning Profiles  

Provides information on the different scanning profiles in GFI LanGuard.  

Chapter 9  Utilities  

Describes each utility in GFI LanGuard and how these can be used on your network.  

Chapter 10  Using GFI LanGuard from the command line  

Describes the command line tools available in GFI LanGuard and how these can be 
used. 

Chapter 11  Adding vulnerability checks  

Provides information on how to add vulnerability checks using VBscript  and Python. Also 
includes information on GFI LanGuard SSH module. 

Chapter 12  GFI LanGuard certifications  

Provides information on GFI LanGuard certifications, These include OVAL and CVE. 

Chapter 13  Miscellaneous 

Provides information on how to enable NetBIOS on network computers  

Chapter 14  Troubleshooting  

Provides information all the necessary information on how to deal with common 
problems encountered while using GFI LanGuard. 

Glossary Glossary 

Defines technical terms used within GFI LanGuard. 

Appendix  Data processed by GFI LanGuard 

Provides information on the data processed by GFI LanGuard including ports and 
protocols used. 

 

1.2.1  Terms and conventions used in this manual  

The following table contains a description of the common  terms and conventions used in 
this manual:  

TERM DESCRIPTION 

 

Additional information and references  essential for the operation of GFI LanGuard. 

  

Important notific ations and cautions regarding potential issues that are commonly 
encountered.  

Ʒ Step by step navigation instructions to access a function.  

Bold text  Indicate a control within the user interface,  such as nodes, menus and buttons.  

<Italic text > Replace text within angle brackets. Such as file paths and custom parameters.  

Indented c ode  The indented text indicates that the text is a programming code. In some 
programming languages indentation is important.  

For any technical terms and their definitions as used in this manual, refer to the Glossary 
chapter . 
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1.3  GFI LanGuard components  

GFI LanGuardõs architecture is designed for performance reliability and scalability, which 
caters for medium to large networks.  

GFI LanGuard consists of the following components:  

GFI LanGuard management console  

The management console enables you to configure and use GFI LanGuard 2011. It also 
enables you to analyze audit results.  

GFI LanGuard attendant service  

GFI LanGuard attendant is the background service that manages all sche duled operations 
including scheduled network security scans, patch deployment and remediation operations.  

GFI LanGuard agent deployment  

GFI LanGuard provides you with the facility to use agents. These enable real time result 
analysis and reduce network bandwidth consumption . Depending on how you configure GFI 
LanGuard, agents are deployed automatically on new ly discovered machines or on 
manually selected computers. For more information on GFI LanGuard Agents, refer to  
Managing Agents chapter  in this manual.  

GFI LanGuard patch agent service  

GFI LanGuard patch agent is the background service that handles the deployment of 
patches, service packs and software updates on target computers.  

GFI LanGuard Script Debugger  

The GFI LanGuard Script Debugger is the module that allows you to write and debug 
custom scripts using a VBScriptðcompatible language.  

 
Screenshot 1 ð GFI LanGuard script debugger  

Use this module to create scripts for custom vulnerability checks through which you can 
custom scan network targets for specific vulnerabilities.  

GFI LanGuard script debugger is accessible from Start Ʒ Programs Ʒ GFI LanGuard 2011 
Ʒ GFI LanGuard Script Debugger . 
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1.4  Vulnerability management strategy  

GFI recommends you to follow the sequence below for an effective vulnerability 
management strategy:  

1. Configure Agents ð For more information, refer to Managing Agents section in this 
manual. 

2. Analyze  ð For more information,  refer to Analyzing results section in thi s manual. 

3. Remediate  - For more information,  refe r to Fixing vulnerabilities  section in this manual.  

 

Using agents is highly recommended because they provide realðtime result 
analysis and reduce network bandwidth consumption. Agent ðless audit is also 
available in GFI LanGuard. This enables you to perform audits manually or 
repeatedly on a schedule. For more information on Agent ðless auditing, refer to 
Agentðless auditing section in this manual.  

Important notes  

1. In most cases, vulnerability scans generate different event log entries across diverse 
systems. Example, UNIX logs and web server logs will all detect GFI LanGuard scans as 
intrusion attempts triggered from the computer running GFI LanGuard. 

2. For large network environments, a Microsoft SQL Server/MSDE database backend is 
recommended instead of the Microsoft Access database. For more information on how to 
configure the database backend, refer to Selecting a database backend section in this 
manual. 

3. When submitting a list of target computers from file, ensu re that file contains only one 
target computer name per line.  

 

If Intrusion Detection Software (IDS) is running during an audit, GFI LanGuard 
will set off a multitude of IDS warnings and intrusio n alerts in these 
applications. If you are not responsible for the IDS system, make sure to 
inform the person in charge about any planned security audits.  

 

To perform an audit, GFI LanGuard must  remotely logon to target computers 
with administrator privileges.  

 

Agent deployment can only be done on Microsoft Windows operating systems.  
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2 Managing Agents 

2.1  Introduction  

GFI LanGuard can be configured to deploy live agents automatically on newly discovered 
machines or on manually selected computers. Agents enable data processing and auditing 
to be done on target machines; once an au dit is finished, the result is sent  to GFI 
LanGuard. Agents will:  

» Reduce scanning time 

» Minimize bandwidth consumption  

» Provide real time results  

 

Agents can only be deployed on Microsoft Windows operating systems.  

2.2  Deploying agents  

To configure agentõs deployment:  

1. Launch GFI LanGuard management console from Start Ʒ Programs Ʒ GFI LanGuard 
2011 Ʒ GFI LanGuard 2011  

 
Screenshot 2 ðHome page 
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2. From the Home menu, select Manage Agents. 

 
Screenshot 3 ð Manage agents 

 

3. Select Deploy Agents to select the target scan computers  and click Next . There are two 
methods of selecting target computers, described below:  

Table 1 ðTarget selection  

OPTION DESCRIPTION 

Local Domain  Deploy agents on all reachable computers within the same workgroup / domain 
where LanGuard is installed.  

Custom Deploy agents on specific computers or group of computers. Add new rules to 
search or specify target scan computers. For more information on how to add 

new rules refer to the Custom Agent Deployment section of the manual.  

 

4. (Optional) Select Authenticate using checkbox to specify al ternate credentials.  

5. (Optional) Click  Advanced Settings  to configure automated network audit properties. 
Table 2 below describes these automated network properties : 

Table 2 ð Automated network audit properties  

TAB NAME DESCRIPTION 

General  Configure the schedule for when GFI LanGuard automatically scans for new 
machines in the network perimeter where agents are enabled . 

Audit schedule  Configure how often the agent  audit s the host computer (where the agent is 
installed).  Select the recurrence pattern and the time the audit will start.   

Autoðremediation  Configure GFI LanGuard to automatically download and install missing patches 
and service packs. Uninstall unauthorized applications on the scanned 
computers.  

For more information on how to configure auto ðremediation, refer to 

Automatic  Remediation section in this manual  
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6. Click Next  and Finish  to complete agent deployment.  

 

Alternate credentials must have administrative permissions on the scan targets.  

 

It is recommended to enable System Restore on the target scan computers if 
Autoðremediation is enabled in GFI LanGuard.  

2.2.1  Custom agent deployment  

The Custom option in the Deploy Agents  wizard enables the creation of ru les enabling you 
to search for specific computers. To launch the Add new rule dialog:  

 
Screenshot 4 ð Deploy agent wizard  

 

1. Select Custom from the Deploy Agents  wizard.  

2. Click Add new ruleé  

Table 3 below describes the available options:  

Table 3 ðAdd new rule  

OPTION DESCRIPTION 

Rule type  Enables you to specify the target computers to scan. Select:  

» Computer name is  ð manually enter a computer name or import the 
names from a saved text (.txt) file.  

» Domain name is  ð select computers from one or more reachable domains.  

» Organization unit is  ð select computers from one or more reachable 
organization unit s.   

Add Add specified computer name to list.  

Remove Remove selected computer from list.  
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OPTION DESCRIPTION 

Selecté Select where to deploy agents from a list of reachable computers.  

Importé Specify location of a saved text (.txt) file with the  list of computer names 
where to deploy agents.  

Export  Export the defined list of computers and save it for future use.  

 

 

Only include single comput er names per line in the import file.  

 

3. Click OK,  once the rule is defined to save and continue with Deploy Agents  wizard.  

2.3  Configuring Agents  

2.3.1  Agents settings  

To configure additional agentsõ settings: 

1. From Configuration  tab, select Agents Management . 

2. Click Agents Settings .  

3. (Optional) Table 4 below describes the available agent settings:  

Table 4 ðAgents settings 

OPTION DESCRIPTION 

Auto u ninstall  Set the number of days after which GFI LanGuard Agents automati cally 
uninstall themselves if  the host computer is unresponsive for the set period of 
days.  

Agents report using  Specify the communication port s used by GFI LanGuard and GFI LanGuard 
Agents. 

 

4. Click OK to save and close dialog. 

 

Communication on TCP port 135 and 1070 must be enabled in Windows 
firewall for  GFI LanGuard Agents to send data to GFI LanGuard. 

2.3.2  Customizing agen ts 

Agents can be modified through the Properties dialog.  

To access agent properties: 

1. Click Configuration  tab Ʒ Agents Management .  

2. From the right pane, right ðclick an agent and select Properties .  

3. (Optional) From General tab, specify the authentic ation method.  
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Screenshot 5 ð Agent properties  

 

4. From Agent Status tab, enable/disable agent deployment by clicking Deploy agent or 
Disallow agent installation .  

5. Click Change scan scheduleé to configure agent scan schedule and from Scanning 
profile , select the active scan profile.  

6.  Enable/disable agent auto ðremediation. Click Change settingsé to open Autoð
remediation  settings dialog for that specific agent.  
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Screenshot 6 ð Agent autoðremediation  

 

7. Select Automatically download and deploy missing patches  to enable automatic 
remediation for missing patches.  

8. Select Automatically download and deploy missing service packs to enable automatic 
remediation for missing service packs.  

9. Select Automatically uninstall unauthorized applications to enable automatic 
remediation for unauthorized applications.  

10. (Optional) Click Configure auto ðremediation optionsé to further customize 
remediation options.  

 

For information about autoðremediation  options, refer to Autoðremediation  
options section in this manual.  

 

For information about unauthorized applications, refer to Automatically uninstall 
unauthorized applications  section in this manual.  
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3 Agent-less Auditing 

3.1  Introduction  

Agentðless auditing is the process of performing audits on target computers without using 
agents. Two types of audits can be done using this approach: 

» Manual audit s ð Perform audit s on target computer( s) once.  

» Scheduled audits  ð Perform audit s on a target computer (s) repeatedly on a 
schedule.  

On completion of  an agentðless audit,  GFI LanGuard enables you to analyze the audit 
results. This section provides information on how to configure manual audits, scheduled 
audits and analyze the results. For more information on how to analyze results, refer to 
Audit Result Summary and Audit Result Details sections in this manual.  

3.2  Performing a manual audit  

An effective audit can be done in three steps such as: 

» Configure scan properties ð configure scan targets and any relative properties requir ed 
to scan the networked computers.  

» Analyze scan results  ð identify the main network vulnerabilities  discovered and the 
scan targets that  require immediate attention.  

» Remediate vulnerabilities ð implement patches, service packs or fixes to the scanned 
targets.  



 

12|  Agent-less Auditing   GFI LanGuard 

3.2.1  Step 1: Configure target properties  

1. Launch GFI LanGuard from Start Ʒ Programs Ʒ GFI LanGuard 2011 Ʒ GFI LanGuard 
2011 .
 

 

Screenshot 7 ð Launch manual scan 

 

2. From the Home page, select Launch a scan. 

 
Screenshot 8 ð Manual scan settings 

 

3. From the Scan Target dropðdown menu, select the target computer or group of 
computers to scan.  Table 5 below describes the available options:  

Table 5 ð Target options when auditing   

OPTION DESCRIPTION 

Local host  Audit the local host where GFI LanGuard is installed.  

Domain: primary domain  Audit the entire domain / wor kgroup of the computer / server where GFI 
LanGuard is installed. For information on how to define custom target 

properties, refer to the Custom target properties  section in this 

manual.  

File  Audit computers specified in a saved text (.txt) file. For information on how 

to define custom target properties, refer to the Custom target 
properties  section in this manual.  
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4. From the Profile  dropðdown menu, select the scan profile that you want GFI LanGuard 
to action during the scan.  

5. From the Credentials dropðdown menu, select the log ðon method used by GFI LanGuard 
to log onto the scan targets.  

Table 6 below describes the available logðon methods: 

Table 6 ð Logon and audit options  

OPTION DESCRIPTION 

Currently logged on user  Use the current logged on user credentials when l ogging on scan 
targets.  

Alternative credentials  Use custom credentials. Keyðin the user name and password to 
use. 

A null session  Log onto scan targets using a null session. The user will log onto 
the target machine as an anonymous user.  

A private key file  Log onto UNIX machines using SSH. A user name and password is 
required.  

 

6. (Optional) Select Use per computer credentials when available  to logon target 
machines using the credentials specified in the Dashboard. For more informati on on how to 
configure computer credentials using the dashboard, refer to Configure credentials  section 
in this manual.  

7. (Optional) Select Remember credentials  to use the configured credentials as default 
when performing an audit.  

8. Click Scan to start auditing the selected targets.  

 

For more information on Scanning Profiles, refer to the Scanning Profiles section 
in this manual.  

 

The credentials provided need to have administrator privileges in order for GFI 
LanGuard to logðon to the target computers and carry out the network audit.  

3.2.2  Step 2: Analyze sca n results  

One of the key steps in a network security audit is to analyze scan results and identify the 
most vulnerable areas that  require immediate attention. The Scan Results Overview  and 
Scan Results Details sections provide this information.  

To analyze scan results: 

1. Launch GFI LanGuard from Start Ʒ Programs Ʒ GFI LanGuard 2011Ʒ GFI LanGuard 
2011 . 

2. Launch a scan or load a scan from a saved file.  
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Screenshot 9 ð Scan result details  

 

3. From the Scan tab, analyze the scan results from the provided view s described below: 

Table 7 ð Scan Results  

SECTION DESCRIPTION 

Scan Results Overview  Provides summarized information about the last scan . Information provided 
includes: 

» Scanned target names 

» The number and type of vulnerabilities detected during the scan.  

Scan Results Details This section enables users to select a scan target from the Scan Results 
Overview  section in order to display detai led information about every 
vulnerability detected on the selected computer.  

 

 

For more information about scan results, refer to Audit Result Summary, Audit 
Result Details and Analyzing Results sections in this manual.  

 

To load saved scan results, go to File Ʒ Load Scan Results from  Ʒ 
Database/XML file . 

3.2.3  Step 3: Remediate vulnerabilities  

GFI LanGuard enables you to immediately remediate the detected vulnerabilities through 
the  Remediate  tab. For more information on remediating vulnerabilities, refer to Fixing 
Vulnerabilities  section in this manual.  
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3.2.4  Custom target properties  

Target rules are custom rules used by GFI LanGuard to find  a target computer or a domain.  

Click Scan tab Ʒ é (define button), to launch Custom target properties dialog.  

 
Screenshot 10 ð Custom target properties  

To create a new tar get rule:  

1. Click Add new rule...  and configure search criteria. Table 8 below describes the 
available rule types:  

Table 8 ð Custom target prope rties  

RULE TYPE DESCRIPTION 

Computer name is  Search and add computers by name. Keyðin a valid computer name and click 
Add for each computer. Click OK to apply changes.  

Computers file list is  Search and add computers from a text file. Click the browse bu tton and 
locate the text file. Click OK to apply changes. 

NOTE: When submitting a list of target computers from file, ensure that the 
file contains only one target computer name per line.  

Domain name is  Search and add computers that are members of a domai n. Select the domains 
from the list and click OK.  

IP address is Search and add computers by IP address. Select This computer  to add the 
local host or Scan another  computer  to add a remote computer. Key ðin the IP 
address if required and click OK.  
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RULE TYPE DESCRIPTION 

IP address range is Search and add computers within an IP range. Select Scan an IP address 
range and key in the IP range or select CIDR subnet  and keyðin the range 
using CIDR notation. 

NOTE: The Classless InterðDomain Routing (CIDR) provides an alternative way 
of specifying an IP address range. The notation is as follows: <Base address> / 
<IP network prefix>. Example: 192.168.0.0/16    

Organization unit is  Search and add computers within an organizational unit. Click Select  and 
from the list select the Organizatio nal units. Click OK.  

 

2. To identify the rule for future use key ðin a valid name in Group name and click  OK. 

3.3  Scheduled scan 

A scheduled scan is a network audit that is scheduled to run automatically on a specific 
date/time and at a specific frequency. Sch eduled scans can be set to execute once or 
periodically. Scheduled scan status is monitored using the Activity Monitor tab Ʒ Security 
Scans. 

Scheduled scans also enable: 

» Automatic  download and deployment of  missing updates detected during a scheduled 
audit .  

» Email notifications  on network threats detection .  

» Consecutive scan comparison reports generation and email distribution.  

» Automatic  uninstall ation of  unauthorized applications.  

3.3.1  When to use scheduled Scans? 

GFI recommends scheduled scans: 

» When GFI LanGuard Agent is not deployed on the target computer.  

» To automatically perform periodical/regular network vulnerability scans using same 
scanning profiles and parameters 

» To automatically trigger scans after office hours and generate al erts and autoð
distribution of scan results via email.  

» To automatically trigger auto ðremediation options, (Example:  Auto download and 
deploy missing updates). 

 

For more information on autoðremediatio n and deployment, options refer to 
Automatic Remediation  section in this chapter  

 

Ensure that the GFI LanGuard Attendant service is running otherwise schedu led 
operations will fail to start. To view GFI LanGuard Attendant service , click Start 
Ʒ Run, keyðin services.msc  and press Enter . Locate GFI LanGuard Attendant 
Service and ensure that Status is Started .  
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3.4  Setting up  scheduled scan s 

1. Launch GFI LanGuard management console from Start Ʒ Programs Ʒ GFI LanGuard 
2011 Ʒ GFI LanGuard 2011 . 

2. Click Configuration  tab Ʒ Scheduled Scans. 

3. From Common Tasks, select New scheduled scané 

 
Screenshot 11 ð New Scheduled Scan dialog 

 

4. Select one of the options described in Table 9 below and click Next : 

Table 9 ð New scheduled scan type 

OPTION DESCRIPTION 

Scan a single computer  Scan local host or one specific computer . 

Scan a range of computers  Scan a number of computers defined through an IP range. For more 
information refer to: 

http://kbase.gfi.com/showarticle.asp?id=KBID002749  

Scan a list of computers  Manually create a list of targets, import targets from file or select targets 
from network list.  

Scan computers in text file  Scan targets enumerated in a specific text file.  

Scan a domain or 
workgroup  

Scan all targets connected to a domain/workgroup.  

 

5. Depending on the option selected in the previous step, specify the respective target 
computer(s) deta ils and click Next . 

http://kbase.gfi.com/showarticle.asp?id=KBID002749
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Screenshot 12 ð Scheduled scan frequency 

 

6. Specify date/time/frequency of scheduled scan and click Next . 

 
Screenshot 13 ð Select scanning profile  
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7. Specify the scanning profile  and click Next . 

 
Screenshot 14 ð Remote logon credentials  

 

8. (Optional) Specify Remote logon credentials  and click Next . Remote logon credentials 
can be either one of the following:  

 Table 10 ð Remote logon credentials  

OPTION DESCRIPTION 

GFI LanGuard 10 
Attendant Service account  

Performs the scan using the credentials specified while installing GFI 
LanGuard 2011. 

Alternative credentials  Specify alternate credentials to connect to the scan computers.  

NOTE: Ensure the supplied credentials have administr ative privileges.  

SSH Private Key Key in a username and select the key file used to logon to UNIX/LINUX 
based systems. 

Use per computer 
credentials when available  

Use predefined credentials  for the scan being configured . For more 

information, refer to Configure credentials  section in this manual.  
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Screenshot 15 ð Scheduled scan autoðremediati on options 

 

9. From the auto ðremediation dialog, select the required options  and click Next . Table 11 
below describes the list of available options :  

Table 11 ð Autoðremediation options  

OPTION DESCRIPTION 

Automatically download and deploy 
missing patches  

Automatically download and deploy missing patches  on target 
machines. 

Automatically download and deploy 
missing service p acks 

Automatically download and deploy missing service packs  on 
target machines.  

Automatically uninstall unauthorized 
applications  

If this option is selected all applications validated as 
unauthorized, will be uninstalled fro m the scanned computer 
(unauthorized applications are defined in Application 

Inventory ). For more details see Application auto ð
uninstall  

Configure auto ðremediation  Automatically remove  unauthorized applicat ions from target 
machines. Unauthorized applications are defined in the 

Application Inventory ). For more details see Application 
autoðuninstall  

View applications which this scan will 
uninstall  

Click the lin k to launch the Applications which will be 
uninstalled  dialog. This will list all the applications that will 
be uninstalled when the scheduled scan is finished.  
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Screenshot 16 ð Scheduled scan reporting options  

 

10. (Optional) Configure Reporting options  as described below: 

Table 12 ð Reporting options  

OPTION DESCRIPTION 

Email the scan report  Send a report by email at the end of each scheduled scan. 

Save the scan report to disk  Save a report to disk at the end of each scheduled scan.  

Comparison data and auto remediation 
details  

Include details of auto remediation actions performed and 
result comparison with previous security scans. 

NOTE: Comparison is done between scans with same scan 
target (s) and scanning profile.  

Full scan results data  Include full scan result details.  

Configure alerting options  (Optional) Click Configure alerting optionsé to specify 
sender/recipient deta ils.  

For information on configuring alerting options, refer to 

Configuring alerting options  section in this manual.  
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Screenshot 17 ð Review scheduled scan job 

 

13. Click OK and Finish . 

By default, a ll new scheduled scans are disabled. To enable, select Configuration tab Ʒ 

Scheduled Scans and click on the  button.  

Confirm that the new scheduled scans are successfully set  by clicking on Activity Monitor 
tab Ʒ Security  Scans. New scheduled scans are listed in the queue.  

 
Screenshot 18 ð Scheduled scan status 

 

 

For more information on Scheduled Scans refer to the Scheduled Scans section in 
this manual. 
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3.5  Audit result summary  

On completion of a network security scan, it is important to identify the areas that require 
immediate attention. The correct analysis and interpretation of information collected 
enables you to achieve this goal.  

To view the progress and results of an audit:  

1. Wait for a scan to complete or load a result from the database/file. For more 
information on how to load results from the database, refer to Loading saved scan results 
from database section in this manual.  

2. Click Scan. 

 
Screenshot 19 ð Scan summary   
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3.5.1  Vulnerability level rating  

The vulnerability level is a rating given by GFI LanGuard to each computer after it is  
scanned. The rating indicates the vulnerability level of a computer/network, depending on 
the number and type of vulnerabilities and/or missing patches found.  

 

Screenshot 20 ð Vulnerability level meter  

High vulnerability ratings are the result of identified vulnerabilities and /or  missing 
patches that are classified as high risk.  

When a number of computers are scanned in a single audit session, a measurement of the 
global vulnerability level is based on a weighted sum of the vulnerabilities detected on the 
computers scanned. 

The Vulnerability level  is indicated using color ðcoded graphical bar. A red colour ðcode 
indicates a high vulnerability level, while a green colour ðcode indicates a low vulnerability 
level.  

3.5.2  Loading saved scan results from database  

By default, saved scan results are stored in a da tabase. GFI LanGuard stores the results 
data of the last 10 scans performed per scanning profile. You  can configure the number of 
scan results that are stored in a database file. For more information, refer to the Database 
maintenance options section in this manual.  

To load saved scan results from the database backend or from XML files:  

1. Launch GFI LanGuard management console from Start Ʒ Programs Ʒ GFI LanGuard 
2011 Ʒ GFI LanGuard 2011 . 

2. Click the GFI LanGuard button Ʒ File  Ʒ Load Scan Results from Ʒ Databaseé 
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Screenshot 21 ð Reloaded scan results 

 

3. Select the saved scan result and click OK. 

 

The right pointing arrow indicates that the scan did not complete successfully.  

3.5.3  Save and load scan result  in XML format  

Scan results are an invaluable source of information for systems administrators. GFI 
LanGuard results are stored in a Microsoft ðSQL Server or a MicrosoftðAccess database. In 
addition, scan results can also be exported to XML.  

To save scan results to XML file:  

1. Launch GFI LanGuard management console from Start Ʒ Programs Ʒ GFI LanGuard 
2011 Ʒ GFI LanGuard 2011 . 

2. Click on Scan. 

3. Launch a new scan or load a scan from the database.  

4. Click the GFI LanGuard button Ʒ File Ʒ Save Scan Results. 

5. Locate the destination where you want to save the XML and click Save.  
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To load saved scan results from an XML file:  

1. Launch GFI LanGuard management console from Start Ʒ Programs Ʒ GFI LanGuard 
2011 Ʒ GFI LanGuard 2011 . 

2. Click the GFI LanGuard button  Ʒ File Ʒ Load Scan Results from Ʒ XML Fileé 

3. Locate the scan results to load and click OK. 

3.6  Audit result details  

On scan completion, the Results section displays a graphical representation of the 
vulnerability level including the scan result in more detail. To access the Results section:  

1. Launch GFI LanGuard management console from Start Ʒ Programs Ʒ GFI LanGuard 
2011 Ʒ GFI LanGuard 2011 . 

2. Wait for a scan to complete or load a result from the datab ase/file.  

3. Click Scan. 

 
Screenshot 22 ð Detailed view tab  

 

Scan Results 
Overview  

Displays information related to the scanned computer or domain.   

Scan Results Details  Displays information related to the scan performed on target computer including 
vulnerabilities found, system patching status, etc.  
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From Scan Results Overview , expand a computer node to access results retrieved during 
the scan. Security scan results are organized in two subðnodes tagged as: 

» Vulnerability Assessment  

» Network & Software Audit  

While a scan is in progress, each computer node has an icon that categorize s the response 
time. Table 13 below describes the different icons used by GFI LanGuard to categorize the 
response time. The first icon indicates that the scan is queued, while the second icon 
indicates that the scan is in progress. 

Table 13 ð Response time icons 

CATEGORY INFORMATION  RESPONSE TIME IN MILLISECONDS 

 Fast response Less than 25ms  

 Medium response Between 25ms and 100ms 

 Slow response More than 100ms 

3.6.1  Vulnerability assessment  

 
Screenshot 23 ð The Vulnerability Assessment node 

 

Click on any Vulnerability Assessment  node to view the security vulnerabilities identified 
on the targe t computer grouped by type and severity as follows:  

» High Security Vulnerabilities  

» Low Security Vulnerabilities  

» Potential vulnerabilities  

» Missing Service Packs  

» Missing Patches 

High/Med/Low Security vulnerabilities  

Click on the  High Security Vulnerabilities  or  Low Security Vulnerabilities  subðnodes 
for a list of weaknesses discovered while auditing a target device.  Table 14 below 
describes these groups: 

Table 14 ð GFI LanGuard Vulnerability groups  

GROUP DESCRIPTION 

Mail, FTP, RPC, DNS 
and Miscellaneous  

Shows vulnerabilities discovered on FTP servers, DNS servers, and 
SMTP/POP3/IMAP mail servers. Links to Microsoft Knowledge Base articles or 
other support documentation are provided.  



 

28|  Agent-less Auditing   GFI LanGuard 

GROUP DESCRIPTION 

Web Lists discovered vulnerabilities  on web servers (such as wrong configuration 
issues). Supported web servers include Apache, Netscape, and Microsoft I.I.S.  

Services  Lists vulnerabilities discovered in active services as well as the list of unused 
accounts that are still active and accessible on scanned targets.  

Registry  Registry settings of a scanned network device  are listed . Links to support 
documentation an d short vulnerability descriptions are provided.  

Software  Enumerates software installed on the scanned network device(s). Links to 
supporting documentation and short vulnerability descriptions are provided.  

Rootkit  Enumerates discovered vulnerabilities because of having a rootkit installed on 
the scanned network device(s). Links to supporting documentation and short 
vulnerability descriptions are provided.  

Potential vulnerabilities  

Select  Potential vulnerabilities  subðnode to view scan result items classified as possible 
network weaknesses. Although not classified as vulnerabilities, these scan result entries 
still require particular attention  since malicious users can exploit them during malicious 
activity.  

For example, during vulnerability scanning GFI LanGuard enumerates all modems installed 
and configured on target computer s. If unused, modems are of no threat to your network . 
If connected to a telephone line these modems can however be used to gain unauthorized 
and unmonitored access to the Internet. U sers can potentially bypass corporate perimeter 
security including firewalls, anti ðvirus, website rating and web content blocking . This 
exposes the corporate IT infrastructure to a wide range of threats including hacker attacks. 
GFI LanGuard considers installed modems as possible threats and enumerates them in the 
Potential Vulnerabilities  subðnode. 

Missing Service Packs /Patches  

Click  Missing Service Packs or  Missing Patches subðnode to check any missing 
software updates or patches . 

 

 

GFI LanGuard can identify missing service packs and patches on various products. 
For a complete list of supported products visit: 
http://kbase.gfi.com/showarticle.asp?id=KBID002573  

Bulletin info rmation  

To access bulletin information, right ðclick on the res pective service pack and select More 
details Ʒ Bulletin Info . 

http://kbase.gfi.com/showarticle.asp?id=KBID002573
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Screenshot 24 ð Missing Service pack: Bulletin info dialog  

3.6.2  Network & Software A udit  

 
Screenshot 25 ð The network and software audit node  

Click Network & Software Audit  to view security vuln erabilities identified on scanned 
targets. Here, vulnerabilities are grouped by type and severity as follows:  

» System Patching Status  

» Ports 

» Hardware  

» Software  

» System Information  
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System Patching Status  

Click System Patching Status  to view all missing and inst alled patches on a target 
machine. 

Table 15 ð System patching status 

ICON DESCRIPTION 

Missing Patches Missing software patches. 

Installed Service 
Packs 

Installed service packs.  

Installed Patches  Installed software patches  

 
Screenshot 26 ð System patches status 

Ports  

Click Ports to view all open TCP and UDP ports detected during a scan. If a commonly 
exploited port is discovered to be open, GFI LanGuard marks it in red.  

 

Some software products may use the same ports as known Trojans. For additional 
security, GFI LanGuard identifies these ports as a threat.  

Apart from detecti ng open ports, GFI LanGuard uses service fingerprint technology to 
analyze the service(s) that are running behind the detected open port(s).  With service 
fingerprint, GFI LanGuard can detect if malicious software is using the detected open port.  

 
Screenshot 27 ðAll UDP and TCP ports, found during a scan 
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Hardware  

Click Hardware to view all details discovered by the hardware audit. The har dware audit, 
amongst others, displays information such as MAC addresses, IP addresses, device type; 
device vendor etc. Table 16 below describes the hardware information groups: 

Table 16 ð Hardware information from an audit  

ICON DESCRIPTION 

  

Network Devices, including information of all physical, virtual and software ðenumerated 
devices. 

  
Local Drives, including information on local drives such as available disk space and file 
system type.  

  

Processors, including information regarding the processor of a target machine, such as 
vendor name and processor speed. 

  

Motherboard, including information regarding the motherboard of a target machine, suc h 
as product name, manufacturer, version and serial number.  

  

Memory details, including information regarding the memory allocation of a target 
machine, such as free physical/virtual memory available.  

  
Storage details, including information regarding the storage of a target machine, such as 
floppy disk drive, CD/ROM and hard drives.  

  

Display adapters, including information regarding the display and video devices of a 
target machine, such as the device manufacturer.  

  
Other devices, including inf ormation of devices that does not fall under the mentioned 
categories above, such as keyboard, ports, mouse and human interface devices.  

Software  

Click Software  to view all details involved in the software audit. The software audit 
amongst others displays information such as:  

» application name  

» publisher  

» version  

Table 17 below describes the hardware information groups : 

Table 17 ðSoftware information  from an audit  

ICON DESCRIPTION 

  

General Applications ð Enumerates installed software on scan targets. . 

  

Antivirus Applications ð Lists installed antivirus engines on scan target s. 

 

Instant Messenger Applications ð Lists all detected instances of Instant messenger 
applications on scan targets.  

 

Patch Management Applications ð Specifies information of installed patches on scan targets. 

 

Web Browser Applications  ð Contains scanned targets that have Internet browsers  installed.  

 

Firewall Applications ð Enumerates information on installed Firewall applications on scan 
targets.  

 

Antiðphishing Applications ð Lists information of installed anti ðphishing engines on scan 
targets. 
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ICON DESCRIPTION 

 

VPN Client Applications ð Includes information on  installed Virtual Private Network clients on 
scan targets.  

 

PeerðToðPeer Applications ð Shows installed PeerðToðPeer applications on scan target s. 

System Information  

Click System Information  to view all details related to the operating system installed on a 
target machine. Table 18 below describes the system information groups : 

Table 18 ð System information from an audit  

CATEGORY INFORMATION PROVIDED HELPS TO IDENTIFY 

 Shares 

 

» Share name 

» Share remark (extra 
details on the share).  

» Folder which is being 
shared on the target 
computer  

» Share permissions and 
access rights 

» NTFS permissions and 
access rights. 

» Users sharing entire hardðdrives, shares that 
have weak or incorrectly configured access 
permissions 

» Startup folders, and similar system files, that 
are accessible by unauthorized users, or 
through user accounts, that do not have 
administrator privileges, but are allowed to 
execute code on target computers.  

» Unnecessary or unused shares.  

 Password Policy 

 

» Minimum password length 

» Maximum password 
length 

» Minimum password expiry 
date 

» Force logoff  

» Password history. 

» Incorrectly configured lockout control  

» Password strength enforcement policies.  

 Security Audit 
Policy 

 

» Audit account logon 
events 

» Audit account 
management 

» Audit directory service 
access 

» Audit logon events 

» And moreé 

» Security holes or breaches. 

 Registry » Registered owner 

» Registered organization 

» Product name 

» Current build number.  

» Hardware and software settings such as 
which drivers and applications will be 
automatically launched at system startup.  

 NETBIOS Names » Workstation service  

» Domain name 

» Domain controllers  

» File server service.  

» Rogue computers 

» Wrong configurations.  

 Computer » MAC address 

» Time to live (TTL)  

» Network role  

» Domain. 

» Rogue computers 

» Wrong configurations.  
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CATEGORY INFORMATION PROVIDED HELPS TO IDENTIFY 

 Groups » Account operators 

» Administrators  

» Backup operations 

» Guest. 

» Wrong configurations 

» Security flaws due to rogue or obsolete user 
groups. 

 Users » Full name 

» Privilege 

» Flags 

» Login. 

» Rogue, obsolete or default user accounts.  

 Logged On Users » List of logged on users. » Authorized and unauthorize d users currently 
logged on computers. 

Sessions » Lists hosts remotely 
connected to the target 
computer during 
scanning. 

» Authorized and unauthorized remote 
connections.  

 Services » List of active services.  » Rogue or malicious processes; redundant 
services. 

 Processes » List of active processes.  » Rogue or malicious processes. 

 Remote TOD 
(time of day)  

» Time of remote 
workstation, server or 
laptop.  

» Time inconsistencies and regional settings  

» Wrong configurations.  

Security audit policy  

An important part of any securit y plan is the ability to monitor and audit events on your 
network. These event logs are frequently referenced to identify security holes or breaches. 
Identifying attempts and preventing them from becoming successful breaches of your 
system security is crit ical. In Windows, you can use ôGroup Policiesõ to set up an audit 
policy that can track user activities or system events in specific logs.  

To keep track of your system auditing policy, GFI LanGuard collects the security audit 
policy settings from target co mputers and includes them in the scan result. To access more 
information on the result click on  Security Audit Policy subðnode. 

Apart from gaining knowledge on the current audit po licy settings, you can also use GFI 
LanGuard to access and modify the audit policy settings of your target computers. To 
achieve this:  

1. From the Scan Results Overview  panel, right ðclick on the respective target computer 
and select Enable auditing on Ʒ This computer/Selected computers/All computers.  
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Screenshot 28 ð The audit policy administration wizard  

2. Select/unselect auditing policies acc ordingly, and click Next  to deploy the audit policy 
configuration settings, on the target computer(s).  

 
Screenshot 29 ð Results dialog in audit policy wizard  

 

3. At this stage, a dialog will show whether the deployment of audit policy settings was 
successful or not. To proceed to the next stage click Next . Click Back to reðdeploy settings 
on failed computers.  

4. Click Finish to finalize configurat ion.  
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Groups/users  

Rogue, outdated or default user accounts can be exploited by malicious or unauthorized 
users to gain access to restricted areas of your IT infrastructure. The ôGuestõ account for 
example is just one  commonly exploited accounts ; more often  than not, this account is left 
configured within a system and even worse without changing the default password 
settings. Malicious users have developed applications that  can automatically re ðenable the 
ôGuestõ account and grant it administrative rights. This empowers users to gain access to 
sensitive areas of the corporate IT infrastructure.  

GFI LanGuard collects information on all user accounts and user groups currently enabled 
on scanned targets. This information is organized in the scan results under tw o separated 

nodes. To access the list of user accounts identified during on a target computer, click  
Users subðnode. Use the information enumerated in this sub ðnode to inspect the access 
privileges assigned to each user account. To gain access to the list of user ðgroups 

configured on a target computer, click  Groups subðnode. 

 

Users should not use local accounts to log on to a network computer. For better 
security, users should log on to network computers using a ôDomainõ or an ôActive 
Directoryõ account. 

Sessions 

Click  Sessions subðnode to access the list of hosts that were remotely connected to the 
target computer during scanning.  

 

The information included in this sub ðnode also includes the remote connection 
details of th e scanning sessions just performed by GFI LanGuard. For example, 
the IP of the computer running LanGuard, logon credentials and other related 
information.  

Services 

Active services can be a potential security weak spot in your network system. Any of these 
services can be a Trojan, a virus or another type of malware, that  can seriously affect your 
system in a dangerous way. Furthermore, unnecessary applications and services that are 
left running on a system consume valuable system resources. 

During the scanning process, GFI LanGuard enumerates all services running on a target 
computer for you to analyze. This way you can identify the services to stop. Further to the 
freeing up of resources, this exercise automatically hardens your network by reducing the 
entr y points through which an attacker can penetrate into your system. To access the list 

of services enumerated during a scan, click  Services subðnode. 

Processes 

Click  Processes subðnode to access the list of processes running on the target computer 
during a scan. 

Remote time of day  

Click  Remote TOD (time of the day)  subðnode to view the network time that was read 
from the target computer during the scan. This time is generally set on network computers 
by the respective domain controller.  
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4 Analyzing Results 

4.1  Introduction  

The Dashboard section provides you with extensiv e security information based on data 
acquired during audits. Amongst others, the Dashboard section enables you to determine 
the current network vulnerability level, the top ðmost vulnerable computers, and the 
number of computers in the database. To display the Dashboard section:  

1. Launch GFI LanGuard management console and from the Home page select View 
Dashboard. 

 
Screenshot 30 ð View Dashboard 

 

2. From the Dashboard tab, select one of the options described in the following sections: 

4.1.1  Overview  

The Dashboard Overview  is a graphical representation of the security level/vulnerability 
level of a single computer, domain or entire network.  

When a computer or domain is selected, the results related to the selected 
computer/domain are automatically updated in the dashboard. Below is a description of 
each section found in the dashboard : 
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Network security level  

 
Screenshot 31 ð Network Security Level  

This rating indicates the vulnerability level of a computer/network, depending on the 
number and type of vulnerabilities and/or missing patches found. A high vulnerability level 
is a result of vulnerabilities and/or missing patches  which average severity is categorized 
as high. 

Computer vulnerability distribution  

 
Screenshot 32 ð Computer Vulnerability Distribution  

This chart is available only when selecting a domain or a workgroup, and displays the 
distribution of vulnerabilities on your network. This chart enables you  to determine how 
many computers have high, medium and low vulnerability rating.  

Most vulnerable computers  

 
Screenshot 33 ð Most Vulnerable Computers 

This list is available only when selecting a domain or a workgroup, and shows the most 
vulnerable computers discovered during the scan. The icon color on the left indicates the 
vulnerability level.  
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Agent status  

When selecting a domain or workgroup, a chart showing the overall agent status of all 
computers within the domain/workgroup is displayed. This enables you to determine the 
number of agents installed or pending installation on the selected domain/workgroup.  

 
Screenshot 34 ð Agent Status when selecting a domain/workgroup  

When selecting a single computer, this section displays an icon representing the agent 
status. The icons are described in Table 19 below: 

Table 19 ð Agent status 

ICON STATUS NAME DESCRIPTION 

 

Not installed  Agent is not insta lled on the target machine.  

 

Pending 
installation  

Installation is pending. A status can be pending when the machine is 
offline or the agent is being installed.  

 

Pending uninstall Uninstallation  is pending. A status can be pending when the 
machine is offline or the agent is being uninstalled.  

  

Installed  Agent is install ed on the target machine.  

Audit status  

This chart is available only when selecting a domain or workgroup and enables you to 
identify how many audits have been performed on your network grouped by time.  

 
Screenshot 35 ð Audit status chart  
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Vulnerability trends over time  

When a domain or workgroup is selected, this section displays a line graph showing the 
change of vulnerability level over time grouped by computer cou nt.  

 
Screenshot 36 ð Vulnerability Trends Over Time for a domain/workgroup  

When a single computer is selected, this section displays a graph showing  the change of 
vulnerability level over time for the selected computer.  

 
Screenshot 37 ð Vulnerability Trends Over Time for a single computer  

Computers by network role  

This chart is available only when selecting a domain or a workgroup and displays the 
number of audited computers, grouped by network role. Amongst other roles, this graph 
identifies the number of servers and workstations per selected do main.  

 
Screenshot 38 ð Computers by network role  
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Computers by operating system  

This chart is available only when selecting a domain or a workgroup and displays the 
number of audited computers, grouped by the installed operating system.  

 

Screenshot 39 ð Computers by operating system 

Computer details  

This section is available when selecting a single computer and enables you to view the 
selected computer details.  

 
Screenshot 40 ð Computer Details  

Scan activity  

This line graph is available only when selecting a single computer and enables you to view 
the number of scans/audits performed on the selected computer. In addition enables you 
to verify if scheduled scans are being performed.  

 
Screenshot 41 ð Scan activity  
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Remediation Activity  

This line graph is available only when selecting a single computer and enables you to view 
the number of remediation activities performed on the selected compute r. In addition, this 
graph enables you to verify that auto ðremediation is performed.  

 
Screenshot 42 ð Remediation activity  

Top 5 Issues to Address  

This section is available only when selecting a single computer, and displays the top five 
issues to address for the selected computer.  

 

Screenshot 43 ð Top 5 issues to address 

Results statistics  

This section is available only when selecting a single computer and displays an overview of 
the audit result. Amongst others, the result enables you to identify the number of missing 
patches, number of installed applications, open p orts and running services.  

 
Screenshot 44 ð Result statistics  
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4.2   Computers view  

 
Screenshot 45 ð Analyze results by computer  

 

Select this view to group audit results by computer. From the drop down list, select one of 
the options described in Table 20 below to view related information :  

Table 20 ð View by computers information  

OPTION DESCRIPTION 

General information  Select this option to display information on the:  

» Domain name 

» Operating system 

» Service pack installed 

» Last scan date and time 

» Operating system language 

NOTE: Server and VM columns enable you to identify if the selected 
computer is a server or a virtual machine respectively.  

Agent Details  Select this option to view the agent status. This option enables y ou to 
identify if an agent is installed on a computer and if yes, displays the type of 
credentials being used by the agent.  
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OPTION DESCRIPTION 

Vulnerabilities  View the number of vulnerabilities found on a computer grouped by severity. 
Severity of a vulnerability can be:  

» High 

» Medium 

» Low 

» Potential  

For a full description of each rating, refer to Vulnerability assessment 
section in this manual.  

Patching status  View the number of:  

» Missing patches 

» Missing service packs 

» Installed patches 

» Installed service packs 

Open ports  View the number of:  

» Open TCP ports 

» Open UDP ports 

» Backdoors 

Software  View the number of:  

» Antiphishing engines 

» Antispyware engines 

» Antivirus engines 

» Backup applications 

» Data loss prevention applications  

» Device access and desk encryption applications 

» Firewalls 

» Installed applications  

» Instant messengers 

» Peer to peer applications  

» Unauthorized applications  

» Virtual machines  

» VPN clients 

» Web browsers 

Hardware  View information on:  

» Number of disk driv es 

» Free disk space 

» Memory size 

» Number of processors 

» Other hardware.  

System information  View information on:  

» The number of shared folders  

» Number of groups 

» Number of users 

» Logged users 

» Audit policy status.  
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4.3  History view  

Select this view to group audit resul ts by date for a specific computer. To configure the 
history starting date or history period click the link provided.  

 
Screenshot 46 ð Dashboard: History 
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4.4  Vulnerabi lities view  

Display more details on the vulnerabilities found on a network and the number of affected 
computers. When a vulnerability is selected from the Vulnerability List , the Details  
section provides more information on the selected vulnerability. From  the Details , section 
click View affected computers  or View unaffected computers to display a list of affected 
and unaffected computers. For a description of terms used in this result, refer to 
Vulnerability as sessment. 

 

Screenshot 47 ð Dashboard: Vulnerabilities  
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4.5  Patches view  

Display more details on the missing/installed patches and service packs found during a 
network audit. When a patch/service pack is selected from the List , the Details  section 
provides more information on the selected patch/service pack. From the Details  section, 
click View computers having this patch missing  to display a list of computers hav ing the 
selected patch missing. For a description of terms used in this result, refer to System 
Patching Status section in this manual.  

 
Screenshot 48 ð Dashboard: Patches 
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4.6  Ports view  

Display more details on the open ports found during a network audit. When a port is 
selected from the Port List , the Details  section provides more information on the selected 
port. From the Details  section, click View computers having this port open  to display a 
list of computers having the selected port open. For a description of terms used in this 
result, refer to Ports section in this manual.  

 
Screenshot 49 ð Dashboard: Ports 
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4.7  Software  view  

Display more details on the installed applications found during a network audit. When an 
application is selected from the Application Lis t , the Details  section provides more 
information on the selected application. For a description of terms used in this result, 
refer to Software section in this manual.  

 
Screenshot 50 ð Dashboard: Software  
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4.8  Hardware  view  

Display more information on the hardware found during a network audit. Select hardware 
from the List to display more details. For a description of terms used in this re sult, refer to 
Hardware section in this manual.  

 
Screenshot 51 ð Dashboard: Hardware 












































































































































































































































































