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Introduction

About GFI ReportCenter
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Figure 1 - Centralized reporting framework

GFI ReportCenter is a centralized reporting framework that allows you
to generate various reports using data collected by different GFlI
products. GFI releases specialized reports for each of its products,
referred to as a ReportPack; for example, the GFI EventsManager
ReportPack. A ReportPack can be purchased as an add-on to the GFl
product.
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Figure 27 Several ReportPacks plugged into the GFI ReportCenter framework

A ReportPack plugs into the GFI ReportCenter framework; allowing
you to generate, analyze, export and print the information generated
through these reports.

About the GFI EventsManager ReportPack

The GFI EventsManager ReportPack is a full-fledged reporting
companion to GFI EventsManager. It allows you to generate graphical
IT-level, technical and management reports based on the hardware
and software events recorded by GFI EventsManager. Hardware and
software event sources include any networked component that can
generate Syslog messages or record/log events to Windows and/or
W3C event logs. These include computers, network devices, PABXs,
and third party software solutions.

From trend reports for management (ROI) to daily drill-down reports
for technical staff; the GFI EventsManager ReportPack provides you
with the easy-to-view information required, to fully understand the
events activity on your corporate network.

The GFI EventsManager ReportPack allows for the creation of various
graphical and text based reports related to:

Account Usage

Account Management
Policy Changes

Object Access

Application Management
Print Server

Windows Event Log system

=A =4 =4 4 =4 4 -4 4

Network Resource Access (PCI Requirement 10)
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i1 Events Trend

9 All critical messages

1 Miscellaneous, customizable reports.

Components of the GFI EventsManager ReportPack

When you install the GFI EventsManager ReportPack, the following
components are installed:

1 GFI ReportCenter framework
1 GFI EventsManager default reports

1 Report scheduling service.

GFI ReportCenter framework

The GFI ReportCenter framework is the management console through
which you can generate the specialized product reports which are
shipped with a product ReportPack. The GFI ReportCenter framework
offers a common application interface through which you can
navigate, generate, customize and schedule reports.
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Screenshot 11 The GFI ReportCenter management console

The GFI ReportCenter management console is organized as follows:

Navigation Pane i

Use this pane to access the navigation
buttons/configuration options provided with GFI ReportCenter.

2]

Product Selection drop-down list T Use this drop-down list to
select the GFI product for which to generate reports. The Product
Selection drop-down list displays all the products for which you

GFI ReportCenter
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have installed a ReportPack.

Favorite Reports i Use this navigation button to access your
favorite/most used reports. For more information on how to add

@ reports to this |ist r e ftoethelistob
favorite reports6 and O Addi n g tothe lsttofofaorite g
reportsé sectalons in this mant

Default Reports i Use this navigation button to access the
default list of reports which can be generated for the selected
o product. For more information on default reportsr e f er t o
EventsManagerd ef ault reportsé secti

Custom Reports i Use this navigation button to access the list
of customized reports which can be generated for the selected
(5] product. For more information on how to create custom reports
refer Cuet bme rodgpterintthis anual.

Scheduled Reports i Use this navigation button to access the
list of scheduled reports for automatic generation and
o distribution. For more information on how to create scheduled
reports refer to the 6Schedul.

Options 1 Use this navigation button to access the general
@ | configuration settings for the GFI product selected in the
Product Selection drop down list.

Help T Use this navigation button to show this Quick Reference
@ | Guide in the Report Pane of the GFI ReportCenter management
console.

Report Pane - Use this multi-functional pane to:

1 View and analyze generated reports

T Maintain the scheduled reports list

1 Explore samples and descriptions of default reports.

Export T Use this button to export generated reports to various
@ | formats including HTML, Adobe Acrobat (PDF), Excel (XLS),
Word (DOC), and Rich Text Format (RTF).

Send email T Use this button to instantly distribute the last
generated report via email.

8 { Introduction GFI ReportCenter



GFI EventsManager default reports

The GFI EventsManager default reports are a collection of specialized
pre-configured reports which plug into the GFI ReportCenter
framework. These reports present the events recorded by GFI
EventsManager and allow for the generation of both graphical and
tabular IT-Level, technical and management reports. Default reports
can also serve as the base template for the creation of customized
reports which fit specific network-reporting requirements.

Report scheduling service

The report scheduling service controls the scheduling and automatic
distribution of reports by email. Reports generated by this service can
also be saved to a specific hard disk location in a variety of formats
which include DOC, PDF, RTF and HTML.

Key features

Centralized reporting

GFl ReportCenter is a one-stop, centralized reporting framework
which enables the generation and customization of graphical and
tabular reports for a wide array of GFI Products.

Wizard assisted configuration

Wizards are provided to assist you in the configuration, scheduling
and customization of reports.

Report scheduling

With GFI ReportCenter you can schedule reports to be generated on a
pre-defined schedule as well as at specified intervals. For example,
you can schedule lengthy reports to be generated after office hours.
This allows you to maximize the availability of your system resources
during working hours and avoid any possible disruptions to workflow.

Distribution of reports via email

GFI ReportCenter allows you to automatically distribute generated
reports via email. In scheduled reports, this can be achieved
automatically after the successful generation of a scheduled report.

Report export to various formats

By default, GFI ReportCenter allows you to export reports to various
formats. Supported formats include HTML, PDF, XLS, DOC and RTF.
When scheduling reports, you can optionally configure the preferred
report output format. Different scheduled reports can also be
configured to output generated reports to different file formats.

Default reports

The GFI EventsManager ReportPack ships with a default set of
graphical and tabular reports. These reports can be generated without
any further configuration effort immediately after the installation. The

GFI EventsManager user manual Introduction 9



default reports in this ReportPack are organized into different report-
type categories:

Account Usage

Account Management

Policy Changes

Object Access

Application Management

Print Server

Windows Event Log system

Network Resource Access (PCI requirement 10)
Events Trend

All critical messages

=A =4 =4 =4 =4 4 4 4 -8 -8 A

Miscellaneous, customizable reports.

Report customization

The default reports that ship with every ReportPack can serve as the
base template for the creation of customized reports. Report
customization is achieved by building up custom data filters which will
analyze the data source and filter the information that matches
specific criteria. In this way, you create reports tailored to your
reporting requirements.

Favorites

GFl ReportCenter allows you to create bookmarks to your most
frequently used reports i both default and custom.

Printing

By default, all reports generated by GFI ReportCenter are printer
friendly and can be printed through the windows printing services
provided by the system where GFIl ReportCenter is installed.

10 { Introduction GFI EventsManager user manual



Installation

System requirements

Install the GFI EventsManager ReportPack on a computer that meets
the following requirements:

1 Microsoft Windows 2008, 2003 (SP2), 2000 (SP4), XP (SP2),
VISTA

1 .NET framework 2.0
9 Internet Explorer 5.1 or higher
1 GFI EventsManager 8.x

NOTE: The GFI EventsManager ReportPack only allows you to
generate reports for data contained in the SQL Server database
backend of GFI EventsManager.

Installation procedure

The GFI EventsManager ReportPack includes an installation wizard
which will assist you through the installation process. During the
installation process this wizard will:

1 Verify that you are running the latest version of the GFI
ReportCenter framework; if you are installing the framework for the
first time or the currently installed framework version is outdated,
the installation wizard will automatically download the latest one
for you.

9 Automatically install all the required components distributed
including the GFI ReportCenter framework, the GFlI
EventsManager default reports and the Report Scheduling service.

To start the installation:

1. Double-click on eventsmanager8rp.exe. As soon as the welcome
dialog is displayed, click Next to start the installation.

GFI EventsManager user manual Installation 11



]'E GFI EventsManager 8 Report Pack Setup [ _ =) =]

GFI Report Center Framework detection

GFI Report Center framework. was not found on the spstem

GF| Eventzidanager 8 Report Pack requires GFI Beport Center framework, verzion 3.5 in
order to run. *rou need to download and install the GFI Report Center framework, version 3.5
in order to proceed.

(¥ Diownload and install the GF| Repart Center framewark version 3.5.

| will manwally install GF1 Report Center framewark version 3.5 and restart this installation.

< Back Memxt » | Cancel

Screenshot 2 - GFI ReportCenter framework detection dialog

2. If the current version of your GFI ReportCenter framework is not
compatible with the GFI EventsManager ReportPack, you will be
prompted to download and install an wupdated version. To
automatically achieve this, leave the dialog options as default and
click on the Next button.

]'E GFI EventzsM anager 8 Report Pack Setup M= E3

Check for latest build availability

Check for a newer verzion of GFl EventzM anager 8 Repaort Pack.

Thisz installation can check whether there is a newer build for GFI Eventsh anager &
Report Pack downloadable fram the GFl web site. This procedure will require an
internet connection in order to connect to the GF| web site,

fz ez, pleaze check for a newer version of GFl EventsManager§ Repart Pack an the ] wek
isite, ;
" Mo thark wouw, do not check for a newer version and continue with the curent installation,

¢ Back Memt > | Cancel

Screenshot 3 - Check for latest build availability

3. Choose whether you want the installation wizard to search for a
newer build of the GFI EventsManager ReportPack on the GFI
website. Then, click on the Next button to proceed with the
installation.

12 { Installation GFI EventsManager user manual



4. In the license dialog, read the licensing agreement carefully. Select

theéacec ept t he Li c e noptiomand clicg oreMertdont 6
continue.

iiél GFI EventsManager 8 Report Pack Setup M= E3 |

Licenze Key

Enter the following information to perzonalize pour inztallation

Fleaze enter your name, company and license ke, IF pou da not have a license key you can
uze GFl EventzManager 8 Repaort Pack as an evaluation version for the first 10 days.

Eull Marne: IJ azon Micallef
Comparmy: IGFI Software Ltd.
License Keyp: IEvaIuatiu:un

¢ Back I Memt > I Cancel |

Screenshot 4 - Licensing details dialog

5. Specify the full user name, the company name and the GFI

EventsManager license key. If you will be evaluating the product for

10 days, leavet he evaluation key as default (i
on Next to continue.

i'._-!,'J GFI EventsManager 8 Report Pack Setup [ _ =) =] |

Database selection

Data zource settings for GFl Eventstanager 8 Report Pack,

Specify the databaze zource that will be used by the GF| EventstManager 8 Report Pack.

= Use zample databasze
& Use S0L Server database

— Server and databaze selection — Authentication method
Server. ISDLSEHVEH [T UszeWindows authentication,
SMSSERVER - . .
Login uging the following
SIUE credentialz [SHL Account):
THJASON_=P =
- za
4 | | y Uzer I
Password |,1
Databasze: IEventsM anager

< Back I Mest > I Cancel

Screenshot 51 SQL Server selection dialog

GFI EventsManager user manual Installation § 13



6. Specify the details of the SQL Server which is hosting your GFI
EventsManager database backend.

NOTE: For evaluation purposes you can also use the sample
database that is distributed with this installation. When the GFI
EventsManager ReportPack installation is complete, the sample
database configuration guide is launched.

fii GFI EventsManager 8 Report Pack Setup !E[

Mail 5ettings o+ »
Enter administrator email and SMTP mail server settings ]}{'l

Pleaze enter the detailz of the SMTP server and email adrezs that are to be uzed by GFI
Eventshd anager 8 Repart Pack for email reporting.

From:

To Iadministratnr@lncalhnst

SMTP server: I'l 27.001 Eart: |25

% SMTP server does not require authentication.
" BMTP server requires authertication,

SMTP User |

SMTP Pazsword: I Yerify kail Settings |

< Back I Mest » I Cancel |

Screenshot 6 - Email configuration dialog

7. Specify the default email settings that will be used for report
distribution.

8. Specify the product installation path or click Next to leave as
default. The installation will need approximately 100 MB of free disk
space.

9. The installation wizard is now ready to copy the required files and
finalize the installation. To proceed click on the Next button.

Launching the GFI EventsManager reports for GFl ReportCenter

Following the installation, launch the GFI EventsManager Reports for
GFI ReportCenter from Start 3 Programs 3 GFI ReportCenter 3
EventsManager 8 ReportPack.

Selecting a product

When more than one product ReportPack is installed, use the
Product Selection drop down list to select the GFI product
ReportPack to be used.

14 | Installation GFI EventsManager user manual



Product Selection

ALL PRODUCTS

GF| Eventshd anager 8.0 R eportPack
Ll PRODUCTS

Screenshot 7 i Product Selection drop down list

For example, to run the reports provided in the GFI EventsManager
ReportPack:

1. Launch GFI ReportCenter from Start 3 Program Files 3 GFlI
ReportCenter.

2. Select @&FlI EventsManager 8 ReportPackd from the Product
Selection drop down list.

NOTE: Sel ect the O6ALL PRODUCTSO6 option to di
the ReportPacks that are currently installed in GFI ReportCenter.

GFI EventsManager user manual Installation 15






Getting started: Default reports

Introduction

After installing the GFI EventsManager ReportPack, a number of
specialized pre-configured reports can immediately be generated on
the data stored in the database backend of GFI EventsManager.
These default reports are organized into the following categories:

1 Account Usage Reports: Use the reports in this category to
identify user logon issues. The event details shown in these
reports include successful/failed user logons and locked user
accounts.

1 Account Management Reports: Use the reports in this category
to generate a graphical overview of important events that took
place across your entire network. The event details shown in these
reports include changes in user and computer accounts as well as
changes in security group policies.

1 Policy Changes Reports: Use the reports in this category to
identify policy changes effected on your network.

I Object Access Reports: Use the reports in this category to
identify object access issues. The event details shown in these
reports include successful/failed object access and objects which
have been deleted.

1 Application Management Reports: Use the reports in this
category to identify faulty applications and application installation
and removal issues. The event details shown in these reports
include applications which have been installed or removed as well
as applications which are crashing and hanging.

9 Print Server Reports: Use the reports in this category to display
details related to printing events. Details provided in these reports
include documents that have been printed, the users that triggered
the printing event and the date/time when the printing operation
took place.

1 Windows Event Log System Reports: Use the reports in this
category to identify audit failures and important Windows event log
issues. Details provided in these reports include the starting and
stopping of event log services, clear log operations as well as
errors generated during event logging.

1 Network Resource Access (PCl requirement 10): Use the
reports in this category to display information that will help you
meet the requirements outlined by the PCI Data Security
Standards document, version 1.1.

GFI EventsManager user manual Getting started: Default reports 17



1 Events Trend Reports: Use the reports in this category to display
statistical information related to event generation. Charts provided
enumerate the 10 computers and users with most events. Other
reports provide event counts on a network-wide basis as well as
on a computer by computer basis. Reports in this category can be
generated for each main time period i by hour, day, week or
month.

91 All critical reports: Use the reports in this category to display
information related to critical Windows events, Syslog, W3C,
Custom Events, SNMP Traps and SQL Server Audit events. The
charts provided enumerate the 10 most critical events.

1 Miscellaneous, Customizable reports: Use the reports in this
category to generate reports that offer broad customization. These
can be used to generate reports based on any Windows event log,
using filtering conditions and grouping modes which are not
covered by the other default reports.

GFI EventsManager default reports are accessed by clicking on the
Default Reports navigation button provided in the management.

Generating a default report

To generate a default report:

1. Click on the Default Reports navigation button to bring up the list
of default reports available.

Default Reports

=l GFl Eventzbanager 8.0 ReportPack -
E-51 Account Usage

----- ,r) Successful logons grouped by users

----- &~ Successful logons grouped by computers

----- 42 Logoft events For Today

----- 0 Account locke Add To Favarites List For *esterday

b Successhul log Far Last 7 Daps
-5 Account Manager MNew d Far Thiz Manth
[+-+1 Policy Changes Far Last banth

For Cugtom D ate

Screenshot 81 Selecting the data set period

2. Right-click on the report to be generated, select Run and specify
the event date/time period that will be covered by the report.

Example 1: Generatingafi Fai | ed repond basesl on
yesterday 6s .dat a

This example demonstrates how to generate a failed logons report
based on the events that were recorded yesterday:

1. Click on the Default Reports navigation button to bring up the list
of available reports.

2. Right-click on Failed logons and select Run 3 For Yesterday.

18 | Getting started: Default reports GFI EventsManager user manual



Example 2: Generatingafi Fai | e d repongd bases on
that data collected on a particular day.

This example demonstrates how to generate a failed logons report

based on the events that were recorded on July 1, 2006.

1. Click on the Default Reports navigation button to bring up the list

of available reports.

2. Right-click on Failed logons and select Run 3 For Custom Date.

Specify custom date

Date Time -
Select the datedtime period on which to baze the repaort ﬁ“
Reportz bazed on date and time will gather the events occurred dunng the zelected time
period and will generate resultz bazed on infarmation found within this specified time interval.
{~ Relative
ITDda_I,I j
& Day
| Satwday . Juy 01,2006 =l
o8 K0 July, 2006 [+ |
Sun Mon Tue wWed Thu Tear |2008
o 25 26 27 23029 30
2 3 4 B B ¥ B —
310 11 12 13 14 15 [REEEM TS
16 17 18 13 20 21 22 {50 g j
23 024 25 2B X7 28 028
1 e R S
[ ]Today: 941142006 < Bach | Finizh I Cancel

Screenshot 9 - Configuring custom date/time period

3. Sel e ctoptiohand exgardythe provided drop down. This

will bring up the date selection calendar.

4. Navigate to the required month (i.e. July) and select the required

day (i.e. 1).
5. Click Finish to generate the report.

Example 3: Generatingafi Fai | ed repod basesl on
data collected over a specific date/time period.

This example demonstrates how to generate a failed logons report
based on the events recorded between July 1, 2006 and July 10,

2006.

1. Click on the Default Reports navigation button to bring up the list

of available reports.

2. Right-click on Failed logons and select Run 3 For Custom Date.

GFI EventsManager user manual
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5

pecify custom date

Date Time

Select the datetime period on which to base the report

=

Feports based on date and time will gather the events occurred during the selected time
period and will generate rezultz bazed on infarmation found within this specified time interval.

{~ Relative

I Today
 Day

=

I Monday . Septerber 11, 2006
" Manth

I September
* Date range

=1

=2

Eom | 7/ 1/2006  =|lodozon =5
Too | 7A0/2006 =l|easama ==

I

f2008

LCancel |

Screenshot 10 - Configuring custom date/time period

3.

T

S e | Patarangeboptiondand specify the required parameters:
1 6 Fr o 67/01/2006 00:00:00.

0 T b @¥/10/2006 23:59:59.

NOTE: Date and time format are based on the regional settings
configured on your computer.

4. Click Finish to generate the report.

Analyzing the generated report

File

Fanes

GFl ReportCenter 3.5 M= =
Toolz:  Help
e d @B mmd i wn
es I 5 .
A 4« > o & = 4 43 1
Product Selection b WA XS Eadun
IGFI Eventstanager 8.0 ReportPack j ;I

Default Reports
Evertstanager 8.0 ReportPack & |

=1| GFI

[«
N

gz accon it ket o
Use T acco it ok

Account Usage

Account Management

80 User account management
ﬂ Computer account managernme
-y Password changes

& Security group management
4! Palicy Changes

1! Object Access

1 Application Management

) Print Server

2 Windows Event Log system

-

User account operations distribution

B ser account changed  73.3%
W User account created . 13.3%

O User account deleted  13.3%
Total:

gz raco i teia

100.0%
wged

|

K]

T

e,
. |Current Page Mo.: 2

|T0ta| Page Mo 4

|Zoom Factor: 75%

Screenshot 117 Generated reports are displayed in the right pane of the management console
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Generated reports are shown in the right pane of the GFI
ReportCenter. Use the toolbar at the top of the report pane to access
common report related functions:

Report browsing options

M4 »M Browse the generated report page by page.

d Zoom in/Zoom out.

A Search the report for particular text or characters.

- Go directly to a specific page.

] Breakdown the report into a group tree (e.g. by date/time).

= | Print report.

Report storage and distribution options
W1 Export the generated report to a specific file format.

£ Distribute the generated report via email.

NOTE: For information on how to configure report storage and
distribution options refer to the €onf i guri ng Advanced Set
section in this manual.

Adding default reports to the list of favorite reports

Default Reports

E-+5 Account Uzage -
----- ﬁ Successiul logons grouped by users

----- ﬁ Successful lagons: grouped by computers

----- Q Failed ||:lgl:lr'|:5:
™ Logoff events. Run »
ST A dd To Favarites List
L Successhul lo

-5 Account Manage New d
-5 Palicy Changes
#-+5 Object Access ll

Screenshot 12 7 Favorite Reports navigation button

You can group and access frequently used reports through the
Favorite Reports navigation button. To add a default report to the list
of favorite reports:

1. Click on the Default Reports navigation button to bring up the list
of available reports.

2. Right-click on the default report that you to be added to favorites
and select Add to favorites list.

3. Click Yes to confirm.
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Custom reports

Introduction

GFI ReportCenter allows you to create custom reports which are
tailored to your reporting requirements. This is achieved by building up
custom data filters which will analyze the data source and filter out the
information that matches the specified criteria.

Creating a new custom report

To create a custom report:
1. Click on the Default Reports navigation button.

2. Right-click on the default report to be used as template and select
New 3 Custom Report. This will bring up the 6 Cust om Report
Wizardd

Custom Heport Wizard |
General settings Lo
Specifty the title and the type of the report

Pleaze specify the sorting condition that will be applied on the report. The available
zorting conditions can vary, depending on the current report.

Date / time j I.-'i'«scending j

You can specify the grouping conditions for this type of report. You can either chooze
not to group the recaords or select a grouping condition fram the list below.

|Jzer j

< Back | 1

Screenshot 13 - Sorting and grouping conditions to be applied to the report

LCancel |

3. Specify how the information will be sorted in your report.
4. Specify how the information will be grouped in your report.
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Custom Heport Wizard

Date Time

Select the datetime period on which to base the report

=

Feports based on date and time will gather the events occurred during the selected time
period and will generate rezultz bazed on infarmation found within this specified time interval.

{~ Relative

I Today
 Day

=

I Monday . Septerber 11, 2006
" Manth

=2

ISeptemI:uer

* Date range
Eom: | 7/ 172006 =||13:00.00
Too | 7712006 =||17.0000

I

eari | 2008

LCancel |

Screenshot 147 Selecting the data source to use

5. Select the data source that will be used to generate the custom

report (based on the date/time period).
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D ata Filters Lo,
Specify any filkers that should be applied on the repart @
Add... I

Specify the filkers which will be applied to this report;

Filters |

Edit:.. |

nnmnun I
Add Filter Property. .. |
Specify the filker condition ko apply to the report:

Filter conditian:

I "¢ Computer Mame j

Logical relation;

Iis equal ko j

Walle:
ITM_.J azah

Eilben pramerty carditicn wWhen added:

I and j

k. I Cancel

Screenshot 157 Specifying data filter conditions

6. Configure the data filter conditions that will be applied against the
selected data source. Click on Next to continue.

NOTE: For more information on how to configure filter conditions,
ref er t o tdordigusng data filterrconditionsdin this manual.

7. Specify a name and description for the customized report. Click on
Next to continue.

8. Click on Finish to finalize your configuration settings.

Configuring data filter conditions

Use data filter conditions to specify which events will be included in
the report. Only the events which match the specified criteria will be
processed and presented within the report.
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Custom Report Wizard

Data Filters
Specify any filters that should be applied on the report @

Filters [ Add |

[

< Back “ Mext > I Cancel

Screenshot 16 - Custom Report Wizard: Filters dialog

Clickonthe Addé&@utton to bring up the OEdi
and configure the following conditions:

1 drilter condition6i Specify the data source area on which the filter
will focus (for example, se | e@a mpout er  fitaritihe éventso
data related to a particular computer).

1 &onditiondi Specify the condition comparison parameter.
1 &aluebi Specify the string to which source data will be compared.

For example to generate a report which contains only information
related to a wor kst ati on cha donfiguce yaurTfNler J a s o n
parameters as shown below:
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Custom Report \Il"‘u'd :

Data Filters
Specify any filkers that should be applied on the report @
ol | o | G
| Add... |
Edit I

tl."l‘l WYE I
Add Filter Property... [ X| I

Specify the filter condition to apply to the report:
Filter condition:

| ¢ Computer Name j
Logical relation:

|i$ equal to j

Value:

ITM_Jason

Screenshot 17 - Filter conditions configuration dialog

For more specific reports, you can limit the range of information to be

displayed by tightening your conditions/search criteria. This is

achieved by configuring and applying multiple data filters against the

selected data source. When more than one filter is used, specify how

these filters will be logically linked. This is achieved by selecting a

logical groupingc ondi ti on from OFilter property cc¢
list.

M Select And to include ALL the scan data information that satisfies
ALL of the conditions specified in the filters.

M Select Or to include ALL the scan data information that matches at
least one of the specified filter conditions.

Example: Using multiple filters

Consider the situation where a custom report has 2 filters configured
as follows:
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Add Filter Property. . Add Filter Property. . E

Specify the filter condition to apply to the repart: Specify the filter condition to apply ta the report:
Filter condition: Filter condition:
I J’ Computer Hame j Ia;{ Account j
Logical relation: Logical relation:
Iis equal to j Iis equal to j
W alue: Walue:
| TM_Admin1 Jason
Filter prapert candition when added; Filter property condition when added:
Iand j
Ok I Cancel | Ok I Caticel |
Screenshot 18 - Using multiple filters

Parameters Filter 1 Filter 2
Filter condition Computer Name User Name
Logical relation Is equal to Includes
Value dM_Adminld 6Jadgon

The data which will be included in this custom report will vary
according to how these filters will be applied against your data. This is
defined throught he OFi | t er préo pmeoatpy conditi oné

Filters applied Data output
Filter 1 and Filter 2 The report will show:

M1 Al the events by usersc al | asd nd®J
the computerc a | MTM_Adminld

Filter 1 or Filter 2 The report will show:

1 All the events generated by users called
0 J a sio(noddmatter on which computer
the connections were made)

AND

1 All events related to the computer called
60 TM_ Ad mi(no éatter who the users
are).

Example: Creating a custom report based on data collected
during a particular month

This example demonstrates how to generate a failed logon report
called d-ailed logons in July 20066 This report will be based on the
events:

1 Collectedfromthec omput er called OTM_Adminlbd
1 Generated by the user accountda s o n 6

1 Recorded during the month of Quly 20066

To create this report:

1. Click on the Default Reports navigation button.

2. Right-click on the report to be customized and select New 3
CustomReport. This will bring up the 6Custom R

3. As soon as the welcome dialog is displayed, click Next.
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Custom Heport Wizard |

Date Time o
Select the datetime period on which to base the report

Feports based on date and time will gather the events occurred during the selected time
period and will generate rezultz bazed on infarmation found within this specified time interval.

{~ Relative
ITu:uda_l,l j
 Day
I Monday . Septerber 11, 2006 ;I
=+ Manth
I-.lul_l,I

Kl

ear |2006
" Date range

Fome | antszo06  x][ezes =
Too | avzooe xlezEm =

LCancel |

Screenshot 197 Selecting the data source to use

4. Select the 6 Mo noptiordand specify the following parameters:
1 Month: Julyd

1 Year: 00606

5. Click on Next to proceed to the data filters dialog.

Custom Report Wizard

Data Filters
Specify any fiters that should be applied on the repart @

ol o 4] 3] L | s
Filters | add

_;’ Computer Mame iz equal to TM_adminl

8 and Account is equal to Jason Ed |

Add Filter Property... Add Filter Property... E3

Specify the filter candition ta apply to the report: Specify the filker condition ta apply to the report:
Filter condition: Filter condition:
I § Computer Name Ll I&{ Account j
Loagical relation: Loaical relation:
Jis equalto =] - |isequalto =]
Yalue: K Value:

- | TM_Admin - [ason
Filter property condition whenedded Filter property condition when added:
fand 7 [ and R

of
Cancel | aK Cancel

Screenshot 20 - Filter conditions dialog(s)
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6. Click on the A d d éutton and configure the parameters of filter 1
as follows:

1 Filter condition: &omputer Named

1 Condition: &qual tod

1 Value: @M_Adminld

7. Click OK to finalize your filter configuration settings.

8. Click again on the A d d éutton and configure the parameters of
filter 2 as follows:

1 Filter condition: &ccountd
Condition: ds equal tod

Filter Property conditioné : @ndé
. Click OK to finalize your filter configuration settings.
10. Click Next and specify the following parameters:

1
M Value: dasond
1
9

1 Report Name: d-ailed logons in July 20066
1 Report Title: d-ailed logons by Jason on computer TM_Admin16
1

Report Description: dhis report shows the failed logons made by
user Jason Micallef on computer TM_Admin1 during July 2006.6

11. Click Next to proceed to the final dialog.
12. Click Finish to finalize your custom report configuration settings.

Run a custom report

To run a custom report:
1. Click on the Custom Reports navigation button.

2. Right-click on the custom report to be generated and select
Generate.

Editing a custom report

To edit the configuration settings of a custom report:
1. Click on the Custom Reports navigation button.
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Custom Heport Wizard |

Welcome to the EventsManager
Custom Repont Wizard

NI

Thiz wizard will help generate a new customized report bazed on
the following report:

=Y Print activities

The repart iz bazed on the events 2-14 fram the systern log, with
zource print”’ It dizplays all the documents printed, the users
printing docurments, the file detals of the printed files and the
date and time when the print operation ...

You will be azked to zelect the filters that apply o thiz new
custam repoart,

Click nest to continue.

o Bank | Mewt » I LCancel

Screenshot 21 - Custom Report Wizard: Welcome dialog

2. Right-click on the custom report to be modified and select Edit. This
will bring up the 6 Cust om Rizgudé through wWhich you can
make the required changes.

NOTE: For more information on how to configure the parameters of a
custom report refer to the O6Creati
chapter.

Deleting a custom report

To delete a custom report:
1. Click on the Custom Reports navigation button.

2. Right-click on the custom report to be permanently removed from
the list and select Delete.

3. Click Yes to confirm.

Adding custom reports to the list of favorite reports

Custom Reports
= GFl EventzM anager 8.0 ReportPack,

Run

Edit

Delete

Add To Favonites List

e 3

Screenshot 22 - Favorite reports navigation button
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You can group and access frequently used reports through the
Favorite Reports navigation button. To add a custom report to the list
of favorite reports:

1. Click on the Custom Reports navigation button to bring up the list
of available reports.

2. Right-click on the custom report to be added to favorites and select
Add to Favorites List.

3. Click Yes to confirm.
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Scheduling reports

Introduction

GFI ReportCenter allows you to generate reports on a pre-defined
schedule as well as at specified intervals. This way you can automate
the generation of reports that are required on regular basis/
periodically.

Further to this, GFI ReportCenter can also be configured to
automatically distribute scheduled reports via email. For every
scheduled report, you can configure custom emailing parameters
including the list of report recipients and the file format (e.g. PDF) in
which the report will be attached to the email.

Use the report scheduling feature to automate your report generation
requirements. For example, you can schedule lengthy reports after
office working hours and automatically email them to the intended
recipients. This way, you maximize the availability of your system
resources during working hours and avoid any possible disruptions to
workflow.

Both default and custom reports can be scheduled for automatic
generation.

Scheduling a report

To schedule a report:
1. Click on the Default/Custom Reports option pane.

2. Right-click on the report to be scheduled and select New 3
Scheduled report. This will bringupthe 6 Schedul ed Report Wi za
Click on Next to continue.
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Schedule Report Wizard |

Date Time
Select the datetime period on which to base the report

Feports based on date and time will gather the events occurred during the selected time
period and will generate rezultz bazed on infarmation found within this specified time interval.

{* Relative

Today j

Yesterday

Last seven days
~ Thiz month

Last manth

I September j

" Date range
Fom | ant/z008  x]1g4mia =
Too | avzooe x|igaris =

¢ Back | Mewt » I LCancel

Screenshot 23 - Report Scheduling Wizard: Data-set selection dialog

=2

eeri | 2008

3. Select the events data period to be covered by this report.

Schedule Report Wizard |

Time Schedule
Specify the time schedule to be used to automatically generate the report

Scheduled reportz can be generated either once uzing a specific date and time or elze
re-generated using a time frame, starting from a specific time.

" Generate thiz report [once] on the following daytime:

Date/Time: | 9/1/2008 =] [13:00.21 =

* Generate thiz report eveny:

Interval: |‘I Daps j

Mirut
Start datedtime: | 3/11/2006 |jurs

11

< Back | Hewut = I LCancel |

Screenshot 24 i Report Scheduling Wizard: Time schedule dialogue

4. Specify the report scheduling parameters (date/time/frequency).
Click on Next to continue.
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Schedule Report Wizard |

Advanced Settings o
Cuztomize repart digtribution and starage options.

Y'ou can zend the generated report by email to a target recipient list or ave the generated repart
in a folder on your file spstem. Click on the Settings button af the relevant section in the dialog to
further configure repart sendingssaving options.

V¥ Export to file

,{:Q'-_] Click an the Set_tings buttan bo custu:urr!ize the report storage options and specify the: file
format and destination falder where this repart will be stored.

Settings |

v Send by mail

a Chizk on the Settings button bo cuztomize and configure the email zettings which will be
uzed far report distibution,

Settings

¢ Back Mewt » | Cancel |

Screenshot 257 Report Scheduling Wizard: Advanced Settings dialog

5. To export the generated report to file, select the 6 Ex por t to
option. To customize the report export configuration settings click on
the Settings button underneath this option.

NOTE: For information on how to configure export-to-file settings refer
t o Cdnfiguriag report export to file optionsd s e i this chapter.

6. To automatically distribute generated reports via email, select the
6 Send boptioom&oiclustomize the email settings used for report
distribution click on the Settings button underneath this option.

NOTE: For information on how to configure email settings refer to the
&onfiguring report emailing optionsd6 i n t hi s chapter

7. Specify a name and description for this scheduled report. Click on
Next to continue.

8. Click on Finish to finalize your settings.

Configuring advanced settings

GFl EventsManager ReportPack allows you to export scheduled
reports to a specific file format as well as to automatically distribute
these reports via email. This is achieved using either a set of
parameters (e.g. recipient® email addresses) which are specified on
the fly during scheduled report configuration or using the default set of
report export and distribution parameters configured during the
ReportPack installation.

NOTE: The Report Scheduling Wizard is by default configured to use
the default set of report export and distribution parameters.

Report export formats

Scheduled reports can be exported in a variety of formats. Supported
file formats include:
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Format

Description

Adobe Acrobat
(.PDF)

Use this format to allow distribution of a report on
different systems such as Macintosh and Linux while
preserving the layout.

MS Excel (.XLS)

Use this format if you want to further process the report
and perform more advance calculations using another
(external) program such as Microsoft Excel.

MS Word
(.DOC)

Use this format if you want to access this report using
Microsoft Word.

Rich text format
(.RTF)

Use this format to save the report in a format that is
small in size and which allows accessibility through
different word processors in different operating
systems.

Configuring report export to file options

To configure the report export to file settings of a scheduled report do

as follows:

V¥ Export to file

gl Click on the Settings button to customize the report storage oplions and specify the file
format and destination folder where this report will be stored.

Settings |

Screenshot 26 - Advanced Settings dialog: Export to file settings button

1. From the Advanced Settingsédialog, click on the Settings button

underneaththe  Ex por toptiono f i | e d
Repoit Storage Options E3
Folder Options |

a ‘You can overide the default folder options for this

scheduled report

[v Override the detault folder options for this report:

|C: “Program Files\GFI\ReportCenter I

Repaort format:

[dobe Acrobat [ pdf)

=

o |

Cancel | e |

Screenshot 27 - Advanced Settings: Export to file options

2. Selecttheopton6 Override the defaul't

3. Specify the complete path where the exported report will be saved.

4. Specify the file format in which the exported report will be saved.

5. Click OK to finalize your configuration settings.

f

ol

der
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NOTE: For information on how to configure the default export to file
settings refer to the O6Configuining def aul
this manual.

Configuring report emailing options

To configure the report emailing options of a scheduled report do as
follows:

v Send by mail

_‘| Click on the Settings button to customize and configure the email settings which will be
used for report distrbution.

Settings |

Screenshot 28 - Advanced Settings dialog: Send by email settings button

1. Fr om vtamec e@A Setti ngs 6 Settingsl batipn click on
underneath the &end by emailéoption.
Email Alerts Options

Email Optionz |

J You can overnde the default email options for thiz zcheduled
repork

v Dweride the default email options far this report:

To Iadministlatur@localhnst

e

From: IGFIHepUItEenter@'l2?.D.D.1

Server [127.0.0.1 Bot: |25

[~ SMTP Server requires login

Wser mame; I

Eagsard |

Beport format:
Adobe Acrobat [ pdf] j

Ok I Cancel | Apply I

Screenshot 29 - Report distribution options

2. Selecttheopton6 Override the default email opt i
3. Specify the following parameters:

I To/CC: Specify the email address(es) where the generated report
will be sent.

1 From: Specify the email account that will be used to send the
report.

1 Server: Specify the name/IP of your SMTP (outbound) email
server. If the specified server requires authentication, select the
option 60 SMTP Server requires |l ogind a
credentialsinthe 6 Us e r amdaonPeads s Wetds. d 6
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1 Report format: Reports are sent via email as attachments. Select
the file format in which to send out your report.

4. Click OK to finalize your configuration settings.

Viewing the list of scheduled reports

Screenshot 30 - List of Scheduled reports

Click on the Scheduled Reports navigation button to show the list of
scheduled reports which are currently configured for automatic
generation. This information is displayed in the right pane of the
management console and includes the following details:

1 Schedule Name: The custom name that was specified during the
creation of the new scheduled report.

1 Report Name: The names of the default or custom report(s) that
will be generate.

9 Last Generation: Indicates the date/time when the report was last
generated.

1 Next Generation: Indicate the date/time when the report is to be
next generated.

9 Description: The description that you have entered for each
schedule.
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