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Theadvantages of cloudcomputingarewell-documentedyetsecurityconcerns
aboutthisdeliverymodelappear to

bedampeningitswidespreadadoption in
a

number of emergingmarkets . This is particularly thecaseamonglarger
enterprises and

,

onewouldexpect ,

SmallandMedium-sizeBusinesses
(

SMBs
)

.
Afterall

,

if

thelargeenterprises whichare in a betterposition to understandthetechnology
anditsapplication areconcernedaboutsecurity in

thecloud
,

thensurelythe
smallerorganisationmustbeequallyconcerned?Apparentlynot.

Misplacedbeliefs
A

recentsurveycarriedoutamong250
SMBs in theUKprovidedsurprising
results.1Apartfromrevealing a

disturbing
lack of understanding of the

terminology
of cloudcomputing , securitywas

seenasthelowestpriority in terms of

influencing a change in strategytowards

thecloud .Whatneeds
to

beaddressed
,

UKSMBssay,

areissues of complexity ,

pricingandfear of vendor lock-in.
Whenaskingthosewhodonotwant

to use a hosted
or managedservicewhat

themainreasonswere
,
56%%saidtheir

needsweremetbytheexistingset-up ,

44%%saidtheservicewastooexpensive ,

30%%saidtheservicewastoocomplex
for

a
business liketheirsand

confirming
thelack of understanding of what

thecloud is
allabout 26%%saidthese

services wereonlysuitableforlarge

companies
.

A
total of 17%%saidtheycouldn'

t

seethebenefit of it
allwhileonly12%%

citedsecurityas a
concern.

In
anotherquestionaskingwhat

wouldencouragethem
to use a

hosted

or managedservice
, only22%%chose

a

guaranteedhigh level of security . Better
vendorterms

(

43%%
)

,

nolock-interms
,

no
contracts

(

40%%
)

andpay-as-you-go (

31%%
)

wereallconsideredhigherpriority issues.

Theresearchappears to
indicatethat

theindustry's viewpointoncloud-based

servicesdifferssomewhat fromthat of

thesmallandmediumbusiness .
Whereas

vendorshavepushedhardonthe

savings
benefits of hosted / managedservices

,

it appearsthatSMBsarenottoo
convinced . Andwhiletheindustrypercep
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Figure 1 : ReasonsgivenbySMBsfornotusing a hosted or managedservice . Source : GFISoftware.
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tion is
thatsecurity is hampering

adoption
,

SMBshave indicated thatsecurity

maynotbesoimportantafterall . Why?

"

If
it

comes to thecrunch
,

a

businesswillspendmoney to

growthebusinessandnot to

secureitsnetwork "

Poorvision

Firstly it has a lot to
dowithour

perception of theSMB . ThetypicalSMB is

runningon a tightbudget ,

withfewresources

(

financialandtechnical
)

anditsmain
concern is

theefficientandprofitablerunning
of thecompany . Sotheprimaryconcern

of SMBs is a positivecashflow
at

theend
of theyear . Thiswouldexplainwhythese

companieslook at prices ,

contractsand
vendortermswithsuchscrutiny . Security ,

in a largenumber of SMBs
,

is regrettably
oftentoofardownthelist to

be of

concern . If it comes to thecrunch
,

a
business

willspendmoney to growthebusinessand

not to secure itsnetwork.

Butwhataboutthosebusinesses thatdo
investin securityandseethisinvestment

asaninsurancepolicyagainst future losses

or securitybreaches? If theyareaware of

theimportance of thesecurity,

theexisting
threatsandconsequences ,

thenthesecurity
of cloud-based services is surely a pain
point ( giventheirefforts

to protect their
networkanddataonpremise )?

Yesandno.

Q&A

Three of themostcommonquestions
thattheSMBoftenasksare :
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"

'

How is mydataprotected?'
"

' Where
is mydata?'

"

' Whohasaccess to mydata?'

Arethesesecurityconcernsany
different fromthosethatbusinesseshavebeen

facingforthepast30years?Has

anythingchangedjustbecausethedelivery
model

is now in
thecloud?

Logicwoulddictatenot . Sowhile
theseconcernsarejustified , theyappear
to beunsubstantiatedbecausethe

approach to securityshouldbeno
different if

it'
s

in
thecloud or on-premise.

'

How is mydataprotected?'
It

is in theinterest of everyvendor

offering
cloud-based services thatclients'data

is secureandprotected .
In a countrylike

theUS
,

where
a lawsuitcouldresult in

materialpunitivedamages for
a

business
,

cloud-basedsolutionvendorsdotheir
utmost

to protectthedatatheyare

managing . Theyhave
to out-performbecause

theyknowthat a singlebreachcould
lead

to litigationandsignificantriskand

materially impactthecorporatebrand.

"

If

a business's security
concernsarebeingaddressed

,

thelocation of itsdatashould
be

of littleconcern "

Therefore
,

cloud-basedsolution
vendorsnotonlyhavethelatesttechnology ,

thelatestfirewalls
,

thebestdatacentres

andthehighest levels of redundancy
possible

, theyalsoapplymultiple layers of

defence in-depth thatyouraverage
businesscanneverhave . Thus

,

if the
cloudbasedvendorcanoffersuch

a highlevel
of securitythat

is beyondwhatanSMB
canprovide ,

isn' t
thisconcernirrational?

'

Where is mydata?'

If cloud-basedsolutionvendorsaregoing
to extremes

to protecttheirclients'data
,

restassuredthattheyarealsousing
optimisedmechanisms to replicateandsecure

thatdataacrossmultipledisks
,

servers

andlocations . If a business'security
concerns arebeingaddressed

,

thelocation of

itsdatashouldbe of littleconcern . That

is whythisfear
is alsonotjustifiable

providedtheprovider is of substantial size.

'

Whohasaccess
to mydata?'

Clients'concernsshouldfocusonhow
flexibletheserviceprovider is

in meeting
theirrequirements .

In choosing a

vendor
,

theexistingsecuritypolicies
adoptedmustmeet theneeds of thebusiness

payingfortheservice . Moreover
,

if the
client'

s securityrequirementschange ,

thesechangesmustalsobereflected
in

thesecuritypolicies implementedbythe
cloud-basedsolutionvendors.

"

Theyseecloud-based
solutionvendorsastheanswer

to

offloadingtheirsecurity
concerns . Withsecuritynolonger

a priority,

it makessensethat
SMBsarefocusingonthe
businessaspects of themodel "

Whathaschangedwiththecloud is

theextent to whichsecuritypoliciescan

change . Forexample ,

whenemployees
aremaderedundant

, youwoulddelete
theiraccountsandblockallaccess to

thenetwork . Whenusing a cloud-based

service
, younowalsohave

to
blockany

accessrights to
thedatathat

is
stored

in

thecloud . Theconcern thatemployees
couldtakeconfidentialdatawiththem

is thesame in bothcases
. Theprocess

to stopthatrequiresadditionalpolicies.
This

is why it is soimportantthat
a

vendor'
s securitypoliciesareflexibleandcan

changeastheirclients'needschange.

Is it allthesame?

Securityissuesmayhavechanged
slightlywiththisdeliverymodelbut
theapproach to securityshouldbethe
same irrespective of wherethedata

is

kept on-premise or hosted
/ managed in

thecloud . Thesamebestpracticesapply
andgoodbusiness judgement is still
required . However

, security in thecloud
willbebetterthananything a small

or

mid-sizebusinesscanimplement.
AndthismayexplainwhySMBsare

notoverlyconcernedaboutsecurity

AbouttheAuthor

becausetheysee in cloud-basedservices

a
level of security thattheycannever

aspire to achieve . Onthecontrary , they
seecloud-basedsolutionvendorsasthe
answer to offloadingtheirsecurity
concerns .

Withsecuritynolonger a priority
withthisdeliverymodel

,

it makessense

thatSMBsarefocusingonthebusiness

aspects of themodel . Howmuch is
it

going to costthem?Willtheybe
lockedin? Howmuchwill

it cost to migrate
theirdata if theychoose

to return to an

on-premisemodel?Thesearethereal
businessconcernsthathave a direct

impactonthebottomline.
It

is perhapstherighttimefor
vendors

to re-assesshowtheyposition
cloud-basedservices to SMBsand

changetheirmessaging.
Foodforthought ,

nodoubt
,

and
it

certainlycallsforadditionalresearch

intowhatSMBsreallythinkabout
a

deliverymodel
in thecloud .

A

readjustment in messagingand a new
educationalcampaign especially through
themedia maycontribute

to a much
widerandfasteradoption of thisnew

approach to managingsecurityand

boostingbusiness.
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