Debate

m There is no single engine which

is the fastest at reacting to all
viruses and the best at identify-
ing all threats, all companies
using a single anti-virus engine
are leaving themselves open to
viruses and other malware.
Using multiple anti-virus
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security benefits.

First, each anti-virus engine has different reac-

tion times. No one comes out on top every time!

Additionally, multiple proactive and heuristic
engines working in parallel are the most effec-
tive. McAfee was the first to detect the Win32/
Blackmal.E through its proactive and heuristic
engine; however, it did not detect the Win32/
MyDoom.BB. It was caught first by Kaspersky.

Finally, anti-viruse engines have strengths
and weaknesses. Some engines excel at iden-
tifying certain type of malware, while others
are stronger at detecting viruses, trojans and
backdoors.

A multiple anti-virus engine approach pro-
vides the most holistic approach for protecting
a network against infection with no extra taxa-
tion on performance.

Enterprises should deploy a multi-
engine anti-virus approach to combat malware.
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FXeY- XI55 @ Due to response times meas-
ured in ‘days’ during the 1990s,
multi-engine anti-virus tech-
niques increased the likelihood
that at least one of them would
be among the earliest to detect
a new threat. Nevertheless,
this improved response time
came with increased ‘false pos-
itive’ disruptions.

With so many major outbreaks, the trade-off
was in favor of the multi-engine approach,
sometimes protecting systems a day or more
ahead of many single solution systems.

But today’s typical anti-virus response is
under an hour, eliminating the ‘value’ of this
approach, while the ‘false positive’ problem has
remained steady for many vendors. This year
alone, updates from major AV vendors have
shut down QuickTime, killed Microsoft Excel,
and even identified core operating system files
as threats, thereby interrupting operations.

So, if you are using four or five anti-virus
engines, you have esentially increased the
likelihood of a false positive by up to 500
percent. Not a smart trade-off for potentially
faster detection.
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